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Foreword

The primary focus of this report is on the management, use, and congressional
oversight of information technology in the Federal Government. Rapid advances
in technology-such as microcomputers, computer networking, computer model-
ing, videoconferencing, and electronic information exchange-are generating many
new applications, opportunities, and issues that warrant congressional attention.

The report addresses five major areas: 1) management of information tech-
nology, including strategic planning, innovation, procurement, and the informa-
tion resources management (IRM) concept; 2) information systems security and
computer crime; 3) information technology and decision support; 4) management
of government information dissemination; and 5) opportunities for using infor-
mation technology in conducting congressional oversight.

Prepared at the request of the Senate Committee on Governmental Affairs
and the House Committee on the Judiciary, Subcommittee on Courts, Civil Lib-
erties, and the Administration of Justice, this report is the second component of
the OTA assessment of “Federal Government Information Technology: Congres-
sional Oversight and Civil Liberties. ” The first component, Electronic Surveil-
lance and Civil Liberties, was published in October 1985. The third component,
Electronic Record Systems and Individual Privacy, is forthcoming in 1986.

In preparing this report, OTA has drawn on working papers developed by
OTA staff and contractors, the comments of participants at four OTA workshops
on these topics, and the results of an OTA survey sent to over 140 agency units.
Drafts of this report were reviewed by the OTA project advisory panel, officials
from the U.S. Office of Management and Budget, General Services Administra-
tion, and National Bureau of Standards; the U.S. Departments of Agriculture,
Commerce, Defense (including the National Security Agency), Education, Interior,
State, and Transportation; the Federal Bureau of Investigation (Justice), Federal
Emergency Management Agency, National Archives and Records Administra-
tion, Nuclear Regulatory Commission, and Veterans Administration; and a broad
spectrum of interested individuals from other Federal agencies, the research com-
munity, and private industry.

OTA appreciates the participation of the advisory panelists, workshop par-
ticipants, Federal agency officials who responded to OTA'S survey and/or pro-
vided review comments, and others who helped bring this report to fruition. The
report itself, however, is solely the responsibility of OTA, not of those who so
ably advised and assisted us in its preparation.



Federal Government Information Technology Advisory Panel

Theodore J. Lowi, Chairman
Professor of Political Science, Cornell University

Arthur G. Anderson
IBM Corp. (Ret.)

Jerry J. Berman
Legislative Counsel
American Civil Liberties Union

R.H. Bogumil

Past President

IEEE Society on Social Implications of
Technology

James W. Carey
Dean, College of Communications
University of Illinois

Melvin Day
Vice President
Research Publications

Joseph W. Duncan
Corporate Economist
The Dun & Bradstreet Corp.

William H. Dutton

Associate Professor of Communications
and Public Administration

Annenberg School of Communications

University of Southern California

David H. Flaherty
Professor of History and Law
University of Western Ontario

Carl Hammer
Sperry Corp. (Ret.)

Starr Roxanne Hiltz
Professor of Sociology
Upsala College

John C. Lautsch
Chairman, Computer Law Division
American Bar Association

Edward F. Madigan
Office of State Finance
State of Oklahoma

Marilyn Gell Mason
Director
Atlanta Public Library

Joe Skinner
Corporate Vice President
Electronic Data Systems Corp.

Terril J. Steichen
President
New Perspectives Group, Ltd.

George B. Trubow

Director, Center for Information
Technology and Privacy Law

The John Marshall Law School

Susan Welch

Professor and Chairperson
Department of Political Science
University of Nebraska

Alan F. Westin
Professor of Public Law and Government
Columbia University

Langdon Winner
Associate Professor of Political Science
Rensselaer Polytechnic Institute

Congressional Agency Participants

Robert L. Chartrand
Senior Specialist
Congressional Research Service

Robert D. Harris

Deputy Assistant Director for Budget
Analysis

Congressional Budget Office

Kenneth W. Hunter

Senior Associate Director for Program
Information

U.S. General Accounting Office



OTA Federal Government Information Technology Project Staff

John Andelin, Assistant Director, OTA
Science, Information, and Natural Resources Division

Frederick W. Weingarten, Communication and Information Technologies Program Manager

Project Staff

Fred B. Wood, Project Director
Jean E. Smith, Assistant Project Director
Jim Dray, Research Analyst
Priscilla M. Regan, Analyst
Jennifer Nelson, Research Assistant

Administrative Staff

Elizabeth A. Emanuel, Administrative Assistant
Shirley Gayheart,* Secretary
Audrey Newman, Secretary
Renee Lloyd, Secretary
Patricia Keville, Clerical Assistant

Contractors

Rex V. Brown, Decision Science Consortium, Inc.
Stephen E. Frantzich, Congressional Data Associates
Henry H. Hitchcock, Lisa Heinz, and J.F. Coates, FJ.F. Coates, Inc.
John Leslie King and Kenneth L. Kraemer, Irvine Research Corp.
John C. Kresslein, The University of South Carolina
Karen B. Levitan, Patricia D. Barth, and Diane G. Shook, The KBL Group, Inc.
Charles R. McClure and Peter Hernon, Information Management Consultant Services, Inc.
Robert Miewald, Keith Mueller, and Robert Sittig, The University of Nebraska
Sanford Sherizen, Data Security Systems, Inc.

*Deceased, Dec. 11, 1985.



OTA Information Technology Management, Planning,
and Procurement Workshop

Walter Anderson
U.S. General Accounting Office

Frank Carr
U.S. General Services
Administration

Robert L. Chartrand
Congressional Research Service
Library of Congress

Whit Dodson
International Data Corp.

Forest Woody Horton, Jr.
Information Consultant

John Leslie King
Irvine Research'Corp.

Kenneth L. Kraemer
Irvine Research Corp.

Donald A. Marchand
University of South Carolina

Frank McDonough
U.S. General Services
Administration

John McNicholas

James Pivonka _
Internal Revenue Service

Harry Pontius
U.S. Department of Defense

Thomas Pyke
National Bureau of Standards
U.S. Department of Commerce

Joe Skinner
Electronic Data Systems Corp.

Robert Woods

U.S. Office of Management and Federal Aviation

Budget

Administration

OTA Information Systems Security and Computer Crime Workshop

Louise Becker
Elgin Group, Ltd.

David Elliott Bell
National Computer Security
Center

Kier Boyd
Federal Bureau of Investigation

Sheila Brand
National Computer Security
Center

Joseph Coates
J.F. Coates, Inc.

Whitfield Diffie
Bell Northern Research

John Martin Ferris
U.S. Department of the
Treasury

Vi

David Geneson
U.S. Department of Justice

Richard Guilmette
Prime Computer Corp.

Stuart Katzke
National Bureau of Standards
U.S. Department of Commerce

Stan Kurzban
IBM Corp.

John Lane
U.S. Department of Defense

Steve Lipner
Digital Equipment Corp.

Robert Morris
Bell Laboratories

Dorm Parker
SRI Computer Security
Program

Marvin Schaefer
National Computer Security
Center

Miles Smid
National Bureau of Standards
U.S. Department of Commerce

Richard Solomon
Massachusetts Institute of
Tech,lology

Stephen Walker
Trusted Information Systems,
Inc.



OTA Computer Modeling and Decision Support Workshop

Rex Brown
Decision Science Consortium,
Inc.

Vincent Covello
National Science Foundation

Thomas Crowley
National Science Foundation

William Dutton
University of Southern
California

Stephen Frantzich
U.S. Naval Academy

James Hansen

Alan Hecht
National Oceanic and
Atmospheric Administration

Meyer Katzper
Consultant

Austin W. Kibler
U.S. Central Intelligence
Agency

Jerry D. Mahlman
Princeton University

Lee Merkhofer
Applied Decision Analysis

Michael Riches

National Aeronautics and Space U.S. Department of Energy

Administration

OTA Dissamination of Government |Information

Sarah Bishop

National Commission on
Libraries and Information
Science

Michael G. Garland
Bureau of the Census

Peter Hernon
University of Arizona

Charles R. McClure
University of Oklahoma

David Peyton

Information Industry
Association

Michael Schlesinger
Oregon State University

Jagadish Shukla
University of Maryland

Martin Tolcott
Decision Science Consortium,
Inc.

Charles Treat
U.S. Department of Commerce

Warren Washington
National Center for
Atmospheric Research

Work Session

Kenyon C. Rosenberg
National Technical Information
Service

John Shepard
Public Citizen

Vil



