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FEDERAL

Federal
telecommunications and automated information systems handling
sensitive, but unclassified information will protect such
information to the level of risk and the magnitude of loss or
harm that could result from disclosure, loss, misuse,
alteration, or destruction.

S E C T I O N  I I -  D E F I N I T I O N

Sensitive, but unclassified information is information
the disclosure, loss, misuse, alteration, or destruction of
which could adversely affect national security or other
Federal Government interests. National security interests are
those unclassified matters that relate to the national defense
or the foreign relations of the U.S. Government. Other
qovernment interests are those related, but not limited to the
wide range of government or government-derived economic,
human, f i n a n c i a l , i n d u s t r i a l , a g r i c u l t u r a l , t e c h n o l o g i c a l ,  a n d
law en forcement  in fo rmat ion , as  we l l  as  the  pr ivacy  o r
c o n f i d e n t i a l i t y  o f  p e r s o n a l  o r  c o m m e r c i a l  p r o p r i e t a r y
in fo rmat ion  prov ided  t o  the  U .S . G o v e r n m e n t  b y  i t s  c i t i z e n s .

SECTION III - APPLICABILITY

This p o l i c y  a p p l i e s  t o  a l l  F e d e r a l  E x e c u t i v e  B r a n c h
D e p a r t m e n t s  a n d  A g e n c i e s ,  a n d  e n t i t i e s ,  i n c l u d i n g  t h e i r
contractors, which electronically transfer, store, process, or
communicate sensitive, but unclassified information;

SECTTON IV - RESPONSIBILITIES

This policy assigns to the heads of Federal Government
Departments and Agencies the responsibility to determine what
information is sensiti
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Federal Government Department and Agency heads shall :

a. Determine which o f their department ‘ s or agency ‘ s
information is sensitive , but unclassified and may warrant
protection. as sensitive during communications or processing
via telecommunications or automated information systems. This
determination should be based on the department’s or agency’s
responsibilities , policies, and experience, and those require-
ments imposed by Federal statutes, as well as National Manager
guidance on areas that potential adversaries have targeted;

b. Identify the systems which electronically process,
store, t r a n s f e r , or communicate sensitive, unclassified
information requiring protection;

c. Determine, in. coordination with the National Manaqer,
as appropriate, the threat to and the vulnerability of those
identified systems and;

d . Develop, fund and implement telecommunications and
automated information security to the extent consistent With

their mission responsibilities and in coordination with the
National Manager, as appropriate, to satisfy their security or
protection requirements.

e. Ensure implementation of telecommunications and
automated information systems security consistent with the
procedures and safeguards set forth in OMB Circular A-123 and
A-130.

T h e  N a t i o n a l  M a n a g e r  s h a l l ,  w h e n  r e q u e s t e d ,  a s s i s t
F e d e r a l  G o v e r n m e n t  D e p a r t m e n t s a n d  A g e n c i e s  t o  a s s e s s  t h e
t h r e a t  t o  a n d  v u l n e r a b i l i t y  o f  t a r g e t e d  s y s t e m s ,  t o  i d e n t i f y
and document their telecommunications and automated informa-
tion systems protection needs, and to develop the necessary
security architectures.


