
Appendix B

Privacy
Testing

and Civil Liberties Implications of
Employees in the Workplace

Introduction

The focus in this section shifts from the moni-
toring of work to the testing of employees. It looks
at some of the tests that can be given by employers
in hopes of predicting some aspects of an employ-
ee’s future work quality. Can technology help em-
ployers predict how good an employee will be be-
fore the person is hired? Could there be some
corporate equivalent of a carnival “weight and
fate” machine, capable of succinct predictions:
“This woman will try to embezzle money: don’t
trust her. “ “This man will have a heart attack at
45; don’t invest in training him. ” “This one uses
drugs: don’t hire him. “ “This is is a healthy, honest
worker; hire her!”

Clearly, such a single tool for personnel selection
does not exist, but a growing number of employers
are relying on tests for employees and job appli-
cants to try to predict behavior or personal char-
acteristics that may affect their job performance.
Limited evidence suggests that over the past few
years workplace testing has been undergoing are-
vival that may surpass the heyday of psychologi-
cal testing in the 1950s. The future trend may well
be in the direction of more testing. If this is the
case, then the controversy about worker rights,
workplace privacy, and privacy of personnel rec-
ords, may intensify.

Issues such as those explored in earlier chapters
will continue to arise and become more prominent
concerning what information is reasonable and nec-
essary for an employer to have, who should have
access to it, and how it ought to be used, and where
the line should be drawn between information that
is personal and private and that which is not.

As noted earlier, the past pattern has been for
these new capabilities to come into use in a piece-
meal fashion over time. Sometimes, however, they
are put to use almost immediately, before adequate
research can be conducted, as with polygraph test-
ing, and before consideration can be given to the
long-term consequences for society. When this hap-
pens, issues arise that have no established legal,
ethical, or other useful framework for evaluation.

This appendix focuses on three technologies that
are already in use today: polygraphs, drug tests

by urinalysis, and genetic screening. In addition,
the appendix will review some research in the field
of brain wave analysis that could give rise to new
forms of worker testing in the next few years.

Some of the technology used for testing is not
new. The polygraph, for example, has had limited
use in law enforcement for 60 years. Now, however,
its dominant use is in personnel screening; of 2 mil-
lion polygraph tests given annually, about 98 per-
cent are given by employers to job applicants and
employees. 1 Medical screening for drug or alcohol
use, formerly used primarily as a diagnostic tool
in clinical settings, began to be used by the De-
partment of Defense in the 1970s to identify return-
ing military personnel with drug problems. Now,
nearly all military personnel, millions of private em-
ployees, and a growing number of government em-
ployees find that their jobs depend on passing the
drug test.

Genetic screening, an emerging technology for
predicting a person’s likelihood of developing dis-
eases, is now used only in a few workplaces, usually
to identify workers who maybe hypersusceptible
to chemicals found in those workplaces. However,
tests for many common diseases will be commer-
cially available within the next 5 years, and em-
ployers may want to include them in pre-employ-
ment physicals.

Still in the research stage are tests based on brain
waves. Currently under study is the possible use
of brain wave analysis in monitoring concentration,
detecting lies, and predicting certain illnesses. A
computer-based system to detect drug use by
measuring brain waves is already on the market.

Controversy about worker testing focuses on the
accuracy and predictive value of the tests. Em-
ployers who test employees for drug use or hon-
esty may believe that the tests work or at least
that the fear of testing discourages the unwanted
behavior. Washington Area Metropolitan Transit
Authority, for example, noted a decrease in drug
use and in accidents since beginning its drug test

*Harrison Donnelly, “Privacy in the Workplace, ” E&”tonal Research
Reports, Mar. 21, 1986, p. 214, citing figures from the American Poly-
graph Association.

zKenneth  F. Englade, “’l’he Business of the Polygraph, ” Across the
Board, October 1982, pp. 20-27.
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program. Officials of the Eckerd Drug Co. believe
that requiring a test of all applicants and periodic
tests of employees, is the best way to deter theft
and “keep basically honest people basically honest. ”
But there have been no systematic studies of em-
ployee theft to support this claim.2

On the other hand, there are concerns about test-
ing, and many argue that these gains, if they ex-
ist, are achieved at a heavy cost: undue intrusion
into private lives of employees; creation of an
atmosphere of fear and intimidation in the work-
place; and false accusation and denial of job op-
portunities for many innocent people.

This chapter outlines some trends in worker
testing–who uses it, what can be learned, and
directions of research. The chapter also explores
why worker testing is controversial, and looks at
some of the ethical and legal questions raised by
its use.

Polygraph Testing

Extent of Honesty Testing

Employee theft is a major business problem, re-
sulting in losses estimated at $5 billion to $10 bil-
lion annually.’ To counteract it, employers are in-
creasingly using “honesty testing” on workers,
either using the polygraph (“lie detector”) or paper-
and-pencil honesty tests. One major object is to
cut down on employee theft by screening out po-
tential thieves before they are hired. In addition,
a number of employers use polygraphs as part of
internal investigations of theft and other wrong-
doing, and some administer polygraph tests on a
regular or random basis as a deterrent to
wrongdoing.

A testing industry has grown in response to this
demand, and perhaps has helped to fuel the de-
mand. While some large firms have in-house poly-
graphers (one Florida drug firm has a staff of 40),
most rely on detective or personnel security firms
who provide polygraph services on a contract ba-
sis. There is no good estimate of the total number
of such firms throughout the country, but a gauge
of their growth can be found by looking at selected
cities. In 1970, for example, there were only three
such firms listed in the Atlanta yellow pages. By
1975 there were 20, and in 1985 there were 33.4

‘) Susan Gardner, “Wiretapping the Mind: A Call to Regulate Truth
Verification in Employ merit,” San Diego Law Review, vol. 21 No. 2,
March 1983, pp. 295-323.

‘Kenneth  F. Englade, “The Business of the Polygraph, ” Across the
Board,  October 1982, pp. 20-27; Atlanta Yellow Pages, 1985-86.

At present 3,000 polygraphers belong to the Amer-
ican Polygraph Association, but it is estimated
that there are 8,000 to 9,000 full-time polygraphers
nationally. Some are employed by law enforcement
agencies, some by detective agencies, and some are
part of in-house security departments of large
firms.5

Paper-and-pencil honesty testing has gained
popularity in the past few years, partly in response
to criticism of polygraphs and partly as a lower
cost alternative. Compared to a cost of $40 to $50
per test for polygraph, paper-and-pencil tests can
be administered and scored for $8 to $15 a piece.’
At the present time, about a dozen firms nation-
wide are dominant producers of these tests, two
of the largest being John E. Reid & Associates in
Chicago and Stanton Corp. in Charlotte, NC. At
least 2 million of these tests are given annually in
preemployment screening.

Thirty-two States have legislation limiting the
use of polygraphs in employment, including 12
with an outright ban on employers’ requiring or
requesting that employees take a polygraph test.
Nine States require licensing for the polygraph
operator. Four States have legislation regarding
the types of questions that maybe asked, prohibit-
ing questions on such topics as sexual preference,
religion, union affiliation, or politics. Twenty-one
States have laws providing that polygraph tests
be voluntary7 (see table 22).

At the present time there seem to be few State
laws dealing directly with paper-and-pencil honesty
tests. One 1986 Massachusetts law outlaws hon-
esty tests that amount to paper-and-pencil poly-
graph tests. There have been several attempts to
pass polygraph legislation at the national level, in-
cluding bills in the 99th Congress. s

Part of the reason for the growing use of hon-
esty testing is the increasing difficulty and high
cost of doing good background checks. A thorough
check might cost as much as $250, and many em-
ployers hesitate to give detailed information about
former employees, partly due to fear of libel
suits.9

5JoXph Buc~ey,  III, ~esident,  John E. Reid & Associates, PerSOn~
communication, Aug. 19, 1986.

6%~n  Demler,  et ~., ‘CCm  YOU Pa.gs The Job Test, ” ~“ewsweek, May
5, 1986, pp. 46-53; Kenneth F. Englade,  “The Business of the Poly-

graph, ” Across the Board, October 1982, pp. 20-27.~wimm  E, Hmtsfield,
“Polygraphs,” Labor Law Journal, vol. 36,

November 1985, pp. 817-834,
‘Employee Polygraph Protection Act of 1985 (H.R.  1524) passed the

House; Polygraph Protection Act of 1985 (S. 1815)  was reported out
by the Committee on Labor and Human Resources but not acted on
by the Senate.

“’The High Cost of Employee Theft, ” Dun Business Month, Oc-
tober 1982.
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Table 22.—State Legislation on Polygraph Testing
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SOURCE  Adapted from William E. Hartsfield,  “Polygraphs,” Labor Law Journal, vol. 38, November 1982, pp. 817-834
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Technological Considerations

Polygraph technology has not changed substan-
tially since it came into use in 1921.10 The poly-
graph measures and records a number of phy-
siological responses, including skin resistance,
respiration, and blood pressure, while the subject
answers a series of questions posed by an inter-
viewer. The most commonly accepted theories of
polygraph hold that the subject’s guilt and ner-
vousness will produce measurable physiological re-
actions when he or she is lying. These reactions must
be interpreted by a trained polygraph interviewer.

Critics argue that the physiological change dur-
ing lying is still not well understood, and even
proponents of polygraph agree that a unique set
of physiological reactions to lying has not been
found. The reactions often attributed to lying can
also be caused by anxiety, anger, or humiliation.
Being required to take a polygraph test elicits pre-
cisely these feelings in many people.

In determining the accuracy and reliability of
polygraph tests, it is important to consider whether
the test is used for investigating a specific crimi-
nal incident or for screening. The questioning tech-
nique is also important, as discussed in a previous
OTA report.11 The polygraph appears to be most
reliable when the interviewer is asking relevant
questions about a specific event (e.g., “Did you
take $200 out of the cash drawer yesterday after-
noon?”) and comparing the reactions to a list of
irrelevant control questions (e.g., “except for what
you told me already, did you even steal anything
before the age of 21?’’) .12 Subjects that react more
strongly to relevant questions than control ques-
tions are believed to be deceptive. OTA’s previous
review of research on polygraph validity found that
most research has focused on use in specific inci-
dents. Methodological problems and differences
made it difficult to draw overall conclusions about
validity. In the studies reviewed, accuracy rates
ranged from O to 100 percent, and innocent people
were more likely to be assessed deceptive than vice
versa. A summary of the findings of the OTA re-
view is shown in table 23.

Table 23.—Accuracy of Polygraphs for
Specific Incident Criminal Investigationsa

Field studies Range Average
Six prior reviews . . . . . . . . . . . . 64-980/.

OTA review of 10 individual field studies:
Correct guilty . . . . . . . . . . . . 70.6-98.60/o 86.30/o
Correct innocent . . . . . . . . . . 12.5 -94.1 76.0
False positiveb . . . . . . . . . . . 0-75.0 19.1
Fasle negative c . . . . . . . . . . . 0-29.4 10.2

OTA review of 14 individual analog studies:
Correct guilty . . . . . . . . . . . . 35.4-1 00.00/0 63.7%
Correct innocent . . . . . . . . . . 32.0 -91.0 57.9
False positive . . . . . . . . . . . . 2.0-50,7 14.1
False negative. . . . . . . . . . . . 0-28.7 10.4

alncludes some  Investigations d work site
bFalSe positive—innocent  persons found deceptive
CF”ls,e negative—guilty  persons found nondeceptive
SOURCE’ Adapted from U.S. Congress, Off Ice of Technology Assessment, Scien-

tific Validity of Po/ygraph  Test/rig” A Research Rewew  and  Eva/ua.
fion  —A Technical Memorandum, OTA. TM-H.15  (Washington, DC  U.S
Government Printing Office, November 1983), p 97

Validity in screening situations, where questions
are of a more general or hypothetical nature (’‘Have
you ever taken something that didn’t belong to
you?”) and responses cannot be easily compared
to control questions, is more problematic. Some
critics suggest that screening polygraph tests are
strongly biased against honest people. In this view,
the basically honest person, the one who feels
guilty about small past wrongdoings or angry at
a challenge to his or her integrity, is likely to do
worse on a polygraph test than a person with less
developed conscience.

13 The America Psychologi-
cal Association, for its part, charges that poly-
graph tests produce “an unacceptable number of
false positives.’’” The OTA report found no
studies evaluating whether polygraph testing is
valid in personnel security situations. is OTA is
currently reviewing the Defense Department’s
polygraph test and research programs. ”

The validity of pencil-and-paper honesty tests
has also been called into question, and there ap-
pears to be a dearth of independent research on
their validity. Some critics note that many “cor-
rect” test answers are based on values and defini-
tions of honesty that may not be shared by all test
takers. ’7

I“Kenneth  F. Eng]ade,  “The Business of the Polygraph, ” Across  the
Board, October 1982, pp. 20-27.

1 I For a description of the various polygraph Whrdques ~d ~ evalu-

ation of scientific research on polygraphs, see, U.S. Congress, Office
of Technology Assessment, Scientific Vti”&”ty of Polygraph Testing:
A Research Review and Evaluation-A Technical Memoranclum OTA-
TM-H-15 (Washington, DC: U.S. Government Printing Office, Novem-
ber 1983).

] ‘Ibid.

13 David T. Lykken, “Detecting Deception in 1984, ” American 13e-
havioraf  Scientist, MarchlApril 1984, pp. 481-499.

14’’ Can You Pase the Job Test, ” Newsweek, May 5, 1986, pp. 46-53.
16For a description of the  various polygraph techniques ~d ~ ev~U-

ation of scientific research on polygraphs, see, U.S. Congress, Office
of Technology Assessment, Scientific Validity of Polygraph Testing:
A Research Review and Evaluation-A Techm”cai  Memorandum OTA-
TM-H-15 (Washington, DC: U.S. Government Printing Office, Novem-
ber 1983).

1@TA  Review of the Defense Department ‘S Polygraph Test ~d Re-
search P;ograms forthcoming (1987).

17 Quoting Michael Merbaum in “Can You Pass the Job Test, ”
Newsweek, May 6, 1986, p. 49.



132 ● The Electronic Supervisor: New Technology, New Tensions

Legal and Ethical Considerations

The privacy issue pits the employees’ interest
in being left alone, and in keeping certain informa-
tion private, against the employers’ interest in pro-
tecting their businesses and selecting employees
by their standards.

However, questions addressed to workers in on-
the-job polygraph tests sometimes go beyond job-
related topics and probe into sensitive areas of per-
sonal life. Several critics have charged that the pur-
pose of such questioning is not only to intimidate
workers but to screen out minority group members
or those who may show dissident tendencies or an
inclination to join unions. At least four States have
legislation prohibiting employers from asking
questions about politics, religion, union affiliation,
or sex life. 18

Drug Abuse Testing

Rationale and Extent of Drug Testing

The problem of drug abuse on the job has gained
increased attention in the past few years, but it
is not a new problem. In fact, overall abuse of most
drugs in the United States has held steady or de-
clined since 1979.19 Substance abuse is still a ma-
jor problem, however, and the current public aware-
ness and concern should help to reduce it further.

Alcohol abuse is estimated to cost the U.S. econ-
omy a total of $89.5 billion per year in lost employ-
ment, illness, reduced productivity, and death and
injury due to automobile accidents. Other types
of drug abuse are estimated to cost society about
$46.9 billion per year.20 The U.S. Chamber of
Commerce estimates the direct costs of drug and
alcohol use among workers costs employers $60
billion per year in reduced productivity, increased
medical claims, and absenteeism.21 Workers who
are dependent on alcohol or other drugs tend to
have more accidents, which may increase their em-
ployers’ insurance costs. Addicts are also more
likely to steal money or property from the employer
or from co-workers in order to support their habits.

In order to ensure a drug-free workplace, some
employers have resorted to testing their workers
for drug and alcohol use. About 25 percent of the

18willi~ E. H~5field,  “pOlYgTaph9, “ Labor Law Journal, vol. 36,
November 1985, pp. 817-834.

lgRe%mch ~mgle  Institu~,  Econonu”c costs to %Ciety  Of A~cOhO~
and Drug Abuse and Ment%J Illness, Research Triangle Park, 1984. The
continuations of this trend is supported by statistics of the National
In;~~W;de  of Drug Abuse.

21sus&  Demler,  et  ~-, Iicm  you Pass the Job Test?” ~ewsweek,
May 5, 1986, pp. 46-53.

Fortune 500 firms now do some testing of employ-
ees, as compared with 10 percent in 1982.22 As of
mid-1986 nine Federal agencies had drug-testing
programs in place, and at least eight were plan-
ning to begin testing in the immediate future.23

An Executive Order of September 1986 established
a “drug free workplace” as the policy of the U.S.
Government.

A number of firms that have instituted drug-
testing programs have reported dramatic de-
creases in on-the-job accidents and injuries—90
percent in the case of Georgia Power and 70 per-
cent at the Southern Pacific Railway .24 However,
there are some who dispute that testing is respon-
sible for these results; for example, in the case of
Georgia Power, the accident rate began its decline
before testing started.25 In addition, the tests
have also led to charges that they are invasive of
privacy, that tests are sometimes inaccurate, and
that testing programs are sometimes used to in-
timidate, discriminate against, or harass certain
groups of workers.

Public concern with the substance-abuse prob-
lem, on the one hand, and concern about the ad-
visability of on-the-job drug testing, on the other,
reached a head in 1986. In March of that year, the
President’s Commission on Organized Crime rec-
ommended that Federal employees and contractors
be subjected to “suitable” drug testing as an es-
sential step in reducing the demand for drugs. Sev-
eral months later, President Reagan held “volun-
tary” testing for the White House staff and
suggested that government agencies and private
industry follow suit. Executive Order 12564 of Sep-
tember 1986 directed the Office of Personnel Man-
agement to develop governmentwide guidelines on
testing. Objections to widespread use of testing
have been voiced in the press and in a report by
subcommittees of the House Committee on Civil
Service.26

‘zMark A Rothstein,  –ning  Workers for Drugs: A Legal and Ethi-
cal Framework, ” Employee Relations Law Journal, winter 1985/1986,
Pp. 422-437.

23U. S. Congress, House Committee on Post Office and Civil Service,
Subcommittee on Civil Service, “Drug Testing in the Federal Govern-
merit, ” Staff Report, June 20, 1986, pp. 7-10.

24Stephen R. Dujack,  “An Unhealthy Specimen: Drug Tests Are Un-
constitutional and Sometimes Wrong, ” Washington Post, Aug. 17, 1986.

25Testimony  of Ms. ~s~e  price  before the Subcommittee on Human

Resources, House Committee on Post Office and Civil Service, Sept.
16, 1986.

2%.S. Congress, House Committee on Post Office and Civil Service,
Subcommittee on Human Resources, “Drug Testing Federal Employ-
ees, ” Hearings, Mar. 18, 1986, Serial No. 99-46; Subcommittee on Civil
Service, “Drug Testing in the Federal Government, ” Staff Report, June
20, 1986.
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Drug testing is rapidly growing into a multi-
million-dollar industry. Total sales of urine test kits
in 1986 were estimated at $115 million worldwide
and $80 million in the United States, and some ex-
pect sales to double by 1990. Of the $73 million
total test kit sales in 1985, only about 12 million
dollars’ worth were purchased by hospital labs
(where primary use is to monitor levels of medica-
tion prescribed by physicians). About 20 million
dollars’ worth of test kits were purchased by the
Department of Defense, $10 million by employers
for onsite screening, and $22 million by commer-
cial laboratories, which primarily do testing for em-
plloyers. 27 In response to the booming market,
many firms that have heretofore specialized in
diagnostic tests for hospitals are hurrying to in-
troduce kits for identifying drug abusers in the
workplace.

In addition to manufacturing the reagents and
test kits, several of the largest test manufacturers
are also in the consulting business, helping their
clients set up drug test programs and cope with
the personnel and legal problems associated with
drug testing. For example, Diagnostic Dimensions
—a joint venture of test manufacturer Hoffman-
LaRoche and Development Dimensions Interna-
tional, a management training company-helps
employers to implement testing programs and to
fight legal challenges by employees. Similar serv-
ice is offered by Psychiatric Diagnostic Labora-
tories of America.28

Technological Considerations

Tests for use of drugs such as marijuana, cocaine,
heroin, or amphetarmines have relied on chemical
analysis of urine or blood specimens. Typically, in
the employment context, urinalysis is used. This
requires taking the sample from an employee un-
der conditions that satisfy “chain of custody” re-
quirements (i.e., treating each urine specimen as
though the results may be introduced in court).
Careful security and labeling procedures must be
maintained in sending the specimen to a labora-
tory, performing chemical tests on the specimen
(and often a second “corroborating” test), and then
returning the test results to the employer.

Among the more widely used tests are EMIT
(Enzyme Multiplied Immunoassay Technique), man-
ufactured by the Syva Co., and the ABUSCREEN
system, manufactured by LaRoche Diagnostics,

27 Calvin Sims, “Boom in Drug Tests Expected, ” New  York Times,
Se t, 8, 1986, pp. Dl,  D21.

% Fern Schumer  Chapman, “The Rukus  Over Medical Testing, ” For-
tune, Aug. 19, 1985.

Inc. Both these tests are based on immunoassay
techniques, are fairly low in cost ($13 to $15 per
test), and are generally used for mass screening of
large batches of samples. Tests using the gas chro-
matography (GC) or gas chromatography/mass
spectrometry (GC/MS) techniques are more ac-
curate, require more highly trained technicians,
cost more ($60 to $80 per sample), and are usually
used to confirm any positive results (finding the
evidence of drug use) from a screening test.

One major problem with these tests is that they
do not measure the current level of intoxication,
but rather the levels of chemical byproducts cre-
ated as the body metabolizes the drug. Thus, the
tests can only show that some drug has been used
but do not show that a person is currently im-
paired.

Other problems relate to the accuracy of the tests
themselves and the ability of commercial labs to
provide accurate results on a regular basis. Al-
though manufacturers and proponents of screen-
ing tests claim accuracy rates of 95 to 99 percent,
other researchers have found accuracy to be much
lower in typical commercial laboratories. Inaccu-
rate results can arise from poor laboratory proce-
dure or from mislabeling or mishandling of speci-
mens en route to the lab. In 1984 the Air Force
had to reinstate 6,500 airmen dismissed for drug
use because their tests were invalidated by poor
lab procedures and improper “chain of custody”
procedures for handling specimens.

Proficiency tests of laboratories have revealed
that many have high error rates.29 According to
some experts, competition for drug testing con-
tracts has lead many to cut prices and overwork
their technicians and equipment, thus pushing er-
ror rates even higher.30 There are no mechanisms
to put incompetent labs out of business. Even the
few States with regulations and proficiency stand-
ards do not have manpower to enforce their regu-
lations. Federal regulations affect only labs that
test specimens sent across State lines, and these
regulations are hard to enforce.31

A number of other substances, including prescrip-
tion and over-the-counter drugs, herbal teas, and
culinary poppy seeds can be mistaken for drugs
in some of the tests. A controversial set of studies
has found that tests can mistake melanin (the sub-
stance responsible for skin color as well as other

‘29sW for ex~p]e  Hugh  J. Hansen, Samuel P. c~~)  ~d ‘. ‘*
Boon, “Crisis in Drug Testing, ” JAMA, Apr. 26, 1985.

3oLawence K. Altmaw “Drug Tests Gain Precision But Can Be In-
accurate, ” New York Zl”mes,  Sept. 16, 1986.

31 Walt Bogdanich, “False Negative: Medical Labs, Trustd  as
Largely Error Free, Are Far From Infallible, ” Wsll Street Journal.
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functions of the body) for a byproduct of THC (the
active ingredient of marijuana), thus producing
higher false positive rates among black people.32

There is also controversy over the cutoff points
to be used for tests. While some experts suggest
that tests for marijuana should be considered posi-
tive only if they have a concentration of over 50
nanograms per milliliter (rig/ml) a more typically
used cutoff point is 20 ng/ml and some organiza-
tions use even lower cutoff points. Inaccuracies in
all tests are much more likely at low concentra-
tions.33 Even the use of confirmatory tests has
not stilled controversy about accuracy, especially
since some commercial labs rely on lower cost tests
for confirmation as well as screening.34

Ethical and Legal Issues

Privacy. -There are several reasons why employ-
ees have objected to drug testing on privacy
grounds. For one thing, it can reveal details of per-
sonal life outside of work. Current methods of drug
screening reveal recent use of a drug, not current
impairment; people who use drugs outside of work
test positive, even though they might be sober and
fit for duty during work hours. Is after-hours use
of legal or illegal drugs an employer’s concern?

In addition, producing a urine sample before wit-
nesses violates most people’s reasonable expecta-
tion of privacy for bodily functions. Both these ob-
jections apply to deficiencies of urinalysis, not to
the concept of drug testing in general.

Methods and Conditions of Testing.–The first
question is whether testing is the appropriate re-
sponse to perceived drug use in workplaces. In
many populations a testing program may cast too
broad a net, subjecting many workers to testing
in order to identify a very few drug users. The next
question is who should be tested? Should all em-
ployees be tested or only those with jobs that pose
special problems of safety or security if there is
drug abuse? If only some employees are tested,
does this create equal protection problems if those
tested are disproportionately racial minorities or
blue collar workers? What drugs should be tested
for? Is it an employer’s job to identify only users
of illegal drugs? Many legal drugs are also abused.

32Jarnes Woodford, Ph. D., personal communication Aug. 25, 1986,
based on studies conducted at the U.S. Army Forensic Lab, Wiesbaden,
Germany. See also “The Melanin Defense, Debated by Woodford and
McBay,”  Substance Abuse Report, Dec. 1, 1986, p. 3.

“’’The Melanin Defense, Debated by Woodford and McBay, ” Sub-
stance Abuse Report, Dec. 1, 1986, p. 3.

34 Table on “Modified Drug Screen” from conference material
produced by Sm.ithKline  Clinical Laboratory, Memphis, TN.

On the other hand, some employees that are using
a legal drug for legitimate medical reasons maybe
impaired using it.

Is there a socially acceptable need for an em-
ployer to mandate periodic or random substance-
abuse testing for the workforce, or should testing
be limited to specific instances where an employ-
ee’s conduct raises “reasonable suspicion” of sub-
stance abuse? Random or periodic testing seems
contrary to the principle that people are innocent
until proven guilty; such a testing scheme requires
everyone to prove his or her innocence on a regu-
lar basis. In a number of cases to date, the courts
have required that employees be tested only when
there is reasonable suspicion of drug use. Random
testing of Iowa prison guards and compulsory test-
ing of New York City teachers applying for tenure
were struck down by the courts.35 In both cases,
however, the employers were government entities,
whose employees are protected by the Fourth
Amendment to the Constitution against “un-
reasonable search by their employer. ” A number
of private employers make use of random testing,
and some of their programs are also being chal-
lenged.

Another important point is what drugs should
be covered by the tests. A survey of drug testing
programs in the Federal Government found wide
variation in the types of drugs being screened.36

While many employers focus on illegal substances
like cocaine and marijuana, a number of legal sub-
stances are also abused. However, testing for these
drugs will also reveal their use by individuals who
use them legitimately, thus raising another privacy
issue.

One interesting point is the lack of interest of
many employers at the present time in testing for
alcohol abuse in the workplace, despite all the evi-
dence that alcohol is responsible for far more work-
place accidents and absenteeism than the illegal
drugs. (Alcohol intoxication is usually tested by
breath or blood tests, rather than urinalysis.)

S5For exmple,  ca9e9 of New York City teachers, New Jersey  gover-
nment workers, Jesus Rangel, “Government Bars Drug Testing of
Teachers, ” New York Times, Aug. 12, 1986, p. B1; Alfonso A. Narvaex,
“U.S. Judge Blocks Urine Drug Teats,” New York Times, Sept. 19,1986,
p. Al.

‘%ee  U.S. Congress, House Committee on Post Office and Civil Serv-
ice, Subcommittee on Civil Service, “Drug Testing in the Federal Gov-
ernment, ” Staff Report, June 20, 1986, pp. 7-10; also Lawrence Miike,
“Accuracy and Reliability of Urine Drug Tests, ” in House Committee
on Post Office and Civil Service, Subcommittee on Human Resources,
Hearings of Sept. 16, 1986.
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Use of Test Results

Another question germane to any testing pro-
gram is what to do with the drug abusers when
they are discovered. In the case of pre-employment
screening, the answer of most firms is not to hire
them, although a few do tell the applicants why
they have been turned down and invite them to
reapply once they are drug free.

In some firms, a current employee who tests
“positive” might be referred to an employee assis-
tance program (EAP) for rehabilitation. Some ob-
servers have expressed concern that existing EAPs,
which heretofore have assisted employees who vol-
untarily sought help for drug problems, will be se-
verely weakened by an influx of clients who have
been “sentenced” to rehabilitation after a positive
urine test. An alternative followed by many clients
is the dismissal or discipline of drug users. Between
1971 and 1980 the Armed Forces tended to reha-
bilitate returning Vietnam veterans whose drug
problems were detected through urinalysis. In re-
cent years, however, the emphasis has turned to
discipline and dismissal. The current guidelines is-
sued by the Office of Personnel Management for
Federal agency drug programs directs each agency
plan to include an EAP, but also lists disciplinary
actions including reprimands, suspension, and dis-
missal. According to the guidelines, dismissal from
Federal service would be mandatory upon a sec-
ond confirmed finding.37

A forthcoming OTA technical memorandum will
look in greater detail at some of the technical,
administrative, and legal problems involved in
drug testing.’”

Genetic Screening

Extent and Rationale for Genetic Testing

Genetic screening is not new, though in many
ways it is still an emerging technology. Tests for
diagnosing or predicting some genetically based
diseases have been available for some time. For ex-
ample, screening tests for sickle cell trait, a condi-
tion especially common among those of African an-
cestry, were available in the early 1970s. Blood
tests of newborns to screen for phenylketonuria
(PKU), a genetic ailment that causes mental retar-

~Toffice  of  per~onnel  Management, FPM Letter 792-, ‘i Establishing
a Drug-Free Federal Workplace, ” Dec. 27, 1986.

Ss(jffice  of TW~olon  Assessment, Urine Drug Testing, Technical

Memorandum (forthcoming 1987).

dation and death if not treated early, is called for
in statutes or regulations of 46 States and is cus-
tomary in the others.39

Genetic screening in the workplace is not yet a
widespread practice. In its 1983 report on genetic
screening in the workplace, OTA found that few
large U.S. firms were using genetic screening in
their personnel selection practices.40 Out of 366
respondents, only 8 said they were currently do-
ing any type of genetic test; 17 had done so in the
past; but 59 had plans to do so in the future. While
these results indicate that genetic screening in the
workplace was not widespread at the time, many
researchers in the field assert that it is difficult to
get good information about firms that do genetic
studies. Such firms may not answer questionnaires
or talk about their policies because of the con-
troversies, including charges of discrimination,
that have arisen when other firms have publicly
discussed screening programs.41

Despite the bad publicity that might attach it-
self to the concept of genetic testing, screening
might offer some advantages to employers. It is
known that human beings have varying suscepti-
bilities to illness, including illnesses related to ex-
posure to toxic substances at work. Not everyone
who mines coal gets black lung disease, for exam-
ple, just as not everyone who smokes cigarettes
gets cancer. If firms could determine that certain
people are especially susceptible to a toxin found
in the workplace they could decline to hire them
or otherwise avoid assigning them to work near
the hazardous substance. Thus the employer helps
the employee stay healthy while also avoiding the
possible costs of a future illness that the employer
might have to bear. Employers often pay part or
all of their employees health or life insurance costs.
Group insurance rates depend on the health experi-
ence of the group. Thus it would be to an em-
ployer’s advantage to identify and eliminate un-
healthy or potentially unhealthy employees in
order to keep rates low.

39 Americm  Bm Foundation,  State Laws and Regulations Governing
Newlorn Screening, compiled by Lori B. Andrews, Chicago, 1985.

‘“U.S.  Congress, Office of Technology Assessment, The Role of
Genetic Testing in the Prevention of occupational Disease, OTA-BA-
194 (Washington, DC: U.S. Government Printing Office, April 1983),

41 Interview with Elaine Draper, Ph. D., School of Public Health,
University of California, Berkeley, September 1986. See also Thomas
H. Murray, “The Social Context of Workplace Screening, ” The Hast-
ings Center Report, October 1984.
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Technological Considerations

Although genetic screening might appear to be
beneficial to both the employer and the employee,
it is controversial for a number of reasons. The va-
lidity and accuracy of most screening tests has not
yet been firmly established. Even if a person is de-
termined to have a particular genetic trait, he or
she may not necessarily develop an illness; and
others may develop a disease even though tests
do not show them to have the genetic markers usu-
ally associated with a trait. Because genetic sus-
ceptibilities are unequally distributed among
different races or ethnic groups, screening pro-
grams can have the flavor of illegal discrimination.
In addition, individuals may prefer to assume their
own risks in deciding what kind of work to do. Fi-
nally, some argue that the way to ensure workplace
health is not to exclude hypersusceptible workers,
but to design safe ways to handle toxins so that
no workers are exposed to them. Thus, genetic
screening may offer employers a way to evade
responsibility for designing safe workplaces.

New techniques based on recombinant DNA re-
search show promise of allowing scientists to de-
velop better tests, including tests to detect some
people at risk for common ailments such as dia-
betes, heart disease, and manic-depressive illness.
Further research is likely to gradually develop tests
that are more sensitive, more specific, and more
reliable. A forthcoming OTA background paper
will look more closely at the technical feasibility
and commercial potential of new genetic tests.42

The possibility of tests for common diseases only
intensifies the controversy about the possible uses
of screening in the workplace. If employers could
justify these tests as a valid form of pre-employ-
ment testing, they could be applied to a larger pop-
ulation of workers, not just those who work with
hazardous materials. Possible advantages to em-
ployers could be fewer workers’ compensation
claims, lower insurance premiums, and perhaps,
less lost time and wages due to illness.

A related question is how insurance companies
will use the results of genetic testing. If really good
tests for susceptibility to common ailments become
available, their results might be used to raise the
price of coverage or to deny coverage to certain
groups.

Legal and Ethical Concerns
A number of experts in the area have worried

that extensive use of genetic screening in the work-
42U.S. Congress, Office of Technology Assessment, Applications of

Biotechnology ot test for Human  Genetic Disorders, forthcoming (1987).

place could create different classes of workers
based on genetic fitness or unfitness. One research-
er noted that people whose tests show a likelihood
of developing a disabling disease might be denied
employment or training opportunities in certain
professions. Airlines, for example, might prefer to
hire pilots who are likely to have a long career, in
order to justify the long training; no one wants
pilots who are likely to have early heart attacks.”
The opposite type of discrimination might develop
in jobs where training is cheap but pensions are
expensive; short-lived people might be preferred
for routine jobs.

Even putting aside the question of employment
discrimination, a number of other privacy issues
arise, particularly regarding the question of access
to test results. While tests may be performed by
a company’s medical personnel, the records may
circulate within firms to nonmedical personnel who
make management decisions about the worker. A
confidential physician-patient relationship usually
does not exist in the workplace. This aspect of
privacy, which would apply to any kind of medical
test, is even more sensitive in this case because
decisions may be made on the basis of the future
possibility of disease, rather than actual illness.
There is also the possibility of stigmatization and
diminution of future job prospects because test
performed by one employer could become part of
the public record, perhaps through workers com-
pensation records or employment clearinghouses.
Medical records are sometimes subject to inspec-
tion by third parties as well-unions, government
agencies, insurance companies, epidemiologists do-
ing research, etc.

That these concerns actually could become a
problem seems to be indicated by the current re-
sponse of employers and insurers to acquired im-
munodeficiency syndrome (AIDS). The situation
with AIDS is not exactly analogous because AIDS
is not a genetic disease, and is also a very fright-
ening and fatal ailment that is widely misunders-
tood. Employers have dismissed workers who
showed symptoms such as sudden weight loss,
which might be indicative of AIDS. They have also
required employees and job applicants to take the
currently available AIDS test. In a sense this is
a predictive test because it only reveals the pres-
ence of an antibody, not the disease itself. Some
people have lost their jobs because they tested posi-
tive. In addition, insurance companies have used

43 Harold M Schmeck,  Jr., “Advances in Genetic Forecasts Increase
Concerns, ” ZVew  York ‘ll”mes,  Aug. 19, 1986, quoting Dr. Kenneth Pai-
gen, University of California, Berkeley.
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these tests to screen applicants for insurance cov-
erage, and some have withdrawn from the market
in areas where such screening is forbidden by law.

Brain Wave Research

State of the Technology

Brain activity that underlies psychological proc-
esses can be recorded from the surface of the head
and body in the form of weak electrical and mag-
netic signals, or “brain waves” as they will be called
in this section. Many of these signals are not well
understood by scientists despite decades of re-
search. However, some are known to reflect cogni-
tive (memory, language, learning) or sensory (vi-
sion, hearing, touch) processes stimulated by
external stimuli. These signals, often called “event-
related brain potentials” or ERPs, are extremely
weak (typically on the order of a few microvolt,
or millionths of a volt), but they can be monitored
through sensors attached along particular regions
of the scalp.” Magnetic recordings of brain activ-
ity are also possible by using a specialized mag-
netic detector termed SQUID (superconducting
quantum interference device).

“Cognitive processes are identifiable through ERPs that occur be-
tween about 100 and 700 thousandths of a second or more following
each stimulus; sensory processes are reflected in ERPs that occur within
100 thousandths of a second following the stimulus.

Research on electrical and magnetic recordings
of human brain activity is being conducted in a
number of government, government-supported,
and academic laboratories. Government funding
for research is provided by a variety of Federal
agencies, including the National Institutes of
Health, the National Science Foundation, and the
Department of Defense.

Five areas of focus characterize much of the cur-
rent research:

1. assessment of neurological function and neu-
rological disorders;

2. assessment of mental disorders;
3. analysis of normal cognitive processes, includ-

ing perception, memory, language, and deci-
sionmaking;

4. analysis of cognitive disorders; and
5. human factors applications.

Table 24 shows some of the recent research in this
area.

The potential benefits to society appear to be in
several main areas-as a tool for medical diagnos-
tics and cures, for developing optimal learning and
educational techniques, and for enhancing man-
machine interfaces. This technology is already in
use as an aid to diagnosing brain tumors, multiple
sclerosis, dyslexia, epilepsy, and strokes. It has
also been used to test for mental retardation, coma,
and autism.45

45Carol Truxal, “Watching the Brain at Work, ” IEEE Spectrum,
Marc, 1983, pp. 52-57.

Table 24.—Examples of Research on Brain Waves

Research center Areas of investigation

National Institutes of Mental Health Predict risk of psychiatric disorders; tendency toward behavioral
problems (sbstance abuse, antisocial personalities).

University of California Analysis of sensory and cognitive processes diagnosis, e.g., deafness.
La Jolla, CA Man-machine interface: Analysis of mental workload, e.g., attention and
(ONR, NIMH, NSF funds) concentration

Veterans Administration Medical Center
Westhaven, CT

University of Illinois
Champagne-Urbana, IL

Harvard Medical School
Boston, MA

Advanced Research and Development, Inc.
Columbia, MD
{NASA funds)

Air Force Aerospace Medical Research Lab
Dayton, OH

University of Florida at Gainesvile

Detect neurological disorders, multiple sclerosis and make more precise
neurological diagnoses.

Understanding brain structures and processes responsible for surface
electrical activity.

Cognitive processes, e.g., memory, learning, decision-making.
Man-machine interface

Brain electrical activity mapping for detecting mental disorders, e.g.,
dyslexia, Alzheimer’s disease

Man-machine interfaces, e.g., aircraft pilots

Man-machine interfaces; analysis of mental workload

Lie detector test (ended 1986)
(CIA funds)
SOURCE Office of Technology Assessment, 1987
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Workplace Testing Applications

The examples above of brain wave research at
least raise the possibility that brain wave analy-
sis could lead to usable technologies with possible
applications in the workplace. If developed as prac-
tical systems, they could be used to gather exten-
sive information about a subject’s psychological
state, genetic propensities, or honesty; they might
be useful in new means of measuring or pacing
work.

Some predictive tests that might be of interest
in the area of work monitoring or worker testing
could be derived from the above avenues of re-
search. These could include the following:

●

●

●

●

●

predicting whether a person is at risk of cer-
tain diseases, such as Alzheimer’s disease or
alcoholism;
determining whether a person is concentrat-
ing and predicting the speed of mental re-
sponse to stimuli;
determining recognition of persons, places,
and objects;
testing for knowledge of a specific subject;
detecting lies.

Brain waves are also being explored as a possi-
ble means of improving man-machine interfaces.
Future systems are envisioned that would moni-
tor the operator’s ability to cope with information
flows and to make decisions. On the basis of the
information about his performance, the system
could either adjust the rate of information flow to
the operator or automatically take on some of the
operator’s tasks to optimize his performance. Some
future applications could include pilots, air traffic
controllers, and other computer-based work.

If practical brain wave systems could be devel-
oped, the implications for privacy would be tremen-
dous. In the case of workload measurement, for ex-
ample, the distinction between monitoring the
work and monitoring the worker completely dis-
appears. In the case of something like an improved
lie detector, such technology might actually give
the ability to “read the mind, ” removing all possi-
bility of a person’s keeping information private.

Whether practical systems can be developed,
however, is another question. There are serious
limitations on our understanding of brain waves,
and at least one researcher worries about the “poly-
graphization” of brain wave research.% By this he

qG~manuel DonChin, psychophysjolo~”c~  Mom”ton”ng: Possibti”ties
and Prospects, contractor report prepared for OTA, September 1986.
Also, Dr. Charles Wood, Department of Neuropsychology, VA Medical
Center, Westhaven, CT, and Dr. Steve Hillyard, Department of Neu-
roscience, University of California at La Jolla, concurred with this view
in telephone interviews with OTA staff, September 1986.

refers to commercial applications of scientific dis-
coveries before the underlying principles are
thoroughly understood:

Polygraphization occurs when the commercial de-
velopment is done without an anchor in the scien-
tific community. Actions are taken to assure the
profitability of the product, and caution and con-
trol become less critical. . . I emphasize that all this
is done well within the law. But, it remains the case
that it is quite possible to have what appears to be an
impressive instrument that is essentially worthless.47

The danger of using such a device in the work-
place, of course, is that decisions affecting people’s
lives will be made based on flawed technology or
flawed principles. Due to the complexity of the
nervous system, it is likely that only very general
links will be drawn between physiological processes
like brain waves, and psychological ones like lying
or concentration. Even these tests may only be
valid in a very structured environment, such as in
a controlled laboratory setting. A workplace set-
ting would introduce too many uncontrollable
variables.

Other researchers, however, are more optimis-
tic about the possibility of developing practical sys-
tems. Researchers at Westinghouse Research &
Development Center have, for a number of years,
been exploring the use of brain waves, in particu-
lar a wave called the P300, to determine an indi-
vidual’s level of attention and cognitive process-
ing. A Westinghouse researcher has predicted that
within the next 10 years, Westinghouse could mar-
ket “a complete system capable of monitoring the
mental processing effort of employees as they
worked. ’48

In a slightly different direction, a system for
using brain wave analysis for determining whether
a person is intoxicated on alcohol or drugs is al-
ready on the market. Called the Veritas 100
Analyzer, it is marketed by National Patent Ana-
lytical Systems. The Analyzer is small, about the
size of a personal computer, and is designed to be
used at the workplace. A disposable headband is
placed on the subject’s head, and the analyzer ex-
amines the corneal-retinal potential transmitted
along the vestibular nerve. According to the man-
ufacturer, the system recognizes the characteris-
tic brain waves that this nerve group produces
when the subject is under the influence of particu-
lar substances. The signal is unique because each
drug produces a specific “fingerprint,” a waveform
known as a “drug-evoked potential,” according to

47 Emanuel Donchin, Psychophysiolop”cal  Mom”toring:  Possibti”ties
and Prospects, contractor report prepared for OTA, September 1986.

48 Michael Schrage, “Technology Could Let Bosses Read Minds, ”
Washington Post, June 3, 1984, p. Cl.
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the inventor.” Results of the test are available
within a few minutes. The analyzer shows a report
on the screen and also prints out a report and stores
a record of the test.

The manufacturer claims accuracy in the 99 per-
cent range. The device is currently undergoing in-
dependent testing, but the results were not avail-
able to OTA at this writing. The Veritas Analyzer
has already been used by several police depart-
ments and in some workplaces.

ing pits the interests of the employer in reducing
costs, increasing workplace safety, limiting liabil-
ity and exercising managerial control against em-
ployee interests in maintaining personal dignity
and privacy. Some of the legal questions involved
in testing are discussed in chapter 4 of this report.
In addition, listed below are some OTA analyses
dealing in detail with the topics of polygraph test-
ing, drug screening, genetic screening, and with
the constitutional issues involved in workplace
testing:

Conc lus ion
●

While somewhat different issues are raised by
each type of employee testing discussed above, ●

there are some common themes. In general, test-
●

49S. Thomas Westerman, et al., “Qualitative Measurement of Drugs, ”
●

Laryngoscope, vol. 94, No. 2, February 1984.

Review of Defense Department Polygraph
Test and Research Programs-Health Staff
Paper (March 1987);
Tests for Human Genetic Disorders (forthcom-
ing, 1988);
Urine Drug Tests—Health Testimony (June
10, 1987);
Science, Technology, and the Constitution
(forthcoming, 1988).
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