Chapter 5

Computer Technology and
|nformational Privacy

“Just the mention of one name can clarify the need for the nationwide exchange of criming| history data
including DNA information: Ted Bundy, recently executed killer whose heinous crimes spanned the nation.’

William S. Sessions, Director
Federal Bureau of Investigation
Feb. 20,1989

“Experience should teach us to be most on our guard when the govermnent’s purposes are beneficent. Men
born to freedom are naturally aert to repel invasion of their liberty by evil-minded rulers. The greatest dangers
to liberty lurk in insidious encroachment by men of zeal, well-meaning, but without understanding.’

Justice Brandeis
Dissenting Opinion
Olmstead \/. U.S. 277 U.S. 438,479 (1928)
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Chapter 5
Computer Technology and Informational Privacy

Computer technologies enhance the ability of DNA samples. Computers help derive and maintain
Federal, State, and local agencies to uncover wrong-these statistics.

doing a many levels: Entitlement program adminis- —
trators use computer matching to catch people who Compurters also help scientists analyze DNA test

abuse welfare, the Internal Revenue Service com-'€UltS tla)ty bglth tspleed{ng the prc;c%s]s and empI?yj[Eg
pares individual returns with information providegtOmputationa tools 1o augment the power of the
by banks to discover where taxes on interest haveuman eye. Computer-assisted analysis of restric-
been underpaid, and the automated fingerprint tlon_glragmgnt Ieng;th potlyrEor;IJhlsm (EFI.‘P) tgsts IS
identification system (box 5-A) has revolutionized?©S3'€ uSing exisling technology and 1S uncderway

the ability ofcriminal investigators to identify al |aboratories currently involved in testing. Com-

- e :__puterization may become more common in certain
suspects within and across jurisdictional boundanas.anallyses of DNA amplified by polymerase chain

Applications of these computer systems raisereaction (PCR) (see chs. 2 and 3).
issues of informational privacy. Linkage of informa- i o .
The law enforcement community maintains fin-

tion in a variety of public and private sources is it fil d books of Shots © i<t th
creating a de facto national database containing9®Pr'Mt TH1€s and DookS of mug snots 1o assst the

information on most Americans (53). (The term de|dentificqtion of repeat offenders. If. DNA tests were
facto is used to distinguish the database from oneStandardized and results computerized, they might
created by law, i.ea de jure national database) P€ Used mda;mnar_fashlon. I_Databafses that woulld
Social security numbers (SSN) often link these PErMIt rapid, electronic comparison of DNA results
databases, and the SSN has become a national [fOM tests on different samples have been proposed,
electronic identifier (box 5-B) even though somePut they remain in the preliminary sieges of develop-

attempts have been made to control its use. Use orment.

misuse of personal information collected in elec- The possible formation of a nationa DNA data-
tronic databases can affect an individual’s ability tohase evokes several concerns about privacy. Be-
obtain employment, credit, insurance, and othercause DNA is unique and so highly personal, some
services and benefits (e.g., housing or Aid to gre reluctant to see it become part of the de facto
Families With Dependent Children). national database. Others fear that testing will not be

Federal, State, and local crimina justice agenciaiimited to identity but will expand to include
NOW expr'ess considerable interest in using computetprOC”Vity toward disease or behavioral characteris-

technologies to improve their abilities to analyze and!CS; Which could then be incorporated in the

share the results of DNA tests. Advanced imaged@@abase. Some believe it to be an inappropriate use
f government authority to collect and store such

analysis technologies, which combine the attributeS' 99! - ) =
of video and computational machines, coupled witpsensitive, personal |nforma1|on._ In addition, there
databases compiled from test results, can meet thé'€ concerns about data security and about the
needs of forensic scientists using DNA typing to: ((qéjzilé;y and reliability of the information stored
d This chapter sunamizes existing and developing
applications of computer technology to forensic uses
of DNA tests. Tools used by commercial laborato-
ries and the Federa Bureau of Investigation (FBI)
When experts use DNA tests to confirm theare examined, as are spinoff technologies from the
identity of a child’s parent or to confirm that a Human Genome Mapping Project. The chapter also
suspect is the source of crime scene evidence, theylooks at technical considerations regarding wide-
declare a match or nonmatch between DNA speci-spread application of a new technology (e.g., cost-
mens. In the case of a match, they also express theeffectiveness and standardization requirements). The
probability of such a match occurring at random. ability to create and secure databanks is addressed
These probability calculations are based on popula-(though these issues are covered more thoroughly in
tion statistics derived from multiple tests on multiplprevious OTA documents, see refs. 51-54), and
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. generate population statistics,

. ad the technician in the identification of ban
position, and

. compare the results of different tests.
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Box 5-A—Automated Fingerprint Identification Systems

Automated fingerprint identification systems (AFIS) have revolutionized fingerprint identification technol-
ogy. A 3-minute scan of millions of printsin a master file helped police identify the man recently convicted in the
Cdifornia “Night Stalker” case, involving 14 homicides and at least 21 assaults. A 6-minute AFIS search, after
8 years of manual searching, led to identification of a suspect in a San Francisco murder case who pled guilty to
first-degree murder after being confronted with the fingerprint evidence.

AFIS technology uses a computer to scan and digitize fingerprints, translating the unique ridge patterns and
minutiae of the prints into a binary code for the computer’s searching algorithm. In a matter of minutes, an AFIS
computer can compare a new fingerprint with vast files of prints and make identifications that previously were
possible only through a time-consuming and error-prone process of manual comparison.

This technology has greatly increased the speed and accuracy of fingerprint processing and has made it possible
to conduct “cold searches’ (i.e., a search where there are no suspects or other identifying information other than
the crime scene prints) against very large fingerprint files. The search time in afile of about 500,000 prints ranges
from a half-hour to a matter of minutes.

AFIS technology also permits the digitized fingerprint images to be stored on an optical disk and retrieved later.
The current crime scene prints can be visually compared on the computer screen with retrieved images of the
candidate file prints.

One AFIS computer cannot search the files of a different manufacturer’s AFIS computer, but this presents only
aminor problem. All one AFIS computer needs from another computer is digitized fingerprint image data to make
its own search. Facsimile transmission is used to send fingerprint images from remote sites to the AFIS computer.
The facsimile prints must be of high quality to substitute for the inked impressions in the AFIS, but this quality is
increasingly available.

Linked photographic and telecommunications technologies are also being used to lift and transmit prints to
an AFIS. The use of a remote television camera linked to telecommunications lines is under trial. A device attached
to the camera converts the photographic image into digital data and sends the information via modem directly from
the crime scene to an AFIS computer at the State central repository, allowing virtually instantaneous processing.

As fingerprint matching becomes a more powerful tool of criminal identification and as matching from large
files becomes faster and easier, there will be increasing pressure to expand the search capability of law enforcement
agencies. For instance, government employees, military personnel, and juveniles are routinely fingerprinted for
reasons having nothing to do with crime. Controversy is likely to develop over whether fingerprints that were
collected for noncrimina justice purposes should be included in files that can be searched by law enforcement
agencies. Congress or the courts are likely to be asked to decide whether this new use violates the constitutional
right to privacy.

SOURCES: Office Of Technology Assessmen41990, based on Office Of Technology Assessment, Criminal Justice, New Technologies, and the
constitution, OTA-CIT-366 (Washington DC: U.S. Government Printing Office, May 1988); Bureau of Justice Assistance,

Planning for Automated Fingerprint Identification Systems (AFIS) Implementation (Washington, DC: U.S. Department of Justice,
1988).

arguments concerning the potential usefulness and
possible misuse of DNA databanks are explored.

CURRENT COMPUTER
APPLICATIONS

Many crime laboratories currently use sophisti-
cated electronic equipment to perform laboratory
tasks, particularly analysis of blood for alcohol or
drug content. Private and Federal |aboratories en-
gaged in DNA testing have begun to introduce
computers into this new area of forensic science as
well. Thus computer analysis will likely enter State

and local laboratories in tandem with DNA testing
procedures.

Restriction Fragment Length
Polymorphism Analysis

Forensic science laboratories performing DNA
tests predominantly use the RFLP methodology.
Computer technology in use and under development
provides tools for interpreting test results. The
ultimate information to be analyzed is usualy a
piece of x-ray film that depicts a part of an
individual’ s genetic code as abanding or stripe-like
pattern.
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Box 5-B—The Social Security Number as a National |dentifier

Originally intended for use as an accounting device for contributions to the social security system, the social
security number (SSN) has since been appropriated for use in maintaining the records of numerous government and
private programs. Prevalent use of the SSN for non-social-security purposes raises concerns regarding its potential
for misuse and abuse. It is argued, for example, that the increased use of the SSN as an identifier, coupled with
rapidly advancing computer technology, has created a de facto national databank of information on each individual.

The Socia Security Act (49 Stat. 620, Aug. 14, 1935) did not expressly mention the use of the SSN, but it
authorized a recordkeeping scheme. Use of the SSN as a Federal Government identifier is based on Executive Order
9397 (8 FR 16095-16097; 3 CFR 1943-1943 Comp. 283-284 (1943)), issued by Franklin Roosevelt. In 1962, the
Internal Revenue Service adopted the SSN as its official taxpayer identification number, and only then did its use
become widespread

Citing possible harm to individual privacy through misuse of information systems, Congress established a
Federal policy limiting compulsory divulgence of the SSN in the Privacy Act of 1974 (Public Law 93-579,88 Stat.
18%, codified at 5 U.S.C. 5524). This act prohibits alocal, State, or Federal agency from requiring an individual’s
SSN as a condition of receiving services or benefits, unless the use is authorized by law. The efficacy of that
prohibition is subject to question, however, Congress has subsequently not only authorized the use of the SSN, but
mandated it. For instance, the 1986 Tax Reform Act requires that all children over the age of 2 claimed as dependents
on tax returns have an SSN.

Currently, several public and private activities or organizations require an SSN as an identifer or authenticator,
including:

. the National Crime Information Center;

. the U.S. Department of Transportation's National Driver's Register;

« driver’s licensing in most States;

« educational recordkeeping, including student admissions;

. hunting or fishing licensing;

« credit checking;

. employee recordkeeping;

. obtaining a library card;

.. giving blood;

Joining the Chanber of Commerce;

« enrolling in a health plan; and

. getting a telephone.

All these uses are within the law, though certainly not anticipated when the socia security system was devised.

Since the SSN has become a de facto national identifier, concerns about making it tamper-proof (e.g.,
controlling theft or forgery of numbers) have grown. Those who seek an immutable, unique identifier may look to
a numerical reduction of an individual’s genetic code, such as would be contained in the FBI's proposed
investigatory databases, as a replacement for the SSN.

SOURCES: Office of Technology Assessment, 1990, based on Congressional Research Service, The Social Security Number: Its Historical
Development and Legal Restrictions onits USe (Washington, DC: Library of Congress, 1985); 3. Berman and |. Geldman, A Federal
Right of Information PriVacy. The Need for Reform, Project on Communication and Information Policy Options, No. 4 (Washington,
DC: Benton Foundation, 1989).

Readability of x-ray films varies from case to
case. Electrophoresis as currently practiced is an
imperfect process (see chs. 2 and 3). Inconsistencies
in gel composition or variations in the electric field
can cause a gel to “smile, ‘" i.e., create contortions in
the lanes of DNA. Foreign matter in the DNA
sample (from the restriction enzymes or the origina
forensic material, for instance) or impurities in the

gel can diminish the distinctness of banding patterns
and produce artifacts that can be misleading or
misinterpreted. Over- or under-exposure of the x-ray
film can decrease its legibility (figures 5-1 and 5-2).
In the absence of a computer, scientists reading an
x-ray film must visually estimate band location or
use a ruler-two methods that are subject to fairly
large discrepancies from analyst to analyst.
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Figure 5-—DNA Sizing Portrayed
Through Autoradiography

An artifact from the process, the likely source of the splotches on
this particular autoradiogram of one RFLP analysis, can decrease
an analyst’s ability to interpret test results.

SOURCE: Federal Bureau of Investigation, 1989.

Some laboratories involved with RFLP analysis
use the hit pad (a digitizing tablet) to assist the
scientist’s eye. This computerized device requires
the analyst to:

. affix the x-ray film to a back-lit tray marked
with a computer-readable matrix,

. determine the position of sizing standards by
locating them visually and marking their pres-
ence with a “see-through” computer mouse,
and

« use the mouse to mark the location of bandsin
the sample and evidence specimens of DNA.

The computer calculates whether samples match,
based on the analyst’s use of the mouse and on
guantitative matching criteria in the computer pro-
gram (see ch. 3). It also derives the frequency with
which that match is likely to appear in a given
population, based on statistical data already present
in the system. This process is repeated for each probe
used on a particular specimen (5).

An alternative, somewhat more automated, aid to
RFLP analysisinvolves application of image analy-
sis technology. Image analysis employs a video
camera to create a computer image of the x-ray film.
The computer digitizes the image, i.e., divides it into
small sectors, called pixels, that can be measured
individually for information not easily gathered by
the human eye, such as the relative density or precise
relative location of bands in widely separated lanes.

Once the image is digitized, the computer can
automatically mark band positions and apply a
matching rule (see ch. 3) to calculate a match/
nonmatch and the probability of a random match.
Use of adigital image also permits application of a
mathematical algorithm to straighten’ the lanes, in
other words, correct for migration differences across
the gel. Successful application of the algorithm
depends on use of DNA standards-strands of DNA
that appear at known size intervals-in the testing
process. If inconsistent gel composition or variations
in the eectric field, for instance, have caused
nonuniform migration of the size markers or the
specimen DNA, the computer-drawn grid linking
the size markers helps the analyst estimate where a
band of DNA would have appeared had the test run
properly (33). In addition, software can be applied to
normalize band patterns from gels run under widely
varying circumstances (27). Calculation of fragment
length is then based on the computer-assisted
estimate (figure 5-3).

Some commercial systems can perform these
functions, and the FBI has developed its own system
of semiautomated analysis of the x-ray films, known
as DNA autoradiograms. A description of the FBI's
hardware system is available for emulation (figure
5-4), and their software system will be made
available to forensic laboratories that have demon-
strated proficiency in the FBI testing method. The
FBI's design specifications include speed, ease of
use, minimum cost, and the capacity to digitize an
x-ray film, establish lane boundaries, give an inte-
grated intensity profile, locate peaks (band position),
make geometric corrections, and calculate molecu-
lar weights. Each function of the computer can be
manually overridden by the operator. If the auto-
matic features are used, it takes about 3 minutes to
process an individual x-ray film, and a printout of
fragment lengths or direct transfer to disk for
incorporation in a database is possible (34).
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Figure 5-2—Autoradiography: The Importance of X-ray Film Exposure

L !
A. KI K2 Q1 B. K1 K2 Q1

Over- or under-exposure of the x-ray film can also render an autoradiogram unreadable. This case involves a rape committed in the rural
Northeastern United States. A semen stain ~ (Q1) was identified on a bed sheet and was submitted to the FBI Laboratory along with blood
samples from both the victim (K1) and suspect (K2). Panels A and B are autoradiograms of the same Southern blot (using one probe): Panel

A is ad4-day exposure; panel B a 10-day exposure. As the photographs demonstrate, results for Q1in panel A were too weak to interpret.

However, the longer exposure (panel B) provided results for Q1 that were interpretable. Once a pattern emerged, analysts determined that
the suspect sample pattern matched the semen sample pattern for this particular probe.

SOURCE: Federal Bureau of Investigation, 1990.

Routines for automatic location of lane bound- method involves application of a specific enzyme to
aries, production of density profiles in lanes, and a DNA sample, which will turn a specified color if
detection of band positions were originally devel- the target allele is present. At least one company has
oped at the National Institutes of Health (NIH) (43). considered marketing a colorimetric imaging com-
Computers used by the Human Genome Project,puter to detect directly the results of enzymatic
financed in part by NIH, provide additional func- dot-blot hybridization, but such equipment is not
tions to improve readability. For instance, nonadja- currently in use in any commercial or government
cent lanes can be juxtaposed for closer visualforensic science laboratories (27). In the future,
comparison; the computer permits only horizontal DNA amplified by PCR could also be tested using
movement across the screen since vertical move-RFLP methodology, and computer technology dis-
ment would distort band position. These computers cussed in the previous section would be applicable.
can also produce an enhanced visual image-a
printout of the digitized x-ray film-after mathemat- Dot-blot hybridization analysis of amplified DNA
ical correction (30). yields results that readily lend themselves to data-

banking. Use of allele-specific probes results in
. . “yes/no” answers-for instance, alleles 1-6 either
Computers and Polymerase Chain Reaction are or are not presenthat can be computerized

Laboratories using PCR to amplify DNA cur- with less interpretation (although there is some
rently can test for the presence of specific alleles degree of subjectivity in reading the color change)
using a type of enzymatic “dot-blot’ method. This than is needed in RFLP analysis, which requires
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Figure 5-3-Semiautomated Analysis of DNA Autoradiogram

B = 7 S B "N U B A
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The lighter points within the bands of DNA on this image represent a oomputer’s estimate of band positions based on its measurements
of the-digitized autoradiogram. The analyst can delete-points believed to be specious or add points ignored by the computer.

SOURCE:L os Alamos National Laboratory, 1989.

calculation of fragment lengths that are distributed Computers in Court:Cost-effectiveness
continuously. According to the FBI, dot-blot hybrid-

ization of PCR-amplified DNA does not yet yield Computers make attractive analytical tools but are
certain enough identifications to warrant creation of not yet essential or standard to interpretation of
data files (22), but the FBI plans to make provisions DNA tests. The amount of analyst-computer interac-
for recording PCR test results in its proposed tion varies tremendously among systems, and while
investigatory databases. the analyst may be present in court for examination



Chapter S-Computer Technology and Informational Privadyl9

Figure 5-4-Description of the FBI's Computerized
DNA Analysis System

System functions

Digitize autoradiograph
Locate lane boundaries
Produce integrated intensity profiles
Locate bands from intensity peaks
Do geometric correction
Calculate molecular weights

0. BEIRNE {2,3]
G. BOTSON {1.1.4]
€. WEBB {1.1,3]
AREA 72, SPERM [2.3]

O AWODN

AREA YY, SPERM [2.3]

DNA image analysis equipment requirements PANTIES DNA PREFD BY JEFFREYS 23]

ltem Estimated unit cost REAGENT BLANK
IBM PC/AT (or equivalent) . ............. $4,000
Camerastand .. ...................... 700 Photo credit: Getus Corp., Emeryvills, CA
Videocamera............coiviiinn 2,000
Framebuffer............. ... ... ...... 2,000 A type of dot-blot hybridization analysis of PCR-ampiified
19"RGBmonitor. . .................... 1,500 DNA was used to vacate the 1979 rape conviction in

Total ..o $10,200 Chicago, lllinois of Gary Dotson.Dotson had been
SOURCE: K.L.Monson, “Semiautomated Analysis of DNA  Auloradio- convicted of raping  Cathieen Crowell Webb in 1977.

grams,” Crime Laboratory Digest 154, 1988. Although freed on parole in 1985 after ~ Webb recanted her

court testimony, the rape conviction remained on Dotson'’s
record. PCR amplification of forensic samples (area zz,
area yy, and panties) and dot-blot hybridization at the HLA
DQua-1 locus revealed that the genetic pattern of the
evidence samples (type 2,3), found in approximately 5
percent of men, did not match the pattern of either ~ Dotson
(type 1.1,4) or Webb (1.1,3). Forensic analysis further
revealed that a former boyfriend of Webb, D. Beirne (type
2,3), could have been the source of the semen in the
evidence stains because his genetic pattern matched that
of the samples. (When Mrs. Webb recanted in 1985, she
said she accused Dotson to cover up sexual relations
with another man.)

bands. The forensic science community may want to
ensure the abilityo traceanalyst-computer interac-
tion so thatediting patterns can be reconstructed, and
to keep the initial image available for fresh viewing
by another analyst. Courts could be required to
determine the admissibility of computer-enhanced
images-cleaner and, arguably, more persuasive
than the typical x-ray film. Faced with such deci-
sions, courts will need assurances that the enhanced
image is, in fact, an accurate representation of the
test results. It will likely prove necessary to subject
The FBI DNA image analysis system and its developer, computer analysis tools verification and reliabil-
Dr. Keith L. Monspr"l of the Forensic Sgience Research ity testing analogousb that received by the DNA
and Training Center, Quantico, VA, . )
typing technologies themselves. (See ch. 4 for a

as a witness, the computer will not be. This raises thedescrlptlon of the admissibility of scientific evi-
guestion, do computers lie? When an expert attestsdence')

to the presence or absence of a match between Also, the improvements in gel analysis offered by
evidence and suspect DNA, the court will certainly these technologies are not without cost. Acquisition
want to know if the opinion is based on computer- of the equipment, materials, and skills for testing
assisted analysis. Computers arguably locate bandslready represents a major expenditure-in time and
and apply the matching rule (see ch. 3) more money—for forensic science laboratories. The FBI
objectively and precisely than is possible with the estimates the costs for its computer analysis hard-
human eye alone. Yet these capabilities also enablavare at less than $11,000 (not including software or
the computer to create a result where none wasthe costs of operating a computer network) (34).
apparent before by, for instance, locating very light Commercial systems are considerably more expen-

Photo cradit: Federal Bureau of investigation, Quantico, VA
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sive (some in excess of $100,000) (44). Forensic
science laboratories typically have limited funds,
and each one that undertakes DNA testing will have
to determine whether additional analytical tools are
necessary to meet its needs. Most of the forensic
science laboratories surveyed by OTA (see ch. 6)
have expressed an interest in database applications,
however, and computers will be critical to the
development of these capahilities.

DATABASE CONSIDERATIONS

The criminal justice community relies on special-
ized databases maintained by law enforcement
groups, as well as on other government and private
databases, in criminal investigations, sentencing,
and parole decisions. Databanks of fingerprints—
manually maintained but increasingly automated—
provide vauable assistance in identifying and appre-
hending suspects. Most of the criminal justice
community holds out the same hope for DNA
profiles. Banks of population data will enhance the
certainty of identifications based on test results and
could someday be useful for investigative purposes.
However, population data will be stored without
reference to particular individuals so these data-
banks cannot be used to track suspects.

Genetic databanks are not anew idea, but their
development and application to date have been
limited to the medical field or research laborato-
ries (box 5-C). Existing genetic databases provide
much of the background for database proposals for
forensic uses of DNA tests. Maintenance of genetic
databases by law enforcement agencies is a new
idea with possible positive and negative conse-
guences extending beyond the law enforcement
community.

Types of Databanks

Law enforcement proposals for DNA databanks
recognize two distinct purposes for electronic stor-
age of test results. The ability to compare greater and
greater numbers of test results will enhance the lega
and scientific certainty of judgments based on DNA
tests. In addition, central storage of test results could
‘help officials track suspects or identify repeat
offenders. Several computer files and subfiles will
likely result from these various needs.

Population Statistics

The value of DNA tests for forensic science pur-
poses liesin their unique discriminatory power. If a
sufficient number of probes are used in RFLP
analysis, for example, the tests cannot only exclude
an individual as a suspect but can show, with near
certainty, that a suspect is in fact the person
represented by the biological evidence. Though
subject to debate, experts have testified to the
existence of a match by saying, for example, that
there is less than 1 chance in 3 billion that the
evidence sample came from someone other than a
defendant. Since many fewer than 3 billion people
have been tested, these statistics are extrapolated
from smaller test pools based on allele frequencies
in that population (figure 5-5). Although it is
possible to extrapolate these statistics from small
populations, the statistics are more credible as the
number of data points (i.e., the size of the tested
population) increases (see ch. 3). It would be useful,
then, to combine the results of as many tests as
possible to create increasingly reliable statistics,
either by working with existing databanks or by
establishing new ones.

Population statistics based on allele frequencies
must be generated for each restriction enzyme-probe
combination used in RFLP analysis. Several compa-
nies maintain proprietary databases related to their
testing systems, but if their systems are not adopted
by forensic scientists, their data will not be useful.
The FBI has developed a database of population
statistics (maintained separately for Caucasians,
Blacks, Hispanics, and Asians) that will be available
to crime laboratories that use the FBI DNA typing
method. The database is maintained centrally by the
FBI and contains technical information on DNA
probes and population frequency data. It does not
contain information traceable to named individuals.
Rather, it records the sex and race of anonymous
contributors of blood specimens. The fileis used to
interpret the statistical significance of DNA tests on
evidence and suspect samples (20). Significant
regional variations in allele frequencies will lead
some jurisdictions to develop population statistics
specific to their area, but the central database would
be available as a check on their figures and as a
source of datafor other jurisdictions.

A population statistics database might some-
day vyield information useful for additional inves-
tigative purposes. Population statistics on particu-



Chapter 5 Computer Technology and Informational Privacy . 121

Databases

searches free of charge.

linked to OMIM.

Repositories

SOURCE: Office of Technology Assessment 1990.

Box 5-C—Existing Storehouses of Genetic Information

Existing databases and repositories gather, maintain, anayze, and distribute data and materials used in genetic
research that could also prove helpful to forensic uses of DNA testing. Many of the problems of information storage
and networking and of sample storage and access that will confront the forensic science community are already
being addressed in relation to these storehouses. Some of these resources are listed and briefly described here.

On-Line Mendelian Inheritance in Man (OM|M)-Since 1986, the Howard Hughes Medical Institute has
supported computerization of this atlas of human traits that are known to be inherited As of March 1,1988,4,336
traits had been identified as genetically based, including over 2,000 diseases. The list is accessible for on-line

Human Gene Mapping Library (HGML)-HGML consists of five linked database-one each for map
information, relevant literature, RFLP maps, DNA probes, and contacts. All the databases are cross-referenced and

GenBank-GenBank is maintained by the Los Alamos Nationa Laboratory and is the major U.S. database
for nucleic acid sequence information from humans and other organisms. Tens of thousands of scientists now have
access to the database directly or through commercia distributors.

Protein Identifiction Resource (PIR)-PIR is a resource designed to aid the research community in
identtication and interpretation of protein sequence information. It is run by the nonprofit National Biomedical
Research Foundation. Users pay a small fee for access.

Protein Data Bank (PDB)-PDB is an international computerized archive for structura data on biological
macro-molecules. PDB gathers structural information critical to the understanding of how proteins function, which
will lead to knowledge of the mechanisms of genetic disease and directions for drug design.

American Type Culture Collection—This repository maintains a variety of different collections of human,
animal, plant, and bacterial cell lines, hybridomas, phage, and recombinant DNA vectors. It aso serves as an
NIH-sponsored repository of human DNA probes and chromosome libraries, The repository also maintains a
database of information on the source and characteristics of the material in its collection.

Human Genetic Mutatnt Cell Repositoty-This repository maintains a collection of well-characterizedhurnan
cell cultures that are available to investigators worldwide at a nominal fee.

lar alleles are currently generated by racial and
ethnic classifications, since alele size and frequency
can vary widely among such groups. This informa-
tion could be used by police to narrow the field of
potential suspects. For instance, if it is known that an
alele of size “x” appearsin only 0.2 percent of the
U.S. Asian population, but appears in 10.0 percent of
Hispanic Americans, investigators armed with test
results might concentrate their efforts on Hispanic
rather than Asian suspects, particularly if Asians and
Hispanics are equally prevalent in the local popula-
tion. However, problems such as variability y within
defined population groups (*Asians’ includes
Chinese, Japanese, and Koreans, for instance),
regional variations, and difficulty in establishing
race or ethnicity (is skin color or last name
controlling?) render current data insufficient to

justify relying on population statistics to establish
the likely race or ethnicity of a perpetrator. If law
enforcement officials use this tool to develop
suspects, they will also need to take measures to
avoid discriminating against individuals or groups
based on racial classification (e.g., using population
statistics to establish probable cause).

Investigative Support Data

The law enforcement community has expressed
great interest in compiling databases of convicted
offenders and the results of tests performed on
evidence from open cases (see ch. 6). The FBI is
currently involved in the development of atheoreti-
cal model and working prototype for an investiga-
tive DNA profiling database that would include the
following types of information:
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Figure 5-%--DNA Variation Among
Population Groups
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DNA testing laboratories report their population statistics ac-
cording to racial and ethnic classifications because allele frequen-
cies can vary substantially among, as with this probe, American
Caucasians, Blacks, and Hispanics.

SOURCE: Lifecodes Corp., 1989.

« Open Case: The FBI would centrally maintain
a file containing DNA typing information from
blood, hair, or semen evidence left at a crime
scene. It would be used to help investigators in
the same jurisdiction, or among different ones,
determine if a series of crimes were related and
committed by the same person.

« Missing Persons/Unidentified Deceased: The
FBI would centrally maintain this file as an aid
to medical examiners and investigators where
other techniques, such as fingerprints, cannot
be used. The FBI suggests that the file could
include DNA typing information from parents
who report their children missing. As children
are located, the child’'s DNA type could be
compared with parent DNA on file to effect
identification.

+ Convicted Offenders: These files would be
maintained b-y the individual States according
to their authority, but the FBI would provide an
indexing service. It would contain DNA test
results of convicted rapists, murderers, and
others, much as fingerprint cards are retained.
States could have access to other States' files
after receiving approval (20,48).

The FBI established an advisory group to assist
with database development in November 1988. The
Technical Working Group on DNA Analysis Meth-
ods (TWGDAM) includes scientists from Federal,
State, and local crime laboratories in the United
States and Canada who are actively involved in the
implementation of DNA typing. The FBI released
TWGDAM'’S report on development of the theoreti-
cal model for a database in October 1989 (48). States
will now be selected to conduct pilot studies with the
FBI prototype. After testing and modifications, the
prototype can be used as a model in States
development of individual DNA profiling efforts.

State legislatures are responding to these techno-
logical developments and to law enforcement offi-
cials enthusiasm for their potentia to assist investi-
gation. As of January 1990, at least 11 States (figure
5-6) have enacted laws to require some level of DNA
typing of convicted offenders, including:

« Arizona: A 1989 law requires DNA testing of
convicted sex offenders.

« California: 1985 and 1989 laws require all
convicted sex offenders to provide blood and
saliva specimens at the time of their release
from prison. Samples collected to date and
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Figure 5-6-DNA Typing: Reported Uses and DNA Databank Legislation by State
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® Reported use of DNA typing in that State as of January 1990 (see app. A).
Gray= Legislation proposing  databanking of DNA information from certain convicted offenders.
Black=State law requires databanking of DNA information from certain convicted offenders.

First introduced in a United States criminal court case in 1986, DNA typing has since been applied in criminal investigations in at least 45
States and the District of Columbia as of January 1990. Interest in a means to store and exchange DNA test results across jurisdictional
boundaries is also increasing, as reflected by State legislation.

SOURCE: Office of Technology Assessment, 1990.

future samples will be submitted for DNA. lowa: A law enacted in1989 permits DNA
testing, and the California attorney general’s testing in tloeiminal law context. The attorney
office has begun studid® determine the best general’s office will issue rules about which
methods for collecting and storing data. crimes are covered and who will be required to
provide DNA samples. Genetic profiling could

. Colorado: All sexual assault offenders released become a condition of parole.

on parole after May 29, 1988 will be subject to

genetic testing. .« Minnesota: Recent legislation requires uniform
- Florida: A 1989 law calls for a computer bank ~ Procedures for collecting DNA information in

offenders. a court sentencing a persoerifomal sexual

conduct order a DNA analysis specimen, and

« lllinois: New legislation requires those who  provides for admission of DNA test evidence
have been convicted of sexual assault or without expert testimony.

attempted sexual assault, or who have been in

an institution as a sexually dangerous person, to + Nevada: A new State law requires that con-
submit specimens of blood or saliva to the State victed sex offenders submit to testing of their
police. blood and saliva. The law also requires that the
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test results be maintained in Nevada' s criminal
history records.

+ South Dakota: A 1990 law allows law enforce-
ment agencies to perform DNA typing of
people convicted of sex crimes, calling for
blood and saliva samples to be taken from those
convicted or arrested.

« Virginia: The State legislature passed a bill in
the 1989 session that requires DNA typing of
convicted sex offenders. Virginia was the first
State to establish its own DNA typing labora-
tory and expects to be the frost State to come
on-line with a DNA databank.

« Washington: State law requires a system to
collect genetic descriptions of violent and
sexual offenders. In addition, King County,
which includes Seattle, passed an ordinance
requiring DNA testing on sex offenders.

Several other States, including Connecticut, Massa-
chusetts, Michigan, Indiana, and Ohio have pro-
posed DNA databanking legislation that had not yet
been enacted.

Some State crime laboratories have begun to
contemplate the effects of this legislation and the
FBI's proposals on their operations. Virginia's
laboratory believes that DNA databanking will be an
extremely effective investigative tool. Staff aso
recognize constitutional considerations (e.g., whose
test results will be included) and confidentiality
requirements (16). Virginia's enthusiasm for data-
banking may be spurred, in part, by its success in
using DNA typing to apprehend a serial murderer
(12; also see box 4-B). One California crime
laboratory, however, cautions that forensic science
laboratories will not have the resources to examine
all evidence from open cases, thus the benefits of a
databank for such cases is, perhaps, being over-
sold (6).

Open-case and known-offenders databases could
assist police in identifying suspects, but prosecutors
will need to be alert to problems of overreliance on
database matches. The FBI believes that the data-
bases should be used solely as information manage-
ment tools, and that ideally each sample should be
reanalyzed after a suspect is apprehended (20).
Reanalysisis the only sure way to link a suspect to
the biological evidence in a new incident, and thus
adds to the strength of the DNA evidence put before
the trier-of -fact (49). Some experts also believe that
reanalysis should be undertaken with a new enzyme-

probe system to eliminate preelection bias (25). The
proposed databases are designed to assist investiga-
tion, not prosecution, which will depend on new test
results.

Technical Considerations

Successful computerization of DNA test results
leaves little doubt that intra- or extra-jurisdictional
databases will be possible using technologies such
as those under development at the FBI and within the
Human Genome Project. Usefulness of population
statistics or of offender and missing persons files
will be limited, however, unless standardization
is pursued in testing as well as analysis. Dissimilar
information cannot be compared. Therefore a suc-
cessful databank will require (in the case of RFLP
analysis) quality control standards for electrophoresis
(e.g., gel length and composition, temperature,
strength of electric charge, relative humidity), use of
specific restriction enzymes, and use of specific
probes in the testing process. The computer analysis
must be performed according to a standardized
protocoal, i.e., guidelines for band identification must
be established and fragment Iengths must be calcu-
lated and recorded using a common numerical
system. Finally, the computers used must be able to
communicate.

These requirements present no insurmountable
technical difficulties, but institutional protocols will
be needed to establish standards and oversee quality
control. Some look to the FBI for aleadership role
in this area. The American Society of Crime
Laboratory Directors supports the establishment of
a national DNA database system based on the FBI's
RFLP program (l). Others resist such a strong
Federal role and suggest appointment of an inde-
pendent commission for oversight of these matters.
A cooperative venture between Federal, State, and
local government entities and the private sector
might also satisfy technical requirements. In addi-
tion to its work with TWGDAM, the FBI has con-
vened two international symposia on forensic appli-
cations of DNA analysis to facilitate cooperation.
The FBI, the American Electrophoresis Society, and
the International Electrophoresis Society will cohost
asimilar conference in summer 1990 (44).

Peer review of results will be an important part of
any database system. Users will want to be sure that
the data on which they rely—whether it be for
population statistics or identification-have been
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carefully generated. This is likely to require that the
database be in the public domain. It also could re-
quire that the database and the methodology used to
create it be published and available for expert
review. Particularly if the database is centralized,
users will likely want to initiate review procedures
and limit the ability to bypass the review procedure
when adding or editing information in the system
(30).

The rapid development of DNA testing technol o-
gies aso leads some observers to suggest that
investigatory databanks based on current testing
technology would be premature. There is no consen-
sus on how swiftly new technologies, such as
PCR/dot-blot or DNA sequencing, will replace the
predominant RFLP methodology, but most scien-
tists agree that the present state-of-the-art is rela-
tively primitive and will quickly be superseded. The
FBI notes the necessity of building flexibility into
any databanking system and intends to make provi-
sions for technological developments. Yet some
scientists believe that any commitment to data files
based on RFLP methodology will discourage the
switch to new and better testing technologies as they
are proven effective, since new and old test results
presumably could not be compared.

Database Management

Management of computerized DNA files will
require cooperation among Federal, State, and local
law enforcement agencies. Coordination of the
mechanisms for information storage and retrieval
will be no small task, but there is ample precedent for
SuCCess.

Information Exchange

A cross-jurisdictional network will be required for
a database to prove useful in detecting seria crime
or repeat offenders. DNA data held in Federal, State,
or local files could be exchanged through the
National Law Enforcement Telecommunications
System (NLETS). NLETS is a computerized message-
switching network operated by a nonprofit corpora-
tion controlled by the States. NLETS does not hold
or manage data files. The FBI considers NLETS a
possible vehicle for DNA data transmission, but that
issue has not been fully explored (1 1). The FBI
appears to favor inclusion of the DNA data in a
system they maintain: the National Crime Informa-
tion Center (NCIC) (24).

By statute (28 U.S.C. 534), the U.S. Attorney
General may acquire, collect, classify, and preserve
criminal identification and crime and other records,
and exchange them with authorized officials of
Federal, State, and local law enforcement agencies,
and with pena and other institutions; the Attorney
General delegated this authority to the Director of
the FBI (28 CFR 0.85). Regulations (28 CFR 20.2)
permit NCIC to store identifiable descriptions;
notations of arrests, detentions, indictments, and
other formal criminal charges, any dispositions
arising therefrom; and details of sentencing, correc-
tional supervisions, and release (51,53,54).

In general, NCIC is used to exchange public
record information among criminal justice agencies.
The system includes a computer at FBI headquar-
ters, dedicated telecommunications lines, and a
network of Federal, State, and local information
systems. NCIC files include information about
persons who have been formally charged with
criminal offenses, persons who have been formally
reported as missing, and property (securities, guns,
vehicles, articles, license plates, and boats) that has
been formally reported as stolen. One NCIC file
contains entries for persons judged to represent a
potential threat to U.S. Secret Service protectees, but
who have not been charged with a current criminal
offense. NCIC currently contains about 20 million
records (most are on property rather than people) and
amost instantly answers about 75,000 inquiries a
day.

The FBI has suggested that one particular NCIC
file, the Interstate Identification Index (Triple I),
might be an appropriate place to house DNA
information (figure 5-7) (24). Triple | indexes the
names and other identifiers of persons with Federal
and/or State criminal history records. If a query of
the index yields a result, the system indicates which
jurisdiction to contact for more information. The
complete records are maintained in FBI and State
repositories (53).

The FBI makes decisions regarding new NCIC
services with the advice of the Advisory Policy
Board (APB). The APB is composed of 20 law
enforcement officer members elected from the
States and localities, 6 members appointed by the
FBI Director (2 each from the judiciary, prosecuting
agencies, and correctional institutions), and 4 mem-
bers appointed by criminal justice associations (one
each from the International Association of Chiefs of
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Police, the National Sheriffs’ Association, the Na-  The study found that the addition of DNA in-
tional District Attorneys’ Association, and the formation would require resources for design, develop-
National Probation and Parole Association) (24). ment, and implementation of the storage and search
mechanism; operational support; training; and tech-
In 1987, the APB considered adding DNA charac- nical research to develop the search algorithm. State
teristics t(; NCIC. TheNCIC 2000 Study Concept and regional systems would also have to gear up to

. . rovide for the new transaction types and length
Paper(37) proposed that DNA information be stored (F:i)isplay of DNA information. The gr)g:;ltest drawba?cky
with other personal identtifiers and descriptive infor- however, to adding DNA information to NCIC was
ma_ltlon, an_d also stored as part of the crime SCeN&4und to be the data- handling burden. At the time the
evidence in the modus operandi data. Inquiries NCIC study was drafted, no known method for
containing DNA information could then be searched automated comparison of 1DNA information existed,

against those individuals having corresponding data. but the FBI has begun software development in this
area. Starting the database from scratch was also
The NCIC report suggested that DNA information considered a hurdle. Sensitivity and security risks
could accompany initial entry of the person or be associated with operation of the databank were
filed by a separate transaction, with record updatedeemed to be minimal, although obtai@iguspect
capability incorporated. Data would not be provided samples was considered somewhat troublesome.
with a routine response unless the search criteria(See ch. 4 for a discussion of the Fourth and Fifth
included DNA information. A routine response not Amendment limitations on requisition of biological
based on a DNA search would contain a statementsamples for evidentiary purposes.)
indicating the availability of DNA information that
could be obtained by use of a specific message type. After reviewing the proposals, the APB voted in
DNA information would be provided as part of the December 1987 not to add DNA information to
validation data. NCIC at that time. This decision comported with
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Figure 5-7—Proposed Data Files: Who Will
Maintain Them?

Convictad oifgpders

The FBI has proposed separate responsibilities for Federal, State,
and local jurisdictions in creating and maintaining DNA data-
banks. This effort will require significant levels of coordination and
cooperation to be effective.

SOURCE: Office of Technology Assessment, 1990.

concerns expressed by a variety of groups, including
civil liberties advocates and computer scientists,
who believed that the proposals raised substantial
privacy concerns, that the need for such information
was not firmly established, and that the technology
was not sufficiently developed to warrant immediate
acceptance. Since the 1987 vote, however, DNA
testing has spread rapidly into the criminal proceed-
ings of many States, rekindling interest in sharing
test results. Given these recent developments, the
APB reconsidered its action in June 1989 and voted
to endorse the FBI’ s plan to index and match DNA
profilesin NCIC. The FBI estimates that individual
State costs for implementing DNA databanking will
not exceed $200,000 (11). In the TWGDAM report
(48), the FBI attempts to address most of the
concerns expressed by the NCIC draftersin 1987.

Fair Information Practices

Information exchanged via a DNA database
would be used to assist one of the most important
and sensitive government functions-law enforce-
ment. Thus database managers in each jurisdiction
will need assurances that data in the system are
trustworthy and that rights of citizens are observed
when data are collected and disseminated. Federal
research and legiglation indicate that one route to
obtaining such assurances is by adherence to fair
information practices (9,53). A study released by the
Advisory Committee on Automated Personal Data
Systems (55) proposed a Federal “Code of Fair
Information Practices’ that included the following
major principles:

« there must be no personal data recordkeeping
system the existence of which is secret;

« there must be away for an individual to find out
what personal information is in a record and
how it is used;

« there must be away for an individual to prevent
personal information that was obtained for one
purpose from being used or made available for
other purposes without his or her consent;

« there must be a way for an individual to correct
or amend a record of identifiable information
about himself or herself; and

« any organization creating, maintaining, using,
or disseminating records of identifiable per-
sonal data must assure the reliability of the data
for intended use and must take precautions to
prevent misuse of the data.

This Code was the model for the Privacy Act of 1974
(5 U.S.C. 552a), which relies heavily on individual
initiative to ensure that records are accurate. Since
the proposed DNA files could have such major
conseguences for both individuals and the govern-
ment, the managers of these files will probably want
to take special note of the fifth principle, which
speaks to management’s responsibility for system
integrity. Sound data management principles would
include security, accountability, and data accuracy
and reliability (23).

Data security is critical—both access control
and control of the activities of those granted
access. Throughout the private and public sectors
of the economy, sensitive information is entrusted
to computer networks in the belief that sufficient
security controls exist. Computer “hackers”
regularly manage to breach these controls. High-
level security measures add costs to a computer
system, and a judgment regarding the sensitivity of
the information in the databank will be required in
order to ascertain alevel of adequate, cost-effective
protections (52).

Accountability controls ensure that authorized
users do not misuse a system. Many systems log all
entries and queries by means of user identifiers,
which creates an audit trail. This technique is
particularly important when sensitive information,
such as criminal history, isinvolved.

Record quality-accuracy and reliability-is also
a particular concern with criminal history records.
Federal courts have imposed a duty on law enforce-
ment agencies to maintain accurate criminal records
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(28,32,47), But incidents of arrest based on false or
incomplete information in NCIC continue (23). If an
individual is falsely arrested based on inaccurate
DNA information, there may be a cause of action
against NCIC or another offending government
entity.

DATABANKSAND
INFORMATIONAL PRIVACY

Recordkeeping is one of mankind' s oldest activi-
ties (59). Governments record births, deaths, entitle-
ments, and penalties, for example, to help dispense
the privileges and protect the rights of citizenship.
Constitutional principles, particularly the right of
privacy and the right to due process, establish a
framework for questions about what types of records
are kept, on whom, and by whom they are kept, and
who gets access to them. Recognition of these rights
evinces abelief that individual freedom and liberty,
the foundations of U.S. society, prosper when
detailed information about a person’s life is pri-
vate (31).

Computerized databanks raise particularly sensi-
tive issues of informational privacy. Government
and private-sector entities collect vast stores of
personal information for one purpose, which, with
the advent of computer networks, can easily be
applied to new purposes-with or without the
knowledge or consent of the data subject. The way
in which this personal information is then used often
has a critical impact on an individual’s ability to
obtain employment, credit, insurance, and other
valued services and benefits. Ensuring that sensitive
or stigmatizing information remains private protects
an individual from harm. But regardiess of the
substantive harm that can be done to the victim of
unfair information practices, informational privacy
also safeguards the interest in personal freedom.
Collecting, retaining, and disclosing persona infor-
mation by institutional recordkeepers can have a
chilling effect on an individua’s sense of autonomy
and dignity (7). Standards exist for the collection,
maintenance, use, and disclosure of personal infor-
mation, but they vary among jurisdictions and
among data types.

What is personal information? One working
definition states that it is “any information that
describes a natural person, and thus is defined by the
reference of the information and not by its content.
Thus so long as information refers to an identifiable

individual-whether that reference is made by a
person’s name, or a number, or some other identify-
ing characteristic-then it is personal information’
(50). Name, address, social security number, credit
rating, and fingerprints are persona information; so,
too, are the results of DNA tests. Personal informa-
tion varies in its specficity and the degree of
protection it receives. Many people share the same
name, but fingerprints are unique. Addresses are
usually published in the telephone book, but access
to credit ratings is somewhat more restricted. Infor-
mation that identifies an individual is persona
regardless of content, but content determines, ac-
cording to social mores, the level of privacy
accorded persona information.

Governments and the private sector regularly
collect and “bank” personal information, ranging
from a person’s birthday to whether he or she has
declared bankruptcy. The law enforcement commu-
nity currently maintains databases including much
personal information, such as a person’s name and
aliases, fingerprints, criminal record, eye and hair
color, and some medical information, such as
whether a person has epilepsy. Law enforcement
officials also have access, by statute, subpoena, or
voluntary cooperation, to many other public-and
private-sector databases. The Privacy Act offers
some protection regarding data collection and
access to information about most individuals
included in Federal databases, but the act specifi-
cally provides that criminal justice agencies may
exempt their record systems from many of its
provisions (5 U.S.C. 552a(b)(7), (c)(3), @(2)).
Regulation of non-Federal databases is left to the
States, but very little privacy protection exists there.
State criminal history files range from being
completely open matters of public record, as in
Florida, where private access is permitted, to
being sedled from public scrutiny (as in Massa-
chusetts) (51).

To secure funding, any government agency seek-
ing to establish a new database is usually asked to
demonstrate a need for the information to be
collected. This exercise is intended to ensure that
government funds are spent wisely and to reassure
those concerned about growing data collection that
a valid social purpose is being served. Many
observers now ask why the FBI, for instance, needs
aDNA database (14,45).
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The FBI cites the fact that DNA is a unique
identifier; no two people share the same genetic
sequence (except for identical twins). As such, DNA
can enhance the ability to identify suspects in certain
types of crime-particularly rape, sometimes mur-
der—where no other physical evidenceis available.
If the perpetrator is arepeat offender with DNA test
results on file, identification will be complete (in the
absence of error) and apprehension and prosecution
eased.

Law enforcement officials often cite the high rate
of recidivism among convicted offenders to justify
databases. The Bureau of Justice Statistics (BJS)
recently announced the results of a survey of
recidivism among State prisoners released in 1983
(10). The report showed that 62.5 percent of this
group had been rearrested within 3 years, with 41.4
percent returning to prison. The rate of rearrest
among violent offenders was 59.6 percent. Released
rapists were 10.5 times more likely to be rearrested
for rape than other released offenders, and released
murderers were about 5 times more likely than other
released offenders to be rearrested for homicide. The
study also revealed that one out of every eight
rearrests was for a crime committed in a different
State from where the prior offense occurred. The FBI
believes that DNA databases might significantly aid
their efforts to solve the high number of forcible
rapes (92,486 reported in 1988) and of murders and
non-negligent manslaughter cases (20,675 reported
in 1988) in this country, as well as a growing number
of serial crimes (21).

Those less inclined to increase the amount of
personal information stored in government data-
bases could cite other aspects of the BJS study. For
instance, only 6.6 percent of released murderers
were rearrested for homicide and only 7.7 percent of
released rapists were rearrested for rape (10). Some
cite the fact that many accused rapists choose to
litigate only the issue of consent, thus the source of
the biological evidence—the only issue that can be
addressed by DNA testing-is never in question (8).
Other research shows that blood was available to
link a suspect to murder in only 15 percent of cases,
semen available to link a suspect to rape in 10
percent of cases, and hair available to associate a
suspect to the crime in murder or rape cases only 5
percent of the time (41). These statistics make a less
compelling case for a database than those presented
by database advocates and suggest a need to weigh

the socia benefits of investigatory databases against
the potential socia costs.

New means to detect and deter crime generally
compel great respect in this country. When a social
goal, such as crime control, competes with a
fundamental right, such as privacy, however, it is not
a foregone conclusion that the social goal will
prevail; relative weights must be established in each
case (29). The effort to balance law enforcement’s
advocacy with counter arguments from database
opponents requires a determination of the individual
liberties that might be compromised by the data-
bases (9,19,42). A number of questions about where
the collection of such data might lead must be posed
and analyzed.

Who Will Be Tested?

Law enforcement proposals to date generally
would limit test populations to violent offenders, or
to the even smaller population of sex offenders. Law
enforcement databases currently record much per-
sonal information, of varying sensitivity, on all
offenders (figure 5-8). Some commentators view
DNA information as no greater an infringement on
privacy than anything currently collected. Others
find DNA data increase the sensitivity of the
criminal history records to unacceptable levels.
These experts tend to view criminal records as a civil
disability imposed in addition to the criminal
penalty. A civil disability is any forfeiture of right or
privilege exacted by society that hinders a person’s
ability to function normally after completing a
criminal sentence (e.g., loss of voting rights). If
adding DNA information to criminal records further
discourages a decision to hire an ex-felon (e.g.,
because it revealed potential for a serious and costly
health problem), that would bean imposition of civil
disability and a potential threat to rehabilitation that
should be considered (26). Imposition of a greater
civil disability may or may not be a price society is
willing to pay for the benefit DNA records provide.

Once violent-offender databases were established,
would justification for testing all convicted offend-
ers be found? No specific proposals for such testing
have been made, but OTA’s survey of State and local
crime laboratories (see ch. 6) found that many labs
are considering applying DNA tests in cases of
suspected homicide, sexual assault, violent crime,
serial crimes, hit and run, and robbery when crime
scene evidence is available for comparison. Criteria
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Figure 5-8—How a Database of DNA Information Could Be Created and Used

Who will be tested?

Sex Offenders
Violent Offenders

What will they be tested forr

"Junk” DNA

Hair/Eye color

Behavioral characteristics
/

> Where will the information go?

Nation

Database

b \/—— - by FBI, State or local Gov't

Criminal Justice Community

- logistically and/or scientifically

- not yet scientifically possible

The law enforcement community cites a need for a DNA database to apprehend repeat offenders and solve serial crimes; the military for
additional identification (e.g., for victims of wars and mass disasters). Civil liberties experts, however, fear that DNA testing could expand
beyond legitimate identification needs, and that test results would be widely available through the de facto national database.

SOURCE: Office of Technology Assessment, 1990.

for establishing the types of crimes suitable for DNA
testing include considerations of costs, whether
conventional methods are adequate, and any FBI
guidelines that are established. Even if test results
are produced in awide variety of crimes, they need
not al be included in investigatory data files, but
could be.

Proposals to establish DNA databases for
identification purposes do not stop with law
enforcement. The military services are considering
proposals to begin using DNA tests for criminal
justice purposes, and are also contemplating per-
forming DNA tests on all current personnel and
military recruits to establish a database that would
enhance the ability to identify those killed in wars or
the victims of mass disasters (57,58). Cases like that
of Cpl. Carl Houston, whose body was identified 43
years after he disappeared, might be resolved more
quickly and reliably if a DNA database existed. So,
too, might situations like the Gander air crash in
Newfoundland, Canada, where noncomputerized
dental records were destroyed in the disaster (46).
(Normally records on military personnel are trans-
ported separately from the individuals to which they
refer; in the Gander incident, however, troops
returning from the Sinai were accompanied by their
records, so identification of victims from the plane

crash following refueling in Newfoundland was
more difficult.) But this database might also be a
permanent computer record of personal information
on all military personnel. Will society consider that
an appropriate use of personal information?

Should parents be able or compelled to store a
DNA print of their child for use in the event of a
kidnapping or to resolve allegations of switched
babies? Such a step might ensure the existence of an
immutable identifier, readily and scientifically at-
tributable to an individual, unlike an assigned social
security number, for instance (box 5-D). On the
other hand, it might also encourage genetic discrim-
ination if DNA samples were probed in-depth. In the
mid-1960s, scientists found a high incidence of the
XYY chromosome pattern in violent criminals. The
press and the public, including some scientists,
called for prenatal screening or newborn testing so
that those genetically predestined to a life of crime
could be tracked. Some innocent children were
branded as inferior before this theory was discred-
ited (15).

The Twigg case (4) aso raises interesting points
on this issue. The Twiggs daughter, Arlena, suf-
fered from a heart problem, and genetic tests
performed before her death revealed that Arlena was
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Box 5-D—Newborn DNA Typing

Parents sometimes lose their children-they are
kidnapped or switched; they run away. If the child
and parents are separated for a period of time that
renders normal, physical identification difficult or
unreliable, DNA testing can assist reunification.
Paternity, or parentage, testing is a frequent applica-
tion of DNA typing, and well within the capabilities
of current DNA technologies.

If, however, one or both parents is unavailable at
the time the child is recovered, or if there is no clue
to connect a child with his or her parents, accurate
identification becomes more difficult. That problem
has led some experts to suggest that children should
acquire a DNA profile at birth, which could be
stored for direct comparison with a profile taken at
the time of recovery. One company recently began
marketing such a service.

Lifebank, Inc., a subsidiary of Quantum Chemi-
cal Corp. and sister company of Lifecodes, was
incorporated in July 1989 for the purpose of
providing neonatal DNA storage services. Lifebank
will extract DNA from a newborn’s umbilical cord
blood and create a DNA profile using Lifecodes
technology. The profile and remaining DNA sam-
ple will be preserved at Lifebank facilities for 18
years.

According to Lifebank, the DNA information
will be maintained with strict confidentiaity. Only
achild's parent or guardian will have access to the
information; access will be controlled through a
passbook/code number system. The company fore-
sees using the DNA profile only for identification
purposes, e.g., to reunite parents and missing
children. The company does not intend to make the
umbilical cord blood available for paternity testing
or further genetic testing.

Lifebank began marketing their services in De-
cember 1989 through pediatricians and obstetrician-
gynecologists. It hopes eventualy to expand its
market, perhaps by providing DNA banking serv-
ices for the military or complete families.

SOURCE: Office of Technology Assessment, 1990, based onL.

Kelly, Lifebank, Inc., Bridgewater, NJ, personal
communication, January 1990.

unrelated to either parent. The Twiggs, seeking to
learn what happened to their biological daughter,
requested a judge to compel genetic testing on a
child, Kimberly Mays, who was born at the same
time and in the same hospital as Arlena, but who was
raised by another family. Kimberly’s father, Robert
Mays, resisted this request, as he believed it would
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s | ME?
1-800-843-5678

National Center for Missing and Exploited Children
NAME: SHANE ANTHONY WALKER DOB: 12/07/87 AGE: 2

AT 3'07 IYES: Dark Brown HAIR: Black WT. 23 ibs.
SEX: M DATE MISSING: 08/10/89  FROM: New York, New York

Photo credit: National Center for Missing and Exploited Children,
Arlington, VA

Some propose that DNA prints stored in a databank could
be useful in missing children investigations.

unnecessarily disrupt his child's life. In 1989, the
Twiggs and Mr. Mays compromised: the Twiggs
agreed not to seek custody in return for Mr. Mays
agreeing to the tests. Eight genetic tests performed
at Johns Hopkins University confined that Kim-
berly is the Twiggs biological child. If a judge
approves the agreement between the Twiggs and Mr.
Mays, the Twiggs intend to seek visitation rights.
The Twiggs have sued the hospital where the girls
were born, charging negligence, malpractice, or
deliberate acts. Existence of a DNA databank might
preclude the need for court intervention at the testing
stage in similar cases (each child’'s DNA test results
would be on file), but it would do little to resolve the
social or moral dilemmasinvolved.

Would an adult be permitted to have a childhood
DNA record purged from a databank, or control how
that record was used? Satisfactory answers to these
questions may require answers to additional, broader
questions.

What Do the Tests Reveal ?

Forensic RFLP probes in use and under immedi-
ate development identify highly variable, noncoding
segments of the genome-sometimes called ‘junk’
DNA—that reveal only an individual’'s identity.
DNA profiles in this respect resemble fingerprints—
they are unique, but otherwise uninformative. On the
other hand, the DQx enzyme system used to test
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PCR-amplifed DNA can revea important informa-
tion regarding a disease condition (see ch. 3).

For most people, the information most likely
(at this time) to be added to a criminal history
record—RFLP results—probably would not es-
calate privacy concerns associated with those
files because scientists cannot yet make disease
associations with the type of information now
being collected. Similarly, individuals are asked to
provide personal information, from social security
number to health status, for so many purposes, that
files of “junk” DNA information on military
recruits or newborns might be found unobjectionable.

Some are more cautious about DNA collection
and storage. They include genetic data in that
category of information-along with reiigion, votes,
special confidences-that civil liberties tradition in
this country protects from compelled disclosure.
These observers are particularly wary of forensic
science laboratories applying probes used for medi-
cal diagnosis.

DNA testing methods applicable to forensic
science are the same as those used in medical diag-
nostics-to revea sickle cell or Huntington's dis-
ease, for instance. Evidence of disease is personal
information and normally designated as highly
sensitive. If it were added to a crimina history file,
any civil disability created by the file might be
compounded, particularly if the information were
available to prospective employers. Society might
be willing to impose that disability on Crimainais, but
would likely be more hesitant with regard to children
or military personnel.

Diagnostic tests do not reveal unique identity in
the reamer of ‘junk’ DNA, thus no suggestion has
been made to include DNA-based medical informa-
tion in law enforcement or other identification
databases. However, some probes used in forensic
science locate alleles that lie near a disease locus,
thus there may be some association between the
“junk” DNA and the disease locus. The possibility
exists to test DNA acquired specifically for identifi-
cation purposes for disease information and to
include that information in a database. This option
may become more attractive over time, especialy as
the number and types of probes for genetic disorders
increase.

Some scientists developing the DNA tests believe
it will be possible to identify behavioral and other
mental characteristics within a decade (e.g., genetic
bases for schizophrenia and bipolar disorder have
been hypothesized). Many forensic scientists do not
believe alegitimate law enforcement purpose could
be established for such tests and, thus, do not
advocate their use in the criminal justice commu-
nity. Such tests are not yet available, but the civil
disabilities attached to misuse of such information,
if the tests are devel oped, could be enormous.

Obvioudly, testing technologies are under rapid
development, with new probes becoming available
regularly. Database proponents have recognized the
need to build flexibility into any system adopted to
accommodate new developments. Still, a problem
with the long-term value of the database will arise
unless provisions are made to update test results as
new testing methods become available. This di-
lemma leads to another broad and unresolved
question.

How Will DNA Information Be Stored?

Complete genetic information on an individual
resides in the DNA sample acquired for testing.
Tests render portions of this basic information
accessible, but are limited in scope, i.e., one test can
only reveal so much about an individual’s genetic
makeup. Current technology permits several differ-
ent probes to be used on one Southern blot, but each
one has a limited lifetime and a limited amount of
information on it. DNA itself can be frozen without
significant degradation, and technologies exist to
identify the small mutations that can occur during
storage (39). Thus three levels of data storage will be
available to database managers: test results, South-
ern blots, and a DNA sample.

Crime scene evidence and DNA samples from
victims and suspects are being and will continue to
be tested to help identify perpetrators. Current
proposals for law enforcement databases anticipate
a need only for test results of convicted offenders
and unidentified crime scene evidence in investiga-
tory databanks, which, since tests are currently
limited to identification, limits the privacy concerns
associated with those databanks. To further avoid
privacy concerns, law enforcement officials could
take specific stepsto assure that test results and test
materials of victims (and of suspects who are not
convicted) are destroyed. Consider, though, a recent
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English case. T'he defendant voluntarily contributed
a blood sample during a criminal investigation and
was eliminated as a suspect in that case. Police
retained the test results, however, and compared
them with evidence from other cases, leading to the
individual’s arrest on another rape charge (17).

A Federal court has determined that NCIC'S
authorizing statute (28 U.S.C. 534) only permits
storage of information on individuals who axe
subject to formal criminal proceedings, thus it may
be illegal for NCIC to maintain victim DNA
information in any form traceable to the individual
(32). The databanks of population statistics may
include the results of tests run on both victims and
suspects, but since these data are maintained anony-
mously, privacy concerns again are limited.

Although many officials favor some means of
storing test results, no consensus exists within the
forensic science community on the issue of DNA
sample storage. Two panels convened to help
formulate policy in this areareached slightly differ-
ent conclusions. The New York State Forensic DNA
Analysis Pandl recommended that DNA samples not
be stored in order to avoid improper use (38). The Ad
Hoc Committee on Individual ldentification by
DNA Analysis of the American Society of Human
Genetics (ASHG) concluded that it would be appro-
priate to retain DNA samples if permissible uses
were defined and adequate rules of access and
disclosure implemented (3).

The main reason to store a DNA sample would be
to facilitate retesting whenever necessary to keep up
with changes in preferred testing technology or
information requirements. Standardization of iden-
tity tests would eliminate the need for retesting
unless new technologies were adopted or officials
determined a need for additional genetic informa-
tion. If retesting is required, it might also be possible
to obtain new samples from convicted offenders,
making storage unnecessary. Obtaining a DNA
sample from an involuntary donor for purposes
unrelated to a specific crime is likely to be problema-
tic, however.

Many ethicists believe sample storage is inappro-
priate, primarily because it increases the likelihood
that specimen DNA will be tested for information
beyond unique identity. Since noncoding sections of
the genome vary most between individuals, probes
for “junk” DNA, rather than medical diagnostic
probes, will likely continue to be applied to establish

links between a suspect and a crime scene. If a
suspect’'s sample is available for further testing,
however, the opportunity arises for use of medical
diagnostic probes, which would generally be consid-
ered a misapplication of the technology. Destruction
of samples, except for crime scene evidence, and
maintenance of only ‘junk’ DNA test results would
resolve this issue. Again, privacy concerns are
especialy acute with regard to storing samples from
victims and unconvicted suspects, and some suggest
that the law enforcement community take special
steps to assure that these samples are destroyed.

If sample storage is deemed necessary for forensic
applications, forensic scientists and law enforce-
ment officials could turn to work done by the Ad Hoc
Committee on DNA Technology of the ASHG. This
group has published some “Points to Consider”
regarding preservation of DNA samples taken for
diagnostic purposes (2). The guidelines address
guestions of ownership, confidentiality, release to
third parties, quality assurance, and certification.

Southern blots, a middle ground, can be stored
and reprobed, but contain a limited amount of
information. The limit is imposed by the life of the
Southern blot, which can be reused only so many
times, and by the restriction enzyme used to
fragment the DNA, which limits the probes that can
be used. In some circumstances, Southern blot
storage could be necessary to preserve the evidence.
Otherwise, this storage mechanism offers few tech-
nical benefits and potentialy raises many of the
same privacy concerns associated with sample
storage.

Legislatures appear to be wary of imposing
substantive restrictions on collection or storage of
personal information (7). Most legislation focuses
on controlling access to information already col-
lected. The Supreme Court, too, has seemed willing
to defer to a government’s perceived need for
personal information if proper access controls are
employed (60). Thus another question regarding a
potential DNA database is raised.

Who Will Have Access to DNA | nformation?

Civil liberties tradition holds that sensitive infor-
mation collected under government authority should
not be shared indiscriminately. Noncriminal justice
use of NCIC'S Triple | file is prohibited (53), thus
access to information in that index is quite limited.
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However, FBI proposals for DNA databases
envision maintenance of DNA information in State
criminal history files, which vary in their accessibil-
ity. Concerns about some types of criminal behavior
(particularly sex offenses) have led Congress to
require that State criminal history files be opened to
certain noncriminal justice agencies and employers.
For example, in 1984 Congress required States to
establish procedures to provide for nationwide
criminal history checks for all operators and employ-
ees of child-care facilities (Public Law 98-473).
There has also been growing interest in implement-
ing criminal record checks for teachers, youth group
leaders, and elder-care providers. In addition, there
has been increased emphasis on criminal history
record checks for current and prospective Federal
employees (53). In a mgjority of States, private
organizations can lawfully obtain conviction infor-
mation (and often arrest information) from State
criminal history record files, though conditions
regarding access range from very strict (e.g., in
Massachusetts) to quite liberal (e.g., in Florida).

The Supreme Court recognizes a strong privacy
interest in criminal history records (56). The Su-
preme Court has ruled, however, that crimina
justice agencies are not required to maintain confi
dentiality of official records (40). The Privacy Act
permits the Attorney General to exempt the FBI
from its provisions, but the FBI has adopted privacy
regulations for governing NCIC (28 CFR 20). States
that violate privacy standards with regard to access
to FBI files can be denied NCIC services, but
compliance is largely voluntary since the FBI has no
active enforcement process (51).

Regulation of access to files maintained by
private |aboratories remains an open question. Files
created for criminal justice purposes may be subject
to Federal or State legislation. New means of access
control may be necessary if private DNA databases
are established to help, for instance, parents identify
their children.

I nvestigatory Use of Population Statistics

The preceding questions have dealt mainly with
the possible informational privacy implications of
investigative support databases such as those pro-
posed by the FBI. Databases of population statistics,
which do not contain information traceable to an
individual, could also change the nature of law
enforcement in the United States. Consider the

following scenario: A rape occurs in a small
community with a population equally divided be-
tween Blacks and Caucasians. Semen recovered
from avagina swab expresses allele size character-
istic of 9 percent of the Black population and 0.5
percent of the Caucasian population. No other
evidence is available. The scenario raises the follow-
ing questions:

+ Does the entire Black male population in the
community become suspect?

+ Are the statistics sufficient to issue a warrant
demanding blood samples from all Black males
in the community?

« If a warrant could not be issued, would a
genera call for “voluntary’ testing of Blacks
be condoned? (Box 5-E describes a case
involving voluntary testing.) Would failure to
volunteer create probable cause for a warrant to
be issued?

A Supreme Court case from 1969, Davis v.
Mississippi (13), involving fingerprint evidence
raised similar questions. In Davis, arape victim
described her assailant as a young, Black man, but
could not identify him. Police recovered partia
fingerprints from a windowsill. Over a 10-day period
following the rape, police, without warrants, ques-
tioned and fingerprinted at least 24 Black youths and
interrogated 40 to 50 others. Police eventually
arrested, based on fingerprint evidence obtained
during warrantless questioning, a youth who had
done yardwork for the victim. The Supreme Court
characterized police behavior in Davis as a dragnet
and excluded the fingerprint evidence as obtained in
violation of Fourth Amendment protections. The
majority of the court refused to accept the State's
argument that the inherent reliability of the finger-
printing process would exempt it from probable
cause requirements.

The facts of Davis and the Pitchfork case (box
5-E) indicate that powerful identification tools can
tempt police to extend their investigatory actions
beyond generally accepted bounds. Observers have
recognized the power of new technologies to trigger
dragnets and searches where there is no specific
evidence of wrongdoing. This power effectively
shifts the presumption of innocence to one of guilt,
with the burden of proof on the targets of the
investigation (31). One State attorney general has
noted the possibility that DNA typing technologies
in particular may create a temptation to engage in
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Box 5-E—The Leicester Case; DNA’s Criminal Debut

On November 21,1983, Lynda Mann, 15 years old, was sexually assaulted and killed on an isolated footpath
in the small English county of Leicestershire. Semen recovered from an internal labial swab and a deep vaginal swab
was tested. The blood tests could not positively identify the killer, and the scientific label ‘Group A secretor, PGM
[+," ablood type shared by just 10 percent of the population, was the only clue police had.

The police went to every residence in three nearby villages filling out a pro forma document on male residents
between the ages of 13 and 34 (an arbitrary range). Patient records from the local psychiatric hospital were also
carefully examined. The local newspaper published appeals for help, leading to many tips, all of which proved
useless. The investigation team started out with 150 officers, dropped to 8 by May, and was disbanded in August
1984. One-hundred-and-fifty blood tests on potential suspects were performed with no positive results.

In a neighboring village, 15-year-old Dawn Ashworth was similarly slain on July 31, 1986. Police assumed
this was a serial murder, and semen was recovered from a vaginal swab and a clothing stain.

On August 8, 1986, police arrested 17-year-old Richard Buckland, a kitchen porter from the psychiatric
hospital, for Ashworth's murder. Buckland had a history of sexual behavior that would fit the pattern presumed for
the murderer and had known the victim. After prolonged questioning, he made a graphic confession to killing
Ashworth.

At this point, the police officer charged with investigating Mann's murder decided to try to connect Buckland
to her death. He delivered the semen samples taken from Mann and Ashworth and blood from Buckland to Dr. Alec
Jeffreys at Leicester University. Jeffreys, well known because of a highly publicized immigration case in which he
applied his new technique of “DNA fingerprinting,” accepted the request for assistance. He concluded that both
girls were raped by the same man, and that Buckland was not the perpetrator. On November 21, 1986, Buckland
became the first accused murderer in the world to be set free as a result of a DNA test.

A new inquiry to investigate both murders began immediately, and on January 2, 1987, police announced a
“revolutionary step” —a campaign of voluntary blood testing for every male resident in the three villages. Men
were requested by form letter to appear at a certain time for sampling. Collected blood and saliva was first tested
for PGM 1+, A secretor characteristics; any blood meeting these criteria was forwarded to Jeffreys for the DNA test.
The Police made “house calls’ on those men who failed to appear. English civil liberties experts expressed concerns
about coercion and the ultimate disposition of test results.

Colin Pitchfork received his notice to appear that January and told his wife he was afraid to give blood because
of hiscriminal record for flashing. Pitchfork eventually convinced a coworker, lan Kely, to give under Pitchfork’s
name using a falsified identity card, and Pitchfork received notification of a negative test.

By May 1987, the police had taken samples from 3,653 men and boys, a 98 percent response rate, but had not
found the killer. In August, Kelly admitted his act of deception to other coworkers, one of whom had aso been
approached by Pitchfork. Six weeks later the police were informed and Kelly was arrested. Pitchfork confessed to
both murders on his subsequent arrest in September 1987.

Pitchfork received a double life sentence for the murders, a 10-year sentence for each of the rapes, 3 years each
for two earlier sexual assaults, and 3 years for conspiracy, al to be served concurrently. The concurrent sentences
mean he could be released within 10 to 12 years. At sentencing, the judge noted that without DNA testing, Pitchfork
might till beat large.

SOURCE: J. Wambaugh, The Blooding (New York, NY: William Morrow& Co., Inc., 1989).

genetic ‘‘fishing expeditions.” A professor of foren-
sic science has voiced a concern that mirrors the
third query in the hypothetical case, i.e., cals for
massive voluntary DNA testing to solve a crime will
make a suspect of everyone refusing the test (35).
Existing interpretations of Fourth and Fifth Amend-
ment protections may also control application of
DNA typing technology, but the issues cannot be
ignored as the technology becomes more accessible.

To date, few population statistics have been
published, and these have received minimal scru-
tiny. Thusit maybe unlikely that police will depend
on them to help direct their investigations, especialy
since many scientists believe that population statis-
tics will never be sufficient to indicate reliably a
perpetrator’'s race (36). Their very inadequacy,
however, heightens concern that limits to the tech-
nology be recognized prior to reliance.
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FINDINGS AND SUMMARY

Enthusiasm for and availability of DNA typing
technologies among the forensic science community
grows daily. Concerns about the ability to share
information collected from these tests directly fol-
low cost and court acceptance as priority considera-
tions. Several States are debating funding the
acquisition of the testing technologies and/or order-
ing study of networking DNA results. Despite the
rapid pace of introduction, the relative newness of
the technology provides an opportunity to consider
the pros and cons of databanking before making
major investments.

The technical capability to network DNA infor-
mation exists, but should it be used? Beyond the
necessity for population statistics, the main rationale
for databanking test results appears to be the desire
of law enforcement agencies to catch repeat offend-
ers and to aid investigation of serial crime. Experts
point to recidivism among rapists as an illustration
of a databank’s usefulness-recidivists would be
more quickly identified if prior test results were on
file. Some experts also believe that serial crime
could be far more prevalent than realized. A database
permitting jurisdictions to store DNA information
from unsolved crimes could enhance the ability to
identify crime as serial in nature, and therefore
encourage collaborative endeavors to solve such
crimes.

On the other hand, collection of “junk” DNA
(noncoding segments of the genome) for identifica-
tion purposes will, according to some experts, start
society down the slippery slope to unwarranted
invasion of privacy. These experts fear that suspect
samples will be tested for medical information or
behavioral characteristics, and that information gen-
erally accorded privacy protections could be entered
into computer files that normally are not considered
sengitive.

Some experts also suggest *‘ technology-forcing’
type reasons to delay databanking at this time. They
believe that current tests are primitive but that
technology is rapidly advancing. If extensive data-
basing is done using current, less sophisticated tests,
there may be reluctance to adopt new and better
technologies that could detract from the usefulness
of the initial databases. Of course, this problem
would be diminished by a decision to store DNA
samples in addition to test results. The database

could be constantly updated by performing the
newest tests on stored specimens. Such a procedure,
however, might increase the likelihood that speci-
mens would be tested for information other than
“junk” DNA as new probes are developed, which
raises civil liberties concerns.

Databanks of population statistics will likely
grow with or without forensic science test results
(e.g., through efforts to map or sequence the
genome). Since these data do not identify individu-
als, misuse could only occur in investigations where
no suspect has been identified (e.g., to focus efforts
unfairly on a particular racia or ethnic group). Such
broad applicability of the technology means that
possible misuse in forensic science would have to be
controlled by limiting access to the population
statistics, rather than by deciding not to bank the
information.

If deliberation on the pros and cons of databank-
ing are resolved in favor of its use, some technical
concerns must be addressed. Successful networking
will require databases built around test results
derived from standardized procedures and analyzed
according to standardized protocols, to be conveyed
on standardized computer hardware and software. At
the moment, no institutional framework exists to
require such standardization, but it appearsto bein
the best interests of both the States and the FBI.
Various means to ensure data integrity-both
through peer review and security measures-also
need to be integrated in any computer system.
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