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Chapter 8
The Security of

Computer Systems

Concern and Need

The security of computer systems, par-
ticularly those operated by the Federal
Government, has increasingly concerned
Congress. Hearings have been held, studies
have been published by the General Ac-
counting Office, and legislation has been in-
traduced, ' all addressing the problem of
meeting threats to Federal data installa-
tions.

Security concerns have also appeared in
congressional reaction to proposals for new
advanced information systems by Federal
agencies, such as the proposed Social Securi-
ty system, the Tax Accounting System of
the Internal Revenue Service, and the up-
grading of the National Crime Information
Center (NCIC) system of the Federal Bureau
of Investigation. All of these proposals have
been scrutinized carefully by congressional
committees, with particular emphasis on the
security of the systems.

Similar concerns have also been expressed
by the executive branch. Presidential Direc-
tive 24, published in February 1979, estab-
lished policy for the security of Federal com-
munications and assigned responsibility for
the protection of nonmilitary but sensitive
Government communications. This directive
was motivated by a concern for national se-
curity, that is, the potential value of in-
tercepted communications to an enemy.

In a 1978 memorandum,’ the Office of
Management and Budget directed all Fed-

'See S. 240 (and H.R. 6192), 96th Cong.. “Federal Com-
puter Systems Protection Act of 1979, " to prohibit the use,
for fraudulent or other illega purposes, of any computer
owned or operated in interstate commerce or by the Federal
Government or any financial institution.

:Office of Management and Budget; circular A-71, “Re-
sponsibilities for the Administration and Management of Au-
tomatic Data Processing Activities, ” transmittal mem-

eral agencies to pay attention to the security
of their data processing operations. The
memorandum required the agencies to con-
duct risk analyses of the threats and vulner-
abilities of their systems and to develop ap-
propriate security plans.

The National Bureau of Standards, under
authorization by the Brooks Act,’is continu-
ing to develop guidelines and standards in all
areas of computer security for use by Fed-
eral agencies. The first standard to emerge
from this effort is the Data Encryption*
Standard for protecting data communica-
tions. Its adoption may present difficulties
because of the rapidly changing technology
and the extraordinarily wide range of types
and uses of Federal information systems
that would have to be covered.

In the domestic sector, the security prob-
lem is growing in importance due to several
trends:

¢ The rapidly increasing quantity of com-
puterized data stored and transmitted
over communication networks.

. The increasing value of the data, both
as a marketable commodity and as rep-
resentative of value, for example, as in
an electronic funds transfer or an auto-
mated stock exchange transaction.

« As has been pointed out, an increasing
guantity of personal information is be-
ing collected, stored, and transmitted.
The security needs of electronic mail or
of the NCIC system are motivated, in
part, by privacy concerns.

orandum No. 1, “Security of Federa Automated Information
Systems, " 1978.

*Public Law_89-306.

*Encryption is the coding of a message so it isonly under-
ste%ndable to a receiver who knows the secret decoding pro-
cedure.
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. An organization’s operations are be-
coming more dependent on the reliable,
secure functioning of the supporting
computer system. A computer failure

can close down all sales registers in a de-
partment store, the air traffic control
system, or all the teller stations in a
bank.

The Technology of Security

There is a blend of optimism and pessi-
mism in the computer technology commu-
nity about the future of computer security
problems. On the one side, experts correctly
point out that the technology of securing
computer systems is improving steadily (see
ch. 13). They also maintain that computer-
ized systems, even if not perfectly secure,
are often far more secure than the manual
systems they replaced.

On the other side two main arguments are
advanced. First, since security has not been
historically a high-priority goal in the design
of information systems, the existence of
security technology does not necessarily
guarantee its proper application. Security
hardware and software are often added as an

afterthought rather than integrated into the
system from the beginning. Most designers
have not been trained to build security into
the systems they assemble, since security
features can increase the initial cost and
operating overhead, and may be burdensome
to manage.

The second objection is that advances in
the technology of protection may not be ade-
guate to deal with the complex systems now
being built. In particular, the present trend
towards linking computers into networks
that use new communication services, which
vastly increases the overall complexity of
the resulting systems, presents new and dif-
ficult challenges to the designer attempting
to build a secure system.

Threats and Targets

Analysts view the security problem in sev-
eral parts. Threats are the possible actions of
outside forces that may compromise a
system. Targets are those points within the
system against which an attack may be
mounted. Assets are the resources of the
system (information, money, goods) that
may be lost.

Because of the trends cited, threats
against computer systems appear to be on
the increase. The transfer of funds elec-
tronically is only one case in which the in-
formation processed is assuming a signifi-
cant tangible value. Electronic mail and fu-
ture systems for trading commodities and
securities will also tempt criminals. As the
society grows more information oriented, the
risk of theft will increase along with the
potential payoff for its success. In response,

a number of computer scientists have focus-
ed their attention on computer security.”’

Computer crime analysts note a number of
types of threats:

+ theft;

+ sabotage;

+ data alteration (i.e., in a credit file);
+ blackmail;

+ extortion;

* corporate espionage;

+ system failure;

* service interruption;

‘Lance J. Hoffman, Modern Methods for Computer Secu-
rity and Privacy (Englewood Cliffs, N. J.: Prentice Hall, 1977).

‘Dorm B. Parker and Susan N. Nycum, Computer Abuse
and Con trol Study (Menlo Park, Calif.: SRI Internationa,
March 1979).
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. natural hazards (e. g., volcanic eruption,
flood); and
. unauthorized disclosure.

Computer literacy is growing and with it a
proportionate number of people sufficiently
knowledgeable to compromise a computer
system. In addition, access to low-cost per-
sonal computing systems may provide such
criminals with more sophisticated tools. At
least one such attack has already been made
on the telephone system with the aid of a
small in-home computer system. Recently,
newspapers reported the alleged use of a
small computer by high school students to
break into the data banks of several Cana-
dian corporations.’

Certain social conditions may increase
the threats to computer-based systems. A
period of stagnation coupled with high infla-
tion could create economic pressures that
might lead to an increase in white-collar in-
sider crime. In addition, some social and po-
litical scientists see the possibility of an in-
crease in domestic terrorist activity.’
Foreign experience has shown that such ac-
tivity is often directed against computer and
communication systems, which the perpe-
trators assume, often rightly, to be at the
heart of organizational operations.

Forewarnings such as these, although
based on expert opinion, are at best specula-
tive. Nevertheless, security plans must be
developed against potentialities, not just
certainties. Thus, the possibility that an in-
crease in certain social pressures could lead
to economic and sabotage threats against
the coming decade’'s complex information
systems is a significant factor in any secu-
rity analysis.

While threats to information systems and
the potential losses from attacks are clearly
increasing, the vulnerability of systems to
successful attack is changing in character.

**The Great Dalton School Computer Tie-In Mystery,"”
New York Times. July 7.1980, p. 2.col. 1.

‘Donn B. Parker, “The Potential F; ffects of Electronic
Funds Transfer on National Security, " P’roceedingsof the
FifthInternational Conference onComputer {fem m unication.

October 1980, pp. 4’ 70-476.

In some cases it is improving, in others
worsening.

The vulnerability of the system software
to intrusion should decrease as operating
systems are designed with security as a prin-
cipal goal. They can be expected to be more
immune to compromise than those currently
available. Data communication will be better
protected, both by its changing basic
technology and by the incorporation of cryp-
tographic protection. The language used to
guery the data base will be designed to more
easily isolate users from data that they are
not authorized to use. Thus, in the future vir-
tually every component of an information
system will have better security technology
designed into it.

New vulnerability problems, however, will
arise at the level of the overall system. As a
system becomes larger and more complex, so
do the managerial and technical problems of
securing it at a system level. The trend to-
ward linking a large number of computer
systems together to be used for diverse ap-
plications by many persons, scattered geo-
graphically, poses system design and man-
agement problems that are orders of
magnitude larger than those faced in the
design of previous generations of informa-
tion systems. It will be difficult to assess the
vulnerability of such complicated systems to
accidental or deliberate misuse or failure.
Detecting that an untoward incident has oc-
curred would be even more difficult in such
systems because of the high volume of work
that flows through them and the lack in
many systems of full transaction logs.

Although the individual communication
links may be more secure (say through en-
cryption), data communication adds its own
problems when integrated into information
systems. A network of computers that links
together individual computer systems over
telecommunication lines has numerous
points that need to be protected in an en-
vironment where failure or penetration at
any point compromises the entire system. In
addition, such systems are deliberately de-
signed to distribute access, to make it easier
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for users to get at the system, and to decen-
tralize administrative control of the data
processing. Consequently, security manage-
ment—setting up and overseeing adminis-
trative and personnel controls—becomes
more difficult, both because of the increased
number of persons with direct access to the
system and because of the geographical
dispersion of the organizations involved.

Problems of overlapping or inadequate au-
thority can complicate attempts to control a
system’s security. This would be the case,
for example, with a Federal system that
links with State systems, because different

nodes in the system would have different
rules, practices, and assignments for system
security. Yet to be most effective, controls
over data access, usage, and security must
be applied uniformly over an entire system.
A private industry information system that
linked together data processing nodes under
different authorities would face similar prob-
lems.

The problems of controlling access in a
widely distributed data network are ex-
emplified by NCIC. (They are discussed in
detail in OTA’'s NCIC assessment, in pro-
gress.)

Future Security Issues

Among the several difficult issues involv-
ing computer security that are likely to con-
front Congress over the next decade, the fol-
lowing appear to be the most significant.

Protection of Federal Systems

Federal information systems control the
disbursement of an enormous amount of
money. The Social Security system itself dis-
burses over $1.5 billion per week. Other
Federal systems contain information that
could be used directly or indirectly to make
profitable financial decisions, e.g., informa-
tion concerning Federal monetary policy,
commodity markets, energy resource esti-
mates, and the like. Still others contain sen-
sitive information relating to personal pri-
vacy or national security. All would be
highly attractive to theft, manipulation, or
eavesdropping.

There are many potential victims of secu-
rity failures. Taxpayers would suffer the los-
ses from a fraudulent drain on the Federal
Treasury. Other types of attacks, for exam-
ple on social service systems, could create
severe hardship for individuals dependent on
those programs. In an extreme case, the na-
tional security could be threatened, not only
by attacks on military and diplomatic com-
puters but also by assaults on such major

domestic activities as the air traffic control
system or the computer-controlled national
electric power distribution grid, whose dis-
ruption could create significant social tur-
moil. Electronic mail service or an electronic
funds transfer network would be similarly
vulnerable.

Theft, eavesdropping, and sabotage are
not the only threats to Federal computer
systems that Congress will need to consider.
A more subtle threat is a system’s potential
diversion by the bureaucracy from its in-
tended use. This issue is raised in OTA’s
NCIC assessment. Expressing similar con-
cern in a different area, Congress has im-
posed criminal sanctions for bureaucratic
violations of the Privacy Act of 1974.°

The technology currently available is not
very useful for securing a system against
this type of bureaucratic abuse, although the
researchers in the field of electronic data
processing auditing are looking at related
problems. Many abuses do not involve viola-
tions of the computational procedures within
the computer system, but rather represent
misuse of the data once it is out of the sys-
tem. Thus, the most effective controls

‘Public Law 93-579.
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against bureaucratic abuse for now will like-
ly be in the areas of policy, personnel, and
management, rather than technical. Strong
criminal sanctions for misusing a system
may also have a deterrent effect.

As the Government continues to auto-
mate, problems of bureaucratic account-
ability and the responsibility for oversight
will confront Congress with the need to bet-
ter understand and more closely monitor the
use of large Federal information systems.

Protection of Vital Domestic
Information Systems

There are a number of national interests
that will cause Congress to become con-
cerned about the security of major non-
federal national information systems.

Regulations regarding the flow of personal
information are proliferating in nations
around the world. To date, most laws con-
cern the transfer of personal information and
stem from national privacy laws. However,
there seems to be a distinct trend toward the
extension of these laws to organizations,
which are designated as “legal persons “and
thus included under privacy laws designed
to protect personal data. There is also a
growing concern expressed by some nations,
particularly those in the Third World, that
information originating within their borders
is a national resource over which they want
to maintain control. *

These trends may create additional fears
about the security of networked systems
that communicate beyond their boundaries.
The relatively mild wording about security
in current privacy legislation could reappear
in much more stringent form in new legisla-
tion.

“H. P. Gassman, “'Privacy Implications of Transborder
Data Flows: Outlook for the 1980s,"” Computers and Privacy
in the Next Decade, 1. J. Hoffman, (ed.) (New York:

Academic Press, 1980).

""American Federation of Information Processing Socie-
ties, Panel on Transborder Data Flow, Transhorder Data
Flows, Washington, D.C., 1979.

There is also a Federal responsibility for
certain information systems that although
privately operated, are fundamental to social
well-being. The security and reliability of au-
tomated systems for nationwide bank check
clearing, for a national stock exchange, and
for computer-based commodity trading, for
example, would all be under the purview of
Congress. The vulnerability of such systems
is of governmental concern because of the
harm that a major system failure could cause
to the Nation’s economy and to its citizens.

The continuing evaluation of the privacy
issue will undoubtedly lead to more strin-
gent security provisions consistent with the
evolution toward more communication-
based computer systems.

If there is in fact a growing commercial
market in personal data, an illicit traffic in
stolen information could develop, thus in-
creasing the threat of piracy of personal data
from these systems. This would call for
tougher and more specific standards for
their security.

The Federal Government, due to its tradi-
tional concern for the protection of military
and diplomatic communications, has a high
degree of expertise in the field of data secu-
rity. A good deal of this expertise is either
classified or in the hands of highly sensitive
organizations such as the National Security
Agency. The appropriate role of the Federal
Government has not been defined in trans-
ferring this knowledge, for supporting com-
puter security in both the public and private
sectors, for setting standards, and for certi-
fying security technology.

The lack of such policy definition is visible
in the current debate over Government con-
trol of cryptographic technology. *I In this
debate, the needs of the private sector for in-
creased communication security, and hence
for the existence of a civilian commercial
cryptographic capability, are set against the

" avid Kahn, CCr yptography Goes Public,” Foreign Af-
fuirs,vol.58,No. 1, fall 1979, pp. 141-159.
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perceptions of the defense community that
such development threatens national secu-
rity concerns by putting sensitive informa-
tion in the public domain. ” A related issue is

" Study Group Agreesto Voluntary Restraints, ” Science,
vol. 210, Oct. 31,1980, pp. 511-,512 and ‘* MIT Committee

the desire in the academic community for the
freedom to conduct research on the mathe-
matics underlying cryptography.

seeks Cryptography Policy.” Science.vol.211,Mar. 18, 198 1,
pp. 1, 139-1,140.



