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Chapter Summary

Three principal concerns about electronic
funds transfer (EFT) privacy have arisen:

1. the extent to which personal data in
EFT systems are or might be disclosed
to third parties by financial institutions;

2. the possibility of Government or private
surveillance through EFT systems and
data files; and

3. the right of consumers to see, challenge,
and correct personal data in EFT sys-
tems that might be used, for example, to
refuse them credit or in other disadvan-
tageous ways.

However, EFT has not yet become a domi-
nant factor in the marketplace, and people
have readily available alternatives in carry-
ing out financial transactions. Because of
limited market penetration, EFT services so
far have led to only minimal consolidations
of financial data in any one system.

Some EFT services may not be quite as
easy to avoid in the future. Employers may
insist on direct deposit of payrolls, social
welfare systems may insist on deposit of
benefits, and mortgage companies and
others may insist on automatically deducted
payments. If EFT services become more per-
vasive, integrated customer files will be
more common and public consciousness of
the potential for invasion of privacy is likely
to increase.

With increased use of EFT there will be a
large number of points at which traditional
norms of privacy could be invaded. More
EFT terminals will be online, making elec-
tronic surveillance a more credible possibil-
ity. Single-statement reporting of all kinds of

financial transactions will become common;
more data will be aggregated and thus easier
to access. At the same time, there could be
broader and swifter dissemination of inaccu-
rate data. Even if customer correction of
data is facilitated, it will be more difficult for
corrections to catch up with and replace
faulty information.

In 1977, both the Privacy Protection
Study Commission and the National Com-
mission on Electronic Funds Transfer
(NCEFT) recognized that privacy concerns
could be especially strong in relation to EFT.
NCEFT devoted 19 recommendations to
means of protecting privacy.

Only a few of the NCEFT recommenda-
tions are reflected in the two EFT-related
laws enacted since 1977—the Electronic
Funds Transfer Act of 1978 (and Federal Re-
serve Regulation E) and the Right to Finan-
cial Privacy Act of 1978. For example, the
use of EFT systems for surveillance pur-
poses is not covered by existing legislation,
but would be tightly restricted by the pro-
posed Privacy of EFT bill introduced in the
96th Congress. Disclosure of EFT informa-
tion to third parties is addressed only mini-
mally by the EFT Act of 1978. However, the
proposed privacy of EFT and fair financial
information practices bills would provide
much more detailed conditions and restric-
tions on third party disclosure. Even so,
these proposed conditions are not as restric-
tive as some consumers would prefer, and
neither one of these proposed bills was
enacted in the 96th Congress.

Thus, the needs identified by the NCEFT
for more comprehensive EFT privacy protec-
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tion, whether through new legislation, modi-
fication of existing law, administrative pro-

cedures and regulations, industry standards,
or some combination, are still largely unmet.

What is Privacy?

It is difficult to define privacy in a precise
and concise fashion, even for those who ex-
press strong feelings about its value. In
terms of information and recordkeeping (as
opposed to personal association) it appears
to mean, to most people, the ability to keep
certain kinds of personal information from
other people or to restrict its use, except as
one freely chooses to permit its disclosure or
use.

In a modern society, it is difficult to keep
all personal information absolutely confiden-
tial. In practice, individuals generally seek to
restrict some kinds of personal information
to those who have a legally defined or social-
ly sanctioned need to know, or to those who
can provide some benefit or service in return.

There may be many reasons for wishing to
withhold information about oneself, other
than concern about Government encroach-
ment on civil liberties. Information may ex-
pose one to censure or punishment; it may
threaten one’s reputation, social status, or
self-esteem; it may give others some advan-
tage or power over oneself, or lessen one’s

advantage over others in competitive situa-
tions. Information concerning income, debts,
or financial transactions may in some situa-
tions do all of these things. This may explain
in part why people are particularly sensitive
to privacy when it comes to payment sys-
tems.

Some semantic distinctions may be noted
for the sake of clarity. Frequently, privacy is
regarded as an attribute of individuals and
the focus is on those activities through
which they are able to control and restrict ac-
cess to personal information. The informa-
tion so protected is “confidential.” One way
in which privacy can be violated is by illegal
or unauthorized access to EFT and other tel-
ecommunication systems; the means used to
protect the integrity of these systems, and
hence the confidentiality of the information
entrusted to them, constitute security (see
ch. 5), However, the strong possibility re-
mains that EFT systems and services them-
selves, through their normal functions and
operations, may intrude on the privacy of
users.

Privacy in Financial Transactions

Only transactions in which currency is the
medium of payment can be accomplished
with some degree of anonymity. Even then,
evidence of financial responsibility often is
required in order to obtain a service. For ex-
ample, it may be virtually impossible to rent
a car without presenting a credit card even if
payment will be in cash.

When checks are used for payment, a rec-
ord is created of the payor, the payee, the
date, and the amount. In addition, docu-

mented identification often is required and
various identifying numbers (e.g., telephone
number, driver's license, credit card number,
employee identification number) may be
written on the check by the recipient. The
person making payment provides this infor-
mation willingly in order to have the pay-
ment accepted and to enjoy the convenience
offered by a checking account. But checks
are handled by human tellers and account-
ants, and the recipient of a check may sign it
over to a third party in another transaction.
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In order to obtain the further convenience
of a credit card, customers are willing to pro-
vide additional personal information, such as
place of employment, income level, and past
financial history. As long as the information
is used by the recipient only for the limited
purpose for which it was intended, privacy is
not usually considered to have been invaded
because the information was provided by the
subject in order to gain some benefit,

Financial institutions are compelled by law
to keep some personal data. The Bank Secre-
cy Act requires that financial institutions
keep copies of all checks over $100 and rec-
ords of large cash transactions to protect the
users of the system. In the same way, the
Electronic Funds Transfer Act of 1978, and
the Federal Reserve System’s Regulation E
that implements it, require that receipts is-
sued by EFT terminals and periodic EFT
bank statements indicate the date, time, and
location from which a transaction was ini-
tiated (I).

Personal financial data are not found only
within financial institutions and service sys-
tems. Employers have records of income,
and personnel files may contain other infor-
mation as well. Tax collectors receive reports
of wages, interest, and dividends. Social
service agencies have records of benefits
paid to recipients. Furthermore, people are
aware that credit-granting organizations,
check and credit authorization services, debt
collection agencies, and others collect infor-
mation about an individual's financial his-
tory, both from the individuals and from a

variety of other sources not always known to
the subject or acknowledged by the collect-
ing organization. People are less aware of the
extent to which this information is shared
among such organizations or sold to third
parties for a variety of purposes, such as
compiling mailing lists.

Generally people accept (not always with-
out some irritation and concern) many ac-
knowledged limitations on their privacy, not
only because they may have no choice, but
because they recognize that they derive sub-
stantial benefits thereby. For example, the
increased acceptability of one’s checks and
the ability to obtain credit are benefits that
depend on willingness to provide personal
and financial information. The aggregation
of data about many individuals provides
other indirect benefits. Such data are useful
for the efficient distribution of goods and
services and the management of inventories.
Market research may make it possible to de-
sign products to meet customer needs and
wishes and to identify products that would
be rejected in the marketplace, before re-
sources are committed to production. Usu-
ally anonymity for individuals can be as-
sured when data are aggregated. However,
when data are collected under the expecta-
tion that they will be aggregated and then
are used on a disaggregated basis (e.g., when
survey data become the basis for direct tele-
phone solicitation or lists sold to direct mail
advertisers), this may well be considered a
violation of privacy, if indeed the individual
even becomes aware of the source of the so-
licitation.

What Constitutes a Violation of Privacy?

In payment systems, privacy is violated
when data are, without the subject's non-
sent, made available to and used by those
not a party to the transaction, for purposes
other than those necessary to accomplish the
transaction. Those other purposes could
range from organized market campaigns to
Government surveillance to blackmail. If a

person has neither explicitly nor implicitly
consented to disclosure and use of informa-
tion for a given purpose, personal privacy is
considered to have been violated even if the
same information was willingly provided by
that person, either to another party or to the
same party for a different purpose.
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There is a second but closely related issue,
which for convenience will be discussed un-
der the umbrella of privacy. This is the ob-
verse of unauthorized disclosure of informa-
tion to third parties; namely, the ability of
the individual to know what personal infor-
mation has been collected and how it is being
used. Just as the use of financial data for au-
thorizing the acceptance of payments and
the extension of credit is advantageous to
the customer, the denial of such services be-
cause of erroneous or incomplete data repre-
sents a significant disadvantage. Thus, cus-
tomers need to know what information is re-
corded about them and how they can correct
inaccuracies.

In 1974, Congress passed the Privacy Act
(2) to safeguard the privacy of individuals
from the misuse of Federal records, to pro-
vide individuals access to their records main-
tained by Federal agencies, and to establish
a Privacy Protection Study Commission. In
this act the Congress explicitly recognized
that:

... the increasing use of computers and
sophisticated information technology . . .
has greatly magnified the harm to individual
privacy that can occur from any collection,
maintenance, use or dissemination of per-
sonal information,

... the opportunities of an individual to se-
cure employment, insurance, and credit, and
his right to due process, and other legal pro-
tections are endangered by the misuse of cer-
tain information systems, (and)

... the right to privacy is a personal and fun-
damental right protected by the Constitution
of the United States . . .

This act did not deal with EFT systems.
However, the Privacy Protection Study
Commission was instructed to:

... make a study of the data banks, auto-
mated data processing programs, and infor-
mation systems of governmental, regional,
and private organizations, in order to deter-
mine the standards and procedures in force
for the collection of personal information;
and

... recommend to the President and Con-
gress the extent, if any, to which the require-
ments and principles of section 552a of title
5, United States Code, should be applied to
the information practices of those organiza-
tions by legislation, administrative action, or
voluntary adoption of such requirements and
principles, and report on such other legisla-
tive recommendations as it may determine to
be necessary to protect the privacy of in-
dividuals while meeting the legitimate needs
of government and society for information.

The Privacy Protection Study Commission
in its 1977 report (3) made several relevant
recommendations, most of which have not
been implemented. Briefly, they were that:

e data should be used only for purposes
for which they are collected;

¢ subjects should be aware of the uses to
which data will be put;

s there should be a proper balance be-
tween what an individual is expected to
divulge (in connection with financial
services) and what that individual seeks
in return;

¢ recordkeeping should be monitored and
open to scrutiny by the subject in order
to minimize the extent to which informa-
tion about an individual is a source of
unfairness in any decision affecting
him/her; and

¢ obligations with respect to the uses and
disclosure that will be made of informa-
tion about an individual must be estab-
lished and defined.

EFT and Privacy

In many ways EFT can enhance the pri-
vacy of financial transactions. An auto-
mated teller machine (ATM) transaction is
clearly more impersonal and anonymous

than one conducted through a human teller.
Electronic transactions cannot be signed
over to a third party by the recipient as a
check may be. Fewer people are involved in
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processing EFT information than in check
processing, thus minimizing disclosures due
to curiosity or carelessness. The coding of in-
formation as electronic signals minimizes
the possibility of casual or accidental perusal
of information.

EFT includes a number of information-
handling services. In some systems the in-
formation consists of orders to transfer
funds from one account to another; in others
the information is somewhat more diverse,
and serves as a basis for deciding whether
checks should be accepted or credit ex-
tended. In each case there is a collector, a
conveyor, and a recipient/archiver of the
data. The parties or systems filling each of
these roles have specific and different needs
with regard to the content and form of infor-
mation, and different potentials for affecting
privacy.

The collector obtains information, usually
from the customer, and makes an interim
record that is retained to provide the begin-
ning of an audit trail to ensure system integ-
rity (see ch. 5). The emphasis is on accurate
recording. The data may be used not only to
initiate a payment transaction, but also to
support internal accounting functions such
as inventory control and computation of
commissions for salespeople.

Data are passed from the collector to the
conveyor or communication link. The con-
veyor has little, if any, interest in the con-
tent of the data; the emphasis is on address-
ing and routing. However, the message con-
tent will be checked to ensure that it has
been transmitted accurately. Copies of the
data usually are retained for a time to add to
the audit trail and ensure system integrity.
Copies of data or audit trails sometimes are
known as “data puddles;” that is, data that
are collected to make the recordkeeping sys-
tem work and to maintain accurate and se-
cure records. The same controls and protec-
tions should be applied to these collateral
data as to the records themselves.

Finally, the recipient or archiver receives
and processes the data, and implements the

1-.

transfer of funds or advises on the accepta-
bility of payment or credit, Here the empha-
sis is on the substantive content of the mes-
sage.

The collector, conveyor, and recipient/ar-
chiver need not be separate. When a retail
store uses an electronic cash register con-
nected to a computer to process a charge on
the store’s own account, it plays all three
roles. When a customer uses a bank credit
card at the same store, the store acts as the
collector, the bank card association operat-
ing the communication network is the con-
veyor, and the bank and/or its processing
agent is the recipient/archiver. Each oper-
ates under a different set of regulatory con-
straints that limit the services to be offered
and the conditions under which they are of-
fered. The points at which privacy may beat
risk are basically the same (collection points,
transmission points, and storage points), but
the nature and extent of the risk may differ.

In general, there is greater concern about
privacy with EFT than with older and more
familiar systems for the following reasons:

EFT makes it easier to collect, organize,
store, and access larger amounts of
data.

More data are machine-readable and
machine-processable, making them easi-
er to manipulate and aggregate.

EFT requires less time to record and to
extract data; thus it is possible, in prin-
ciple, to know the physical location of an
individual as soon as he/she uses an
ATM, or to know details of a transaction
as soon as it is completed.

Some EFT systems use keys such as ac-
count numbers, driver's license num-
bers, or social security numbers that
might make it possible to find and inte-
grate many sources of information
about the individual.

Compared to check processing, relative-
ly few people would need to cooperate or
conspire in order to violate privacy.
The number of points at which data are
retained may be larger in order to create
a useful audit trail.
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¢ Individual data can be organized and
analyzed from multiple perspectives to
obtain the maximum amount of intelli-
gence.

¢ The inner workings of EFT systems are
invisible to customers who have no way
of knowing what information they con-
tain, who is using it, and for what pur-
poses.

In general, Americans may believe that
banks provide more confidentiality for rec-
ords than is the case. Good data are lacking
on the extent to which banks protect the pri-
vacy of their customers. In 1979, 130 of the
300 largest commercial banks in the United
States were surveyed on this question (4),
Since only 34, or 26 percent, of the banks
responded, the results are indicative but not
conclusive:

— 20% routinely inform customers
about the types of records main-
tained on them.

— 15% inform customers how this infor-
mation would or could be used.

— 74% do not tell customers about rou-
tine disclosure of information to
Government agencies.

— 85% do not inform customers about
the possibility of disclosures to
private sector entities.

— 88% tell customers the reasons for an
adverse decision (e.g., not grant-
ing a credit line).

— 76% disclose to customers the infor-
mation behind an adverse deci-
sion and its source.

— 36% will let customers see this infor-
mation.

— 82% tell customers if the bank in-
tends to seek information about
them from a third party.

— 3070 tell customers the type of infor-
mation that will be collected,

- 25%
- 5%
90 %
- 82%
- 72%
—10070
- 34%
- 22%
- 76%

7T9%

- 95%

- 61%
— 58%

- 52%

tell customers the source(s) that

will be used for information.

tell customers how it will be col-

lected.

collect some information without

telling customers.

always supplement the informa-

tion supplied by customers.

do not let customers see the in-

formation they collect.

get information from credit bu-

reaus.

review the way in which the cred-

it bureau gathered the data.

use investigative firms to collect

information.

do not ask customers before dis-

closing personal information to

third parties.

have a definite policy about what

can be disclosed routinely to

Government agents.

limit the type of information that

can be disclosed to nongovern-

ment entities.

do not require a subpoena.

do not have a policy concerning

which bank employees have ac-

cess to customer records.

allow individuals access to rec-

ords about themselves, and

— 86% of these allow the indi-
viduals to correct the
records,

— 67910 notify other organiza-
tions that have re-
ceived the incorrect
data that they have
been corrected.

Based on these survey results, it would ap-

pear that the protection of privacy at many
commercial banks is incomplete and spotty.
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The Economics of EFT Privacy

EFT is one of the many technologies grow-
ing out of the convergence of computer tech-
nology, telecommunication technology, and
the technology of information systems.
These technologies have greatly reduced the
costs of gathering and processing informa-
tion. The information collected and stored by
EFT systems presumably is necessary to the
efficient operation of those systems, or is re-
quired by law for the protection of custom-
ers. Otherwise the costs of collecting and
storing it, however small, would not be justi-
fied. Some of these costs can be partially off-
set by selling the data for other purposes,
such as commercial mailing lists.

The value of some information depends on
its immediacy (e.g., knowing that a credit
limit has been exceeded at the moment when
a credit card is offered), and some of it has a
longer period of value (e.g., names and ad-
dresses). However, the value of most infor-
mation degrades over time except when
there is interest in compiling an historical
record. The immediacy of access of EFT data
adds greatly to their value.

Good information is lacking about the po-
tential costs of enhanced protection of pri-
vacy. In 1979, the American Banking Asso-
ciation (ABA) studied 18 representative
banks to estimate the potential costs of im-
plementing the recommendations of the Pri-

vacy Protection Study Commission (5). The
study concluded that costs would be consid-
erably less to banks than to retail lending or-
ganizations, since banks already conformed
to many of the recommendations as a matter
of good business practice. The largest one-
time or startup cost would be that of inform-
ing customers about institutional policies
concerning disclosure and use of customer
records. A mass mailing was assumed. How-
ever, the study pointed out that this cost
could be reduced by including the informa-
tion in regular periodic mailings to existing
customers, and informing new customers at
the time the initial relationship was estab-
lished.

The major recurring costs would be in-
forming customers of the reasons for an ad-
verse decision, providing the information on
which the decision was based, and allowing
individuals to see and copy this information
in order to challenge or correct it. There
might also be additional litigation costs,
since establishing a statutory right often
leads to subsequent litigation. The ABA re-
port indicated that recurring costs could be
minimized by routinely informing customers
about the basis of an adverse decision in the
same letter in which the decision was an-
nounced, and honoring their requests “to see
and copy” if additional documentation was
necessary.

Concern About Government Surveillance

One of the concerns about EFT privacy
stems from the fear that an unscrupulous
government could use EFT (as well as other
telecommunication systems) for surveillance
of the population in the interests of politi-
cal/social control (6). Assuming that there
was the will to do so, and that political, legal,
cultural, and ethical safeguards against such
abuse of government power were weak, sce-
narios can be constructed in which EFT sys-

terns could be used for surveillance. These
scenarios would require the following as-
sumptions:

EFT systems would have to reach a lev-
el of use in which they process at least a
significant proportion of all payment
transactions,

Organizations providing EFT services
would have to be disposed—or forced
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—to cooperate in establishing and oper-
ating a surveillance system.

< EFT terminals would have to operate in
real time.

. It would have to be easier and cheaper
—or at least perceived as such—to cap-

ture the desired information from EFT
systems than in other ways.

. EFT systems would have to be able to
capture enough data, in sufficient detail,
to meet the requirements of those who
seek the information.

Legal Protection of Privacy in EFT

Safeguards for protecting the security of
systems are aimed at preventing misuse, de-
struction, modification, or disclosure of data
(as well as theft of funds) as a result of at-
tacks on the integrity of a system; that is,
violations of customer privacy that are not
initiated or concurred in by the system’s de-
signers, owners, manager, or operators (see
ch. 5). The concern here, however, is with the
possible threat to privacy from the system
itself, operating normally; that is, the volun-
tary disclosure of information to Govern-
ment agencies or to third parties in the pri-
vate sector. This kind of protection will be, of
necessity, mainly legal.

In 1977, the NCEFT surveyed existing
legal safeguards for privacy and made 19
recommendations for further action. Since
then, two laws have been passed related to
EFT. The Electronic Funds Transfer Act of
1978 and Federal Reserve System Regula-
tion E that implements it make little men-
tion of privacy (7). The Right to Financial
Privacy Act of 1978 (8) covers disclosure of
records of financial institutions to Federal
agencies, but not to State and local govern-
ments or to private institutions.

In addition, two bills have been proposed
but not passed—the fair financial informa-
tion practices bill and the privacy of EFT
bill. The latter deals with information being
transmitted over telecommunication links;
i.e., data being passed from collector to recip-
ient/archiver. It covers the records held by a
service provider; however, the account rec-
ords held by the financial institution are not
covered.

Because the recommendations of NCEFT
covered the outstanding issues regarding
privacy and EFT, it is useful to consider how
the new and proposed legislation responds to
those recommendations. * This is shown in
table 6.

Briefly, the two existing pieces of EFT leg-
islation contain little that is directly related
to the issue of privacy. What they do contain
applies entirely to access to financial records
by the Federal Government, which is allowed
only under court order for purposes related
to law enforcement. However, the EFT Act
of 1978 does require that a customer, when
establishing an EFT relationship, be fully in-
formed about the financial institution’s poli-
cies concerning disclosure of information.
The act does not require that the customer
be informed about specific disclosures or be
given an opportunity to contest them.

The proposed fair financial information
practices bill would create an “expectation
of confidentiality” for information generated
by use of EFT systems and services and
would allow the customer to sue for damages
if this expectation is violated. Disclosures
that can take place without violating this ex-
pectation of confidentiality are listed. Both
of the proposed bills strengthen the existing
requirement that customers be fully in-
formed about disclosure policies when sub-
scribing to an EFT service. The proposed
privacy of EFT bill also details the condi-
tions under which disclosure of information

- bills are discussed at length in Working Paper D.
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Table 6.—Comparison of NCEFT Recommendations on Privacy With Present Status of
Existing and Proposed Legislation

NCEFT Recommendations (Summarized)

1, Government should minimize the extent to
which it requires an institution to maintain
and report records about an individual
using an EFT system, and should minimize
the extent to which it requires Information
to be collected that is not necessary to the
operation of the EFT system,

. EFT systems should ‘not be used ‘for
surveillance of Individuals as to their loca-
tion or patterns of behavior.

. Legislation should be enacted to provide
that the individual has a property interest in
the data maintained by a financial institu-
tion about that Individual and that Govern-
ment may get Information about depository
accounts only with a subpena or adminis-
trative summons

4, An individual whose account information is

sought by court orders should be given
notice before the information is released
(except under certain specified conditions).

The individual whose account Information
is sought under court orders should have a
reasonable time to respond and to contest
such disclosures.

Disclosure of Information should be made
to third parties only:
a) If necessary for the operation of the
EFT system, or
b) for a purpose of which the customer
has been Informed and to which he/she
has consented

Present status

Existing legislation, including the two proposed bills, does not deal with
this recommendation, The EFT Act of 1978, Sec. 906, specified the
data that must be given on EFT receipts and periodic statements and
thus could be construed to limit the kinds of data that the Federal
Government requires. However, the intent of this section was to pro-
vide consumer protection of another kind; namely, protection against
error in recording of the transaction and against theft of funds. It 1s
aimed at designating minimum data to be collected. By the same
token, however, existing and proposed legislation does not appear to
violate the spirit of this recommendation.

This subject is not dealt with by existing EFT legislation. The proposed
Privacy of EFT bill restricts disclosure of information to Federal agen-
cies except under court orders for purposes of law enforcement. Ac-
cording to an analysis by NTIA (Fact Sheet on Privacy in EFT Act)
“... the growing use of EFT services, and the potential for surveillance
of citizens which that use creates, necessitates effect we early steps
to ensure that this new tool of commercial Intercourse is not misused
for private or political prying into citizens’ affairs. Whether
surveillance is an ongoing interception of an individual's transfers as
they occur, or an ex post facto recreation of all of an Individual's ac-
tivities drawn from the records of an EFT service provider, this act ef-
fectively restricts disclosure by the service provider while permitting
access for law enforcement purposes in appropriate circumstances. ”

The existing Right to Financial Privacy Act says-that an individual can
contest such disclosures, but this is not based on a property interest,
The fair flnanclal information practices bill creates a clear, legally en-
forceable “expectation of confidentiality” with regard to non-Federal
organizat lons, but this also does not rest on a property interest.
However, the individual is given the right to sue for damages for a
wolatton of the expectation of confidentiality. As it stands, this ap-
pears to apply only to violations by a financial institution and not to a
nonfinancial institution offering EFT services. The privacy of EFT bill,
however, covers disclosure to both Government and private organiza-
tions.

This recommendation 1s covered by the Right to FInanclal Privacy Act of
1978,

‘Th-is-recommendation would be met by the Right to Financial Privacy

Act of 1978. The customer has 10 to 14 days to respond.

This has not been addressed in existing laws which are both concerned
with the relationship between the Federal Government and financial
Institutions. The EFT Act of 1978, however, requires that when an ac-
count is opened the customer must be told “under what cir-
cumstances the financial institution will in the ordinary course of
business disclose information to third person s.” But there i1sno
guarantee that customers will be told about specific disclosures when
they occur or that they can then contest them. The proposed fair
financial Information practices bill has language about preservice
notice and gives very detailed conditions under which information
may be disclosed. Summarized, it provides for disclosure:

. when permission is given by the subject individual.

.when required by a Federal or State statute or regulation.

.to Government, to defend the financial instltution against fraud,
when there is evidence of illegal activities related to the account
in question, or when the Government requests such disclosure
under existing laws.

.to litigants, under provisions of the act.
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6,

Table 6.—Comparison of NCEFT Recommendations on Privacy With Present Status of
Existing and Proposed Legislation—Continued

NCEFT Recommendations (Summarized)
Continued—

Present Status

« for purposes of marketing, if the customer has been offered and
has refused an opportunity to object to the disclosure and if the
information is disclosed by the third party recipient only to the
subject,

.to someone who is performing business or legal services for the
financial institution, such as auditing.

.to another depository institution, consumer reporting agency, or
authorizing service.

.to self-regulating organizations.

« to the customer who is the subject of the file.

The customer must be fully informed about these conditions for
disclosure when the EFT relationship is established.
The proposed privacy of EFT bill sets similar conditions for disclosure:

.to a Government authority, pursuant to other laws.

.to an officer of a financial institution, only to determine if a trans-
action was correctly carried out.

. with specific authorization by one of the participants to a trans-
act ion.

.when the data are not identified with a particular individual,

. if criminal activity is indicated. _

7.

8.

There should be no disclosure to private
sector third parties without specific
authorization by the subject, and certifica-
tion by the recipient that data will be used
only for the designated purpose.

This is not covered by existing legislation, but see comments under rec-
ommendation 6, above, concerning the proposed fair financial in for-
mation practices bill.

Information may be given to support
organizations performing routine services
for the financial institution, provided it cer-
tifies that it will maintain confidentiality.

This is not covered by existing legislation, but is covered by the pro-
posed privacy in EFT bill, except that certification is not specifically
mentioned,

9.

Information may be disclosed to par-
ticipants and intermediaries to a transac-
tion, ‘“intermediaries” include authoriz-
ing/guaranteei ng services.

10.

11.

12,

13.

14,

15.

Information necessary to ensurethe ex-
istence or good standing of an account may
be given to credit bureaus and authoriz-

The credit pa-rt of an account{i.e., a line of
credit or automatic draft privileges at-
tached to an account) may be disclosed to
other credit-granting or credit-authorizing
organizations and other EFT organizations,

This is not covered by existing legislation, but is covered by the pro-
posed fair financial information practices bill. See comments under
recommendation 6, above,

Thisis not—covered by—existing legislation, but is covered by the pro-
posed bills. See comments under recommendation 6, above.

This is not specifically covered by either existing legislation or proposed
legislation.

Information related to fraud and other
crime can be disclosed to law enforcement
officers, and customer delinquency or
fraud can be disclosed to other EFT-
offering institutions, credit-granting organi-
zations, etc.

The first part of this recommendation is now covered by the Right to
Financial Privacy Act of 1978, as well as by both proposed bills. The
second part is not explicity covered by either existing or proposed
legislation.

Names and addresses may be provided for
direct mail sol icitation unless the customer
objects. The customer should be sent writ-
ten notice that this may occur and be pro-
vided a_simple means of objecting.

Disclosure to any third party is permissible
with express written consent from the sub-
ject.

This is not covered in existing legislation, but would be covered by the
proposed fair financial information practices bill.

This is-not covered by existing legislation. Both of the proposed bil!g
cover it.

When establishing an EFT relationship the
customer should be provided with full in for-
mat ion about these policies.

This is fully covered by the existing EFT Act and Regulation E, and s
also covered in the proposed fair financial information practices bill.
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Table 6.—Comparison of NCEFT Recommendations on Privacy With Present Status of
Existing and Proposed Legislation—Continued

NCEFT Recommendations (Summarized) ‘Present Status”

16. Customers should have access to all re- This is not covered explicitly by existing or proposed legislation. The
corded Information about them and be able NTIA commentary on the proposed fair financial information prac-
to correct It. tices bill nevertheless says: “Current law and practice already provide

these aspects of information privacy protection in what appears to be
an effective and workable manner. Provisions regarding customer
disputes and correction of account information already exist under
the Uniform Commercial Code and various State laws (for depository
Institutions). (Customers are given additional access rights in other
parts of the fair financial information practices bill. in title I, 1, ll, and
V, regarding consumer reporting agencies. credit grants, check and
credit authorization services, and insurance companies “)

17. Speclfically, the Fair Credit Reporting Act This 1s not covered by either existing or proposed legislation See com-
should be amended to provide that: ment under recommendation 16, above.
a) organizations that provide authoriza-
tion/guarantee services are subject to
the provisions that apply to credit
reporting agencies, except for the re-
quirement that the organization notify
prior recipients of information that is
later disputed and found to be of ques-
tionable accuracy.
b) Institutions that decline to honor a
check, debit, or credit presented by an
Individual because of a report by an
authorization/guarantee service
should provide the customer with the
name and address of the service
c) The Individual has the right to Inspect.
copy, and have Interpreted these
records subject to certain condltions.

18. NCEFT used this recommendation to con- This s covered in the discussion concerning recommendations 6, 76
cur in two recommendations of the Privacy and 17.
Protect lon Study Commission, saying that
EFT services should retain records only for
a limited time, and should provide ways for
the customer to correct records generated
by EFT services

NCEFT disagreed with the Privacy Pro-
tection Study Commission recommenda-
tion that no Government entity own, oper-
ate, or manage any EFT system handling
transactions among private parties (e. g.,
Federal Reserve’'s ACHS)

19, The Federal Reserve should follow rules at As private sector EFT privacy practices are current ly mandated by law in
least as confidential as those of private only a rudimentary fashion, this recommendation is not fully ap-
sector EFT operators, and access by other plicable. According to the Federal Reserve, their policies are consis-
Government agencies to ACH should be as tent with this recommendation, Records of transactions are held for a
restricted as access to other financial In- minimum period of time, and there are long-standing restrictive pol-
stitution records ictes about granting access to information.

SOURCE Off Ice of Technology Assessment

does not violate the expectation of confiden- but also to credit-offering institutions (e.g.,
tiality. These conditions are not as restric- retail stores, credit card services, etc. ) and
tive as some customers would prefer; for ex- other EFT systems; and may provide names
ample, a financial institution may provide and addresses of customers to direct mail
certain kinds of information about custom- advertisers and marketers unless the cus-

ers not only to check-authorizing services, tomer explicitly objects in writing.
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Neither existing nor proposed legislation
directly provides guarantees that customers
may inspect, contest, and correct their rec-
ords held by all EFT offerors. While the Na-
tional Telecommunications and Information
Administration argues that such rights are
provided by other (non-EFT) legislation, it is
not entirely clear that such is the case (9).
The burden of proof with regard to the accu-
racy of records has not been clearly estab-

lished through legislation. U.S. privacy laws
(both existing and proposed) rely largely on
the protesting citizen as the primary initiat-
ing and enforcement agent. Yet this assumes
that financial institutions have diligently in-
formed the customers about the content and
use of their records. As the 1979 survey of
banks shows, this assumption of good faith
is not necessarily justified. New approaches
to privacy protection may be needed (10).
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Also, the recent adoption of the Organiza-
tion for Economic Cooperation and Develop-
ment (OECD) guidelines for personal privacy
could be an important factor in future con-
gressional policy determinations. In Septem-
ber 1980, the OECD, to which the United
States belongs, adopted guidelines that rec-
ommend basic principles of fair information
practices and urge nations to remove or avoid
creating obstacles to international data flow
in the name of privacy protection.

Under the guidelines, OECD members may
restrict data flows to countries that do not
substantially observe the fair information
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practices principles. Because the United
States does not have privacy laws corre-
spending to those of many OECD nations, ex-
pecially European countries, the U.S. Depart-
ment of Commerce is recommending volun-
tary compliance as the best means of avoid-
ing restrictions on international data flows.
One possible consequence of not adopting the

guidelines is that other nations could limit
the flow of personal and commercial data
communications with the United States,
which in turn could be a primary impetus to
enacting more comprehensive privacy legisla-
tion in this country. (Sept. 9, 1981, letter to
OTA from Fred M. Greguras.)



