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Chapter Summary

Security means the protection of the integ-
rity of electronic funds transfer (EFT) sys-
tems and their information from illegal or un-
authorized access and use. Although the loss
per theft appears to be greater than for
paper-based payment systems, there is no
real evidence that EFT systems to date have
resulted in a higher than average crime rate.
Why, then, is the security of EFT systems
an important public concern and potentially
a major policy issue? In comparison with
other payment systems, EFT appears to
have some additional vulnerabilities:

e EFT systems have many points of ac-
cess where transactions can be affected
in unauthorized ways because of direct
customer involvement with the dynam-
ics of the systems, the use of telecom-
munication lines, and the ways in which
data are aggregated and transmitted
among and between sites and institu-
tions.

¢ Funds can be removed in currency al-
most instantly without review of indi-
vidual transactions by officials.

e Because of the kinds of information re-
corded and the way it is aggregated,
EFT data have an economic value above
and beyond the value of the funds, and
hence provide another source of tempta-
tion,

It is possible, in theory, for large banks
of data to be destroyed by remote
agents, creating the opportunity for ma-
liciousness, extortion, blackmail, or ter-
rorism.

EFT crime provides a sporting element,
or intellectual challenge, to some people
that is perhaps as enticing as the oppor-
tunity for financial gain.

EFT crime is often difficult to detect be-
cause funds/data can be removed or ma-
nipulated by instructions hidden in com-
plex computer software; the dynamics
of the criminal action may be under-
stood only by a few experts within the
institution.

EFT crime is poorly reported because
publicity may draw attention to ways of
attacking the integrity of the EFT sys-
tem, may give organizations a poor pub-
lic image, or may even raise insurance
premiums.

Existing legislation may not be fully
adequate or appropriate for prosecuting
EFT crimes.

A high degree of security is especially im-
portant to the future development and use of
EFT because this is a relatively new technol-
ogy that is challenging much older and well-
established payment systems. Therefore, it
is particularly dependent on the confidence
of the public. The failure to gain and main-
tain the confidence of individual and organi-
zational users during this period of rapid
development could ultimately undermine the
stability of financial institutions that have
already heavily committed themselves to
EFT systems and practices.

It is difficult at present to assess the level
of EFT security violations because there is
underreporting of EFT crime, a paucity of in-
formation about EFT security, and a lack of
informed public discussion, although consid-
erable public concern is voiced. Such evi-
dence as is available suggests that EFT se-
curity violation is not a severe problem, al-
though the magnitude of loss in individual
EFT thefts may be much higher than that in
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conventional thefts from financial institu-
tions. While there are some dangers that giv-
ing these problems higher visibility through
public discussion may at first make them
worse, the public is entitled to know what
risks they are exposed to in using EFT serv-
ices. Furthermore, both law enforcement
agents and financial institutions would bene-
fit by sharing information about vulnerabili-
ties, defense strategies, and security-enhanc-
ing technologies.

Some believe that both effective technol-
ogy and sound management procedures ex-
ist for adequately assuring EFT security,
though even present technology and proce-

dures are not all widely used. There is as yet
no clear and consistent set of industrywide
security standards for protection of com-
puter systems. The use of security technol-
ogy and procedures varies among institu-
tions. The cost of providing a reasonable
degree of security—equal at least to that pro-
vided for paper-based payment systems—is
probably not excessively high, but informa-
tion on this point is scanty.

Better information about EFT security
would allow Congress and State legislatures
to assess more effectively the possible need
for new or modified legislation and/or regula-
tions.

Security in Payment Systems

An important issue with regard to EFT is
the level of security that will be required and
its cost. Will new legislation be needed for
prosecution of EFT-related crime? Will pub-
lic discussion of EFT security problems ex-
acerbate those problems, and if so, is some
mechanism needed for sharing information
about security problems and appropriate de-
fense strategies?

Any payment system and any financial in-
stitution must be able to guarantee, at least
to some reasonable degree, the safety of as-
sets entrusted to it. It must be able to pro-
tect both funds and data against theft, loss,
and misuse. Users must be assured that
transactions will be carried out according to
their instructions. The ability to guarantee
the integrity of the payment system and the
safety of both funds and information is what
is meant by security.

Any medium of exchange, whether curren-
cy, checks, bills of credit, or recorded elec-
tronic signals, ultimately relies on public
confidence that it will retain its value and
continue to be acceptable to others in ex-
change for goods and services. Similarly, the
continued viability of financial institutions
depends on the confidence of their custom-
ers. Thus, the adequacy of EFT security sys-

tems is important, not only because individ-
uals are entitled to protection of their ac-
counts and to the confidentiality of the infor-
mation that they provide, but also because
an unacceptable number of security failures
could undermine public confidence in finan-
cial institutions, thus weakening the na-
tional economy and ultimately the national
security.

Wherever monetary value exists, and in
whatever form, it becomes an object of greed
and a target for criminal activity. Funds
have been embezzled and banks robbed for
as long as banks have existed. EFT offers
some valuable opportunities for protecting
individuals and organizations against loss of
assets. The availability of automated teller
machines (ATMs) and point-of-sale (POS)
terminals enables individuals to carry less
cash on their persons. Automatic deposit of
payrolls and social security checks would re-
duce the volume of thefts from mailboxes.
Merchants will suffer fewer losses from bad
checks and credit card fraud. Financial insti-
tutions can reduce employee error, improve
audit trails, and reduce overdrafts.

However, EFT also has some vulnerabil-
ities that paper-based payment systems do
not have, and it creates the opportunity for
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new kinds of white-collar crime (I). Most
funds have always existed only as data in ac-
count ledgers or files. Before EFT, however,
the customer was kept at a distance from all
but the first and last steps of transactions,
and financial institutions could control and
guard most of the processing so that risks
were at least limited to those internal to the
financial institution (with the exception of
bank robbers and check passers). Some time
had to elapse before funds could actually be
removed in the form of currency and could
no longer be returned simply by reversing
the paper transaction.

With some EFT procedures, however, cus-
tomer involvement with the system is facili-
tated and funds are quickly removed, often
without another human having overseen the
process. Other EFT systems involve many
third parties in encoding, transmitting, or
storing data, thus providing many vulner-
able points where security could be breach-
ed. Communication links are vulnerable to
electronic eavesdropping and provide entry
into the system at several points. The data
needed for EFT systems are easily aggre-
gated and accessed, thus creating a value
apart from and in addition to the value of the
funds. This also creates concern over secu-
rity in relation to EFT systems.

Security also may be breached accidental-
ly. EFT technologies can lose data through
failure of hardware components or communi-
cation links, or deterioration of storage me-
dia. Where there is no backup documenta-
tion such data loss can seriously compromise
the system.

Another difference between EFT and tra-
ditional security risks related to banking and
payment systems is the sporting element.
Armed bank robbers are almost always pro-
fessional criminals. Embezzlers, while they
may never before have committed a crime,
are motivated just as clearly by greed for
financial gain. But it appears that computer
criminals are sometimes motivated, at least
initially, by the sheer fun of beating the
system. This kind of gamesmanship, for a

lark as much as for funds, seems to provide
the motivation for bright college students
and even younger children breaking into in-
stitutional computers to discover, modify, or
steal information or merely to play tricks on
the system.

In the case of EFT systems, however, the
sporting behavior is apt to be lavishly re-
warded and the fun amplified by substantial
financial gains at minimum risk. Some ex-
perts assert that most EFT crime is never
detected, or if detected is not reported.

Financial institutions are reluctant to pub-
licize EFT losses for several reasons. They
fear that public confidence will be compro-
mised and the institution weakened; that
their insurance premiums will be increased;
and that other computer buffs, or more pro-
fessional criminals, will learn the system’s
vulnerabilities or will be challenged to sur-
pass the achievement.

Losses from individual accounts may go
undetected by the account owners because
they are so small; one strategy is to instruct
the computer to deduct a cent or two from
each transaction handled, and deposit it in a
fraudulent account. A sufficiently high vol-
ume of transactions could make such
amounts accumulate rapidly. Since informa-
tion, unlike money, can be owned and used
by many people at the same time, data can
be “stolen” without anyone being the wiser.
By the time stolen information is actually
used for unauthorized purposes it may be im-
possible to trace its origin. Often managers
and law enforcement officials are not quali-
fied to detect computer-based crimes and
frauds, and are unlikely to challenge either
the machine or the computer experts on the
workings of the system.

Typical computer criminals are said to be
young, intelligent, enthusiastic computer
buffs with no prior criminal record and prob-
ably no previous criminal activity (2). If de-
tected, they may be either hired or main-
tained as employees by the financial institu-
tion they victimized to help protect it
against similar violators. In any case, they
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are unlikely to be severely punished. One es-
timate is that only about 3 percent of compu-
ter criminals who are apprehended ever go to
jail (3).

Many States do not have legislation for
prosecuting computer-based crimes, and
even Federal law is unclear in some aspects.
In one case, a Federal judge ruled that move-
ment of a stolen program over telephone
wires did not legally constitute theft of trade

secrets, since the relevant statute required
the stolen article to be tangible (4). The act of
copying the program and taking it to the
thief's office, however, was judged to be
criminal. Legislation proposed in 1979 but
not enacted, known as the Federal Computer
Systems Protection Act, was designed to fa-
cilitate prosecution of offenders charged
with computer-based crimes against Federal
systems (5).

Types of EFT Crime or Breaches of Security

Breaches of security can be accidental as
well as deliberate. They may affect individ-
ual accounts or threaten institutions or net-
works. EFT crimes may be aimed at theft of
funds; at use, disclosure, alteration, theft, or
destruction of data; or at disruption or de-
struction of the EFT system. Funds (or data)
can be stolen by embezzlement within the fi-
nancial institution, by intruders from out-
side of the institution, or by customer fraud.

Employees of the institution are frequent-
ly the source of EFT crime. They are likely to
have access to the systems and often can
mask criminal actions behind legitimate ac-
tivities. They may hide unauthorized proce-
dures within programs (the “Trojan horse”
strategy) by building in instructions to abort
or divert authorized transactions, and then
remove this procedure from the computer’s
memory bank. Unauthorized copying of
either programs or data, such as account
numbers and personal identification num-
bers (PINs), usually cannot be detected or
traced (6). However, most reported cases of
EFT crime are not sophisticated.

Most of these criminal tactics can also be
used by intruders from outside of the EFT
payments systems (7). For example, in the
hands of a computer expert, a home terminal
can successfully “impersonate” a POS ter-
minal and send perverse instructions over
the EFT communication line. However, this
is difficult to do at present.

EFT communication links can be tapped
or used for eavesdropping under some cir-
cumstances. False information can be en-
tered or legitimate information altered or de-
stroyed. The lines themselves are also vul-
nerable.

Customers often abuse EFT systems by
unauthorized overdrafts. Some ATM devices
are not online; that is, they do not have ac-
cess to customer accounts, Instead they lim-
it the amount of money that may be with-
drawn by a customer with proper identifica-
tion (usually $100 per 24 hours), Some offline
ATM devices cannot lock out stolen cards.
Most ATMs, of course, require both an au-
thorized card and a PIN for access. How-
ever, some require only a card, and users
often carelessly discard receipts bearing
their account number right at the site.
Against all advice, some users insist on writ-
ing their PIN on the access card or on some-
thing that they keep with the card.

Access cards can also be forged, They may
be stolen from the bank or from the mail en-
route to the customer. (Sometimes they are
sent to potential customers without having
been requested, although an additional vali-
dation step is usually required before they
can be used.) Account numbers and PINs
can be lifted from the card’s magnetic strip
and transferred to blank cards (8).

ATMs and POS terminals were not in use
during the height of political activism and
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protest demonstrations of the late 1960’s
and early 1970’s, With any new wave of pro-
test, however, they would be vulnerable to
politically inspired vandalism. Spray paint,
gum, glue, or objectionable substances
would easily render a machine inoperable, at
least temporarily.

Normal failures of EFT components or
communication links also make EFT devices
temporarily inoperable. ATMs currently
have an outage rate of about 3 percent (9),
which is frustrating to customers who de-
pend on the machines to complete transac-
tions outside of normal banking hours. As
more and more customers come to depend on
EFT, downtime will be even more unaccept-
able. Failure of system components can also
cause loss of data, which is a more serious
matter.

The vulnerability of EFT systems to natu-
ral disasters such as earthquakes, floods,

How Serious is EFT

No one knows for certain how serious the
problem of EFT theft really is, since much of
it is either not detected or not reported.
Clearly the potential for crime is great. In
general, it is thought that EFT thefts aimed
at institutions tend to be much larger than
traditional forms of bank robbery. One ex-
pert estimates that the average armed bank
robbery in the mid-1970's netted about
$10,000 and the average conventional em-
bezzlement about $20,000, but computer-
based banking thefts averaged about
$500,000. However, these figures are based
on 46 cases of computer-based theft ex-
amined 5 years ago when EFT was much less
widespread (12). A successful and unde-
tected EFT thief could attack an institution
repeatedly, and an institution with an unsus-
pected vulnerability could be victimized by
multiple criminals,

The extent of petty theft from ATMs is
also not known. A 1978 survey of financial
institutions by the American Bankers Asso-

fire, and severe ice and snow storms is a mat-
ter of some concern. As yet, however, there
has been only one reported incident of EFT
systems being affected by natural disasters.
When Mount St. Helens erupted, many
ATMs were disabled by dust and ashes from
the volcano. A number of banks have re-
ported that ATMs generally continued to
function well during severe winter weather,
even though user demands were much heav-
ier than at other times (10). It has recently
been suggested that electromagnetic pulses,
such as might result from nuclear weapons
use, could knock out systems over a very
wide area (11). As EFT networks are built,
such vulnerabilities become systemic rather
than localized. (The larger issue of national
security and systems vulnerability is dis-
cussed briefly in app. A.)

Crime at Present?

ciation reported that only 5 percent of the re-
sponding institutions were willing to say
that ATM losses were greater than those ex-
perienced with paper-based transactions, 9
percent reported no losses, and 43 percent re-
ported minor security problems. Of the
losses reported, 65 percent by dollar volume
resulted from stolen access cards, 22 percent
from customer fraud, and 13 percent from
“internal problems” (13). Customer fraud
usually involved overdrafts at offline ATMs.
Reliability failures of the machines (e.g., fail-
ing to print a record of disbursements) ac-
counted for some losses. In 1979, the Federal
Reserve System reported that ATM losses
reported by 125 banks amounted to less than
1 percent of dollar volume of transactions
and less than $0.03 per transaction (14). A
survey by Payment Systems, Inc., estimated
average annual losses at about $0.03 per ac-
tive card (15).

Another survey reported that customers
have been robbed while using ATMs at 2.5
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percent of reporting institutions (16). All of
these surveys are based on reporting by fi-
nancial institutions (and only those institu-
tions that responded to questions). They
probably understate the facts, but there is
no real evidence that EFT systems have re-
sulted in greater losses by theft, fraud, or
system failure than result from other pay-
ment systems. While EFT creates some vul-
nerabilities that are not associated with
other payment systems, it also offers some
advantages in terms of security. For exam-
ple, it could reduce the number of thefts of

checks from mailboxes. Thus, while wide im-
plementation of EFT systems will almost
certainly result in shifts in the types of crime
associated with payment systems, the de-
gree to which it might result in an increase in
the number of crimes, or the dollar volume of
losses, is unclear at present.

What is clear is that much of the risk to
payment system security can be avoided or
reduced with increased attention to protec-
tive procedures and security technology.

Technology and Techniques for
Increased EFT Security

The major categories of threats to EFT se-
curity are summarized in table 7. In theory,
nearly all of these can be minimized by the
application of good management practices.
The three lines of defense against breaches
of EFT security are administrative proce-
dures, physical protection, and technical/
electronic safeguards.

Personnel within financial institutions or
associated with handling, transmitting, and
storing data are probably the most impor-
tant source of risk to security. Good manage-
ment requires strictly limiting access to
funds and data, and keeping full records of
who has access and at what times. Personnel
must, of course, be carefully selected and ju-
diciously supervised. They can be rotated in
their jobs to limit the time they have to ex-
periment with EFT systems and probe for
vulnerabilities. It may be possible to divide
critical data, such as a transmission encryp-
tion key, between two or more people. In
some cases, it is possible to divide process-
ing duties so that few people know all of the
procedures and programs. However, this is
often difficult since EFT by its nature inte-
grates the flow of processing. Audit trails
can be established and transaction logs care-
fully isolated and physically protected. Ac-
count activity can be reviewed regularly to

detect unusual increases in frequency or size
of withdrawals or account balances.

ATMs can be protected by judicious sit-
ing—well-lit, heavily traveled locations, usu-
ally under public observation—and, if neces-
sary, by armoring. Online ATMs (those with
access to customer files to check account
balances) prevent unauthorized overdrafts.
Both ATMs and POS terminals can be de-
signed so that the user’s hands and the key-
board are hidden from observers. In the fu-
ture, the combination of access cards and
PINs may give way to or be augmented by
safer access systems using recognition of fin-
gerprints or hand geometry, signature dy-
namics, or even voiceprints. Technology that
allows reliable authentication of human and
machine ‘“signatures’ is already available
(7).

These protective measures have some po-
tential drawbacks. They increase the possi-
bility of unjustified rejections that cause in-
convenience, embarrassment, and frustra-
tion for the user. They remove the option of
sending an agent to carry out a transaction,
and at best may cause the devices to appear
more “unfriendly” to customers who already
are inclined to object to their impersonality.



Ch. 5—Security in Electronic Funds Transfer .51

Table 7.— Major Categories of Threats
to EFT Security

Internal threats (within the institution)
System failure
Failure of computer programs
Failure of hardware components
Loss of data from system malfunction
Deterioration of storage media
Failure of communication links
Failure of power, destruction of facilities
Deterioration of storage media
Employees
greed. malice, Ineptitude accidents, disgruntle-
ment, challenge
Trojan horse (unauthorized procedures hidden
within programs)
Bogus transactions
Unauthorized copying of data or programs
Modification of data
Unauthorized sale of data
Destruction
External threats to system
Natural disaster: fire, flood, ice and snow, earthquake,
etc.:
Direct damage
Lack of maintenance
Overload at terminals
Inaccessability
Human
criminals, terrorists, political (and religious,
economic, racial) activists, “buff s,” Inept
customers
Physical damage (Including vandalism) or
destruction
Destruct lon of data
Modification of data
Theft of data
Fake transactions
Impersonation of computer
Forged access devices
Unauthorized use of access devices

SOURCE Off wcesfTech noiogy Asses sment

Measures are available to reduce the likeli-
hood of access cards being forged. For exam-
ple, they can be made sensitive to heat and
pressure which are used in illegal duplicating
of the magnetic strips. The French and oth-
ers are experimenting with “intelligent
cards” that use a microprocessor to provide
access data (18). PINs are almost always
transmitted to the customer separately, with
instructions that they are not to be written
on or attached to access cards. Sealed mail-
ers are frequently used, with the PIN printed
through the envelope so that it is never ex-
posed to view even while still within the pro-
vider institution. Rather than being as-

signed a PIN, customers may be permitted
to select their own. Technologies are avail-
able that prevent the exposure of a selected
PIN, even to the system operators.

Institutional computers are generally en-
closed and guarded: access is limited and
sign-in procedures are used to record entry.
They can be protected with monitoring de-
vices and alarms to guard against fire, flood,
and intruders. All equipment can be de-
signed to require keys for access and opera-
tion. More sophisticated protective proce-
dures include protocols to guard against un-
authorized insertion of data or instructions,
and procedures that record every modifica-
tion and every use of programs. Communica-
tion lines can be protected with alarms
against taps, and tested frequently for
eavesdropping.

The best protection for data in transmis-
sion and in storage is probably encryption.
One form uses encoding in which the coding
and decoding procedures are public but the
actual encryption keys used are secret and
tightly controlled. The National Bureau of
Standards has developed a national encryp-
tion standard called the Digital Encryption
Standard (DES). Another technigue never
permits the data to exist as clear text that
can be understood by humans. While encryp-
tion cannot be absolutely safe (every code
can in theory be broken with the use of com-
puters), procedures can be used that would
take so long to unravel that it would never be
worth the effort. For example, some experts
suggest that it would take hundreds of mil-
lions of dollars and hundreds of years to
crack DES (19). Another important but ex-
pensive security measure is the provision of
backup for computer processing, data stor-
age, communication lines, and power
sources.

While technology both to provide and to
breach security will undoubtedly continue to
develop in parallel, it seems clear that the ap-
plication of good management procedures
—combined with physical protection, back-
up facilities, and electronic technology—can
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provide a substantial level of security, but at
considerable cost. The issue, then, concerns

the appropriate balance between cost and ad-

ditional security.

Security and Public Discussion

The customer is often directly culpable in
violations of security, quite apart from inten-
tional customer fraud. EFT users often ig-
nore all warnings and handle access cards,
credit cards, PINs, and account numbers
with great carelessness. They write PINs on
ATM access cards, discard receipts beside
ATMs, fail to report the loss or theft of
cards, and leave bank statements lying
around. Public education about EFT secu-
rity risks and vulnerabilities therefore would
seem desirable.

However, financial institutions are reluc-
tant to call attention to these problems or to
encourage public discussion of security is-
sues. This is not entirely because the com-
petitive position of their own services may
suffer, or even because it might contribute to
loss of public confidence in EFT. They are
understandably reluctant to promote the re-
alization that EFT offers a new and poten-
tially lucrative field of crime, since this
might encourage other professional and ama-
teur criminals to try their hand.

Financial institutions are even less willing
to publicize or encourage discussion of
computer-based embezzlement and related
crimes. Whereas almost everyone knows, at
least in theory, how to rob a bank at gun-
point or how to kite a check, the strategies
for computer crimes are far more complex,
more numerous, and more diverse, and are
based on knowledge of new technology as
yet not widely available. The new breed of
criminal often attacks vulnerabilities that
the institution and its management did not
know existed, and often creates or discovers
avenues for theft (or maliciousness) that are
specific to the institution’'s computer sys-
tems and programs. Clearly it would be un-
wise to disseminate this information to other

potential offenders by public discussion.
Moreover, there is a strong element of
gamesmanship in some computer crimes. In-
stitutions (and the police) are not inclined to
reward the offender with public notoriety
that may encourage others to try to beat the
system.

Thus, there is considerable motivation, in
some cases at least, for not reporting or pros-
ecuting EFT crimes, whether petty or gran-
diose. In addition, formal reporting systems
may not have appropriate categories for
identifying EFT crimes as such. These and
other factors have resulted in a paucity of in-
formation about the extent of EFT security
violations, and about effective strategies
and technologies for preventing such viola-
tions.

Both law enforcement agencies and finan-
cial institutions would benefit from better
information to increase their capability to
prevent, detect, and solve EFT crimes and to
apprehend and prosecute perpetrators. The
public also is entitled to know the extent of
risk in selecting and contracting for EFT
services, and would perhaps benefit from
additional education about how to use such
services without creating opportunities for
criminal acts. Better information would al-
low Congress and State legislatures to as-
sess more effectively the need for new or
modified legislation to deal with EFT secu-
rity, and to build a constituency for such leg-
islation if it becomes necessary. Such infor-
mation might also stimulate the develop-
ment of improved technology for security. A
possible danger is that information about
and wide public discussion of EFT security
problems might contribute to an increase in
criminal activity.
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Relationship of Security to Privacy and Equity

The question of EFT security is closely re-
lated to the concerns of privacy and equity.
Because information about individual cus-
tomers and their transactions, which in
paper-based payment systems is either not
recorded or is dispersed throughout the sys-
tem, is more easily aggregated and easier to
access in computer-based EFT processes,
privacy for the user has become a matter of
public concern. Users want to be assured of
the confidentiality of this information—
assured that it will be aggregated and used
only for purposes integral to the payment
system and necessary to the carrying out of
the transactions as intended by the custom-
er. This assurance rests on confidence both
in the intent of the financial institution, and
in its ability to protect the information and
limit access to the institution’s authorized
agents. If security is breached, the institu-
tion cannot provide this protection and the
user privacy may be violated. It should
also be noted that some means of increasing
security (e.g., audit trails) increase the
possibility that privacy may be infringed
because additional copies of data are created
at various points in the system. Security
then must be provided at more points in the
system.

The relationship between security and eq-
uity is even more subtle and more equivocal.
When transactions are handled and super-
vised by officials and employees of a finan-
cial institution, there is an element of real-
time personal judgment involed that dis-
appears when the customer interacts direct-
Iy with an EFT device. A bank teller, for ex-
ample, approves a withdrawal or cashes a
third-party check for an unknown individual
partly on the basis of established identifica-
tion or other credentials and partly on
trained judgment of the individual based on
appearance and other factors. Where there is
judgment there is also the opportunity for
discrimination or prejudice.

On the other hand, EFT devices treat as
equals anyone with an acceptable access
card, validated credit card, etc., and do not
discriminate between regular customers and
purse-snatchers. At the same time, the
movement toward impersonal electronic sys-
tems may create new credential require-
ments that will make it more difficult for
some people (e. g., the poor, the young, for-
eign visitors) to gain initial access to EFT
services.
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