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This talk:

What are Computational Complexity and Computational 

Intractability?

Why should you care (as citizen/scholar/computer user)?
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Combination lock

Ans: Combination has 3 numbers 0-39é

thief must try 403 = 64,000 combinations

K-number lock: 40kcombinations. ñExponential growth.ò

K = 50;  more combinations than atoms in the universe

Why is it secure?

(Assume it cannot be picked)



Coming upé

Intractability research as a series of vignettes



Vignette 1: P vs NP

P vs NP: a computational analog of this question

Is there an inherent difference between 

being creative / brilliant

and 

being able to appreciate creativity / brilliance?



Diophantine Equations

e.g., Does  have a 

solution where x, y, z are integers and n >2?

No 

Computational problem: Given diophantine equation,

decide if it has a solution. 

P. Fermat

A. Wiles

[Matiyasevich] No computer program can solve 

this  (ñundecidableò)



Finite diophantine equations

e.g., does

have a solution where each                          is either 0 or 1 ? 

Note: Easy to verify that a provided solution is correct.

Finite problem; only 2n possible solutions

Is there a way to solve this without searching through all

2n solutions? 

ñNEEDLE IN A HAYSTACKò



There are many computational problems

where finding a solution involves ñfinding a

needle in a haystackòé. 

ñNPò

P vs NP question: Can we avoid exhaustive search 

and solve NP problems efficiently (in ñPò).

(Note: Choice of computational model ---
Silicon chips, Win/Mac,  C++ etc. --- irrelevant.)



Traveling Salesman Problem 

(aka UPS Truck problem)
Â Input: n points and 

all pairwise inter-point 

distances, and 

a distance k

Â Decide: is there a path that 

visits all the points 

(ñsalesman tourò) whose 

total length is at most k?



Finals scheduling

Â Input: n students, k classes, enrollment lists, 
m time slots in which to schedule finals

ÂDefine ñconflictò: a student is in two classes that 
have finals in the same time slot

ÂDecide: if schedule with at most 100 conflicts 
exists?



NP-complete Problems

Problems in NP that are ñthe hardestò

ÃIf they are in P then so is every NP problem.

Examples: All the ones mentioned so far, and 1000s others from 

every conceivable field

How could we possibly prove these problems 

are ñthe hardestò?

[Cook,Karp,Levin 1970s] Show that every NP problem can be 

disguised as an instance of say Traveling Salesman 



Why is P vs NP a Million-dollar 

open problem?

Â If P = NP then Brilliance becomes routine 

(best schedule, best route, best design, 

best math proof, etcé)

Â If P NP then we know something 

new and fundamental

not just about computers but about the world 

(akin to ñNothing travels faster than lightò).



Vignette 2: Computational 

Complexity, a lens on the world

Â Study matter look at mass, charge, etc.

Â Study processes look at computational difficulty



Example 1: Economics
General equilibrium theory:

Â Input: n agents, each has some initial 
endowment (goods, money, etc.) and 
preference function

Â General equilibrium: system of prices such that 
for every good,  demand = supply.

Â Equilibrium exists [Arrow-Debreu, 1954]. 
Economists assume markets find it 
(ñinvisible handò)

Â But, no known efficient algorithm to compute it. 
How does the market compute it?

Economic Theory vol. 23, no. 2 , pp. 445-454, 2004

Finding a Nash equilibrium in spatial games is an NP-complete problem   Richard Baron, 

Jacques Durieu, Hans Haller and Philippe Solal



Example 2: Understanding life

Protein folding in the hydrophobic-hydrophilic (HP) model is NP-complete.   

B.Berger and T. Leighton J Comput Biol. 1998 Spring;5(1):27-40.

Protein Engineering vol. 7 no. 9 pp. 1059-1068, 1994

The protein threading problem with sequence amino acid interaction 

preferences is NP-complete

Richard H. Lathrop 



Example 3: Quantum Computation

Â Central tenet of quantum mechanics: 
when a particle goes from A to B, it takes 
all possible paths all at the same time (ñquantum 
superposition)

Â [Shorô97] Can use quantum behavior to efficiently factor 
integers (and break cryptosystems!)

Â Can quantum computers be built, or is quantum 
mechanics not a correct description of the world?

A
B

Peter Shor



Example 4: Artificial Intelligence

What is computational complexity of

language recognition?

Chess playing?

Understanding 3-dimensional images?

Etc. etc. (many such problems NP-hard)

How does the human brain solve these problems?



Possible resolutions of conundrums raised by prev. slides 

ÅOur model of nature needs further tuning

ÅThe instances arising in practice are not worst-case

ÅñNatureò does not solve problems to optimality; only

approximately.

Can also be addressed via computational complexity 

ñAverage caseò complexity

Complexity of Approximation



Vignette 3: Cryptography

Crypto through the ages: Letter scrambling 

ñCaesar cipherò (c. 100BC)

(or,  Cipher used in conspiracy 

plot involving Queen Mary of Scots, 1587)

All such schemes were broken 



Cryptography in the complexity 

age (post 1976)

Involves problems that are easy to generate 

but hard to solve

Â Say n = 128

ÂGeneration:

Pick two n-bit prime numbers 

p, q, and multiply them to get r 

= pq

Â Factoring problem

Given r, find p and q

ñOne way functionsò

(many candidates known)



Example: Public-key cryptography

Â Important: encryption and decryption algorithms 
are not secret, only private key!

Â Possible to give strong guarantees: Encrypted 
text indistinguishable from random text 

Message m

Public key Kpub

(512 bit number, 

publicly available, e.g. 

from Verisign Inc)

c = Encrypt(m, Kpub)

Private key Kpriv

(512-bit number, 

known only to 

Amazon.)

m = Decrypt(c, Kpriv)



Modern cryptography is about much 

more than encryption

ÂDigital cash, digital signatures, secure 

elections, secure multiparty computation,

zero-knowledge proofsé.

If quantum computers are ever built, many existing systems 

will  be broken.

Research goal: Design quantum-proof cryptosystems. 



Vignette 4: Complexity of 

approximation

What is the complexity of finding a solution

of cost at most (1+c) times the optimum?

[A. 1996] In 2 dimensions, this can be done efficiently for

every constant c >0.

[Trevisan98] In log n dimensions, this is NP-complete for 

c=0.01.   

Part of a research area called Probabilistically Checkable Proofs



A central result about PCPs

Recall: Usual notion of checking a mathematical proof

Check that each line

either is an axiom or 

follows from previous 

lines

New

Pick out three bits 

randomly from the proof

and examine them

If theorem is false,will 

reject with good 

probability (no matter 

how clever the proof)



Known Implication of Result from 

previous slide

. For many NP-complete problems, 

computing good quality approximate 

solutions is also NP-complete

Further development of this theory is another center goal.



Vignette 5: Natural Algorithms

How do natural organisms self-organize?

(flocking birds, synchronizing fireflies,

Bacterial coloniesé)

Dominant scientific model: Dynamical

system

[Chazelle 2008] View swarm as a

distributed algorithm. View ñself-organizationò as a computational

Task.

Result:  Current models require hugely exponential time 

to converge



Vignette 6: Barrier results

Example: Why is P vs NP so difficult?

[Razborov-Rudich 1997]: Any attempt to 

separate P and NP using ñcurrent methodsò

will end up giving an efficient algorithm 

for factoring integers.

Proving, Understanding, and Circumventing such 

ñbarrier resultsò is another center goal.


