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BEST PRACTICES FOR INFORMATION ACCESS

As of January 18, 2008
The Princeton University Information Security Policy document, dated May 21, 2004, was created to ensure that the confidentiality, integrity and availability of information owned by or entrusted to Princeton University is protected in a manner that is consistent with the value attributed to it by the University, the risk the University is willing to accept and the cost the University is willing to pay, both in dollars and in convenience.

That document introduced the notion of an Information Guardian who is ultimately responsible for determining what users, groups, roles or job functions are authorized to access the information in data collections under their jurisdiction and in what manner.

To assist Information Guardians in fulfilling their responsibilities, the following set of Best Practices has been developed:

Best Practice 1: 
Each Information Guardian should be familiar with both the information being requested and the Princeton University Information Security Policy document. The Information Security Policy may be found at the following URL: 
http://www.princeton.edu/informationsecurity  
Each Information Guardian should be encouraged to review this document on an annual basis.
Best Practice 2: 
It is the responsibility of the Information Guardian to create written departmental procedures that support the Information Security Policy document.  These procedures should acknowledge, at least, the following questions:
a. Who is authorized to request the information?

Should the information be made available only to Princeton faculty, staff, and students? 
Are outside groups permitted to request information? 
If students, must they be affiliated with a particular campus sponsored organization?
 Must there be a manager or director who will approve the request being made?

b. Who will have access to the information?


This may include individuals by name and/or specific job functions within the University, including student-based organizations. If the request comes from outside the University, what criteria are used to evaluate if and how the information is to be released?  
c. What type of information is being requested?
Public (available for anyone’s consumption)

Internal (available only to members of the Princeton community)


Departmental (available only to individuals within the Department)  


Confidential (available only to specifically named individuals or job functions)


Highly Confidential (available only to a limited number of specifically named individuals)

d. What information should be required from the requestor?

The set of data items required of the requestor should include at least the following:

Department Name
User Name

User ID (netID)

PUID

Job Title (if applicable)

Campus Address/Phone/email
Name of Supervisor/netID/PUID/Campus Address

Name of Organization (if applicable)

Date Requested

Date Needed

All expected user groups for the information requested (will the data be released to third parties?)


e.
Why is the information being requested?



What is the specific reason for the request?

Potential uses:

Viewing

Updating/creating local databases

Cross referencing with other data/list(s)



Mailing (hard copy)

Mailing (electronic)

e. How should the request for information be made? 

Must all requests come from an electronic form or are paper forms permitted? 
Will an email from an authenticated user be permitted? 
Should there be a central location that will serve as the official request venue?

f. When will the requested information be used?

Will the requested information be used once, or is there a recurring need that is being satisfied? 
Will new data be required on an on-going basis? If the latter, should a new request be created each time?

g. How should the information be delivered, stored and protected?

What format and medium should the information take?

Should the information be deleted after a specified period of time?

What measures will be taken to protect the information? For example, what information needs to be encrypted?  

Note – Information deemed confidential or highly confidential must be transmitted in an encrypted form using an approved encryption mechanism.  It is strongly recommended that copies of such data outside of the University’s central repositories also be stored in encrypted form, especially when it is located on laptops, off-campus systems and systems that are accessible by individuals who are not authorized to view such data.
h. What procedures should be followed to notify the Information Guardian if there is a possibility that information for which he or she is responsible has been compromised?

 Best Practice 3: 
All Information Guardians are encouraged to develop their own set of forms/documents to accommodate the procedural items listed above.  Examples of forms/documents that are currently being used are included as attachments.  Guardians should consider at least 3 forms/documents, including a Confidentiality Data Agreement, a Data Access Compliance Agreement and a Data Request Form. Any change to the original intended use of the information requested should require a new Data Access request, explicitly documenting such a change. 
Best Practice 4: 
Information Guardians should evaluate both the type of information being requested and the intended use of the information and take all reasonable precautions to ensure that users receive only information to which they are authorized. This also means that if there are prerequisites, such as PeopleSoft training or FERPA restrictions on the information, that all prerequisites have been met.   

Best Practice 5: 
Information Guardians should require recipients to estimate for what period of time requested information will be actively maintained.  Any change or extension to the original period of time should require a new Data Access request, explicitly documenting such a change or extension.
Best Practice 6: 
Information Guardians should require recipients to identify where requested information will be stored.  Recipients that store information outside of centrally managed repositories must comply with the Princeton University Information Access Policy (“Protecting Information Wherever It Is Located”). In particular, the following are recommended:
Store personally identifiable restricted information on servers rather than on workstations.

Keep all data storage media in secure locations supervised by a unit, not just by individuals.

Do not put restricted personally identifiable information on laptops, portable drives or other portable media.
Best Practice 7: 
Information Guardians should require recipients to provide written notice to indicate when and how requested information has been destroyed. 
Best Practice 8: 
In addition to the items identified in above, each Information Guardian should establish a procedure to ensure that individuals/groups that receive information from a University Information collection acknowledge that they are familiar with the University Information Security Policy and have endorsed any required compliance documents that may be required. The recipient of such information assumes an Information Guardian role with all relevant responsibilities.  
Best Practice 9: 
Information Guardians are encouraged to establish both training and orientation sessions for those individuals/groups that have requested information from University Information collections.
Best Practice 10: 
Information Guardians are encouraged to establish penalties for violations related to requested information from University Information collections. 
Appendix
Sample Forms and Documents
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Princeton University

Data Access Compliance Agreement


The undersigned is a duly appointed representative of a group or association related to Princeton University who has requested mailing address information, labels and/or lists regarding specific alumni, parents, friends or organizations associated with the University.

In consideration of the receipt of such information, it is agreed that such information will be used only on a one-time basis for the requested purpose. It is further agreed that this information will only be used for fundraising purposes if prior written approval of the Vice-President for Development or his designee is obtained.  It is also agreed that the information, labels or lists:

1. Will not be transferred to another individual, party or organization in any form;

2. Will not be reproduced or photocopied;

3. Will not be maintained in a retrieval system by any means mechanical or electronic, except in connection with the one-time documented purpose when it may be briefly stored for sorting and formatting purposes; and

4. Will not be used for political or campaign purposes.

Furthermore, it is understood that if information is used for purposes other than specified in this agreement, the University may determine that it is not appropriate to transfer information to the group again.

	      In the space provided below, please print your name and title, sign and enter the date:

     _____________________    _______________________    _________________________   __________   

       Requestor  Name (Print)               Requestor Title                        Requestor Signature                 Date

     _____________________   ________________________    ________________________    __________

       Campus Contact Name           Campus Contact Title               Campus Contact Signature          Date

                                          (If no campus contact required, please leave blank)




This completed and executed form must be attached to the original information request and final copy of the communication for which it is being used.

	For Internal Use Only:

     _______________________________      ____________     _________    __________

              Office of Development Designee                       Date Received                Ref. #              Completed


            CONFIDENTIALITY DATA AGREEMENT

This Agreement, effective this           day of                    , is made by and between the Trustees of Princeton University, a not-for-profit corporation duly organized under the laws of the State of New Jersey (“Princeton”), and ZZZ Printing.

Princeton shall provide ZZZ Printing the current mailing addresses of its alumni (“Alumni Data”) for purposes of ZZZ Printing’s mailing of ________________ Newsletter (“Newsletter”).  

ZZZ Printing hereby acknowledges that Alumni Data is private, confidential and proprietary to Princeton.  Accordingly, ZZZ Printing agrees that it will keep the Alumni Data in confidence and disclose the Alumni Data only to those of its employees who need to know such information in connection with the Newsletter mailing.  ZZZ Printing shall not copy, reprint, duplicate or recreate Alumni Data for any purpose beyond the scope of the services described in this agreement.  All electronic files will be deleted upon completion of the mailing.  At no time may ZZZ Printing forward any information provided by Princeton.

Upon completion of the mailing, ZZZ Printing shall deliver to Princeton any and all documents, records, files and similar registers containing Alumni Data that were provided to ZZZ Printing by Princeton. 

ZZZ Printing hereby assumes all liability for any and all breach of its obligations under this Agreement.  ZZZ Printing shall indemnify Princeton against any claims, damages, losses and expenses that may arise out of Company’s failure, including its negligence, to perform its obligations under this Agreement or that may arise out of any Third Party’s use of Alumni Data.

 ZZZ Printing acknowledges that disclosure of any part of the Alumni Data in violation of this Agreement shall give rise to irreparable injury to Princeton, inadequately compensable in monetary damages.  Accordingly, Princeton may obtain injunctive relief against any breach or threatened breach of this Agreement, in addition to any other legal remedies that may be available.

	PRINCETON UNIVERSITY

By:____________________________

Name:__________________________

Title:___________________________
	ZZZ PRINTING

By:____________________________

Name:__________________________

Title:___________________________
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	Princeton University 

Development Information Systems

Stripes Information Request Form
	

	Special Instructions:

(Along with this request, you will need to submit a completed Data Access Compliance Agreement, signed by an approved member of your office and your campus contact (if assigned.)

(If you are requesting a mailing, please attach a final copy of  all correspondence being sent including reply cards, return envelopes, etc.

(If you are requesting a mailing for solicitation purposes, we must obtain approval from the Office of the Vice President for Development before your request is filled. 

 (If you are requesting a mailing where our Alumni Records Office needs to code participants to be included, please make sure that you have submitted your data to AR before requesting the mailing to avoid delays

(Send completed forms to:

                   DIS – Production Support         or    email:  stripesreports@princeton.edu for reports

                                                                              or devmailingrequest@princeton.edu for mailings                                                                 

                   4th Floor, Helm Building             or    fax:     258-1444

	Name of Organization:_____________________________________________________

Contact Name:            _____________________________ Title ___________________

Phone:                         _________________ Email  ______________________________

Date Needed: (required) ___________________________________________________

  (Provide a minimum of 3 business days not including date of transmission.)

	Please indicate the specific purpose for requesting this information (required)

(Please use additional sheet if necessary):

Mailing:

     (   Newsletter only (no solicitation)            (   Newsletter  (with solicitation)

     (   Fund Appeal                             

     (   Event Invitation                                   (   Event Invitation (with solicitation)

     (   Name only List (for verification)

     (   Other (please specify)   ________________________________________________

	Specify Criteria for List (such as geographical area; class years; majors;):

     _____________________________________________________________________

     _____________________________________________________________________

Specify Sort for List (such as alpha, class alpha,)______________________

	Format for Information being Provided:

· Mailing File for Printing & Mailing Services     Job Number (required) _____________ 

              (   Include Institutional Suffix in Mailing Name (ex. Mr. John Doe ’65)     

              (   Don’t Include Institutional Suffix in Mailing Name (ex. Mr. John Doe)

· Labels (White)

              (   Include Institutional Suffix in Mailing Name (ex. Mr. John Doe ’65)     

              (   Don’t Include Institutional Suffix in Mailing Name (ex. Mr. John Doe) 

· Other (describe) _____________________________________________________



	Inquiries regarding your mailing request can be sent to devmailingrequests@princeton.edu 

Inquiries regarding your report request can be sent to Stripesreports@princeton.edu 

or you may contact Aleida Rios at 258-5304.

(Allow at least 3 business days for normal requests, not including the day of transmission)

	For Internal Use Only:

Ref #:                 ____________

Date Received:   ____________  Date Approved:  _________ Date Completed: _____________
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