
 
 

 

Data Breach Response Plan 

as of September 3, 2008 

Background 

Throughout the worldwide community, there have been numerous attempts by both hackers and 

ñinsidersò to capture confidential and/or protected information not only from computer systems but 

also from other places where information resides, for example from removable media, paper, etc.  

Princeton University has taken many steps to reduce the risk of such intrusions.  However, no 

automated defense available in the marketplace is 100% effective, especially against new, previously 

unseen methods.  Furthermore, industry research indicates that as much as 82% of all data breaches 

occurred on protected systems whose safeguards were subverted by human error, e.g., not taking 

passwords seriously, being too trusting, not understanding security threats, lacking knowledge of the 

sensitivity of the data being held, etc.  Thus, it is not unreasonable to expect that there may come a 

time when confidential and/or protected University data may be exposed. 

If this should occur, the University must take steps to: 

Á Prevent further exposure,  

Á Determine any legal obligations,  

Á Notify the departments and individuals affected,  

Á Support law enforcement if criminal activity is suspected,  

Á Provide information to departments responsible for individuals who may have perpetrated the 

breach or allowed such a breach to occur through intentional or unintentional action, and  

Á Communicate with affected parties and the public in a manner that upholds the Universityôs 

reputation for integrity, while being consistent and clear enough to counteract any efforts by 

those who would attempt to tarnish the Universityôs reputation with unsubstantiated conjecture 

or in any other way. 

Since accomplishing the above tasks must involve a number of individuals from diverse areas of the 

University, it is critical that there be a plan in place that will enable every team member to clearly 

understand his or her role and responsibilities, to eliminate confusion and duplication of efforts, and to 

ensure consistency in all aspects of the Universityôs response.  
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Plan Details 

This document addresses two types of information compromises:  Systems or media that have been 

lost or stolen, and systems containing confidential information that have been accessed by 

unauthorized individuals, either from on-campus or via the Internet.  In the latter case, a potentially 

compromised computer is typically detected if any of the following occurs:  

¶ The computer user suspects that his/her system is exhibiting suspicious behavior or has 

suspicious files stored on the device. 

¶ Network or system logs indicate unusual network behavior coming from or going to the device, 

¶ Information is received by the Universityôs Computer Emergency Response Team from 

members of the Princeton community or from individuals outside of the University about 

attacks or unusual network behavior emanating from the device. 

 

What Needs to be Done By Whom 

1. a. If a computer or storage medium containing confidential 

information is lost, proceed to step 8. 

b. If a computer or storage medium containing confidential 

information has been stolen, proceed to step 2. 

c. If  a computer appears to be compromised, proceed to step 3.   

 

Whoever suspects 

that a computer 

or piece of media 

is lost or stolen, or 

detects suspicious 

activity or f iles 

2. If a system or storage medium containing confidential 

information has been stolen, contact Public Safety 

immediately, then proceed to step 8.   

 

Whoever suspects 

that a computer 

or piece of media 

is stolen 

 

3. 

 

 

 

CONTACT THE OIT  HELP DESK OR THE UNIVERSITYôS 

COMPUTER EMERGENCY RESPONSE TEAM  

Computer Users who observe suspicious activity or files on their 

systems should immediately stop using the computer and contact 

the OIT Help Desk at (609) 258-HELP.  The OIT Help Desk will 

contact the Universityôs Computer Emergency Response Team 

on the Computer Userôs behalf. 

System professionals who observe suspicious activity by 

reviewing network or system logs or monitors should contact the 

Universityôs Computer Emergency Response Team (CERT) at 

cert@princeton.edu or abuse@princeton.edu. 

 

Whoever detects 

the suspicious 

activity  on a 

computer or the 

presence of 

suspicious files 

mailto:cert@princeton.edu
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What Needs to be Done By Whom 

4. NOTIFY THE APPROPRIATE SUPPORT PERSON FROM 

SCAD/DCS OR OIT  SOFTWARE SUPPORT, AND NETWORK 

SERVICES 

The member of CERT handling the incident will contact the 

appropriate member of SCAD/DCS or, if the computer userôs 

department does not have a SCAD/DCS person, a member of 

OITôs Software Services to work with the computer user.  CERT 

will also notify Network Services.  

 

Princeton 

Universityôs 

CERT 

5. REMOVE THE SUSPECTED COMPUTER FROM THE NETWORK   

Network Services will block all traffic to and from the suspected 

computer at the appropriate point in the network infrastructure.  

The SCAD/DCS or OIT Software Support Person should 

physically remove the device from the network as well. 

 

Network Services, 

and SCAD/DCS 

or OIT Software 

Support 

Personnel 

6. ENSURE THAT NO FURTHER ACTIVITIES ARE PERFORMED ON 

THE COMPUTER  

The SCAD/DCS or OIT Software Support Person should 

immediately advise the user of the suspected computer to leave 

the computer in its current state - not entering any data, not 

running any additional programs, not rebooting it nor shutting it 

down.  This is necessary to prevent more data from being 

compromised, to properly diagnose the problem, and to ensure 

that forensic information is not compromised. 

 

SCAD/DCS or 

OIT Software 

Support 

Personnel and the 

Computer User 

7. DETERMINE IF THE INCIDENT M IGHT  HAVE EXPOSED 

CONFIDENTIAL  INFORMATION  

The user and SCAD/DCS or OIT Software Support Person 

should discuss the kinds of data stored on the computer and the 

nature of the suspicious behavior, but should avoid accessing 

the system to ensure the preservation of forensic evidence.  To 

determine what information is considered confidential, please 

refer to the Universityôs Information Security Policy document 

which can be found at:  

http://www.princeton.edu/informationsecurity. 

 

 

SCAD/DCS or 

OIT Software 

Support 

Personnel and the 

Computer User 

http://www.princeton.edu/informationsecurity
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What Needs to be Done By Whom 

Unless the SCAD/DCS or OIT Software Support Person and the 

Computer User are reasonably certain that confidential information has 

not been compromised, the following steps should be taken: 

 

8. NOTIFY THE HELP DESK ASAP 

In cases where a system or media with confidential information 

has been lost or stolen, or if a Computer User supports his or her 

own system, the Computer User should immediately contact the 

OIT Help Desk.  Otherwise, the SCAD/DCS or OIT Software 

Support Person involved should contact the OIT Help Desk.  

 

SCAD/DCS or 

OIT Software 

Support 

Personnel or the  

Computer User 

 

9. ALERT THE INCIDENT RESPONSE MANAGER  

The Help Desk representative will immediately notify the 

individual listed as the primary Incident Response Manager 

(ñIRMò) on the ñon-callò list.  This may be the University IT 

Security Officer, the OIT Policy Advisor, or the Manager of 

OITôs Security and Data Protection group.  In the event that the 

primary IRM is not accessible, the call list will contain a 

secondary IRM, a tertiary IRM and an escalation list if no IRM is 

accessible.  The individual who the Help Desk is able to contact 

will be referred to as the Incident Response Manager (ñIRMò) 

for the remainder of this document.   

 

OIT Help Desk 

Representative 

10. DISCUSS THE INCIDENT  DETAILS  

The IRM will discuss the incident with the SCAD/DCS or OIT 

Software Services Person and/or the Computer User to determine 

the likelihood of confidential information being exposed. 

NOTE ï The IRM must thoroughly document the incident from 

beginning to end, capturing at a minimum the following:  a 

description of the incident, the type(s) of information exposed, 

diagnoses, containment steps, remediation steps, 

communications issued, interactions with law 

enforcement/disciplinary authorities, legal obligations and 

actions taken to satisfy those obligations. 

 

 

 

SCAD/DCS or 

OIT Software 

Support Person, 

Computer User 

and the IRM  
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What Needs to be Done By Whom 

11. Unless the IRM is reasonably certain that confidential 

information has not been compromised, the following tasks 

should be performed in parallel: 

 

a. BRING IN THE OTHER INCIDENT RESPONSE MANAGERS  

The IRM will contact the other Incident Response 

Managers and, together they will review the 

circumstances and the actions taken, assign roles and 

create a plan of action.  Together they will be referred to 

as the Incident Response Management Team (ñIRM  

Teamò). 

 

IRM  

b. TAKE NECESSARY PRECAUTIONS TO PRESERVE 

EVIDENCE  

In situations other then when the computer or media is 

lost or stolen, the IRM Team will ensure that, where 

technically possible, a forensic copy of the affected 

computersô hard drives is created in case legal action is to 

be taken.  In cases where a forensic copy cannot be taken, 

forensics should be performed directly on the 

compromised system. 

 

IRM  Team 

c. ASSESS THE INCIDENT 

The IRM Team will determine whether or not 

confidential information was exposed and, if so, what 

potentially was exposed and how it was exposed. 

 

IRM  Team 

12. If the IRM Team has determined that it is possible that 

confidential data has been compromised, the following steps 

should be taken: 

 

 

a. CONTAIN THE DAMAGE  

The IRM Team will contact and work with the 

appropriate support staff to take whatever actions are 

necessary to ensure that no additional data is captured and 

that no other device or person is exploited. 

 

IRM  Team and 

the Appropriate 

Support Staff 
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What Needs to be Done By Whom 

b. INVOLVE THE PROPER PARTIES  

Based on the information that was exposed, the IRM 

Team will notify appropriate individuals from the 

following departments and/or individuals as indicated:   

¶ Public Safety (always),  

¶ The Office of Communications (always),  

¶ The Office of Information Technology Cabinet 

(always), 

¶ The Office of General Counsel (always),  

¶ The Compliance Officer (always),  

¶ The appropriate Information Guardian(s), i.e., the 

Manager(s) of the Department whose administrative, 

research-related, course-related, or other sensitive 

data was compromised.   

For a list of Information Guardians, please refer to the 

Universityôs Information Security Policy document 

which can be found at:   

http://www.princeton.edu/informationsecurity. 

¶ Deans and Department Heads who are not the 

Information Guardians, but have been identified as 

having an key interest in specific types of 

information, e.g., the Dean of Undergraduate Students 

would be involved of undergraduate student 

information is compromised.  

¶ The managers of any appropriate technology support 

teams. 

Together, the IRM Team and the appropriate parties 

listed above wil l be referred to as the ñIncident 

Response Teamò. 

 

IRM  Team 

13. DEVELOP ACTION PLAN A ND ASSIGN ROLES 

The IRM Team plus members from the appropriate areas listed 

above and any other individuals deemed appropriate by the Team 

should meet to determine the actions that need to be taken and 

each personôs role and responsibilities. 

Incident 

Response Team 

http://www.princeton.edu/informationsecurity
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What Needs to be Done By Whom 

14. The following subtasks should be assigned to appropriate 

Incident Response Team members and performed in parallel: 

 

 

a. DIG DEEPER AND REMEDIATE  

Determine how the breach occurred and correct whatever 

technology or process allowed the breach to occur. 

 

Appropriate 

Technical Staff 

b. INVOLVE DISCIPLINARY AND /OR LAW ENFORCEMENT 

AUTHORITIES AS APPROPRIATE 

If the breach involves a member of the University 

community, the appropriate disciplinary office must be 

notified.  If the breach involves criminal activity, Public 

Safety will involve the appropriate law enforcement 

agencies as necessary. 

 

Public Safety 

and/or Others as 

Necessary  

c. DETERMINE THE UNIVERSITYôS OBLIGATIONS  

Ascertain into what position the exposure puts the 

University.  For example, if protected information about 

any individual is compromised, the University may be 

legally required to notify that individual, and, if identity 

theft is possible as a result of the exposure, the University 

may deem it appropriate to pay for credit protection 

services for the affected parties. 

 

Office of General 

Counsel and 

Others as 

Necessary 

d. MANAGE PUBLIC COMMUNICATIONS EFFECTIVEL Y 

Ensure that University communications with affected 

parties and the public upholds the Universityôs reputation 

for integrity, while being consistent and clear.  To ensure 

that this is performed effectively, the Office of 

Communications will manage all communications with 

the public regarding the matter. 

 

University 

Communications 

and Others as 

Necessary 

15. REBUILD ALL COMPROMISED SYSTEMS 

All compromised systems must be completely rebuilt using 

original media and/or known ñcleanò system images. 

 

SCAD/DCS or 

OIT Software 

Support 

Personnel 
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What Needs to be Done By Whom 

16. DEBRIEF  

Review incident, lessons learned, etc. 

 

Incident 

Response Team 

17. 

 

 

CLOSELY MONITOR REBUILT SYSTEMS 

Give special attention to reviewing system and network logs for 

rebuilt systems to ensure that the cause of the compromise has 

been effectively addressed. 

 

SCAD/DCS or 

OIT Software 

Support 

Personnel 

 


