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Abstract— Reputation systems can be used to provide in- when bidding on or selling merchandise. Both improving
centives for cooperation among participants of peer-to-per performance and reducing implementation costs of reutati

networks. In this paper, a survey of such systems is first praded. ; ;
We then focus on content distribution networks that have hoest zyitet:n? gre ::hallefntilng t}(/plCE;l(Ily. be%auhsi"h of the dscale and
but rationally selfish users. A reputation framework is proposed Istributed nature of the networks in whic ey are depioye

that, for special cases, can be proved to converge in mean to Performance issues include robustness in the presence of

‘reveal” the true propensity of peer nodes to cooperate. Basd malicious and selfish users (acting alone or with collusidh w

on this framework a game is designed in which users play to gthers) target the reputation system itself by, e.g., lyibgut

maximize the files received from the system by adjusting thei ,qir o\yn reputatioh or that of others when polled (such as

cooperation level and gaining a better reputation as a restl badmouthing). A detailed description of different attacks

reputation systems can be found in [23]. In general, if no in-

|. INTRODUCTION centives for cooperation are present, the existence aiaity

[fish users will diminish the performance of the P2P system

Peer-to-peer (P2P) overlay systems have been propose . ) o .
P ( ) y Sy prop 20]. Incentives are typically cumulative in nature in tisats-

address a variety of problems and enable new applicatidres.

attraction of these systems, when compared to client/r;er\t/%'m?(.j cooperation on atransacnon—by-transactlc_)q Igaes_ists .
frameworks, is in their robustness, reliability and cost e§|gn|f|cant rewards. These rewards may be explicitly fir@inci

ficiency. They have been proposed to feasibly implemeﬁ:{S in the case of micropayments [32], [43]) or reputational

new network protocols, e.g., routing [17], [27] (BGP), DNSJ,.n natL_lrIe Wherg rtgputatlonhs, n .somBe ca's:es, may hlave ImngI
and/or quality-of-service management [46] (includingeléss inanclal associations such as in ebay. For example, an ebay

ad hoc networking contexts). In addition, communicatio eller with a high reputaticnmay garner more and higher

applications (instant messaging, and voice-over-IP (Vike ids for their merchandise; also, sellers may reject the bid

Skype), distributed computation (e.g., seti@home), areh e\}Juyers with low reputations (or a low percentage of positive

collaborative anomaly or intrusion detection systems GDS.fe?dbaCk)' tThe point gg)lsulc):.r:j(;(_aputbatlontsyst.teln;s n thls;dnt
are being implemented P2P. The focus of this paper is in -0 Promote responsiole bidding by potential DUYETS, e

context of P2P content distribution networks (CDNSs), ifiée representation of merchandise by sellers, and prompiwello
sharing systems [9], [6] "7 through by both after the auction concludes. Alternatively

The modern P2P systems need to deal with selfish (a.% c_ersltglsveslgoulget:g argleegf?ieSHq:snlno;he E)aas‘de ggflté'lrf:r_ge
“leechers” or “free-riders”) or malicious usérd 9], [21], [12], - [38], [16] w pecih u up (cooperali

P2P worms [7], [3], Byzantine faults and Sybil attacks [1415 typically* requiredbefore each download, i.e., incentives are

Eclipse attacks [44], [45], flashcrowds, etc. Some of the Qla transactlofn-b_y-tran_sactl?]n basis. lative i h
problems are particularly challenging for large-scaleerpe ' Summary for incentives that are cumulative in nature, the

to-peer systems. Reputation systems have been propose S need to perform a series of contributive transactions

address some of these issues. For example, in the cont&Xfer to receive better service at a later time. The higher th
of routing/forwarding in multihop wireless ad-hoc communinumber of successful uploads, the better the service rteiv

cation networks or P2P CDNs, a goal of reputation syste mlothers, asl in Kaz_aa f[4]' The &Jgus Ef thh!s aapetr’ s to
is to provideincentivesfor future “contributive” cooperation evelop a novel reputation framework, in which in the absenc

(resource sharing) by all peer nodes that presently bene(ﬁf[;msrepresentatlon of th? Leputatlon %/Fa]_lues, can_reWmI ¢
such cooperation is vital to the efficient operation of thBroPensity to cooperate of the peers. This reputation syste

system. In certain electronic commerce networks, such a§Th, ity | . led “shilling .1 ot K i

eBay [2], reputations are used to help “secure” individug| (oo 86" 'S Semeimes caled Shiing, ¢, memioot fazaa Lie

transactions, i.e., create incentives for users to acoresply 3y aiso helps to accept payments in credit card form as thésthe buyer
some measure of purchase protection.

1in this paper, we will use the terms “users”, “peers”, “nddemd “peer 4Under Bit-Torrent, not all transactions are necessaribjirbctional; this
nodes” interchangeably. allows new users with little desirable content to partitgpa



is essentially a cumulative incentive mechanism that tites the system. A centralized approach to Kazaa reputationfdwou
encourage cooperation among rationally selfish userstdRelacreate bottleneck at the reputation server in this largdesc
work on incentives is surveyed in section II. network. This fully decentralized approach can be subderte
The rest of the paper is organized as follows. In secti@s seen in Kazaa Lite [5]. In the case of Kazaa, its client
[, an incentive-compatible convergence result for a psgal was cracked and a Kazaa Lite client was made available that
cumulative reputation system is given; we note that thgermits the client peer to falsely report its own reputation
convergence theorem holds only for a special case. Sectioi\ system is introduced in [13] in which each peer maintains
concludes with survey of some techniques used to scale aegutation and trust ratings for a selected number of p&ées.
secure the reputation system itself. In section 1lI-G, aptém reputation of a peer is, again, a measure of how he/she has
game model is introduced wherein peers are encouraged by¢haducted transactions in the past and the trustworthiviess
reputation system to adjust their “propensities to codgéia  peer is an indicator of how much the reputation informatibn o
order to receive a certain level of satisfaction (downlogdi others received from that peer can be relied on. From time to
transactions success) from the P2P CDN. We conclude time, peers advertise their local reputation ratings oérgho
section IV with a brief summary. help modify the reputation information stored at other peer
Through a Bayesian approach users decide whether or not
the second hand reputation information should be accepted
to modify local information. Trust ratings are updated upon
As mentioned above, free riding (the behavior of the selfiskceiving the second hand information and comparing them to
users who benefit from communal resources but do not coggior reputation ratings.
erate by sharing theirs’) has been shown to cause perfoenancin [31], the authors explore a similar approach with a focus
degradation in P2P networks [20], [39], [47], [8]. Specifiza on using reputation rankings to isolate malicious users Th
that nearly 70% of Gnutella clients do not share any filagsourceprovidersare chosen based on their reputation levels
and that 1% of the peers return 50% of the responses [Bl.the system and the reputation of others is maintained at
Such P2P dynamics are similar to those of “public good peer both based on previous interactions (first hand infor-
in economics [11], [26], where in the absence of externalation) and the advertised information from others (second
incentives, the phenomenon of “tragedy of the commongand information). A weighted selection procedure is used t
[22] occurs; consumers only consider maximizing their owmodify reputation ratings. Their mechanism, however, heu
utility when making consumption decisions resulting in@be a parallel download from several providers to examine the
decrease in public utility. This section focuses on relateglidity of the resource before locally deciding on themgs.
work on incentive mechanisms to avoid such phenomena, withis could potentially introduce too much overhead which
emphasis on those using reputation systems. would, in turn, result in inefficient use of network resowgce
In [10], authors propose and compare several economicAn incentive mechanism is introduced In [28] where the
incentive mechanisms for P2P networks. These transabiien-resources are distributed among the nodes based on thigyr uti
transaction incentives are implicitly formed either as sute functions, connection types and reputations. The more & nod
of monetary compensation or contribution rules. The rulehares resources, the higher its reputation and the bager t
force the peers to share some of their resources while coservice it receives from other nodes. Similarly in [48], in
pensations are obtained by the peers upon their contritsitiothe reputation mechanism (for large peer-to-peer systémas)
One drawback to rule-based approaches is that, if enforaashkings are directly related to the quality of service of th
in a distributed manner, the rules are prone to illegitimafgeers. The paper also discusses aggregation of the rankings
manipulations by the client (requesting) peer. Also, a reéntthrough referrals and defense against misrepresentattsati
entity is required to govern transactions and the monetdry weighted majority techniques.
benefit associated with them (just as with the micropaymentsThe authors of [36] explore a partially decentralized repu-
approach [32], [43]). In [18] [29] [30], peers play a gameation system in which both the requesters and the providers
in hopes of maximizing their own utility (their “cumulativeare selected based on their reputation rankings. enforeme
contribution” acts as a reputation). The game is designed sba reputation-based policy that enables providers to shoo
that the peers need to maintain a level of cooperation irirsnaramong several simultaneous requesters based on their repu-
their bandwidth resources for an equilibrium to exist. tation ratings. This encourages peers to enhance their repu
eBay provides a centralized reputation server throughhvhitations in order to receive desired services. Similar teeoth
peers rate each other after each transaction [41], [42]. Tagproaches, the provider is also selected by the requestedb
ratings for last 6 months are used to compute the overah the reputation ratings. The mechanism is introduced in a
reputation of a peer. Prior to each transaction the nodeartially decentralized setting; some peers are resplen&ib
could retrieve the reputation ranking of their peers in otde holding and advertising the reputations of others based on
make prudent decisions. This centralized approach intfljireca hash function, and the peers are assumed to advertise the
provides incentive to cooperate. The incentive to cooperat reputations truthfully using techniques described in [Ife
indirectly provided by the reputation ranking mechanisrs. Aauthors also analyze network efficiency for combinations of
mentioned above, this is a centralized reputation apprdach provider selection methods (such as highest reputatiam; co
Kazaa, the reputation of each peer is distributed in thentdie parable reputation or black list) and requester selectaicips
Upon logging in, the reputation of the node is introduced t@uch as highest reputation and probabilistic reputation)

II. RELATED WORK ON INCENTIVE MECHANISMS



EigenTrust [24], is one of the initial proposals on aggredat respond positively to a query, i.g’s propensity to cooperate
reputation rankings that was originally designed to desealn the following, a sequence of transactions is consideriéa w
the number of inauthentic files in P2P sharing network an@;;(n) representing the reputation gf from i's point-of-
to isolate malicious users. A unique global value is assigneiew after then®" transaction. We assume that transactions
to a peer and is updated by normalizing and aggregatiage independent so that ti&/?> — V)-vector R of reputation
local trust values from other peers. The local trust valuesatesR;; will be a Markov chain on(Xy_1)" whereXy_;
of the “acquaintances” of a peer requesting reputationeglus the N-dimensional simplex, see (IR makes a transition
are aggregated and weighted based on the trust the peerupm the conclusion of each transaction. Let
in them (the more trustworthy the node, the more reliable 1
the reputation of others advertised by the node).The asithor Ri(n) = N1 Z Ryi(n) (2)
propose a distributed iterative algorithm that calculates k, k#i
globql trus_,t vecto.r.at each node which are therj used fgé the mean reputation afafter then
both isolating malicious users and to create incentivestfer the response functianG;(;, R;) be the probability thatj

peers byrewardmg_them. The reward could be in fo_r ms Ofresponds positively td's query. Generally, response functions
increased connectivity to other reputable peers or medaa% is assumed to have the following properties:

bandwidth. In [25], authors further show that these inc@sti G is nondecreasing in both arguments
reward cooperative peers and give new peers a fair o tuni * ~ . _ '
to cooperat?a P g P PPOY e G(m,R)=0andm > 0imply R =0, and
Finally the authors of [35], introduce two incentive based * G(, R) =7 for all & € [0, 1]. _
mechanisms one considering storage as a resource the oftfer P€€rj obtains and averages the reputatiafis; from
bandwidth. Authors also show that playing a game gi\,@gl other peerst and modifies its probability of responding

incentive to the peers to be honest about their resources. Positively accordingly, i.e., a polling/voting system.
Now a specific mechanism for updating reputations as a

result of transactions will be defined. If thé" transaction

th transaction and let

[1l. INCENTIVE ARCHITECTURE AND MECHANISM involves: queryingj, then with probabilityG; (7;, R;(n—1)):
In this section we present a specific reputation systemhat i Rign=D+C  p i
the absence of misrepresentation of the reputation vaiwes e Rik(n) = { RiCrSy Ay ®3)
1+C )

tually reveals the true level of cooperativeness in the agkw
This has also been proved for a special case. Since reputafiar some fixedC' > 0, i.e., R;; becomes relatively larger only
systems typically rely on referrals, they are vulnerable wwhen the transactionlj succeeds. Note that if (1) holds for
attacks such as badmouthing. While the focus of the pag@(n — 1), then it will also hold forR(n) under (3).

is not to address different attacks on P2P reputation sygstemWith probability 1 — G (7, Ri(n — 1)):

but rather to propose a novel reputation model, our reputati Ri(n) = Ri(n—1)foralli+j.

system also accounts for deliberate misrepresentatiortiseof
reputations by the referred nodes. i.e., if the transaction fails, there is no change in the tatn.

Note that reputations of peers may (relatively) decreassup
A. Model of a “Flat” Reputation System for P2P Networks POsitive transactions that do not involve them.

Reputation penalties for unsuccessful transactions can ex
eﬂlicitly be incorporated into the above model in a straight-
forward way. For example, if the'" transaction isij, the
transaction is unsuccessful afig;(n —1) > ¢ > 0, peer node

to queries for, say, files. A query (say froio j) together
with a responsej(s response ta@’s query) form atransaction
Fori # j, let R;; be thenormalized reputatiof peer; from

. . . o i could set
the point of view of peed, i.e., for all peerg, it will always )
Rij(n—1)—min{C, R;;(n—1)—¢} k— .
be the case that Rix(n) { T—min{C, Ri,(n—1)—¢} JF#
ik = Rik(n—l)d ..
SRy, = L (1) (O, fi (n 1] ki

3, 3# for some fixedk. Recall that we made an argument dissuading
As transactions occur, these reputation states will chan$fée use of such negative feedback in the introductory sectio
In particular, if i queries;j and the subsequent response i8f this paper. Such negative reputation dynamics will not be
that j gives i the requested file (i.e., respongssitively, considered in the following.
then R;; will increase. In the following, a general reputation
system model will be described and its ability to “revealfthc. Modeling the Transaction Process
propensity of peers to cooperate (respond positively toigse

. ! . As mentioned above and reasoned in the introductions, a
will be established for a special case.

model of reputation dynamics does not need to consider the

circumstancesf a failed query. Moreover, we can combine the
B. Basic definitions of the reputation system

. . N . . . SWe consider the cooperativeness of a user a behavior anelatd to the
We begin with a set of definitions. Without consideration ofyount of resources it has cached. A node that does not goasesource

reputation, letr; > 0 be the fixed probability that pegrwill  would simply not receive a query for it.
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probability that the a queried peer refuses to comply tagretfor nondecreasing;. So, by (5),¢(0) > ¢ and g(1) <
with the probability that that peer is not logged onto thé. For example,g(R) = ¢ + R(1 — ¢) or g(R) =
peer-to-peer system. That is, |et; be the probability that a max{e, min{cR, 1}} for some constant > 1. Note that
transaction involves queryingj so that) Z]} i Pig = 1. by arranging the response functions in such a way that are all
The quantityp;; and/or the quantityr; could also account for strictly positive (whenr > 0), a new cooperative node with
the probability that the useris “on” the system. Thus, we canlow initial reputation can still obtain content in order tatér
simplify the analysis of reputation dynamics by not expljci satisfy queries and increase its reputation. The followéesylt
modeling peer-node arrivals and departures to the reputatcould apply to a system intra-group reputations or a system
system and associated effects on the query resolutionnsystenter-group reputations as discussed in subsection ll&iBvia

We further assume that the successive transaction attemptsheorem 1:1f G is separable and the statement of (5) holds,
are independent. With specific regard to content that is een for complete and honest polling (4):
tremely popular for a period of time: peer nodgswith
such files will experience high query rates (i.e., high). lim ER;j(n) = _ PiyTy for all i # j.
Rather than attempting to model time-varying parameigrs e Zk;,k#v: PikTk
we will assume that these parameters are constant and will "€ Proof can be found in the appendix.
simply tend to be higher for those nodgghat have highly SO, the mean reputatidiiz;;(n) is a consistent estimator of
desirable content. Again, our point in the following anigys the mean rate;;m; of successful transactiorg. In particular,
is to determine whether the reputation process does ind&gtppose all possibleV(N — 1) queriesi; are equally likely
reveal thelong term (over many transactions) “propensity to{duery load perfectly balanced among the peers), pg.~

Cooperate“ of the peer nodes. 1/(N2 — N) for all ¢ 75 ] In this case, the theorem Implles
In the remainder of this paper, we will study the reputation -
framework described above without consideration of networ lim ER;(n) = ——foralli#;
resources [29], [30], [34]), P2P query resolution [9], [&hd ' o
dynamic user demand. where IT_; = Y, ... m;. So, for each peet, ER;; is
proportional tor; in steady state and this reputation system
D. Mean Reputation Process will reveal the propensities to cooperate of the peers.

Forn > 1, we can now directly derive for “complete and
honest” polling:

F. Trust groups for scalability and reliability
E(R;; R(n—-1)) = 1-— ik | Rij(n—1 . . .
(Rij(n) | R(n = 1)) ( kZ;ﬁ”) i =1) In this subsection, we survey well-known techniques for
T e deploying and securing large-scale reputation systeng. [2
T [Rzéé (nl_)(ll) +C;’(7T”RZ(_TL ) Potential attacks on cumulative distributed reputaticstesyis
+ mlTGj(ﬂ'ﬁRi(n_ 1))] include but, are not limited to, badmouthing and ballot box
_ stuffing which are variations of Byzantine attacks (falseure
+ Z ‘pik[Rij(n — D = Gy(me, Ri(n — 1)) tation referrals and associated collusions).
k, k#z,jR”( i Similar to [13], [24], [31], [48], we can account for mis-
+ %Gk(wk,ﬁi(n— 1))] representation and subsampling of reputations by using the
following instead ofR; in the reputation model:
C _
l—— Z Pika(kaRi(n_l))> Rij(n—1) oo hh
_ - Njkih(Rjx(n)) Ry
< 1+C e Rj(n) = Ek,k;ﬁz ikih(Rjk(n)) Ryi(n) ©6)
C _ Zk.k;ﬁi h(Rjk(n))
+ H—CPUG]'(% Ri(n —1)). (4) '

where the terms ;;; can be used to represent how nddaay

misrepresent when polled byfor i's reputation, i.e.\ji; €

[0,1/Ry;(n)] and misrepresentation occurs whep,; # 1.

The h-function parameters can be used to weight reputation

information by the reputation of the pol@¢31]. Examples

areh(Rr) = 1{R;x > 0,} andh(R;x) = Rjxr1{Rjr > 0,

E. Convergence of mean reputations for a case of Compl%ﬁeréejk)z 0 is:{ aJ?eputé%onhreéhéf(j)that rjrfa);{ bJek useé}by

and honest polling node; to define “trust.” Note that the consistency theorem |
In this subsection, assume teemmonresponse function can be extended to the more complex situation of equation 6.

G satisfies the following property: there is a strictly pagti  Since the terms\;;;A(R;i(n)) > 0 depend on reputations

In the first equation of this display, thé" transaction: does
not involve ¢ querying in the first term, involves querying
j # 1 in the second term, and involvésqueryingk # j in
the third term.

e < 1 such that, foralb <7, R <1, only through R(n), we can generalize the model (4) to
_ account for misrepresentation and subsampling of reunsti
er < G(m,R) < . (5) by replacing in (4) theR; as defined in (2) withR;; as defined

Also assume the response functi@nis separablei.e.,
_ _ 6Such reputation “weightings” can also be used in more génaring
G(m,R) = mg(R) systems for distributed decision making as, e.g., apptiezthbmaly detection.



in (6). i.e., (number of successfully received files versus the number of
E(Ry;(n) | R(n — 1)) requested files) for the curre;nt rqund. If a peer’s ratio ls\mzb
a threshold (the peer’s “satisfaction” level), they redtiveir
Y R Z pixGi (e, Rii(n — 1)) | Rij(n —1) ~ cooperation leveir to conserve resources (uplink bandwidth
1+C - = in particular [29], [30], [34]); otherwise, they become raor
o cooperative in the hopes of receiving better service in the
+H—cp”Gi(7’j’Rﬁ(” - 1) () future rounds through improved reputation.

As a special case, we can model federations that are uselylore specifically, the reputation system can be set-up in
by peers forfeasible and reliablereputation polling (in the different ways. For example, a non-hierarchical (flat) feam
presence of both lying and spoofing of reputation referraldyOrk can be used where transactions between any two nodes
i.e., considerM groups{\,}*_, of peers, where epend on the individual reputations of the nodes via the

mean reputation of the requestee assuming all other nodes ar
M N polled. Alternatively, a hierarchical framework in whichet
U m nodes are arranged in (trust) groups can be used: the intra-
m=1 group transactions occur as in the first phase (with onlaintr
is the set of allV' peers andNy,,| > 2 for all m. This is  group polling), and the inter-group transactions involveugp

modeled by taking reputations instead of the individual ones.
B 1 if j,k € N,, for somem In the simulation study described in [33], we showed how
h(By) = 0 else the reputation system encouraged all peers to cooperate to

N hat{ \/ d b o inal receive better service. We also showed how different sat-
’ote tlda:){ lm}m:1 nee nr:)t €a part|t|on,'kle., asing E P€€&taction levels impacted peers’ decisions to cooperate. |
J could belong to more than one group. Also note that We., hierarchical and non-hierarchical reputation frammw
clgarly nee.d. to assur_ng that the denominator of (6) 1S alwagg expected from the theorem in section IlI-E, the simutatio
strictly positive for alli, j, n. Such local trust repositories canoq it showed that the reputation values of a node congerge
t_)e secu_rely |mplem_entc_ad using one of a yanety of exlsthg the nodes propensity to cooperate. When reputation salue
Ilgh_t—w_mght authentlcat_|on techn_lques within each gromp were misrepresented by some peers, a corresponding realucti
a dlstr|buFed or cgntrahzed fashion [12], [40‘]' [15]. For-€ iy gccessful transactions by the “victimized” client eer
am.ple,'th|s could.mvolve a trusted serveror supernpdat thWas observed, compared to previous experiments assuming
mamtams reput.at|or_1$_ and hand!es polling for the entigzigr completely honest reporting. This study also showed thatpe
Obwo(;Jst, t|r|1e |mpI|<t:]|t ass”umptlon alny trrl:St. gro:‘m (as- .with medium to high expectations were encouraged by the
sumed small enough to allow complete sharing of re‘)umt'%'puta'tion system to increase their propensities to cabdper
|.nformat|on among its p_eers) is that, for all appraised BOd%inaIly, in [34], we modeled the actions of peer nodes were
i, Ajii ~ 1 for all nodesj, k € Nin. modeled with a game in which users modify the amount

finally we consider an example of attacks targeting the P2 i handwidth they allocate to the network [29], [30].
CDN itself, not just reputation systems, namely Sybil dac Increasing uplink bandwidth resulted in improved repotati

[14] vvherem one end-user.employs many different 'dem.t't'eéhat, in turn, resulted in improved downloading performanc
A typical solution to Sybil attacks involves a centralize

registration server that authenticates a unique identifier upon
registration for each peer. If authenticated reputatiors a ) _
based only on positive feedback and reputation referrajgroc N summary, we surveyed cumulative reputation frameworks
only among trusted peers, then multiple identities willuigsl 2S used by peer-to-peer overlay systems, especially taderov
the reputation of the end-user thereby providing a natufgcentives for persistent contributive cooperation by jeer

disincentive for Sybil attacks. The effect of Sybil attacksuld nodes. We formulated a normalized reputation model and
then be contained within their trust groups. proved, for a special case, that it ultimately revealed thaes’

propensities to cooperate under honest reporting, i.gunaisg
rationally selfish but honest end-users. The paper condlude

G. A simple game model . - .
i ] . . _ with a description of game theoretic models that employed
We now briefly describe a simple game model in whicfjaqe reputation systems.

peers file-swap and adjust their reputation estimates. di ad
tion, they may modify their own cooperation level. The game REFERENCES
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where (5) allows division by(R;(n—1)) > 0 for the second
equality. Thus,
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we can easily show that
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This argument can be used successively to show
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from which the theorem statement immediately followsd



