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BACKGROUND

WARHEAD INVENTORIES AND VERIFICATION




GLOBAL NUCLEAR WEAPON INVENTORY
1945-2015

L GLOBAL NUCLEAR WARHEAD INVENTORY, 2014
Warheads accountable Additional warheads Warheads in
T20 000 oo under New START in stockpile or reserve dismantlement queue

United States 3,200

Russia L 2,800

All others 1,100 —
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About 13,000 nuclear warheads are not currently
captured by arms control agreements
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Global nuclear weapons inventories
and warheads in dismantlement queue (yellow)
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THOUSANDS OF NUCLEAR WEAPONS

ARE CURRENTLY NON-DEPLOYED (i.e., IN RESERVE OR AWAITING DISMANTLEMENT)
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http://www.paulshambroom.com

WHAT IS NEW HERE

THE CHALLENGES OF DEEP REDUCTIONS AND MULTILATERAL NUCLEAR ARMS CONTROL

NEW TREATIES MAY LIMIT TOTAL NUMBER OF WEAPONS

 Would then also include (non-deployed) weapons in storage
« Need to prepare for the transition from bilateral to multilateral

nuclear arms control agreements
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WHAT IS 10 BE VERIFIED ?

VERIFICATION CHALLENGES OF NUCLEAR DISARMAMENT AT LOW NUMBERS

CORRECTNESS OF DECLARATIONS

 Warhead Counting
Verify that numerical limit of declared items is not exceeded

« Warhead Authentication
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WARHEAD AUTHENTICATION

(WILL YOU KNOW A NUCLEAR WEAPON WHEN YOU SEE ONE?)




NUCLEAR WEAPONS HAVE UNIQUE SIGNATURES

BUT MOST OF THEM ARE SENSITIVE AND CANNOT BE REVEALED TO INSPECTORS
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INFORMATION SECURITY

DEFENDING INFORMATION FROM UNAUTHORIZED ACCESS,




NUCLEAR WARHEAD VERIFICATION
KEY CONCEPTS OF (PROPOSED) SYSTEMS

A\m Arms Control and Nonproliferation Technologies ST plEn e
BB i/ Ofice of Nonprolteaion Restarchand Engineering o Confirming selected characteristics
of an object in classified form

(for example, the presence/mass of plutonium)

Technol
R&D for :rg\sy

TEMPLATE APPROACH

Comparing the radiation signature
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STANDARD APPROACHES PROTECT SENSITIVE INFORMATION WITH “INFORMATION BARRIERS”
(Classified information is “shielded” or “removed” during inspection)

A. Glaser, Information Security in Nuclear Warhead Verification, University of lllinois at Urbana-Champaign, January 2015 14



EXAMPLE

PRINCETON/GLOBAL ZERO

WARHEAD VERIFICATION PROJECT




PRINCETON /GLOBAL ZERO

WARRHEAD VERIFICATION PROJECT
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GENERAL APPROACH

* 14.1-MeV neutrons for imaging
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/ERO-KNOWLEDGE SUDOKU
DEMO



http://wisdom.weizmann.ac.il/~naor/PAPERS/SUDOKU_DEMO










MR .

| h




T







Al
3
d
<
<
%
L]
|
m
o5
<
P
Ll
d
0%
L]
m
P
3
<

[Ty}
T—
(=]
N
D
(=]
S
S
J
<
=)
2
S
2
QP
(=]
c
S
[
)
b
[S]
8]
o
S
=
—
S
=
g
=
[y
S
<
2
—
=]
Q
=
S
=
E=]
S
QO
S
=
o
(=]
Q2
S
=
£
=
S
e
wv
<
2
b
S
S
=
£
.
b
S
=
(Sa]
<



SUBBLE DETECTORS OFFER A
WAY TO IMPLEMENT THIS PROTOTOCL

AND AVOID DETECTOR-SIDE ELECTRONICS

!
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PROPOSED HARDWARE IMPLEMENTATION
OF A ZERO-KNOWLEDGE PROTOCOL
FOR NUCLEAR WARHEAD VERIFICATION




www.blendtec.com



http://www.blendtec.com
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Graphics: Sebastien Philippe
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/ERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Radiograph
r (never measured) %

+20 -20 -10 0 +10 +20
[cm]

@ Small deviations from Ny @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)




/ERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Radiograph : C
‘ (never measured) ‘ %erence item Valid item

[em] [em] [em]

@ Small deviations from Npyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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/ERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

Radiograph
‘ (never measured) ‘

0 +10 +20 -20 - = — 0
[cm] [cm] [cm]

@ Small deviations from Npyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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LOCAL TUNGSTEN DIVERSION

36-DEGREE SEGMENT OF OUTER TUNGSTEN RING (543 GRAMS, 7% OF TOTAL TUNGSTEN)




/ERO-KNOWLEDGE VERIFICATION

AUTHENTICATING WARHEADS WITHOUT MEASURING CLASSIFIED INFORMATION

@ Small deviations from Ny @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)




AMERICA'S ALL TIME
 FAVORITE GAME
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PROBABILITIES FOR AN [TEM T0O
BE FLAGGED AS "INVALID”

N(max) 500 1,000 2,000 5,000 10,000 32,000
Valid item < 5% (by design, in all cases)
Full removal > 99.9% (in call cases)
Full substitution 77.7% 99.9% > 99.9% > 99.9% > 99.9% > 99.9%
Local removal undetectable 15.7% 41.7% 94.6% > 99.9% > 99.9%
Local substitution  undetectable ~  undetectable 6.0% 11.7% 30.2% 95.5%
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WAY FORWARD

DEMONSTRATING VIABILITY OF ZERO-KNOWLEDGE APPROACHES

« Experimental reproducibility of results

 Maximize bubble loading and confirm absence of bubble “aging”

« Two-color setting (e.g. 300 keV and 14 MeV neutrons)
combined with different detector thresholds (e.g. 1 MeV and 10 MeV)
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