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CURRENT AREAS OF RESEARCH

nuclearfutures.princeton.edu

Nuclear Energy and Nuclear Proliferation

Can one safely expand the use of nuclear power without
increasing the risk of nuclear proliferation ?
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http://nuclearfutures.princeton.edu
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INTERNATIONAL PARTNERSHIP

FOR NUCLEAR DISARMAMENT VERIFICATION

Established in 2015; currently 26 participating countries (including Germany)
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http://www.state.gov/t/avc/ipndv

RELEVANT NUCLEAR
ARMS CONTROL TREATIES

NUCLEAR NON-PROLIFERATION TREATY

Bans the acquisition of nuclear weapons by non-weapon states and commits the five weapon
states to nuclear disarmament; verified by IAEA safeguards

COMPREHENSIVE TEST BAN TREATY




CONFIRMING THE AUTHENTICITY
OF ANUCLEAR WARHEAD

(WHILE LEARNING NOTHING ABOUT IT)




THOUSANDS OF NUCLEAR WEAPONS

ARE CURRENTLY NON-DEPLOYED (i.e., IN RESERVE OR AWAITING DISMANTLEMENT)
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http://www.paulshambroom.com

NUCLEAR WEAPONS HAVE UNIQUE SIGNATURES

BUT THEY ARE SENSITIVE AND CANNOT BE REVEALED TO INSPECTORS

*”j%g,,, Saence Vol. 24& 18 May 1990
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NUCLEAR WARHEAD VERIFICATION

KEY CONCEPTS OF (PROPOSED) SYSTEMS

Arms Control and Nonproliferation Technologies ATTRIBUTE APPROACH
Ofceof NorpofeaonResearch ndingessng ~—— # Confirming selected characteristics

of an object in classified form
Tedln OI ogy (for example, the presence/mass of plutonium)
R&D for Arms

TEMPLATE APPROACH
Comparing the radiation signature
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PREVENTING THE EXCHANGE OF SENSITIVE INFORMATION
DURING A RADIATION MEASUREMENT




WHY ARE WARHEAD INSPECTIONS SO HARD 7

(AS SEEN FROM INSPECTOR’S PERSPECTIVE)

VERY LITTLE (IF ANY) INFORMATION ABOUT THE INSPECTED ITEM CAN BE REVEALED
Some information may be shared in advance, but no additional information during inspection

ADVERSARY/COMPETITOR HAS (DE FACTO) INFINITE RESOURCES
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WHILE WE ARE WAITING

PASSIVE GAMMA SPECTROSCOPY WITH INFORMATION BARRIER




INFORMATION BARRIER EXPERIMENTAL

VOLTAGE PULSES ACQUIRED BY THE RED PITAYA

Trigger
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COMPARING RADIATION SPECTRA

(IBX WITH SODIUM-IODIDE DETECTOR, 60 SECONDS, ~175,000 counts)
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COMPARING RADIATION SPECTRA

(IBX WITH SODIUM-IODIDE DETECTOR, 60 SECONDS, ~175,000 counts)

e —— E—— S— f—

08 Fio
=
= ; S .
o QR T VS % '. s
S : . * Differences are small,
S ~ but most significant near 662 keV

----------------------------------------------------------------------------------------------------------------------------------

15



COMPARING RADIATION SPECTRA

(IBX WITH SODIUM-IODIDE DETECTOR, 60 SECONDS, ~175,000 counts)

S — . —

Co-60 source
with weak Cs-137 contribution

—_—
(S

er of samples

—
o

16



PREVENTING THE EXCHANGE OF SENSITIVE INFORMATION
DURING A RADIATION MEASUREMENT




PREVENTING THE EXCHANGE OF SENSITIVE INFORMATION
DURING A RADIATION MEASUREMENT
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INTERACTIVE ZERO-KNOWLEDGE PROOFS
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EXAMPLE



http://blog.cryptographyengineering.com/2014/11/zero-knowledge-proofs-illustrated-primer.html
http://www.wisdom.weizmann.ac.il/~naor/PAPERS/SUDOKU_DEMO/

PROVING THAT TWO OBJECTS ARE IDENTICAL

“THE DAY BEFORE THE INSPECTION"
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PROVING THAT TWO OBJECTS ARE IDENTICAL

“THE DAY OF THE INSPECTION"

Reference item

Inspected item
(valid)
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PROVING THAT TWO OBJECTS ARE IDENTICAL
O

“THE DAY OF THE INSPECTION"

v - S, .............“-mn.n—-mT

Reference item

Inspected item
(invalid)
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PROVING THAT TWO OBJECTS ARE IDENTICAL

“THE DAY OF THE INSPECTION"
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WHAT THE PROTOCOL ACHIEVES

COMPLETENESS

If the items are identical and both host and inspector follow the protocol,
then the inspector will accept with probability p=1— (/2)"
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WITH NON-ELECTRONIC PRELOADABLE DETECTORS




o g b 2

Collimator slot 7 |

" Testobject  Detector array 4

14 MeV neutron genekator
(Thermo Scientific P 385)

Collimator




SUPERHEATED DROPLET DETECTORS

OFFER A WAY TO IMPLEMENT THIS PROTOCOL
AND AVOID DETECTOR-SIDE ELECTRONICS

Superheated C-318 fluorocarbon (C4Fs)
droplets suspended in aqueous gel

Tailor-made by d’Errico Research Group, Yale University

Sensitive to neutrons with En > Emin
Designed to be insensitive to y-radiation

<& s> Active volume .......... : 6.0 cm3
Droplet density ......... : 3500 cm-3
Droplet diameter ...... : ~100 pm
Absolute Efficiency ...: 4 x 10-%
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SUPERHEATED DROPLET DETECTORS

PRINCIPLE

Expanded bubble ~ 500 pm

Superheated droplet ~ 20-100 pm
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FLUENCE RESPONSE

OF SUPERHEATED EMULSIONS MEASURED AS A FUNCTION OF NEUTRON ENERGY AND TEMPERATURE
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SUPERHEATED DROPLET DETECTORS

BUBBLES CAN BE COUNTED WITH A VARIETY OF TECHNIQUES

Photodiodes

collecting light
scattered by bubbles

Diode output scales
(quasi) linearly with
bubble count

LEDs
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RESULTS

RADIOGRAPHY WITH 14-MeV NEUTRONS
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Collimator slot !
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 Test object
> (nreloaded)m,.
14 MeV neutron genekator
(Thermo Scientific P 385)

Collimator




/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

r Radiograph % Reference item Valid item

(never measured)

<Y

0
[cm] [cm]

@ Small deviations from Ny @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

Radiograph _ o
‘ (never measured) ‘ %erence 1tem Valid item

[em] [em] [em]

@ Small deviations from Npyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

(Tungsten rings replaced by lead rings)

Radiograph . o
‘ (never measured) ‘ Valid item & Invalid item

[cm] [cm] [cm]

@ Small deviations from Npyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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| OCAL TUNGSTEN DIVERSION

36-DEGREE SEGMENT OF OUTER TUNGSTEN RING (543 GRAMS, 7% OF TOTAL TUNGSTEN)




/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

@ Small deviations from Ny @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)




FIRST EXPERIMENTAL RESULIS

The Conjurer, Hieronymus Bosch, 1502



EXPERIMENTAL SETUP AND SCENARIO

WE WISH TO IDENTIFY CASES IN WHICH THE CUBE PATTERN HAS BEEN ALTERED
WITHOUT GAINING ANY INFORMATION ABOUT THE CONFIGURATION IN CASES WHERE IT HAS NOT

Collimated neutron beam Reference item consists
14-MeV (DT) generator of a combination of 2-inch cubes

\ (aluminum and stainless steel)

AL AL AL s Reference item
.
|

s

LS

Staging area
(with reference item)

8 Detector array

&
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EXPERIMENTAL RESULTS

(VALID ITEM)

Reference item

X

Nmax= 1020
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EXPERIMENTAL RESULTS

(A DRASTIC CHANGE)

Reference item “Mirrored item”

X

00

le count

A. Glaser, How to Keep a Secret, Technische Universitdt Darmstadt, 8. Juli 2016 43



EXPERIMENTAL RESULTS

(A SMALLER CHANGE)

Reference item “AL vs SS”
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NEXT STEPS / WAY FORWARD

AT LAB-SCALE: DEMONSTRATING ZERO-KNOWLEDGE APPROACHES

« Experimental reproducibility of results

« Maximize bubble loading (and confirm absence of bubble “aging”)
» Two-color setting (e.g. 300 keV and 14 MeV neutrons)

» Data commitment schemes
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