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Control Setting

Digital
Feedbacke

Senmsors

1. Derive “data-rate theorem” from heuristic (channel synthesis)
2. Generalize heuristic for security

3. Apply heuristic for secure data-rate theorem
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Opﬁimat Conkrol:
o Estimation (Kalman)
o Conbrol (LQR)

o Performance (Riccaki)

“Stable” if the steady state
cost is finite
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Digital Feedback

i L
: 3 |

o State dvmamws: Xl = AX, + Bu, + wy,
o Feedbaclk: ya = 900D, £.e[2%]

D COSE: j(U) - E: 1/N XM XMTQXV\ e MMTSMM



Daka~rate Theorem

o Necessary and sufficient condition for stabiliby:
o R > 7 log 1]

o ) are the unstable eiqenvalues of A

o [Nair, Evans, Faghandi, Z.ampieri], [Tatikonda, Mitker]

o Proot:
o uniform scalar quantization in unstable dimensions
o zoom-in, zoom-out

3 uma&r&a\m&j amatjsis



Channel Sjmﬂ«es&s
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) (data processing ineq.)
o Assume this is the om.j cownstraink:

o Let Py be any channel sa&sffjms Ehe
mubtual information constraink
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Graussian Channel

o State dynamics: Ko AR e A W

o Sensors (feedbacke): Ya = X TV,

e
Channel noise variance de[aav\ds
on rate R and vartance of x.
Scalar: o.2=0x2/(2%%-1)

o Optimal control: u, = -Af,
o &, is the best estimate of x,
o Innovation Process: (, = x

o State dynamics: x,., = A, + w,



Samwme Threshold

@ Necessary and Sufficient

o R » ¥ log |\

o Analysis: Riccati equations (scalar)
D GC;M+12 — (&20@“2 T GMR)Z“ZQ

o SEeadv sbabe: of = 0,°/(2%F - a®)



Similar Sﬁeo\clv Stake
Performance

5924 ‘\Zwil/d 9-2R/d /(1...2*202*103[A])/d>

Similar ko [Nair-Evans 04 ]



va\%keﬁc‘: noise

o Communicabion wikth secrekb Lw:j




va\%he&c‘: noise.

o Communicabion wikth secrekb M’ev

Memoryless §

P,z




sjmmm noise.

o Communicabion wikth secrekb M’e:j

[Schieler-C 13]

Przix |

Cownstkraints:
K > IO(,’\JZQ%
Ri > I(XY;V]|Z),
X-(V,.2)-Y

Memoryless §




Svhﬂ«e&& Graussiain
Channel

o (wlog) Physically degraded:

d fjn = Xn * Vl,mg_

@ zZn 2 Ya ¥+ Vel

LM&@.F@M&QM% noise

o Optimization of V: Jointly Gaussion
o (wlog) Markov chain: X-V-Y-Z

/

because Craussian



Rate mqu&rémem&s

XY

Py between X and Y
o Effective correlation:

2 2 2
o « = Vlpy =, )/(1-p, )

02 bebween X and z

o Required rates (for high R):
o (comm.) R > I(x) + I(p,) + 1/2 log(1+a)
o (H’@.‘j) Ry » Cla) = I(a) + L09(1+o<)

Graussian mubtual information: I(x) = 1/2 Llog(1/(1-x2))



APF'L:j heuristic

Advc&_rsamj% disturbance sigmat
3 Acl,ve.rsm’v observes z, /
¢/

o Stake dvuamits: Xprl = AX, + u,.,\(jh) + vm(z’“) + Wi,

o Restriction:
o Adversary only removes best estimate of u,

o Equivalently, uses best estimate of the state
to undo the control



Resulk (s {':&Lar)

o Let R’ be the non-secure required
rate (R’ = Llog |a])

o Required rates for s%abi&i&v (high R):
o R >R+ 1/2 log(1l + v(1-273RY)

o Ru >R + Llog(1 + v{(21-27RY)



Sum MATY

o Optimistic heuristic for gquantization
(Joint dist. omi.:j constrained bv MI)

5 Crispi.v recovers “dabka-rate Eheorem”

o Gaussian optimization of secure
channel synthesis

d Some fum with secure cowntrol



