Source Coding
(secrecy and embedding)

Paul Cuff - Princeton University
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R bits/sec.
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Move a signal from one place to another
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Seérecv Sjs%ems

o Old Ciphers:
o Obscure (design ke pt secrek)
o Complicated

o New Ciphers
o Computationally challenging

3 Compt&&a&ed
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Moderin
erpbgratpkj
Began in 1970% (from IT t:ommuhi%:j)

Builk on fundamental mathematical
prabt&ms that are believed difficult
te compute

Diffie-Hellman
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Information
Theoretic Secu,ri;ﬁj

o Shannons 49 paper

o Fewer assumplions (Qmm,pc&em%
adversarv)

o More resources required for
mathematical quarantees



Perfect Secrecy

o Independence between the
Eransmitted message and the
information

o Perfect Secrecy achieved with one-
time pad (Vernam cipher).

o Shawnnon: This wmeblhod is also
necessary, (Le. RiHOXD



One~-time Pad

Information: ©11010100010110

Kej‘: 110100110100101

Message: 101110010110011
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Encoder: f: A" — 2"
Decoder: g4: 278 - n




I1ID Model

o Lebt the information signal be Lid.
with a known distribution Px

o Q@.Fresev\ﬁ s K Rz, oo, Xia = K7

o Codec functions over the block



lLossless
Compressmn
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® R is achievable if for any €20, there

exists an 1, + and g such thak

o Minimum achievable rate is H(X)



Entropy

H(X) = Elog Py (X)

H(X) 2 o (deterministic)
H(X) € Log|X] (uniform)
H(X,Y,2) = H(X) + H(Y|X) + H(Z]X,Y)



Bimar‘j Mﬁraw

o X is Berm(p)

o P(X=1) = p, P(X=0) = 1-p
o H(X) = p Log(1/p) + (1-p) log(2/(1-p))
o Call this the binary entropy function

o hip)



Mukbual

Information
[(X5Y) = H(X) + H(Y) - H(X.Y)
_ H(X) - H(XIY)

_ H(Y) - HYIX)

I(X;¥) z © (independent)
IX;Y) € HX) (function)
(X;v,2) = I(X;Y)  I(X;Z]Y)



ﬁa&awprocessihg
Iv\@.qu&u&j

o Markov chain: X-Y-Z

o I(X;2) <€ 1(X;Y)



Lossless
Con F’T’QSSE |

o Ewnumerake the Evpir;:ai. sek:

o Error if X" not bypical (negligible proba\bu&v)
o Ik % H(X)



Typical Set and
AE.TP.
o A = [x": P(xn) x 27X
° exponent within ¢ of H(X)
o P(A) - 1 (law of large numbers)

e 1/ % L(}g(?(x‘,)) e E i(}g ?(XJ — “H(X)

o |A] x 27HXD
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Averaqge Distortion

o We need a relevant metric for Llossy
Eramnsmission

o Bounded distortion function: ci(x,j)
o Averaqge distortion:

o ci(x"‘,j"‘:) = 1M % ci(ﬂg,je)



Puzzle

o Criven an n-bit random sequence
o 1-bit distortion:

o How many bits of description are heeded to
have no more than owne bik of distortion?

(nh - ?)
o 1-bit Eransmission:

o How wuch distortion can be achieved wikh
omtv a ohe-bit desarip%mm? h/2 - 2



Definition of

m‘:k&e\/&b&t&v

o Rate R is achievable for distortion D

if there exist n, §, and 9 operating at
rate < such that

E AR S



Rate-Distortion
Theorem [Shannon

¢ rormula ts skill
R(D) = 11111 e 4 S pb iz ol ioh
probieim

o Choose Py (given Px and d(x,v)):
o R » I(X;¥) /

o D> E dX,Y)




| »xamgtes

o Binary signal, Hamming distortion:
> R(D) = [h(p) - h(DYL.
o Choice of Py is s.b. Pyy is BSC(D)
o Graussiah sighal, squared-error:
o R(D) = [1/2 Loglo/D)].






Source Coding for
Seﬂreav



Setting

o Shannon aapher
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Performance Mebric

3 Theorv will elude:
o L0553 reconstruckion

o Imperffec:& secrecy

o Secrecy also measured bv distortion

o Lowest distortion achievable bv the
eavesdropper



Two distortion
functions

o Distortion ok bthe intended receiver:
o &1()&“,3“) = 1/ 2 C&l()ﬁi,,ﬁi,)
o Distorkion ok Ethe éavesdropper

o (x",z2") = 1/ I dalxi,zi)



Pessimiskic

o Assume eavesciropper moalees best use
of the information:

D2 — min EdQ(Xn,Zn)
Z7 = Z8 M)



Definition of

m:‘hw.v&bét&j

o (R,Ri,D1,D:) is achievable Eff there
exists an », §, and g operating at
rakes € and K. such that

£ (XY £y
W"E«V\(advarsarj) e &ZQXM;;&M> z D



Kate~Distortion Tkeorj
for Secrecy Systems

o (R,R.,Dy,D:) achievable if and only i
o There exist UV,Y s.k.
o X-(UV)-Y
o R Z I(X;UV)
o R Z I(X,¥;V|U)
o £ A, (X,Y) <D,

@ min,y & d(X,z(U)) 2 D,



Hammiing Distortion

o Any source distribution, with Di=o:

D2

1 = maxx Px(x)
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Alkernabtive Problem

o No distortion at the eavesdropper

o Measure secrecy by equivocation rate
o Ax = 1/ H(X1Im)

o Or, for Lossy compression

o Axy = 1/n H(X“,VMIMD



Recover equ&vataﬁov\
from RD Theory

o Equivocation rate is one special
case of rate-distortion theory

o Coausal disclosure is necessary



Log-loss function

o Distortion function
o d(x,z) = log 1/2(x)

o z is a diskribukion

o Notice: wmin.(w £ A(X,z(M)) = H(X|M)
M.y E Llog 1/z(x,m)



Sjmwe&c notise.

o RDSS with full causal disclosure
exkracks an untuikive communicakion
svs&am




Svmw&&cﬁ notise.

o RDSS with full causal disclosure
exkracks an untuikive communicakion
svs&am
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Embedding
Information



Online ‘P@;m\j
Matching

o Two F@Lav@.rs a&%emy% to quess a
binary sequence (both must be
correct to earn a point),

o The sequence is revealed ko ‘Ptaver 1

o [Gossner ek, al.]
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Creneral Solutions

X _(A.U)-B
X;A,U)+1(A;U)




