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Figure 1: Key generation with one communicator
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Theorem (2 nodes)

[Ahlswede~Csiszar 93]
Ry is key generation rate
R is communication rate
(X,Y) are correlated observations; Z is adversaries observation
Necessary and sufficient conditions:
o Exists random variables U and V:
o (UVIX~(Y,2) form Markov chain
o R, £ I(V;Y|U) - I(V;2]0)
o R Z I(UVX) - I(LV;Y)



Scalar Gaussian

o [Waktanabe-0ochama '10]
o R(r) = 1/2 log(1 + g - p27%)

@ p = (QX3Z“anZ>/ (1“"va2>



Inter pr@.%a&mm

Define Gaussian capacity function:
o Cix) = 1/2 log(l + X)

Recall:

2 2 2
@ [ = (pwj “Pxz )/(1“px~j )

Notice that C(p) = I(X;Y) - I1(X;2)

Interpret: B is a signal-to-noise ratio for key
agreement with unlimited communication

R(M = C(a(2-2 )



Vector Graussian

o TLui-Cufftlerdis ‘TR
o Jointly diagonalize (under certain conditions)

o Water-filling

For (XL, Y%, Z%) product Gaussian sources, R(r) is parameterized as |
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S@a&&amarj
Crausstain

o K@.j Greneration for non-i.i.d.
Craussian observakions

o Let S(v) be power special density
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Related - Secreb Key,
Unlimited Communication

o [Csiszar-Narayan ‘04 ]

0 Ric = min; I(ZX;)



Related - Common
Randomness Greneration
o [Ahlswede-Csiszar ‘9% ]:

o Exists RWV. U:
o U-ZX" form Markov chain
o Ro € I(U;2)

o Rj 2 I(U;Z2]X;) for all j



Secret Kev
Grelnerakion

o Theorem
o Exisks RV.s U, S, «oo), S
o (US™-Z2X"™ form Markov chain
o R £ I(U;2)
o Ri £ min I(US;X))

o Rj 2 I(U,S;;2[X;) for all j



ENCO cl,i;v\g

o Super-position:
o U is bottom Layer
® Sj is upper layer
o Only use binning on U
o Sj helps to decode U

o Use Likelihood Encoder



"Omniscient Helper”

o Case where Z = (X, ..., X))
o Carcttarjz
o Exisks RV, U:

o R £ I(LU,X™

o K. £ min i H(‘)(J:) & Only additional constraint (vs CR)

o Rj 2 I(UX"X;) for all j



ALl Message Secrecy

o Our resull only gives "one message secrecy”
o Cownsider an example (m=3):

o (X1,X,X5) binary and um{@rmtv
diskributed such bhabk X, 0X,0X;=0

o K121, Ko=1, K3=0

o Comwimwunicaklor s omniscient



Reburn to Greneral
[Region

o Encoder implied by this region achieves “all
message secrecy” for this example

o Exists RV.s U, Sy, o\, Spa

o (US")-Z2X" form Markov chain
o R, < 1(U;2)

o Ri € min; I(U,5;,X;)

o Rj 2 I(US;ZIX;) for all j



