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Dakabase Privacy

o Lebk X1, X;, ..., X be enbries in a database

o E.9. X is personal information about
persoh i

o Lebk Y be bthe response to a query

o The job of the information provider is
to answer queries and protect
individual privacy

Design Py



Differential Privacy

@ «~D¥P:

o Let x and x’ differ in only one entry (Le. x;=x'; for
all but one )

o plyb) € e plylx”)
o Why x and x’ differ in only ohe spot?

o Convince someone to put their data in your database
o Why multiplicative constraint?

o Posterior uyd&&a Ls snall

Dworlk, 2006
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o Add Laptaceam noise



Wealeer DY
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o Let x and x’ differ in only one
entry

o P(YeAlx) € e P(YeAx") + &

o Additive Graussian noise often
provides privacy

Dworlk, 2006



Mubtual Information
Differential Privacy

c-MI-DF:

max T(X;7HK" X[\ P Ak

pylkad



Claimw

=DP » MI-DP » (c,5)-DF
Furthermore, i input or outpul alphabet is finite,

MI-DP = (¢,5)-DP

similar to semantic securi&v Proo{, Bellare, Tessaro, \fo\rdv, 2012



Privacy Ordering

o o=DP » g=DP f for all >0 there exists
« such that o-DP = B-D?.



Subadditivity of DP

o Mut&ipiﬁ qu,eri;es:

o If & queries Yq, Vg2, ++vy Vg each
have c&bﬂ:@.rem%mi. F?ri,vac:v e and are
ﬂondiﬁomauv imdepemdem&, the
combined Ehey have ke privacy.

Sémpiﬁ; MI-DP Proof:
](X;Yl,YQ) — ](X,Yl) e ](X,Y2|Y1)
< I(X;Y1) + I(X; Y2)

For clarity, conditioned database variables are omitted,



Common &c:a-m[plam%

e 'Diﬂfﬂferemf:muj privacy doesnt not
mean that you cant learn aboub X..

o Cownsider a database with
correlabted enkbries.

Si;mpie MI-DF Expiama&ow

I( X3 %) SR X, S L )



Precise Bounds



(¢,5)-Closeness

P(A) < efQ(A) + 6, YA€ F,
Q(A) < e“P(A) +6, VAe F.
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Relakion to
Delection Tkec}rv

€,0
P(z) ()

_ Optimal tradeotf

/ within this region

P o
e debermines stopa k\
5 Aebermines Lm&amep&

Kairouz, Oh, Viswanakh, 2018



Tightest (c,5)

Conversion
7 il ol b g 5 ek 0.
for
6 ¢
(66, + 1) (1 —9)
A |



SLmFLe Claim

(€,0) D(P||Q) < € nats,
D(Q P) < € nats.

Tightest Claim

(e —1) (1 —e™¢)
Ve i 6(66 RS ) i
P ~ Q e A 1 1 i
D(Q||P) <e bl - © 0 nats.

(e — 1)+ (1 —e¢)




Punsleer

0/

D(P|Q) < e nats =—> P Q.



Mutual Information

1f
D (PYIXza:lHPwX:xQ) <e Vri,xes € X
then
I(X;Y)<e

Hink: Radius of information ball



Mutual Information
to Total Variatiown

| PripeEe: — Fiiat gl || = 0
\V/Qfl,ZIZ‘Q S0

AN Y ! i ‘ Tightest bound,
O o (ln . 6) — achieved with

Ve bimarv channel



Finike Atpkab&

HPY|X::131 i PY|X:x2HTV =)

——> il <
V1,29 € X

e =2h(d) + 26 1n (min {|y\,miax ;| + 1})

/ /rder step

Continuity of entropy
Continuity of conditional entropy

inspired by Alicki and Fannes, 2004



Observakion

max (XY [ X", X2 = maxfeeee:y )
max I(X;; Y ) = max I(X::Y)

Either could be used for definition of MI-DP

Poinkted out bj Thomas Skeinke



