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war@.&ap Channel

s Memor:ji.ass :

M (AR bi;Es)

Se&ref:j CO&P&&EE}I
- Reliable communication
- Z" conkains no information about M



Solukion

Cs =maxI(U;Y) — I(U; Z)

X T




Solubions

o 1975: Wyner introduced the problem
and gave solution for deqraded B,
channels (U=X is sufficient)

o 197%: Csiszar and Korher gave
solution for all channels




Encoding

o Random Codeboole

o Pad with random qgarbaqge bits

Message ; aciciin

Transmitted toqgether in one blocke



Encoding Diagram

| Gilven M, |
lcan decode M.

R~ I(X;2) =



vaer’s se&ur&%v
argumem%

I(MM;27) = I(M;27) + I(W;27m)
FA A

| |

(X227 % nI(X;2) H(M) = nR/

Decodable if
R/<I(X;2)




e
c
od
LA
q C
o
N
c
e
F’E

"\H“ ]
R PP ey

2!
en |
; S——

4
3 x :
, dLLS &i'blm g&g (Ji Y nw
BTN " ¢
mRITD :
e , i i Z
. e
,J-.'\ ,A’
Pepe— ‘




Gelfand-Pinsker
(stake kiowin ko encoder)

M (AR bi;&s)

M Lid. from s

Ca Fo&:&%j;

- Reliable communication



Solukion (19%0)

C'= max I(U;Y)—I(U;S)

Px v|s




Encoding

o Random Codeboole

o Pad with slfi;i.i.fuu.j chosen biks

Message ; aciciin

Transmitted toqgether in one blocke



Sivilaribies

o \fir&uati.v the same
o Same encoding

o Same cownverse (exaep&, iid S" allows a

skipped sEep)
o Same probtem stakement:
o Wiretap: M independent of 2"

o Grelfand-Pinsker: M independent of §"



Wiretap Channel
with State

M (AR bi;&s)

Seﬁret’:fj Co\rm&ﬁ&:}:
- Reliable communication
- Z" contains no information about M



Samwe | Mc:c}durxg

I(U; Z),
C Zimax PORY | —max

U 25)

X

Transmitted together in one block

Chen and Han Vinck, 2006



Exkract Kev

Assume S s khowi to Ehe
inbended receiver as well:

LU Y88
7. > max il
B vl H(SIZ, U)

Rebber L some cases!

Chia and £l Gamal, 2012

Note: They consider causal state information,
This region is adapted to take advantage of non-causal state information.,



Combined

Assume S s khowi to Ehe
inbended receiver as well:

Px v|s

| { HU; Y95 }
€. > max nin

H{(S@U )+ | U X0 ; 7 )|

Chia and £l Gamal, 2012

Note: They consider causal state information,
This region is adapted to take advantage of non-causal state information.



Our Schewe

Sup@.rposi;&mn code

U" Undex is paddiv\g)\ ombj
V" index is message and padc&iug

ALl secrecy comes from V
U" s decoded bv the eavesdrmpper



Our Schewe

(5T max
P v sated (U5Y ) 2T (U5S)

: ](U,V,Y)—I(U,V,S),
N vy ) - 1V 210)

Can mimic Chia and £l Gamal’s leey
extraction by setting V=S

Beals previous regions



Obther Related Worlk

o Prabhakaran, Eswaran, and Ramchandran, 2012:

o Same superposition code but require U-V-(5X)
and ULS.

o Bassi, Bunin, Piantanida, and Shamai, 2016 (several

Fmpers):
o Key generation and secure communication

o Sources independent of channel

o Greneralized feedback



S&m[@te Speamt case

o Unlimited F?u,bti;i: noise~free channel

o “Kej Capat‘:&%j wikh one-way
communicakion”

Cs = max MW S5,|U) =TT

Pu.v |85

Achieved b:j our scheme
Apparently not bv any others



Amalvsi;s Triclk

o Likelihood encoder ko choose Pacidiv\g

Soft Covering

Distribution 1:

- Choose U codeword uniformly at random

- Grenerate $" memorylessly from "

Distribution 2:

- Use the above conditional distribution of U" given V»
(this is the Likelihood encoder)

- Lebk $" be iid




Observakion

o Lower layer of superposition code
intended to be decoded bv
eavesdropper (Le. “d@.cov”)

o Villard-Piantanida secure source
ﬁmdiv\S

o Key agreement with one way
communication



Differential Privacy as a
Mutual Information
Cownstraint

Paul Cuff and Langing Yu

E



Dakabase Privacy

o Lek Xi, X, ..., X, be enbries in a database
o E.9. X; is personal information about person i
o Let ¥ be the response to a query

o We can denocte Yq o indicake Ehat ik depew:{s
on the query

o The job of the information Frovici@.r s to
answer queries and pra&aﬁﬁ individual privacy



Differential Privacy

@ DT

o Let x and x’ differ in only one entry (Le. x=x'; for
all but one )

o plyb) € e plylx”)
o Why x and x’ differ in only one spot?

o Convince someone to put their data in your database
o Why multiplicative constraint?

o Posterior uyd&&a Ls swall

Dworlk, 2006



A Commolin
T@.ahmiqu@.

o Add Laptaceam noise



Wealeer DY

o (¢,8)-DP:
o P(VeAlx) € e P(VeA|x) + 5
o Additive Gaussian noise often

prov&d&s privacy

Dworlk, 2006



Mubtual Information
Differential Privacy

c=-MI-DT:

max [(XTHeR" | X Hee

Rl



Claimw

e=DP > MI-DP > (c,5)-DP
Furthermore, i input or outpul alphabet is finite,

MI-DP = (¢,5)-DF

similar to semantic securi&v Proo{, Bellare, Tessaro, \fo\rdv, 2012



Privacy Ordering

o o=DP » 3=DP f for all 3>0 there exists
« such that «o-DP = p-DT.



Subadditivity of DP

o Mut&ipiﬁ qu,eri;es:

o If K queries Yq, g, -y Vg each
have diﬂ:erem%mt F?ri,vac:v ¢ and are
ﬂond&im\auv imdepemdem&, the
combined Ekej have ke privacy.

Sémpiﬁ; MI-DP Proof:
](X;Yl,YQ) — ](X,Yl) e ](X,Y2|Y1)
RN V1) R0

For clarity, conditioned database variables are omitted,



Commoin amm[plam&

o Differentially privacy doesnt not
mean that you cant learn about X..

o Cownsider a database with
correlabed enkbries.

Si;mpie MI-DF Expiama&ow

I( Xy Yo Rl TGRSR )



Precise Bounds



(¢,0)-Closeness

P(A) < efQ(A) +6, YA€ F,
Q(A) < efP(A) 4+ 6, VAe F.
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Relakion ko
Debection Tl«ec}rv

€,0
P(%) 0

_ Optimal tradeotf

/ within this region

s

5 debtermines av\&ert@.y&

e debtermines stopa

Kairouz, Oh, Viswanakh, 2018



Tightest (c,5)

Conversion
bl g e g G 0.
for
Gl ¢
(66, i 1) (1 —9)
i S5



SLmFLe Claim

(€,0) D(P||@Q) < € nats,
D(Q P) < € nats.

Tightest Claim

(e —1) (1 —e™°)
Vo T 6(66 — 1y+ (1= e ¢) i
P ~ Q — S : 1 1 i
D(Q||P) <e ot i nats.

(e — 1)+ (1 —e¢)
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Mutual Information

1f
D (PYIXza:lHPwX:xQ) <e Vry,xz9 € X
then
XYY <e

Hink: Radius of information ball



Mutual Information
to Total Variatiown

| PrifiEer — B iaballl . =0’

\V/Qfl,ZIZ‘Q 2407

A Gy i ‘ Tightest bound,
O (ln . 6) — achieved with

<V Ze bma\rv channel



Finike Atpkabe&

HPY|X::131 i PY|X:x2HTV <%0

—— Sl <
VIi,x90 € X

¢ = 2h(d) + 24 1n (min {|y\,max ;| + 1})
/ /g‘d&r step
Continuity of entropy

Continuity of conditional entropy

inspired by Alicki and Fannes, 2004



Observakion

max (XXX XA mixeame Y ) s
max I(X;; Y ) = max I(X:Y)

Either could be used for definition of MI-DP

Poinkted out bj Thomas Skeinke



