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Ph.D. Candidate, Princeton University, Department of Electrical Engineering 2006-Present
Awards: Upton Fellowship (2004 — 2008)

Advisors: Jennifer Rexford (Computer Science), Boaz Barak (Computer Science)

Research areas: Network Security, Cryptography, Networking, Game theory.

e Using formal techniques from cryptography and game theory to design and model secure protocols for
data networking.

M.A., Princeton University, Department of Electrical Engineering 2004-2006
Advisor: Paul R. Prucnal (Electrical Engineering)

Research area: Optical Communications

Courses: Random Processes, Queuing Theory, Coding Theory, Photonics, Cryptography.

e Developed and analyzed application of optical code division multiple access (CDMA) using techniques
from queuing theory, coding theory and cryptography.

B.A.Sc., University of Toronto, Division of Engineering Science, Electrical Option 1999-2003
GPA: 3.85/4.00
Awards: Dean’s Honour List (1999-2003), Jacob Felzen Scholarship (2002-2003)

INDUSTRY EXPERIENCE

Cisco Systems, Inc., Research Intern San Jose, CA, Summer 2008

e Prototyped the “secure sketch” path-quality monitoring protocol developed during my PhD research on
a Cisco application services platform.

e Produced a full technical specification for the protocol.
e Worked with marketing and engineering in various business units to analyze use cases for the protocol.

IBM T.J. Watson Research, Cryptography Research Intern Hawthorne, NY, Summer 2007

e Used theoretical tools from cryptography and game theory to study security of interdomain routing
protocols for the Internet.

Hydro One Networks Inc., Telecom Engineer Toronto, ON, Canada, 2003-2004

e Designed communication circuits in wireless, copper, and optical media. Selected and tested new
communications devices (e.g. spread-spectrum radios). Oversaw projects from design to installation.

Bell Canada, Lead Database Designer Toronto, ON, Canada, Summer 2002

e Led a three-person team to design database application used by over 40 members of project team to
track rollout of a $300M network connecting 1,000 gov’t sites. Database was used for over 4 years.

Bell Nexxia, Junior Internetworking Engineer Toronto, ON, Canada, Summer 2001
e Contributed to the design and rollout of a network of 1800 bank machines.
e Developed database application that continued to be used by the team for over 5 years.

Personification Inc., Intern Toronto, ON, Canada, Summer 99, >00
e Gathered and analyzed market data as part of product planning teams. Designed corporate website.



PUBLICATIONS

Secure Protocols for Data Networking:

e S. Goldberg, S. Halevi, A. Jaggard, V. Ramachandran, R. Wright, "Rationality and Traffic Attraction:
Incentives for Honest Path Announcements in BGP", ACM SIGCOMM’08, August 2008.

e S. Goldberg, D. Xiao, E. Tromer, B. Barak, and J. Rexford, "Path-Quality Monitoring in the Presence
of Adversaries", ACM SIGMETRICS 08, June 2008.

e  B. Barak, S. Goldberg, and D. Xiao, "Protocols and Lower Bounds for Failure Localization in the
Internet", LACR EUROCRYPT0S, April 2008.

e S. Goldberg, J. Rexford, “Security Vulnerabilities and Solutions for Packet Sampling”. IEEE Sarnoff
Symposinm, Princeton, NJ, May 2007.  Our results have been incorporated into to the IETF PSAMP
(Packet Sampling) Charter.

Optical Code Division Multiple Access (O-CDMA):

e S. Goldberg, R. Menendez, P. Prucnal, “Towards a Cryptanalysis of Spectral-Phase Encoded Optical
CDMA with Phase-Scrambling”. Optical Fiber Communications Conference, OFC'07, March 2007.

e S. Goldberg, P.R. Prucnal, “On the Teletraftic Capacity of Optical COMA”, IEEE Transactions on
Commmunications, July 2007.

e S. Goldberg, V. Baby, T. Wang, P.R. Prucnal, “Source matched spreading codes for optical CDMA”,
IEEE Transactions on Communications, May 2007.

Analog Circuit Design:

e S. Goldberg, S. Lui, S. Nicolson, K. Phang “CMOS Limiting Optical Preamplifiers Using Dynamic
Biasing for Wide Dynamic Range”, IEEE International Symposium on Circuits and Systems, May 2004.

PRESENTATIONS

Incentives for Honest Path Announcements in BGP

Conferences: ACM SIGCOMM 2008 (Seattle, WA, 08/2008)

Workshops:  DIMACS Secure Routing Workshop (New Brunswick, NJ, 02/2008)

Industry: IBM Research (Hawthorne, N, 08/2007 and 03/2008), Cisco (San Jose, CA, 08/2008)

Academia: UC Berkeley (03/2008), Tel Aviv University (Israel 04/2008), Hebrew University (Jerusalem,
Israel, 04/2008), Stanford University (08/2008), University of Toronto (08/2008)

Path-Quality Monitoring in the Presence of Adversaries

Conferences: ACM SIGMETRICS 2008 (Annapolis, MD, 06/2008)

Industry: Cisco (San Jose, CA, 03/2008 and various talks in summer 2008)

Academia: Weizmann Institute (Israel, 04/2008), Ben Gurion University (Be’er Sheva, Israel 04/2008)

Failure Detection and Localization: A Cryptographic Study of Secure Internet Measurement
Academia: Stanford University (03/2007), New York University (04/2007), University of Maryland
(05/2007), Penn State University (10/2007)

Towards a Cryptanalysis of Optical CDMA with Phase Scrambling

Conferences: Optical Fiber Conference, OFC’07 (Anaheim, CA, 03/2007)

Workshops:  IPAM Securing Cyberspace Program: Workshop on Hardware for Cryptography (Los
Angeles, CA, 12/2000)

Industry: IBM Research (Hawthorne, NY, 01/2007) Telcordia (Red Bank, NJ, 03/2007)



PRESENTATIONS (CONTINUED)

Security Vulnerabilities and Solutions for Packet Sampling
Conferences: IEEE Sarnoff Symposium (Princeton, NJ, 05/2007)

Exploring the Benefits of CDMA in Optical Networks
Workshops:  PRISM Workshop on Optical Communications Technologies (Princeton, NJ, 02/2006)

CMOS Limiting Optical Preamplifiers Using Dynamic Biasing for Wide Dynamic Range
Conferences: IEEE International Symposium on Circuits and Systems (Vancouver 04/2004)

TEACHING EXPERIENCE

ELE201 Intro to Electrical Signals & Systems, Princeton, Head Teaching Assistant  Spring 2006
e Ran weekly precept. Prepared course problem sets, midterm and final exam.
e Awarded Outstanding Teaching Assistant Award (Dept. of Electrical Engineering)

ECE159 Fundamentals of Electricity & Circuits, University of Toronto, Tutor Spring 2003
e Conducted weekly tutorials with up to 100 students voluntarily in attendance.

AER201 Engineering Design, University of Toronto, Extra-Help Tutor Spring 2002
e Advised students on circuit design and troubleshooting strategies at extra-help sessions.

PROFESSIONAL SERVICE

Graduate Women in Science and Engineering, (GWISE), Princeton University

President (2007-2008), Vice-President (2006-2007), Secretary (2005-2006)

e Ran organization for female engineering graduate students with over 200 members.

e Organized bi-yearly professional development seminars, monthly networking events, and yearly
welcome and graduation lunches. Mentored female graduate students.

e Participated in high school outreach events, attended conferences for women in engineering (Grace
Hopper 2007), Princeton WISE Conferences (2006, 2008).

Co-organizer, Princeton/NYU High School Girls Engineering Colloquium Spring 2008

e Lead organization (with another student) of day-long colloquium on opportunities in engineering for
120 gitls in 9"-10™ grade at nine high schools in New York City.

e Oversaw program of over 20 speakers and demonstrations by graduate students and faculty from NYU
and Princeton. Oversaw budget and secured funding from Google.

Program Committee: NetEcon’09.

External Reviewer: USENIX NSDI 09, IACR TCC *09, SODA *09, CNCC’09, IACR CRYPTO’08,
ACM SIGCOMM CCR, ACM CCS’08, ANCS’08, MobiCom’08, CNCC?08,
ANCS’07, ACM SIGCOMM?06.

Standards: Contributed to IETF PSAMP (Packet Sampling) Charter.

Affiliations: Engineer In Training, Professional Engineers of Ontario (PEO) 2003-Present
Student Member, Association for Computing Machinery (ACM) 2006-Present

INTERESTS

Argentine tango. Swing dance. Fiction, biographies, short stories, history. Travel.



Sharon Goldberg --- Research Statement
January 8, 2009

As a security researcher, my goal is to develop practical solutions that make computer networks more
reliable, predictable, and resilient to attack. To address the grand challenges in security research, I believe that
we need to go beyond traditional disciplinary barriers. For instance, cryptography is crucial to deal with
hacked devices and malicious parties, but cannot deal with the fact that nodes in computer networks are often
owned by entities with competing economic goals. Game theory is an emerging approach that can be used to
reason about the way systems behave in the presence of selfish (rational) behavior, but often requires making
strong assumptions on the economic motivations of parties in the network. At the end of the day, solutions
must be implemented in extremely resource-constrained network devices, so hardware and software
engineering concerns are paramount. Finally, ensuring that security research makes a real impact requires an
investment in technology transfer activities, including standardization, prototyping or collaboration with
industry. Indeed, my research spans all of these areas.

1. RESEARCH OVERVIEW

When we purchase an item from Amazon.com, traditional cryptography prevents attackers from seeing our
credit card numbers or impersonating the Amazon website. But how can we ensure that our request actually
arrives at the Amazon.com server, without being dropped or corrupted along the way?

This is exactly the challenge we address when we consider securing Internet’s interdomain routing system.
The interdomain routing system enables communication between autonomous systems (e.g. Princeton’s
campus network, AT&T’s global backbone network, and China Telecom’s residential network). Each
autonomous system has different economic goals, each controls a sophisticated network of devices, and each
is prone to malfunction, misconfiguration, or attack by malicious parties. Despite these complex
relationships, the interdomain routing system was originally designed under the assumption that nodes can
trust each other. Furthermore, the system is notoriously resistant to change. This is mainly due to the
difficulty of coordinating and convincing autonomous systems to upgrade to one of the new security
protocols developed over the last decade. To advance efforts to secure the system, my dissertation research
addressed the following two questions:

Q1. What is the right layer of the system to secure?
Q2. What are the right tradeoffs between security and efficiency (e.g. storage and computation overhead)?

To address the questions above, I considered separately the effectiveness of securing the following two layers
of the interdomain routing system: the routing protocols, used to set up paths through the Internet, and the
data-plane mechanisms, used to forward packets along the paths set up by the routing protocols.

R1. In [1] we used a game-theoretic analysis to show that secure routing protocols alone are #o sufficient
to prevent selfish nodes from lying about the paths that data packets take through the network. Thus,
nodes may potentially forward their customer’s traffic via paths that drop or corrupt packets.

R2.  Thus, I turned my attention to secure data-plane mechanisms. In [2], we used novel cryptographic
and data-streaming approaches to design lightweight protocols that detect packet loss and
corruption on a path through the network, even when some nodes on the path are adversarial.

R3. I subsequently interned at Cisco Research to prototype one of our protocols from [2] on a Cisco
software platform. I also collaborated with an IETT working group [6] to standardize some of our
innovations (see also our security analysis [4]).

R4.  In [3], we took the security guarantees in [2] further, by considering protocols that also enable a sender
to locate the adversarial node responsible for dropping or corrupting its packets. We used
cryptographic proof techniques to argue that azy such protocol requires unreasonable overhead.
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These results suggest that our efforts are better spent on protocols with weaker security guarantees,
such as those we considered in [2].

Below, I discuss the details, implications, and open questions that arise from my results on secure routing
protocols (Section 2) and data-plane mechanisms (Section 3), and present some future directions (Section 4).

2. SECURE ROUTING PROTOCOLS

How can we prevent a routing event in Pakistan from disrupting communication between Canada and
Mexico? More precisely, how can autonomous systems avoid sending packets along costly, inefficient, or
insecure paths when better paths through the Internet are available?

Honestly announcing routes in routing protocol messages. In recent years, practitioners’ efforts to solve
this problem have focused on securing the interdomain routing protocol (i.e., the Border Gateway Protocol
(BGP)). In BGP, nodes discover paths through the Internet via announcement from their neighbors. Thus, in
[1], we considered the following security requirement: ensuring that the paths announced in the routing
protocol messages match the paths that packets actually take through the Internet (i.e., in the data plane). If
this requirement was satisfied, a node could rely on routing protocol messages to choose efficient routes for
its packets, or to avoid sending its traffic via intermediate nodes that are known to drop or corrupt packets.

Because this requirement is quite strong, we investigated whether it can be met in a weaker (but still realistic)
“threat model” where nodes are assumed to be rational economic actors. (This should be contrasted with the
more common approach in the security literature, where misbehaving parties are assumed to be arbitrarily
malicious). Assuming that players are rational allows us to use game-theoretic tools to reason about when
nodes have incentive to lie in routing protocol messages. Specifically, we used tools from distributed
algorithmic mechanism design (IDAMD) to look for conditions under which we could prove that nodes have
no incentive to send routing protocol messages that lie about the routes that they actually use for their
packets. Our approach differs from earlier attempts within the DAMD framework, because, for the first time,
we considered nodes that are interested in attracting incoming traffic in order to increase revenues.

Our analysis yielded some surprising results. We showed that even if we assume that nodes are rational, and
even if they all use the strongest known secure routing protocol (Secure BGP [5]), some nodes may still
benefit from lying in their routing messages. (While we did prove that nodes have no incentive to lie in some
special cases, to do this, we had to make unrealistic assumptions on the routing policies at each node.) Our
work [1] also includes examples of situations where nodes can reap financial benefits by lying, and I am
currently using empirical approaches to explore the impact these lies can have on the network.

3 SECURE DATA-PLANE MECHANISMS

Our work in [1] suggests that nodes should not rely on secure routing protocols to choose good paths
through a network. Thus, we focus instead on securing the mechanisms responsible for packet delivery. Here,
the question of security vs. efficiency is paramount, because these mechanisms need to keep up with the
extremely high packet-processing speeds in the core of the Internet.

Detecting the adversary. How can a node dezect if the traffic it sends on a path is being discarded or
corruptedr In [2], we designed secure and lightweight measurement protocols for this task. We assumed the
strongest possible adversarial model (where adversarial nodes on the path are fully aware of the details of the
protocol, and can, add, drop, modify and delay packets at will) and designed highly efficient protocols for
high-speed routers on multi-Gbit/sec links. For instance, our “secure sketch” protocol can monitor up to a
billion packets without marking or modifying existing packets, and requires only two control messages and
200-600 bytes of storage at the sender and receiver only.

Prototyping at Cisco. I spent the summer of 2008 at Cisco Research, prototyping our secure sketch
protocol on a Cisco software platform, working with product engineers to analyze use cases, and preparing a
full technical specification of the protocol.

Standardization efforts. Related to our work in [2], we reviewed an IETF charter on packet sampling [0]
that proposed solutions related to protocols we developed in [2]. Unfortunately, constructions proposed in
the charter contained a number of security flaws. We addressed these in [4] by developing a formal
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cryptographic model of security for packet sampling, presenting a number of secute approaches, and
explicitly breaking many of the constructions proposed in the charter. After presenting our work to the
IETF working group, the charter was revised according to our comments.

Localizing the adversary. While it is useful to enable senders to dezect packet loss and corruption on path, it
is even more useful to be able to /lalize the adversarial node responsible for tampering with packets.
Unfortunately, all known solutions to this problem (see [3]) require high overhead at every node on the path
(i.e., keys, cryptographic operations, storage). In [3] we studied this problem by developing a formal
cryptographic model that allowed us to find flaws in previous work, to design new secure protocols, and also
to apply sophisticated proof techniques (reductions, black box separations) to argue that the large overhead
used by these protocols at every node is both inherent and unavoidable.

Secure Internet measurement. The success of our work on measurement protocols in [2] (and our negative
results on localizing adversarial nodes in [3]) motivate more work on cryptographic protocols that desect
metrics other than packet loss and corruption. I am very interested in developing protocols that securely
monitor latency, delay variation (jitter), and packet reordering on an Internet path.

Fast hash functions. Furthermore, the secure measurement protocols in [2] require hash functions with very
weak cryptographic properties to be computed at extremely high speeds. Thus, I am very interested in
designing new hash functions that are optimized for this unusual tradeoff between security and efficiency.

4. FUTURE DIRECTIONS

As academics, we are uniquely positioned to provide an unbiased analysis of the complex security issues that
arise in computer networks. Furthermore, we have the opportunity to draw on rigorous techniques to deal
with these issues, and to reach out to various stakeholders (industry, standards bodies) to ensure our solutions
have impact. My dissertation research has taken preliminary steps to deal with some of the security issues
that arise in interdomain routing, and has opened a number of fascinating new questions related to the design
of network architectures that withstand selfish or adversarial behavior. Answering these questions will require
techniques that bridge between traditional disciplines (e.g., cryptography, game theory), for instance:

Deployment of security protocols. Deploying new network security protocols is a Catch-22 problem. On
the one hand, the security properties of many protocols (e.g. Secure BGP [5] and the localization protocols in
[3]) only take effect after they have been adopted by a large number of nodes. On the other hand, nodes will
only take on a costly upgrade if the security benefits of the new protocol have already taken effect. Inspired
by recent work on the adoption of new technologies by economically-motivated nodes in social networks [7],
I intend to develop analytic models to yield insights on strategies for deploying network security protocols.

Intersection of incentives and cryptography. In [3] we prove that any localization protocol can, at best,
localize a link adjacent to the adversary, but cannot distinguish which of the two nodes bordering that link are
responsible for tampering with traffic. Thus, an economically-motivated node might prefer to deviate from
the localization protocol to ensure that that he is not blamed when his neighbor corrupts packets. However,
the model we used in [1] does 7ot capture the notion of rational players; like most works in the cryptographic
literature, we rely on the assumption that nodes on the data path are either adversarial (arbitrarily malicious)
ot honest (always follow the protocol without deviation). While this issue has recently been addressed in the
cryptographic literature (e.g., for secret sharing, Byzantine agreement, etc.), more work is required before we
fully understand how to deal with both rational and malicious players. I am very interested in increasing our
understanding of this issue, beginning with the question of rational actors in secure localization protocols [3].

Reputation in networks. The networking literature sometimes (informally) claims that nodes in a network
are unlikely to misbehave because they value their long-term reputations. I am fascinated by the idea of
formally reasoning about this argument, and using it to inform the design of network security protocols. We
made a preliminary attempt to do this in [1] with our notion of “loop verification”, (that formalizes the idea
that a node will be honest if it fears getting caught lying), but I intend to contribute more to this area,
potentially by adapting or generalizing results from the economics literature on repeated games.
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Sharon Goldberg --- Teaching Statement
December 4, 2008

My objective is to empower students with the skills, confidence, and independence required to solve complex
problems. Below I discuss my goals in teaching and advising, as well as my interest in diversity issues.

1. TEACHING

Given the vast array of careers that students embark upon after graduation, I believe that it is crucial to teach
courses that provide students with transferable problem-solving skills.

My teaching style emphasizes learning through projects, labs, and homework assignments that stretch
concepts learned in class and applies them to everyday problems. At Princeton, I was awarded an
Outstanding Teaching Assistant Award for my work in an introductory course in electrical engineering
(ELE201). I ran a weekly precept, supervised bi-weekly labs, and prepared the course homeworks, midterm
and final exam. The course targeted both electrical engineering majors, and non-majors from other
departments (including the sciences and humanities), with the dual objective of teaching fundamental
concepts in signals and systems, while conveying the principled approach that electrical engineers use to solve
problems. Thus, I made an effort to apply interesting concepts from the course to familiar situations; for
example, a homework on coding theory focused on the JPEG encoding used for digital images on the
Internet, and a homework on information security considered a visual encryption scheme used on certain
international passports.

In classes and seminars, my lecturing style tends to be highly interactive, and I regularly receive positive
feedback on my ability to explain complex concepts in a simple way. As an undergraduate at the University
of Toronto, I ran extra-help sessions for an introductory course in electronics and electromagnetics. I began
my weekly sessions by clarifying a few concepts from the week’s lecture, and then spent the majority of the
time working through sample problems with the students. My sessions started with about 10 students; by the
end of the semester, over 100 students were voluntarily attending. I have also presented my research at
number of conferences and seminars in industry and academia, and guest-lectured in an advanced networking
course at Princeton.

Introductory courses. Given my teaching experiences at Princeton and my interest in increasing diversity in
science and engineering (see below), I am especially interested in teaching an introductory course that targets
both majors and non-majors from other departments. The nature of the course is less important to me than
the opportunity to encourage students to consider a career in a technical profession. To that end, I am
comfortable teaching a wide range of introductory courses, including courses in data structures and
algorithms, discrete math and probability, calculus, programming, signals and systems, circuit theory, digital
logic, or communications.

Advanced courses. At the advanced undergraduate and graduate level, I would like to teach courses in
security, cryptography, algorithmic game theory, or networking. At this level, I am interested in developing
project-based classes that allow student to develop problem-solving skills, and can potentially segue to further
research opportunities. At all levels, I am also willing to ‘learn through teaching’, by teaching courses outside
my immediate areas of expertise.

2. ADVISING

I have found that students are best equipped to discover their strengths and interests when they are aware of
a vatiety of problem-solving techniques (e.g., empirical, theoretical, system design/implementation).
Moreover, because my research is problem-driven and tends to draw on a variety of solution techniques, I
expect to continue working with a diverse group of students with interests in various areas.
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At Princeton, I am supervising a graduate student who is using empirical approaches to extend results from
my eatlier theoretical work. I have also had the opportunity to mentor a number of junior graduate students;
I have especially enjoyed working with ‘theory’ students as they explore the practical implications of their
work, and working with ‘systems’ students as they formalize and articulate the assumptions and results of
their research.

I believe that it is crucial to create an environment in which students can feel that their work has an impact on
a problem domain and other researchers. Thus, I intend to arrange reading groups and seminars in order to
provide opportunities for students develop a ‘taste’ for choosing research topics, and to facilitate relationships
that can lead to research collaborations.

3. DIVERSITY ISSUES

I have a very strong interest in increasing the number of women in technical professions. I have participated
in a number of initiatives that address this issue, and expect to continue such efforts throughout my career.

Informal support structures are an important tool for retaining women in the academic setting. During most
of my time at Princeton, 1 took a leadership role in the Graduate Women in Science and Engineering
(GWISE) organization. (I was Secretary in 2005-6, Vice-President in 2006-7, and President in 2007-8.) I
organized welcome lunches, monthly socials, professional development seminars, and two day-long
conferences that brought women graduate students from five universities together with together with women
leaders in industry and academia. GWISE has had noticeable impact on the women around me, including
mentoring relationships that I (and others) have built with younger female graduate students, and the
internships and scholarships that students have obtained from connections they made a GWISE events.

To increase the number of women enrolled in undergraduate programs in science and technology, we need to
reach out to women while they are still in high school. In 2008, I lead the organization (with another student)
of day-long colloquium about opportunities in engineering for girls in 9%-10t grade in New York City. I
oversaw the budget, secured funding from Google, and oversaw program developed by over 20 graduate
students and faculty from NYU and Princeton. Over 120 students from nine different high schools in New
York City attended our colloquium, and responded enthusiastically to our speakers, demonstrations, and
engineering design competition.
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