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Fault-Tolerant Array Processors Using
Single-Track Switches
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Abstract—An array processor is a collection of many similar
processing elements (PE’s), which can be executed in both
parallel and pipeline processing. For the implementation of
arrays of large number of processors, fault tolerance has always
been a very critical design issue. Very often, spare PE’s and
switching lattices are incorporated in the array to improve the
{fabrication-time) yield and the (run-time) reliability. In this
paper, an array grid model based on single-track swilches is
proposed. A reconfigurability theorem is developed to provide
the theoretical footing for new reconfiguration algorithms for the
fabrication-time and run-time processing. For fabrication-time
yield enhancement, the problem of finding a feasible reconfigura-
tion using global control can be reformulated as a3 maximum
independent set problem. Aun existing algorithm in graph theory is
adopted to solve this problem. The simulations conducted
indicate that the algorithm is computationally very efficient;
therefore, it may also be applicable to certain run-time fault
tolerance. In real-time fault tolerance, the propagation time of
data/control signals hetween the host computer incurred in the
global control is often prohibitively long; therefore, only distrib-
uted processing is feasible. Based on the same reconfigurability
theorem, a distributive reconfiguratdon algorithm is developed
for (asynchronous) array processors. The algorithm has several
important features: 1) it is distributively executed by the PE’s; 2)
no global informztion is required by the individual PE’s; 3) the
time overhead for reconfigurstion is independent of the array
size; 4} transient faults are handied by retries or by deactivating/
reactivating the temporarily failed PE. Based on simulations, the
performance of the algorithms are evaluated.

Index Terms—Array processor, compensation path, fabrica-
tion-time fault tolerance, reconfiguration, rus-time fault toler-
ance, transient faults, yield enhancement.

1. RECONFIGURABILITY THEORY

LSI/WSI processor arrays have regular and modular

structures which are very suitable for most signal and
image processing algorithms. The parallel/pipelined process-
ing capabilities can provide very high computational through-
puts in real-time applications. However, in fabrication time,
manufacturing defects on wafers are inevitable in today’s IC
technology, so the yield of a WSI system of a large number of
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processing elements (PE’s) is usuaily unacceptably poor.
Therefore, some fabrication-time fauit-tolerance techniques
may be empiloyed at the fabrication stage to enhance the vield
On the other hand, in run time, it is almost impossible to
guarantee such an array to have all the PE’s running correctly
over the time span of a mission. To combat this problem, run-
time fault-tolerance techniques must be incorporated into the
system at the array design stage. The objective now becomes
refiability improvement. Since the fault characteristics and
processing times between fabrication-time and run-time faule-
tolerant design are very different [1], different schemes should
be adopted.

All algorithms discussed in the paper are based on the
mesh-interconnection network. Two popular mesh architec-
tures are systolic and wavefront arrays [12], [14]. They
feature the important properties of modularity, regularity,
local interconnection, and a high degree of pipelining. The
data movements in the systolic arrays are controlied by
globally clocked “‘beats.”” On the contrary, the wavefront
array does not require global synchronization; instead, cach
PE has its own local clock (self-timed) and exchanges data
with peighboring PE’s by asynchronous handshaking. This
opens up new flexibilities in fault-tolerant designs [16].

In Section I, a single-track switch model is described A
reconfigurability theorem is established to provide the theo-
retical footing for the new reconfiguration aigorithms pro-
posed in the subsequent sections. In Section II, the problem of
finding a feasible reconfiguration using global control is
formulated as a maximum independent set problem. An
existing algorithm in graph theory is adopted to solve this
problem. The simulations conducted indicate that the al-
gorithm is computationally very efficient; therefore, it may
also be very suitable for certain run-time fault tolerance.
Furthermore, our approach can be extended to effectively deal
with failures of switches/wires/connections. In Section III, we
constder the reconfiguration of a wavefront array in real-time
environment. Based on the reconfigurability theorem, a
reconfiguration algorithm is proposed. The algotithm can be
distributively executed by all PE’s without the broadcasting of
global information and the time overhead of the algorithm is
independent of the array size.

A. Array Grid Model

To overcome the defects (or operational faults) in an array
processor, a common approach involves incorporating spare
PE’s and flexible interconnection structure into the array [6],
[291, [23], 5], [131, [18), [25), (22}, [15], (191, [17], [26],
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[20}, [28]. To develop a theoretical analysis of the reconfi-
guration algorithm, we introduce two kinds of arrays: physi-
cal array and logical array . The physical array is the array of
PE's which may be contaminated by manufacturing defects (or
by operational faults). The logical array on the other hand
represents the desired array structure, as specified by the
intended application. The objective of the fault-tolerance
design is to maximize the probability that the desired logical
array may be mapped to the healthy PE’s in the physical array.

The physical array used in our discussion consists of PE's,
double-row-column spares, and switches as shown in Fig. 1,
with the following assumptions.

1) Faulty PE’s can be converted into connecting elements.
This assumption is adopted in many designs [10], [13], [25].

2) The switching elements and the interconnection wirings
are fault-free.

These assumptions are justifiable by claiming that the
switches/wires use much less hardware as compared to the
PE’s so they are less vulnerable to faults. In Section II-C, our
algorithm will be extended to cover the situations of switch/
wire/connection failures.

Our scheme is different from previous works in that only
single-track switches are used. Here single-track means only
one communication path along each horizontal/vertical
channel. (The communication path includes both the data and
control signals between two adjacent PE’s.) Note that the
connecting function of PE’s actually provides one more track
within PE’s, which helps enhance the reconfiguration capabil-
ity. The switching functions provided by a single-track switch
are shown in Fig. 1(b).

Previous works on this problem tend to use multitrack
switches (or multiplexers) {(e.g ., six-track in {24] and [25]) and
a centralized global reconfiguration scheme to improve the
yield and/or array reliability. The simplicity of the single-track
switch not only saves area but also makes the assumption of
fault-free switches and interconnection wiring more realistic.
Note that the major area saved is not for the control part of the
switches bat for the communication channels. For example,
the one-track switch chip implemented with 3.5 um NMOS
technology in [8]. In the total area of 600 um X 822 um, over
half of it is used for the 8-bit data “‘track.”

B. Reconfiguration Theory

Throughout this paper, the logical array is indexed from {1,
11 to [N, M (inciuding the four corner PE’s) and the physical
array is from [0, O o [NV + 1, M + 1] (excluding the four
corner PE’s), cf., Fig. 1. Reconfiguration in array processors
comprises two tasks 1) placement and 2) routing.

1) Placement: A placement is defined by a one-to-one (but
not onto) function P(-, -) which maps all the logical indexes
to (healthy) PE’s on the physical array. A mapping P, j) =
(x, ¥) means that the physical PE (x, y) is labeled with a logic
index (i, j). Here the vertical axis uses x ({) index and the
horizontal axis uses y (j) index.

2) Routing: On the physical array, a path linking P(i, /)
and P(i + 1,/)is called a vertical link and a path linking P(;,
jyand P(i, j + 1) is a horizontal link. A valid routing means
the establishment of aff the horizontal links and vertical links
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Fig. 1. (a) The physical array with double-row-column spare PE’s, and (b)
the switch functions

(fori =1, >, M~ 1,j=1, <, N — 1) on the physical
array.

Definition of Compensation Path: If no fault occurs, then
the logical indexes for all the physical PE’s are the same as
their physical indexes, i.e., (i, ) = (x, ). If a nonspare PE,
{(x, ¥), is detected to be faulty, then it may be replaced by a
healthy PE at say (x’, ¥ "), which will in turn be replaced again
by another PE at say (x”, y”), and so on. Eventually this
replacement process will terminate when a spare PE is used.
This process defines the compensation path as the ordered
sequence of physical PE’s, (x, ¥), (x", »"), (x", ¥"), -~ -,
involved in the chain of reaction. Qbviously, there should be
as many compensation paths as faulty PE’s. These compensa-
tion paths have to be mutually exclusive, since a PE cannot be
used to replace more than one other PE. It can be shown that
the placement mapping function may be uniquely defined
based on the compensation paths as the following:

* For the PE’s on a compensation path: Starting with a
(faulty) PE(x, »), P(x, y) = (x',¥"), P(x", »") = (x", »"),
.- - etc. Note that the faulty PE(x, y) is not mapped onto by
any logical index, so it is also an unassigned PE.

e If a nonspare PE, say at (x, y), is noi on any
compensation path, then the mapping will be P(x, y} = (x, ¥).

It will become clear later that, regarding reconfiguration,
only straight compensation paths are of interest. For each
nonspare faulty PE with physical location (x, »), there are four
possible straight compensation paths. The South, North, East,
and West compensation paths are denoted as [x*, y1, [x~, ¥,
[x, ¥*1, and [x, y~], respectively. For example, the east
compensation path, [x, y*], connects PE's (x, ¥), (x,y + 1},
~--, and (x, M + 1) (see Fig. 2), and the west compensation
path [x, y~] connects PE’s {x, ), (x,y — 1), ", and (x, 0).

Definition of “‘Near-Miss:”’ Two horizontal compensation

A




3

KUNG et af : FAULT-TOLERANT ARRAY PROCESSORS

Fig 2. Single fauity PE with an east compensation path

paths, [x,, ¥/ 1 and [x;, y, |, are declared ‘‘near-miss”" if |x,
- x3] = 1and y, < y; (see Fig. 3). Similar definition goes
for two opposite vertical compensation paths. All the other
situations are not considered “‘near-miss.”

Reconfigurability Theorem.: Given an (N + 2) x (M +
2) physical array, it is reconfigurable into an N X M logical
array using one-track routing if 1) there exists a set of
continuous ' and straight compensation paths covering all the
faulty PE’s and 2) there is neither intersection nor ‘‘near-
miss’’ among the compensation paths.

The proof of this theorem is discussed in the Appendix. The
theorem allows us to select the compensation paths and the
corresponding placement so that routing on the grid model is
possible. The theory is proved in a constructive way. This
means that, once the compensation paths are determined, the
corresponding routing scheme can be constructed.

Routing Scheme: The routing is determined by the
switching states in the switching elements (SE), which are
solely determined by the compensation paths. There are two
kinds of switches. The first kind, denoted as SW1, is located
between two vertical neighboring PE’s (i.e., SEy and SEg).
The other kind, denoted as SW2, is located between two
horizontal neighboring PE’s (i.e., SEg and SEy). Let us look
into the switch control design for SW2 type switches. Such a
switch control is determined by the so-called routing states of
its two neighboring PE’s. This state, as defined in Table I, will
be called the vertical routing state (VRS). The state of the
SW2 switch is a simple function of VRS and VRS, as shown
in Table II. Similarly, SW1 type switches are controlled by the
horizontal routing state {HRS) of its two neighboring PE’s.

Corollary; With the routing as shown in Fig. 15, the
maximum length of horizonal (or vertical) links < 3Wp +
IW;, where Wpe and Wy are the width of PE and track,
respectively. (Assume that links start (and end) at the center of
PE’s. If links start and end at the boundary of PE’s, then 2Wpe
+ 3Wr should be used instead.)

This corollary guarantees that the restructured inter-PE
interconnection of our scheme will not significantly degrade
the array performance.

[I. FaBricATION-TIME RECONFIGURATION FOR YIELD
ENHANCEMENT

A. C‘entralized Reconfiguration Algorithm via
Contradiction Graph

Given a defect distribution, it is most important to find a
ptacement which satisfies the condition of the reconfigurability

' More precisely, et (x, ) = P(i, j), then [x — if + [y - | = L.
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Fig. 3. Two kinds of compensation paths with opposite directions: {a)
“‘near-muss’” (b} not considered *'near-rmiss "

TABLE I

not on any vertical compensation path

not faulty and on a south compensation path

faulty and on a south compensation path

faulty and on a north compensation path

W |l —=|=

not faulty and on a north compensation path

TABLE II
VRSw\ VRSg |0 | L ]2
0 b d|d
vas,, awa)’ [vas, 1 dibldlx|x
2 dlc|x|a
3 cix{a|x|d
4 clx|{x]c

theorem. (The routing scheme can then follow trivially by a
table lockup.) To specify the placement, it is sufficient to
determine the directions of the compensation paths for all the
nonspare faulty PE’s. This problem can in turn be reformu-
lated as a well-known problem of finding one maximum
independent set in graph theory. Then a systematic enumera-
tive method due to Bron and Kerbosch [2] may be employed to
solve the problem. ‘

Let us denote the number of nonspare faulty PE’'s as F.
Since there are four alternative compensation paths for each
nonspare faulty PE, the total number of possible choices is 47
For example, if F = 10, there are more than one million
possible choices. However, only a small fraction of them will
be valid, i.e., not contradicting the conditions described
below.

A compensation path is proclaimed as noncandidate (and
will not be adopted) if either 1) there is another faulty PE on it
or 2) the spare PE is previously utilized [cf., 25 in Fig. 4(a)].
All the other compensation paths are candidate compensa-
tion paths. Among them, the selection has to follow certain
rules which are represented by a contradiction graph.

Definition of Contradiction Graph. Given a fault pattern,
a contradiction graph is an undirected graph (G(V, E) where
V denotes the set of all vertices, each representing a candidate
compensation path, and E denotes the set of {contradiction)
edges. An edge exists between u and v, where u, v € V, if and
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Fig 4. (a) A fault pattern with three faults, two for nonspare PE’s and one
for spare PE. (b) The corresponding contradiction graph with a *‘crossed’
vertex 2S. (¢) The reduced equivalent contradiction graph.

only if u and v cannot coexist. Note that u and v cannot coexist
if 1) voth u and v are for the same faulty PE (since the
compensation path for each nonspare fanlty PE is unique); or
2) the coexistence of both u and v violates the ‘‘nonintersect-
ing’” and ‘‘nonnear-miss’’ conditions.

Here we use a simple example to illustrate the contradiction
graph. A fault pattern with three faults, two for nonspare PE’s
and one for spare PE, is shown in Fig. 4(a). The correspond-
ing contradiction graph has two **kites’’ as shown in Fig. 4(b).
In general, the contradiction graph is an F-kite graph, where F
is the number of nonspare faulty PE’s. Since some compensa-
tion paths will be proclaimed as noncandidate in the first place,
their corresponding vertices may be **crossed™ out. In Fig.
4(b), 28 is “‘crossed’’ out because there is another faulty PE
on the compensation path. The graph is thus reducible to Fig.
4(c).

Graph Terminologies [4]: Given an undirected graph G,
an independent (vertex) set is a set of vertices of (; so that no
two vertices of the set are adjacent. An independent set is
maximal when there is no other independent set that contains
it. The set is called maximal independent set. If Q is the
. family of maximal independent sets, then the number maxse g
18| is called the independence number of the graph and the
set S* from which it is derived is called the maximum
independent set.

Corollary: Given a fault pattern in the (N + 2) X (M + 2)
one-track physical array, there exists a valid routing scheme
(to support an embedded N x M logical array) if the
independence number of the contradiction graph 15 F.
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An effective method to find all the maximal independent
sets is proposed by Bron and Kerbosch in {2], which is
essentially a tree search method. Based on the above corollary,
the problem of finding a piacement which satisfies the theorem
is equivaleot to finding a maximum independent set of the
contradiction graph with independence number equal o F.
Therefore, we medify the testing condition of Bron and
Kerbosch's algorithm according to our special need.

The algorithm consists of forward step and backtracking
step. In a torward step, say at the stage k, an independent
vertex set S is augmented by another proper vertex to produce
a new independent set Sy, ;. Under a smoothest condition, the
forward step continues until the set becomes a maximal
independent set. If the size of the set is not F, then the
backtracking step has to be adopted. For this, two intermediate
sets, Q and Q. are introduced for the algorithm.

Placement Procedure: The procedure is detailed in Fig. 5

B. Simulations

To estimate the yield of the proposed model and algorithm,
Monte Carlo simulations are performed for 12 x 12, 17 X
17, and 22 x 22 physical arrays. Here all the PE’s are
assumed to have independent failures.

It is computationally advantageous to further reduce the
number of vertices in the contradiction graph. The following
“‘screening’” procedure is very useful for this purpose. Note
that a vertex must be adopted if 1) all the other three vertices in
the same kite are already crossed out; or 2} it is not connected
to any vertices in another kite. Once a vertex is adopted, all its
adjacent vertices should also be crossed-out. (Otherwise,
contradiction could occur.) Such a “‘screening’’ process [9]
may be recursively executed to cross out a large number of
vertices in the contradiction graph. Fig. 6{(a) shows the
average CPU time for the reconfiguration of one fault pattern
in a SUN/4-280 workstation (with screening). In all the
simulations, the reconfiguration for each fault pattern con-
sumes in average less than 100 ms. The array yields are
summarized in Fig. 6(b) and (c). Note that the algorithm
provides very good enhancement for smaller array sizes The
results also suggest that the partitioning scheme (cf., Section
II-D) may be desirable for larger arrays.

Fault Patterns with Clustering: Defects on a wafer (or a
chip) are sometimes clustered [30]. If clusters spread over
multiple PE’s, then the array yield may degrade. This case has
been studied by our simuiation. In which, we follow the idea in
[31] to generate clustered PE fault patterns, where the degree
of clustering is controiled by two parameters, o, and g, The
simulation program first generates a fault patiern based on
independent PE failures (with gy as the probability of PE
failure). Starting with this pattern, the program converts a
nonfaulty PE at (x, ¥) to a favity PE witha probability of oy +
(r(¥, ¥) X 03), where p(x, y) is the number of immediate
faulty neighbor PE’s of (x, y). This process will be repeated
until a given number of faulty PE’s is generated. Array yields
for such kinds of clustered PE faults are simulated and the
results are given in Fig. 6(d).
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procedure MAX-INDEPENDENT(V, T}
/* V: vertex set; T(v): the set of vertices adjacent to the vertex v */
Initialization: Set Sq = Qf = ¢, Qg’ =V, k=0

Forward:

CHOOSE-ONE-VERTEX-AND-ADD-TO-§
Set Qypy = Qy-—D(va) and @F,, = QF — [(w) — {m}

Set k =k +1
Test:

(IS4 1@ < For (Br ey, st T(»)NQ] = $), go to Backiracking
else if (Q7 # #) go to Forward
else if (Qp # &) or (|5] # F) go to Backtracking

else Print out the solution, Si, and Stop

Backtracking:

If (k = 0) and (QF = ¢) Stop

/* All maximal independent seta have been teated */

Set k£ = k£ — 1 and Remove v, from Sy to pro(‘ij,lce Sk
Retrieve @ and QY, Remove vy from QF and add it to @}

If (k =0) and (Q} = 4) Stop

/* All maximal independent seta have beén tested */

else go to Test
end MAX-INDEPENDENT;

procedure CHOOSE-ONE-VERTEX-AND-ADD-TO-S
If (Qy = ¢) Choose v, randomly from Q7

elsa

Forall v € Q, find a v* which minimizen |T'(v) N Q|
Choose vy randomly from the set T{v*) N Q}

/* Such a choice tends to avoid unnecessary tree search */

Add vg to Sy to form a new set Syy,
end CHOOSE-ONE-VERTEX-AND- ADD-TO-S;

Fig 5.

C. Reconfigurability Under Failures of Switches,
Connections, and Wires

The reconfiguration algorithm can be modified to handle
failures of switches, connections, and wires. Qur approach
hinges upon a modified usage of the contradiction graph
according to the switch states given in Table II.

Switch Failure: There are two kinds of switch failures: one
is total failure and the other is stuck-at-failure. Let us first
focus on the effects of a total switch fatlure, i.e., all of the four
wires connected to switches can no longer be used. Such a
switch failure has two effects. 1) The two immediate neighbor
PE’s can no longer be utilized, thus they have to be declared
faulty. 2) Additional restriction on the types of compensation
paths which may be selected to cover the two PE’s must be
imposed. Suppose that the fatled switch is of SW2 type, then
(according to Table II} both the compensation paths must be
vertical and must be in the same direction. This restriction
may be incorporated into the contradiction graph.

A stuck-at switch failure means that the switch is fixed and
all the other switch states are prohibited. (For example, a
stuck-at-b switch cannot be in state a, ¢, or d.) The damage of
stuck-at switch failures is often more limited. It is not always
necessary to declare the two neighboring PE’s as faulty. For
this, we propose a procedure based on proper modification of

Maximum independent set procedure.

the contradiction graph {7]. For example, suppose that there is
a (stuck-at-b) switch failure in addition to two nonspare faulty
PE's as shown in Fig. 7(a). Since the two nonspare faulty PE’s
are in neighboring columns, the contradiction graph as shown
in Fig. 4(b) should be modified with an additional edge (1S,
2N) since 1§ and 2N are “*near-miss.”” With this as an initial
graph, one needs to add three edges as shown by dashed edges
in Fig. 7(b) for the additional switch failure. From this
contradiction graph, we may get a solution, e.g , {{N, 2N},
for the array reconfiguration. Note that if the switch is stuck-
at-c, then {1E, 2N} can be used.

Simulations: Monte Carlo simulations are performed to
estimate the array yield for fauit patterns with both PE and
(total) switch faults. Let r denote the ratio of the PE and the
switch failure rates. In other words, r = (1 -~ Yield(PE)})/(1
— Yield(switch)). The simulations are performed for r = 50,
100, and 1000, respectively, with the logical array size being
10 x 10. The results are shown in Fig. 8. The simulations
reveal how the array yield is degraded by switch failures as
compared to perfect switches. They also show that the array
yield is very much improved by using the proposed scheme to
handle switch failures. In fact, the simulations indicate that a
better half of those system failures caused by switch failures
can be recovered by the proposed scheme.

Connection/Wire Failure: Connection failure means that a
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fauity PE fails to be converted into a desired connecting
clement. Again, there are two types: 1) total failure and 2)
stuck-at failure. The total failure of a connection (within a
faulty PE) has a very severe consequence It implies the
system cannot be reconfigured. This suggests that it pays to
“enhance’’ the hardware for the connection part to minimize
such failure. The second type of connection failure is when the
faulty PE becomes either stuck-at-vertical or stuck-at-horizon-
tal connecting element. To handle this case, we can again
resort to the contradiction graph. For example, if there is one
faulty PE and the connection is stuck-at-horizontal, then the
vertical compensation paths for the PE should be crossed out.

To tackle the failure of wires, a similar approach (i.e.,
modifying the contradiction graph according to Table Ty may
be adopted. If a wire between two switches fails, then one way
of arriving at a coarse estimate of the yield is to model the
failure in terms of the (stuck-at) switch failures. Another kind
of failure is when, say, a horizontal wire between a PE and a
switch fails. This situation can be shown to be equivalent to the
situation that the PE fails and at the same time the PE becomes
a stuck-at-vertical connecting element. Therefore, this case
can be simulated as the combination of PE fault and stuck-at
connection faijure.

D. Spare PE Distributions and Partitioning Scheme

Since the spare PE’s are used to handle defects, the number
of spare PE’s used and their distribution can greatly influence
the yield. The kinds of spare PE distributions include 1)
double-row-column, 2) single-row-column, 3) double-
column, and 4) single-column. Tradeoffs between the array
reliability and the hardware/software complexity may be
made.

Combination of Single-Track Switch and Partitioning
Scheme: With single-track switches, the reconfiguration
capability is limited and the yield enhancement may not be
satisfactory for large arrays. Our approach is to partition a
large array (e.g., 32 x 32) into many smaller subarrays (e.g.,
8 X 8), cach equipped with spare PE’s (see Fig. 9). Note that
there is only a single spare column between two neighboring
subarrays and a spare PE may be used by either (but not both)
of the two subarrays Therefore, the reconfiguration processes
for two neighboring subarrays become coupled. This means
that some extra edges have to be added to the contradiction
graph in the aigorithm.

Simulations for Partitioning Scheme: To estimate the
yield when extra spares are incorporated with the partitioning
scheme, Monte Carlo simulations are adopted. Here all the
PE’s are assumed to have independent failures. The simulation
resuits are summarized in Fig. 10. The simulations indicate
that very good yield enhancement may be achieved with a
moderate increase of redundancy overhead, which is defined
as the number of spares over the number of fogical PE’s.

E. Compile-Time Fault Tolerance

Two kinds of run-time environments need to be distin-
guished: compile time versus real time. It is considered a
compile-time environment if the detection and location of the
operational faults and the reconfiguration can be done off-line.
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Otherwise, it becomes a reai-time environment, which will be
addressed in the next section. The simulations conducted
indicate that the algorithm originally proposed for the fabrica-
tion-time fault tolerance is computationally very efficient. For
example, for all the cases simulated and shown in Fig. 6, the
average CPU time for the reconfiguration of one fauit pattern
takes no more than 100 ms in a SUN/4-280 workstation.
Therefore, the same reconfiguration algorithm may aiso be
very suitable for many compile-time reconfiguration applica-
tions. To adapt our algorithm to the compile-time environ-
ment, we note that the array may have some compensation
paths preselected as the result of reconfiguration taken place in
the fabrication time. This information can be reflected in the
initial contradiction graph (for the compile time) which
comprises all the selected compensation paths during the
fabrication time. The new ‘‘kites”” will be added to the initial
contradiction graph in run time, and the same algorithm for
maximum independent set may be applied.
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111. REAL-TIME RECONFIGURATION FOR RELIABILITY
IMPROVEMENT

In this section, a different reconfiguration algorithm based
on compensation paths is developed for real-time fault
tolerance. For fabrication-time or compile-time fauit toler-
ance, there are no apparent reasons to favor either a systolic
array or a wavefront array . However, for the real-time fault
tolerance, the wavefront array is superior to the systolic array,
since it can cope with on-line reconfigurations due to its
asynchronous procéssing capability.

Reconfiguration in Rea! Time: One important factor
considered in real-time reconfiguration is to minimize the
reconfiguration time. To come up with a satisfactory design,
we have to resort to wavefront arrays. Its self-timed data-
driven property may be exploited to allow the reconfiguration
algorithm to be distributively executed by all PE’s based on
local information only. Therefore, the time overhead of the
reconfiguration algorithm can be made independent of the
array size.

Transient Versus Permanent Faults: The coverage of
transient faunlts is another important issue in real-time fauit
tolerance. Ii has been reported that the occurrence of transient
faults, mainly due toe temporary environmental changes, is
about 10 times more frequent than that of permanent faults
[271, [21]. To distinguish between transient faults and perma-
neat faults, a typical technique is to perform a fixed number of
retry and declare a fault as permanent if it persists beyond an
average duration (of transient faults).

A. Distributed Reconfiguration Algorithm

Grid Model: For run-time fault-tolerance design, the
physical array is considered to be an array which has been
successfully tested and delivered by the manufacturer for real
mission operations. Operational faults during the mission time
are expected, although the operational faults have a much
lower probability of occurrence as compared to production
defects [11]. The logical array again represents the desired
array structure corresponding to the application. When opera-
tional faults in the physical array occur, the run-time reconfi-
guration techniques will be applied so that the logical array can
be successfully mapped to the working PE’s in the physical
array.

The basic assumptions on the array grid model in Section 11
are still valid in this section. Here we make an additional
assumption that the (built-in) fault detection, the reconfigura-
tion states, and the communication among PE’s, are all fault-
free.

To achieve real-time reconfiguration, distributive process-
ing is necessary. Therefore, it is important that each individual
PE keeps updating the information concerning the reconfi-
gurations incurred in its neighborhood. For distributive
routing, the routing state discussed in Section II can still be
used. For distributive placement, we need to define a
placement state within each PE to specify the available
options of compensation paths to choose from.

Placement State and its Updating: To prevent compensa-
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tion paths from intersecting and *‘near-miss,”” every PE keeps
a 4-bit placement state. Bach bit indicates the availability of
one compensation path direction.

In our reconfiguration scheme, both the deactivating and
reactivating are considered. The deactivating program will be
initiated when a PE is declared faulty, while the reacrivating
program wilt be executed when the failed PE is recovered. The
updating of the placement state depends on which program is
currently executed.

1) Deactivating: Each compensation path for a faulty PE
may “‘block’” some future compensation paths. The location
and the direction of the newly generated compensation path
are propagated to all the other PE’s. Based on these data, all
PE’s update their own placement state. The updating is based
on the region it locates with respect to the newly generated
compensation path.

2) Reactivating: When a faulty PE is recovered, its
corresponding compensation path will be cancelled The
cancellation of a compensation path will influence the piace-
ment states of the other PE’s since some originally *‘blocked’’
compensation paths become permissible. To indicate whether
a compensation path is allowed, there are four counters used in
the scheme for each PE, one for each possible compensation
path direction. For example, the south counter records the
number of compensation paths which prevent the south
compensation path for the PE. These include the horizontal
compensation paths which pass directly below the PE and the
north. compensation paths which *‘near-miss’™’ with the south
compensation path for the PE. The counter is increased
(decreased) by the creation (cancellation) of such a special
compensation path. When a counter is decreased to zero, the
corresponding compensation path becomes allowed and the
placement state of the PE should be upgraded.

Distributed Reconfiguration Algorithm: Assume that the
Jault detection is concurrently performed in every PE by
means of some on-line self-testing circuits, e.g., via duplica-
tion of arithmetic and logic units with matching circuits. To
avoid unnecessary reconfigoerations, a PE failure will not
immediately activate the reconfiguration operation. Instead,
the retry is repeatedly performed by the faulty PE until either
the fault disappears or the number of retry exceeds a bound.

1) If the fault disappears, it is viewed as a transient fault and
the PE is never considered as faulty. Because of the data-
driven property of the wavefront array, the activities of all the
neighbor PE’s are suspended during the retry period. Once the
transient fault recovers, the PE and ail the neighbor PE’s can
continte as normal.

2) If the fault persists beyond a certain number of retries,
the PE is declared faulty and the deactivation and reactiva-
tion processes are initiated.

e Deactivation of a Faulty PE; When a fault is declared,
the faulty PE chooses a compensation path based on the
current placement state. If no compensation path can be
adopted, the array is declared failed. Otherwise, the faulty PE
issues an interrupt to its neighbor PE’s and sends out the
information about the physical location of the faulty PE and
the type of the compensation path. The information is
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Fig. 12, The physical array with one row and one column of spare PE’s

propagated out not only along the compensation path, but also
across almost the entire array similar to an electromagnetic
wavefront propagation (see Fig. 11).

a) The PE’s not on the compensation path will 1) update
their placement states according to the fault position and the
type of compensation path and 2) function like a wave media,
i.e., interrupt the neighbor PE’s and pass information to them.

b} For PE’s on the compensation path, in addition to the
above tasks, each has the following activities: 1) checking the
placement state to see if there are other compensation paths
passing through the PE. If yes, the array is declared failed.
Otherwise, 2) and 3) are executed. 2) updating its VRS and
HRS states (cf., Table I) and thug changes the state of its
neighboring switches (cf., Table II), and 3) reassigning the job
originally belonging to it to the next PE on the compensation
path.

¢ Reactivation of a Recovered PE: Once a fault is
declared, the faulty PE becomes a connecting element and
enters a dormant state. In the dormant state, the PE tests itself
to check its status repeatedly. If the fault is transient and the
transient fault is removed, the dormant PE initiates an
interrupt to its neighboring PE, takes back the job originally
assigned to it, changes its own states (including placement
states, HRS, and VRS), and then continues its unfinished
work,

B. Example: Single-Row-Column Spare Distribution

For illustration, we apply the above general scheme to the
simpler special case of the single-row-column spare distribu-
tion (see Fig. 12).

Reconfigurability Theorem for Single-Row-Column
Spares: Given an (N + 1) X (M + 1) one-track physical

array, it is reconfigurable into an N x M logical array if there
exists a set of continuous and straight compensation paths
covering all of the faulty PE’s and they are nonintersecting,

Since this is a special case of the reconfigurability theorem
in Section II, the proof is self-evident.

Placement State: Every PE keeps a 2-bit placement state,
which provides sufficient information to prevent the compen-
sation paths from intersecting. '

1) HV: Both horizontal and vertical compensation paths are
allowed to pass through this PE. When a PE in this state fails,
the shorter compensation path will be chosen to decrease the
possibility of future intersection. '

2) HV: Only horizontal compensation path is allowed to
pass through this PE.

3) HV: Only vertical compensation path is allowed to pass
through this PE.

4) HV: No more compensation path is allowed to pass
through this PE.

All PE’s have the same initial placement state, HV. The
updating is based on the region it locates with respect to the
newly generated compensation path [see Fig. 13(a)]. The
resulting state transition diagram is shown in Fig. 13(b)
where the dashed lines indicate the state transitions due to fauit
recoveries. If any PE in the state HV is declared faulty, the
system fails. ‘

Routing State: The routing state for single-row-column
spares is a special case of what was discussed in Section I-B.
Only three VRS states, i.e., 0, 1, and, 2 (see Table I) are
required since there is no north compensation path.

C. System Reliability Evaluation

To get some ideas about a real-time fault-tolerance system,
let us consider a system with the following parameters.
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s The PE computation clock rate is 10 MHz and the system
communication clock rate is 100 kHz.

e The failure rate of permanent faults \ is 10~ % per second.
If fanlts are assumed to be independent of each other, the PE
reliability () (= =) is 0.99 in a mission time (¢) of 10* 5.
Note that the PE reliability is the probability that a PE works
during the mission time given that the PE works initiaily.

* The failure rate of transient faults is 10 times that of
permanent fauits. If the transient faults are treated the same as
permanent faults in the reconfiguration scheme, the corres-
ponding PE reliability is 0.896 in a mission time of 10* s.

® The average duration of transient faults s 10 system
communication clocks. That is the recovery rate for transient
faults is {04 per second.

The following two observations are useful in simplifying
our simuiation for the system reliability.

e For transient faults the recovery rate (10* per second) is
much higher than the failure rate (10* per second). Thus, the
system reliability should be approximately the same if we
disregard the influence of transient faults which are recovered
later. Since in our scheme the recovery of transient faults is by
retrying the faulty task, a leakage may be defined as the
percentage of transient faults which cannot be recovered by a
finite number of retries {and thus is handled as a permanent
fault). As an example, if the leakage is 0.5, the equivalent PE
refiability is

r=e {10 “6ra510 )0t _ g 942,

e The failure rate of permanent faults is 10~ per second,
or equivalently, 10~'! per system communication clock
period. Thus, for an array with a moderate size, e.g., 20 X
20, the probability that a permanent fault occurs during the
propagation of the compensation path for another permanent
fault is very low.

Monte Carlo Simulation: Assume that all the PE’s have

independent failures and the same PE reliability r, then the
array reliability for a physical array with size N x M is

é (N?‘f) C“rNMAi(l_r)i (‘)

=0

where C; is the probability that a fault pattern with / faulty
PE’s does not cause array failure and X is the number of spare
PE’s. Based on a Monte Carlo simulation, we estimate C; and
compute the array reliability.

The simulation is performed in the following way.

¢ Since the effect of the reactivating process can be
incorporated as leakages, only the deactivating process is
simulated.

» The position of faulty PE’s is generated one by one via a
random number generator.

e For each fault, the system forms a compensation path. If
it is impossible to form a compensation path, the system is
failed.

o C; = 8;/K, where S; is the number of successful fault
patterns with i favlty PE’s and X is the total number of fault
patterns. Here a successful fauit pattern means the fault pattern
does not cause system failure.

The simulation results aré summarized in Table HL

Partitioning: With single-track switches, the reconfigura-
tion capability is limited and the array reliability becomes
unsatisfactory for large arrays. This problem may be signifi-
cantly alleviated by adopting the partitioning scheme men-
tioned in Section II-D. Table IV summarizes the system
reliability for different subarray sizes by assuming a 32 X 32
logical array.

Comparisont to Synchronous Schemes: When either 2
transient or a permanent fault is detected, 2 systolic/synchro-
nous array must use global interrupt to stop @/ the PE’s in
order to perform the reconfiguration {3}, [15}, [25] Since

—-—’-—t
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TABLE I
Logical Without Deactivation Retry Retry
Array Size | Fault-Tolerance Ounly (0.5 Leakage) | (No Leakage)
Equivalent r 0.896 0.896 0.942 0.99
4 %4 1.726 x 10~1 | 8.289 x 10~ | 9.457 x 10~* | 9.984 x 10-1 |
8 x8& 8.866 x 10-* [ 2670 x 10~! | 6.556 x 10~! | 9.886 x 10-1
12 % 12 1.356 x 1077 [ 1.901 x 107% | 2.720 x 18- { 9.608 x 10!
16 % 16 6178 x 107'% | 1734 % 1074 | 5.165% 10-7 | 9.208 x 10-!
TABLE IV
Logical Subarray Size | Spare PEs Required | System Reliability
2x%2 1024 0.9572
4 x4 512 0.9695
8 x8 256 0.9033
16 x 16 128 0.7774
32 x 32 64 0.4994

multiple faults may occur at the same time, a time consuming
fault-detection/reconfiguration process is required for host-
driven methods [24], [25]. Note that the information transfer
between the array and the host is very time-consuming even
with the help of giobal links.

In contrast to the systolic/synchronous array, the (asyn-
chronous) wavefront array does not require globat interrup-
tion. Each PE can start its computation right after the local
reconfiguration is complete without having to wait for the
reconfiguration of the whole array to complete. Therefore, the
time overhead of our reconfiguration algorithm is independent
of the array size. Another advantage of our design is the ability
due to its distributed processing to handle multiple faults
which occur at the same time. Finally, by avoiding the global
link, the scheme offers a reduced hardware cost and increased
system reliability . However, the control process for the COPE

scheme is more complicated. Furthermore, 2 larger local

memory is required since each PE must be able to store two
sets of data/processes, one for its own job and the other for the
job of its neighbors,

IV. Concrusion

In our model, the faulty PE’s can be converted into
connecting e¢lements. This in reality means one additional
track within the processor elements. (Note that the switch
control of a track within a PE is easier to handle than those
outside a PE.) In this sense, our model is not a *‘pure’” 1-
track, instead it may be cailed a 11-track model. An important
question is, *“If a fault pattern is reconfigurable on a lal-track
model, is it always reconfigurable on a pure 2-track array?*” In
other words, “‘Can our reconfiguration algorithm for 13-track
arrays be directly applied to ‘‘pure’ 2-track arrays?’’ The
answers are YES. For example, Fig. I4(a) shows a fauit
pattern reconfigurable on a l%—track model. The same pattern
is also reconfigurable on a **pure’” 2-track model as shown in
Fig. 14(b). The basic idea of our proof is the following. (For a
detailed proof see [7].) As shown in Fig. 14(b), each vertical

(horizontal) channel has two tracks. The left track (resp.. the
upper track) is reserved exclusively for bypassing a faulty PE
while the right track (resp., the bottom track) is used (although
not exclusively) for the routing corresponding to inter-PE
interconnection. In {26], a pure 2-track WSI array was built in
hardware, but no very systematic procedure is available in
software. Coincidently, our compensation path reconfigura-
tion algorithm offers a good software solution for the WSI
array [26].

In summary, an array grid model based on an enhanced
single-track switch is proposed and several reconfiguration
algorithms based on the reconfigurability theorem are devel-
oped. The proposed reconfiguration algorithm can systemati-
cally search all the possible placements and guarantee to find a
feasible solution whenever the array is reconfigurable. The
algorithm, based on a contradiction graph, can be applied to a
normal array or a partitioned array. The algorithm is meant for
centralized processing using a host computer. It may also be
adopted for compile-time environments. Simulation resuits
indicate very good yield may be delivered.

In real-time fault-tolerance designs, reconfiguration time
overhead and handling of transient faults are two important
factors. Wavefront arrays offer the asynchronous data-driven
computing feature which facilitates fault-tolerant designs for
real-time environment. This leads to a different reconfigura-
tion scheme, distributively executable by individual PE'’s.
Therefore, the reconfiguration time overhead is independent
of the array size. Two methods, retry and reactivation, are
developed to handle transient faults,

APPENDIX

PROOF OF THE RECONFIGURABILITY THEOREM
Reconfigurability Theorem: Given an (N + 2) x (M +
2) physical array, it is reconfigurable into an N x M logical
array using one-track routing if 1) there exists a set of
continuous and straight compensation paths covering all the
faulty PE’s and 2) there is neither intersection nor ‘‘near-
miss”’ among the compensation paths.
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Fig. 14. The routing of a fault pattern (a) in our modet, (b) in a two-track
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cach PE are the possible VRS of that PE. Lowercase characters 4, b, ¢, and d indicate the switch states.
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Proof- A segment is defined as the physical communica-
tion links between two interconnected switches. There are
horizontal segments and vertical segments. We would hike to
stress that, in our routing scheme, all the vertical segments
will be utilized only by the horizontal links and the horizontal
segments only by the vertical links.

With the set of compensation paths, a routing scheme can be
defined as shown in Tables I and II. We shall prove that, with
the routing scheme, all the horizontal links are correctly
constructed. Similar proof can be applied to all the vertical
links.

Consider the horizontal link between (logical) indexes (7, j)
and (i, / + 1). Let A denote the physical PE (i, j) and B the
physical PE (i, j + 1). Note that (logical) indexes {i, j) and (7,
J t 1} are onginally placed at A and B, respectively. Suppose
that after the fauit pattern occurs, C and D are the new
physicai PE’s where the (logical) indexes (¢, j) and (i, j + 1}
are placed according to the compensation paths (if any)
passing through A and B. The physical processor A (or B) can
be either on one of the four (north, south, west, or east)
compensation paths or not on any compensation path, i.e., the
compensation path status of each PE is unique. There are
totally 25 cases about linking C and D. For all the cases, the
routing scheme can be applied and the results are summarized
in Fig. 15. Note that all the horizontal links between C and D
have been correctly constructed.
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