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Abstract—Biometric security systems are analyzed from an  In recent years, there has been increasing research in-
information theoretic perspective. A fundamental tradeoff be- terest in addressing these issues. A number of interesting
tween privacy, measured by the normalized equivocation rate approaches have been proposed (see, e.g., [2]-[7] and [8] for

of the biometric measurements, and security, measured by the . The basic id fh hes is t ¢
rate of the key generated from the biometric measurements, is an overview.). The basic idea of these approaches is to generate

identified. The scenario in which a potential attacker does not & Secret key and helper data during the initial enrollment
have side information is considered first. The privacy-security stage. The key is used for encryption. The helper data is
region, which characterizes the above-noted tradeoff is derived stored in the database. In the release stage, by combining the
for this case. An important role of common information among 55 measurements with the helper data, one can recover the
random variables is revealed in perfect privacy biometric security L

systems. The scenario in which the attacker has side information key which is then used to decrypt the message. The he'Pef
is then considered. Inner and upper bounds on the privacy- data can be viewed as the syndrome of an error correcting
security tradeoff are derived in this case. code, and the effects of noise can be mitigated by such error
correction. The existing approaches focus on maximizing the
rate of the key that can be recovered successfully from the

I. INTRODUCTION . . . .
noisy measurements. This approach is motivated by the fact

Biometric security systems have widespread applicationga in an encryption system, the equivocation of the encrypted
One typical example is a biometric encryption system, ihessage is limited by the entropy of the key [9]. From an
which secret messages are encrypted using biometric chafgfsrmation theoretic perspective, these existing approaches
teristics, and are decrypted by presenting the same biomelig, pe modelled as a problem of generating a secret key
measurements. Biometric characteristics are unique and do {f8tn common randomness [10]-[12], and hence the largest
change dramatically over time. The employment of biometrige of the key can be characterized [13]. On the other hand,
systems relieves the burden of selecting, memorizing agghough the biometric measurements are not stored in the
protecting passwords. _ _ _ _database in plain form, the helper data still contains informa-

Ther(.e are usually two stages in a biometric encryptiqgyn ghout the biometric measurements. It has been shown that
system: an enrollment stage and a release stage. In the jgfpe existing approaches, the mutual information between the
roliment stage, biometric characteristics, such as fingerprinymetric measurements and the data stored in the database
are sampled. The biometric measurements themselves qg HH(X|Y) [14], wheren is the length of the biometric
transformation of the biometric measurements are used R asyrementy andY are the biometric measurements taken
encrypt the document. In the release stage, the biomeiiging enroliment and release stages, respectively i)
characteristics are sampled again. The newly sampled bisnotes conditional entropy.
metric measurements are then used for decryption. Due tquile the existing approaches maximize the key rate, they
measurement noise or other factors such as aging or injufy not address the privacy issue adequately. In practice, the
two measurements of the same biometric characteristics Vlotection of the biometric measurements themselves is at
not produce the same result. Hence, biometric measuremegls;: as important as maximizing the key rate. To increase
cannot be directly used for encryption in the same way th@fe security level of the encrypted messages, we would like to
a secret key would typically be used. Another issue in a bigjake the key rate as large as possible. On the other hand, to
metric encryption system isrivacy. Biometric characteristics preserve the privacy, we need to ensure that information leak-
are stored in a certain form in the database, which Cre?%@e about the biometric measurements themselves is as small
a security threat. For example, it has been shown that itds possible. One question naturally arises: can we maximize
possible to recover fingerprints from minutiae points stored {e rate of the generated key while simultaneously minimiz-

the database [1]. Unlike pas;words, biometrig characteris_ﬂgg the information leakag&?n this paper, by establishing
cannot be changed. Hence, if the database is compromisgd, information theoretic foundation for biometric security

irreversible identity theft is possible. systems, we show that there exists a fundamental tradeoff
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biometric measurements, in any biometric security systenandomized systems, a kéy, which is independent witlX™,
Thus, we cannot achieve both goals simultaneously. Marerandomly generated during the enroliment stage. Thes
specifically, we first rigorously formulate the privacy-securitgenerated from the randomly chosen Ke€yand the biometric
tradeoff in biometric security systems. We then identify angieasurementX™ by a functionh;, so thatV = h’ (X", K).
characterize this fundamental tradeoff for several differefihe randomized system is illustrated in Figure 1 (b).
scenarios. In the first scenario, we require perfect security ofDuring the release stage, by providing the noisy measure-
the generated key. In this scenario, we consider two systementY™ and data stored in the datab&se we generate an
differentiated by whether the user is allowed to select the kegztimatef( of the key. Letg, be the recovery function, and
or not. In each system, we characterize the security-privattys K = g (Y™, V). In order to perform decryption, we
tradeoff. Furthermore, we propose schemes that fully achiesuire an arbitrarily small error probability during the key
any particular point on the tradeoff curve. We show that thecover stage.

performance of the existing approach is one particular point

on the derived tradeoff curve. We further show that the ran- yn hn Y v" o X" Ay v y"
domized and non-randomized systems are equivalent in termsi B, \j \19/
of privacy-security tradeoff. In the second scenario, we require ¥vn "
perfect privacy of the biometric measurements. We identify a (@) K K ®) K

close relationship between the common randomness betwgen

the biometric characteristics obtained during the enrollmenp' L TWO dlﬁerent.approach for gen(_eratlng key in p|0metr|c
encryption systems: (a) non-randomized approach; (b) ran-

and release stages and the rate of a secret key that Candgr%ize d approach
generated. Finally, we study the scenario in which an attacker '

has side information about the biometric measurements. Both

randomized and non-randomized approaches are ConSidef@.dPerfect security systems
Inner and outer bounds on the privacy-security region are

derived for these situations. These bounds are shown to match'c first consider perfect sgcurlty ;ystems_, in which we
under certain conditions of interest require thatV’ does not contain any information about the

The rest of the paper is organized as follows. In Section ﬁsnerated key. More sp_e_cifically we require that for any 0,
LI(K; V) < efor sufficiently largen. As mentioned before,

we introduce our system model and notation. Section llI ) _
security level of the encrypted message is related to the rate

devoted to the perfect security scenario. Next, we disc h 4k dh h ity level
the perfect privacy scenario in Section IV. The situation ifil (€ generated key, and hence we measure the security leve

R . : "
which the attack has side information is analyzed in Section 9f the system bﬁ =n H(K). The privacy of the b'ome.t”c
Finally, in Section VI, we offer some concluding remarks. Fdneasurements is defined as the normallzed _equocanon rate
the sake of readability, we describe the basic ideas behind &JIF = H(X™|V)/H(X™). The larger this quantity, the greater

results in the main body of the paper, while providing detaild® degree of privacy of the biometric measurements. If this
proofs in appendices. guantity can be made arbitrarily close to 1, then we can

achieve perfect privacy, which means tlvatioes not leak any
information aboutX™, sinceAp = 1 implies I(X™; V) = 0.
Definition 1 perfect security systen In a perfect security
We denote the biometric measurements taken during thi@metric encryption system, a privacy-security pakp, R)
enrollment stage by and the biometric measurements takejs said to be achievable, if for each > 0, there exist
during the release stage By". Here, we assume that” an integern, coding functions, namely., and h,, in non-
and Y™ are sequences with length taking values fromn- randomized systems (i.& = h,,(X"), V = h,(X™)) andh*
fold product setsX™ and V", respectively. Assume thesein randomized systems (i.6/, = h;, (X", K)), and a decoding
measurements are generated according to a joint distributiéinction, namelyg, (i.e., K = g,(V,Y")), satisfying the
following conditions:

II. MODEL

Pyeye(a®,y") = [ ] Pxv (@i 90)- n'H(K) > R, @)
i=1
n n >
Specific models for the distribution of biometric measurements H(X |Xi)1/H(X ) =z Ap @
can be found, for example, in [14]. nI(V;K) < e and @)
During the enrollment stage both the ké¥, ranging over PIK #K] < e (4)

K, and the helper datd&’, ranging over), are generated.
The key K is used to encrypt messages. The helper data
is stored in the database to assist the recovery of the key ntlog|K| < R+e. (5)

from the noisy measuremenis™ during the release stage.Along with (1), this condition guarantees that the key is nearly
Regarding the generation of ke, we consider two types uniformly generated, in the sense that the rate of the generated
of systems: namely non-randomized systems and randomikey is arbitrarily close to that of a uniformly generated key. We
systems. In non-randomized systems, as shown in Figure 1 ¢a@te that one can impose more stronger notion of uniformity,
both V' and K are generated fronX™ by functionsh,, and but in the current paper, we only consider the uniformity
h.., respectively, so that’ = h,,(X™) and K = h,(X™). In defined above.

Additionally, we require that



B. Perfect privacy system 1. PERFECTKEY CASE

In a perfect privacy system, we require that the data storedn this section, we study perfect security systems, in which
in the database does not leak any information about biometfigta stored in the database contains limited information about
measurements, that is for each 0, we requirel (X™; V) < ¢ the generated key. Our goal is to characterize the relationship
for sufficiently largen. At the same time, we generalize thd€tween the key size and information leakage about the
requirement on the generated key, that is to allbii’; k) Piometric measurements.
to range from0 to H(K). Of course, the smallef(V; K)
the better. We measure the performance of a perfect privagy Non-randomized System
system by 1) the rate of the generated key' H(K), and  ag discussed in Section I, in a non-randomized system,
2) the normalized equivocation of the generated Key = ot the keyk and dataV are generated from the biometric
H(K|V)/H(K). If A, =1, we havel(V; K) = 0. measurementX ™. Some existing schemes, for example, the

Definition 2 perfect privacy systejn In a perfect privacy secure sketch approach of [3] and [5] and the coding approach
biometric security system, a rate-equivocation galr A;) is  jn [14], belong to this category. The theorem below establishes
achievable, if for any > 0, there exist an integet, coding the performance limits of this biometric security system. The
functions, namely:,, andh,, in non-randomized systems (i.e.pasic idea of the achievability scheme behind of this theorem
K = hp(X"), V = h,(X™)) and hy, in randomized systemsis to construct a compressed versibit of X", and then
(e, V = h; (X", K)), and a decoding function, namely, generate the keys and helper datd’ as functions ofU™.

(e, K = g.(V,Y™)), satisfying the following conditions:  Roughly speaking, we generate approximatzty(V:X) {n
sequences. For eact € X", we find (rigorous procedure

-1
n~ H(K) > R, ®)  will be given in the proof) au™ that is jointly typical with
I(X™V) < ¢ (7) 2™ and assign thisu™ as the compressed version of.
HK|V)/H(K) > A, 8) Sik?cﬁ the InumberhoK" r?equencbes is&;\pproximat(ﬂymx),h
- which is larger than the number df™ sequences in the
PK#K} < .
[_1 # K} < ¢ and ©) codebook, eacly™ will correspond to more than on&™.
n” log|K| < R+e (10)  we further reduce the information required to be stored in the

database by using source coding with side-information [16],
in which U™ serves as the source sequence at the encoder
andY ™ serves as the side information present at the decoder.

Another situation of interest is that in which, besides th@oughly speaking, we divide thes/(V:X) " sequences
dataV stored in the database, an attacker of the system fia® approximately2"((U:X)=I(U:Y)) bins, each containing
side-information about the biometric characteristics. This mo@pproximately2"/(U:¥) sequences. Thus, eaél sequence
els the situation in which the attacker obtains side-informatidl®s two indices: bin index and index among each bin. We
from other sources, such as biometric characteristics storecstare the bin index in the database as helper data, and set the
other databases or biometric characteristics from the relatif@®y value as the index ob/™ in each bin. Hence, the rate
of the user. We denote the side observation at the attacker@$yhe key is approximately (U;Y’). With the bin index and

Z™, ranging in the seE™, and assume that it is correlated witH0isy measurements™, we can recovet/™ during the release
(X", Y™). Furthermore, we assum@ynynz»(z",y", 2") = Stage with high probability. We can then further recover the
n p key. Furthermore, it can be shown that the mutual information
1.1;[1 xvz2 (@Y, 2) between the data stored in the database (i.e. the bin index)
Since the attacker has both and Z™, the privacy level and the key (i.e. the index of the sequence within the bin)
is now measured aH (X"|VZ")/H(X"), and the generated can be made arbitrarily small. Thus this scheme guarantees
key is required to be independent Bfand Z™. the perfect security of the generated key. By the different
Definition 3 Gide-information at attacker. In a biometric choices ofU, we control the leakage of information about
system with side-informatiorz™ available to the attacker, the biometric measurements and the rate of the generated key.
a privacy-security paiAp, R) is said to be achievable, if We note that similar scheme was also used in [15], in which
for any e > 0, there exist an integen, coding functions, the purpose of selection &f is to satisfy the rate constraints,
namely h,, and h, in non-randomized systems (i.¢¢ = Wwhile in our case the choices &f is to reduce the privacy
hn(X™), V = h,(X™)) and h% in randomized systems (i.e.,leakage. We also are able to prove a converse result, and thus
V = h% (X", K)), and a decoding function, namefy, (i.e., show that the above mentioned scheme is optimal.
K = g,(V,Y™)), satisfying the following conditions: Theorem 1:Let Cx be the set of the privacy-security pairs
(Ap, R) satisfying the following conditions:

C. Side-information

nHE) 2 R, (1) IU; X) - 1(U;Y)
H(X7L|Vz7L)/H(X7L> > Ap, (12) Ap < 1- H(X) and (16)
nU(VZMEK) < e (13) R < I(U;Y), A7)
]P)[_[f #K} < e and (14) for some auxiliary random variabl& such that(U, X,Y")
nlog|K| < R+e (15) satisfies the Markov chain conditiofi — X — Y. Then



any privacy-security paifAp, R) is achievable if and only if V. PERFECTPRIVACY FOR BIOMETRIC MEASUREMENTS
(Ap, R) eCn.
Proof: Please refer to Appendix.l

Remark 1:To maximize the rate of the key, we should s
U = X. The rate of the key is thef(X; Y'). Correspondingly,
the privacy level isl — H(X|Y)/H(X). This recovers the
existing results of [13], [19], [20].

Remark 2:In order to achieve both perfect privacy an
perfect security, the auxiliary random varialblen (16) should
be chosen such that(U; X) = I(U;Y). The maximal rate
achievable is then

In this section, we consider the perfect privacy case, in
e\?/hich we require that the mutual information between the data
stored in the database and biometric measurements should be
arbitrarily small. This models the situation in which privacy is
of primary concern. As discussed in Remark 2 in Section I,
if we consider both perfect privacy and perfect secrecy, i.e.

othI(X™; V) andn~11(V; K) can be made arbitrarily small,
the problem can be solved by looking for a suitable auxiliary
random variablé/, as specified in (18). Thus in this section we
generalize the requirement on the generated key by allowing
mgx](U;Y) I1(V; K) to be nonzero, as specified in Definition 2.

i - ) First consider non-randomized systems, in which
st U—X—YandI(U;:X)=I{U:Y). (18) H(K|X™) = 0 since K is a function of X™. Thus in
this case,](X™; V) < ¢ implies thatI(K;V) < e. Hence
in non-randomized systems, perfect privacy means perfect
Eé%urity. This case has been considered in Remark 2

€Section 1Il. Therefore, it is sufficient to discuss only

B. Randomized Approach

In randomized systems, during the enrollment stage, us
have the freedom to choose the values of the keys but they

not required to remember them. For example, the fuzzy vaplt omized systems in the remainder of this section.

scheme studied n [2] and [4] belongs to th!s category. Here’In this section, we make the technical assumption that
the keyK can be viewed as a source of additional randomness.

It is reasonable to conjecture that this additional randomness log |V| = O(n). (21)
could help in achieving better performance, at least for the

privacy of the biometric measurements. The theorem belowIn the following, we show a close relationship between
disproves this conjecture. The basic idea of the achievablRgrfect privacy and common random process, which is defined
scheme is as follows. We first use the scheme in the proofag follows.

Theorem 1 to generate a kel choosing from a sef with Definition 4: For two random processes™ andY ™, there
size|J|. Then for a uniformly generated kdy from a setC, exists common random process between them with entropy
we storeJ @ K in the database, along with other informatioriate not less tham if for each > 0, there existn and
required to be stored in Theorem 1. Heredenotes mod- functionsy,, of X™ and¢, of Y™ such that

J| addition. If we setlC = 7, J & K will be approximately n n

|uni|f0rmly (these terms will be made rigorous in the proof) dis- Pln(X") # ¢u(Y™)] < 0 and (22)
tributed over.7, and is independent of other random variables nTHH (g (X)) > a—. (23)

of interest. Hence, this additional information stored in the This definition says that ifX" and Y™ have a common
database will not provide any information about the generat&gndom process with entropy ratethen one can generate two
key and biometric measurements. In the release stage, we fisgtdom variablesy,,(X™) solely based onX™ and ¢,,(Y™)
obtain an estimate/ of J using the same scheme as that ofolely based o™, with the property that each of these two
Theorem 1. We then recovés via J & K & J. SinceJ = J random variables has entropyr and equals to the other one
with high probability, K is equal toX with high probability. with high probability.

We show in the converse that the performance of the aboveNow, if there exists a common random process between

mentioned scheme is optimal. the biometric measurements™ and Y™ with entropy rate
Theorem 2:Let Cr be the set of the privacy-security pairsi, we can construct a system with perfect privacy. We
(Ap, R) satisfying the following conditions: first generate a random variable = ,,(X™) during the
I(U; X) — I(U;Y) enrollment stage, and store a functi$f¥, J) in the database.
Ap - - HX) and (19) Now, as long asH(K) > nR, there exists a functiory

such that/(X™; f(K,J)) = 0, which means that there is
no privacy leakage. During the release stage, based on the
for some auxiliary random variabl& such that(U, X,Y) biometric measurement, we can first generéte- ¢, (Y"),
satisfies the Markov chain conditioli — X — Y. Then and then recover the kei(. Based on Definition 4] = J
any privacy-security paifAp, R) is achievable if and only if with high probability, and henc&” = K with high probability.
(Ap,R) € Cg. The following theorem makes these ideas precise.
Proof: Please refer to Appendix Il. [ ] Theorem 3:A privacy-rate pair R,A;) is achievable if

Remark 3:From here, we can see tlé&{ = Cr, and hence, there exists a common random process betw&E&nand Y™
randomized does not increase the region. But one advantag# entropy rate not less thaRA,.
of this randomized approach is that the system is revocable. Proof: For any n > 0, there existy,(X™) and

Y™) such that (22) and (23) are satisfied. Let =
2Here, we note that the result of Theorem 1, which the authors firg)t’i(1 ) (22) (23)

presented in [17], also appeared independently and concurrently in [18]"in H(U’n(Xn)) > RA;—n. If R< o, let K = 1/’n(Xn)1
a different form. K = ¢,(Y™) andV be a constant. Then—'H(K) > R and

R < IU;Y), (20)



HISI(([L‘;') =1>A,. If R > a, then let3 = R — a. Choose

V' independent ofX™ such thatn™'H (V) = 3. Let K =
(Vn(X™),V) and K = (¢,(Y"™),V). Thenn 'H(K) =

a+ 06 =Rand
H(K|V) _ n "H(@n(X") _ RA —n _ 1
CIS RTINS S

In both cases, it is obvious thd{X™; V) = 0 and P[K #

the key is the the subset index). We then characterize the
privacy leakage of this scheme. With the bin index and noisy
informationY ™, we can recovet/™, and then recover the key
by looking at the subset index of the recover sequelite
Using information inequalities, we also provide a upper bound
on the performance achievable by any scheme.

Theorem 5:Let C, ;,, be the set of Ap, R) satisfying the
following conditions:

K] = Pl (X™) # ¢,(Y™)] < n. Sincen > 0 is arbitrary, [(X;UZ) - I(U;Y|W) + I(U; Z|W)
the privacy-rate paifR, A,) is achievable. [ ] < 1- : I—iI(X) :

The following theorem provides a converse.

Theorem 4:1f (R, A,) is achievable forX™ andY™, then R < IUY|W)-I(U;Z|W),
there exist a common random process betw&éhandY"™ and Cs.out be the set of(Ap, R) satisfying the following
with entropy rate not less thaRA,. conditions:

Proof. Please refer to Appendix Il |
This theorem says that if there exists a scheme that providef\p < H(X) and

R, A;), we can always find functions,,(X™) and ¢,,(Y")

go tha'z the entropy of),, (X™) or qbn(Y"() is) not less than 11 = I(UY[W)—I(U; Z|W), (26)

nRA;. And hence, we can construct another scheme thatidswhich 17 and U are auxiliary random variables such that

solely based on common information as that of Theorem (8, U, X, Y, Z) satisfies the following Markov chain condition

and can still achievéR, A;). Thus, the scheme presented iny — 7 — X — Y, Z).

Theorem 3 is optimal. Therefore, a privacy-rate pdit 4) Any pair in C, ;, is achievable, while any pair outside of

is achievable if and only if there exists a common randoms,m is not achievable.

process betweeX ™ and Y™ with entropy rate not less than Proof: Please refer to Appendix IV. ™

RA. Remark 4:In general, these two bounds do not match. If the
attacker does not have side information, thagis= @, then

V. SIDE-INFORMATION AT THE ATTACKER the lower bound does match the upper-bound. Furthermore,

In this section, we consider a situation in which, besiddge result recovers that of Theorem 1, sinceZif= @, the

the dataV stored in the database, the attacker has sidewer bound becomes
information about the biometric characteristics. This models I(XGU) - I(U Y (W)

and

(25)

Ap

| I(X5U2) — 1(UY) + I(U; Z|W)

the situation in which the attacker obtains side-information Ap = 1 H(X) and (27)
from other sources, s_uch as biometric qhgracteristics store.d in R < I(U;Y|W), (28)
other databases or biometric characteristics from the relatives
of the user. and the upper bound becomes
I(X;U) - I(U;Y)
. A - and 29
A. Non-randomized approach o= H(X) (29)
We first consider the non-randomized approach, in which R < IU;Y|W). (30)

both V' and K" are functions of the biometric measurements gy, 7 — v, we havel(U;Y|W) < I(U;Y),

X", 18,V = ho(X") and K = hy,, (X™). _ in which the equality can be achieved by settiig to be a
We begin W'th,a schemg that prow.des an inner b°“_”9‘ Whnstant. Thus, choosing’ as a constant maximizes both
the set of all achievable privacy-security pairs. The basic Idﬁﬂ&AP simultaneously in both the lower and upper-bounds.

is based on that of Theorem 1. We first generate a compresget - more. when we choos® to be a constant. these two
version U™ of X", and then perform source coding Withbounds matéh '

side information /™ as the source sequence at the source

coding encoder, and@™ as the side information present at _

the decoder). That is we divid&"s into bins, and store B- Randomized approach

the bin index in the database. In theorem 1, we set the keySame as Section I1I-B, during the enroliment stage, the key
value as the index o/ in each bin. Now the attacker K is randomly generated and is independenk &t The helper
has additional information, the key rate should be reducedtaV is a function of K and X™; that isV = h} (K, X™).
accordingly in order to guarantee that the attacker does notAn achievable region is described by the following scheme.
obtain any information about the generated key. We fulfill thiShe basic idea is to first generate a kBychoosing from a set
goal by further partitioning each bin into subsets. We set tife with size|7|, using the scheme in the proof of Theorem 5.
key value as the subset index. Using ideas from the analy$isen for a uniformly generated kdy from a setkC, we store

of the wiretap channel [21], it can be shown that there exisfsp K in the database, along with other information required to
a partition such that even with the side information at thee stored in Theorem 5. Here denotes mod:7| addition. If
attacker and bin index, the attacker will not be able to infave setC = 7, J @ K will be approximately uniformly (these
too much information about the generated key (in this cagerms will be made rigorous in the proof) distributed over



J, and is independent of other random variables of interest.For a given joint distribution Pyxy (u,z,y)
Hence, this additional information stored in the database wit;| x (u|z) Pxy (zy), we use the following scheme.
not provide any information about the generated key andi) Code construction. Fixy > 0 andn > 0, and let¢ =
biometric measurements. In the release stage, we first obtainap. Randomly selectt = 2nUiX)+7) sequenced’™ from
estimate/ of J using the same scheme as that of Theorem 5[7;]] é\X\ and divide them int@r{U;X)—I(U;Y)+v+1) pins
We then recovers via J © K @ J. SinceJ = J with high  sq that each bin contair (V)= typical sequences. We
probability, X' is equal to X with high probability. Using yse 7, to denote the bin index, an& to denote the index

information theoretic inequalities, we also provide an UppPe§f the sequence within each BirDenote the set of thesk/

bound on the achievable privacy-security pairs. _ sequences byM. From the construction above, we can see

~ Theorem 6:Let Cs,.;,, be the set of Ap, i) pairs satisfy- that each sequence” € M is uniquely identified by two

ing the following conditions: indices (I(u™), k(u™)).

A < 1 I(X;U02)-1(U;Y|W)+ I(U; Z|W) q 2) Enrollment stage. For eactl” € X™, we associate a
o= H(X) an sequence:™ € M with it by the following procedure. First,
R < IU,)Y|W)-IU;Z|W), (31) Wwe find a list of sequences iM that are jointly typical with

_ o «™. If there are more than one sequence in the list, we:8et
and let Cy,0u be the set of(Ap, R) pair satisfying the to pe the one with the smallest index (we first compare the

following conditions: bin indices and if there is a tie, we then compare the index
I(X;Z|U) - I(U;Y|W) + I(U; Z|W) within the bin). If no such sequence exists, we gétto be
Ap < 1- H(X) and  he sequence with inde{ = 1,k = 1). Using this procedure,
R < I(U;Y|W)—IU:Z|W), (32) we associate every™ € X" with a sequence.” € M. We

then store the bin indeXv™) in the database, and set the key
in which W and U are auxiliary random variables such thavalue as the indeX(u"). Hence, in our schemé] = L, and
(W, U, X, Y, Z) satisfies the following Markov chain conditionC = {1, ...  2»U(U:Y)=m1 |t then follows that
W—-U-—-X—(Y,2).

Then any pair irCs, ;,, is achievable, while any pair outside n~!log K| <I(U;Y) —n. (34)
of Cs, out 1S NOt achievable.
Proof: Please refer to Appendix VI. B 3) Release stage. With the noisy measureméntand the
bin index [ stored in the database, we obtain an estinfate
VI. CONCLUSIONS of k£ using the following procedure. We first look for a list of

Biometric security systems have been studied undersgduences in bih that are jointly typical withy™. Then, we
privacy-security tradeoff framework. Two different scenario§btain an estimat&™ of v™ as follows: (1) if there is only
in which the attacker either has side-information about ti1€ sequence in the list, we sét equal to this sequence; (2)
biometric measurements or not, have been considered. In héere are more than one sequence in the list, we randomly
scenario for which the attacker does not have side-informatigifloose one sequence from the list and @etequal to this
we have considered two cases of perfect security and perfégguence; (3) if the list is empty, we set to be the first
privacy. In both cases, the complete privacy-security regi&§duence in bin Hence, each™ < Y™ has onei™ associated
has been identified. More specifically, an upper-bound d¥ith it. We then obtain an estimate of the kkyby setting it
the privacy-security pair achievable by any scheme has be&fal to the index ofi" in bin I.
derived. Moreover, a scheme has been proposed to achievé) Error probability analysis. Ik # k, one of the following
this upper bound. For the scenario in which the attacker h@gents must occur. (15;: during the enrolliment stage, there is
side-information about the biometric measurements, inner an@u” that is jointly typical withz™. (2) E»: during the release
upper bounds on the privacy-security region have been derivétige, there exisi” # u™ in bin [ that is jointly typical with

Several interesting open questions arise from our work”. (3) E5: during the release stagg; is not jointly typical
Designing practical codes that achieve the derived theoretigéth v".
bounds is a natural next step. Deriving a tighter bounds forUsing the union bound, we have
the side-information case is also of interest. R

PK # K] <P[E1]| +P[E. NE{]+ P[EsNEf].  (35)

APPENDIXI

PROOF OFTHEOREM 1 Since there are\f = 2"U(UiX)+7) typical sequences”,
Achievability for any v > 0, P[E;] goes to zero a® increases [22]. In
Here we show that for any auxiliary random variablevith thi followmgl, we condition on the event that/", X") =

U — X —Y, and anye; > 0, the pair(Ap, R) with (u,2") € T[UX]
I(U; X) — I(U;Y)
Ap = 1- H(X —e€ and 3In this paper, the notion of typicality and the definition of various typical
( ) sets follow from [22].
R = IU;Y)—¢e (33) “4In the development, we denote random variables by upper-case letters (for

) . ) o o . exampleL) and realizations of random variables by corresponding lower-case
is achievable. That is, any pair in the regiGg is achievable. letters (for example).



The probability of the second type of error can be boundedWe can write

as follows:

P[E; N Ef] = P[There existsi™ # «" in the bin!
and (a",Y") € Tif;y]

IN

IA

_nn
3
)

gn(I(UY) =) gn(H(U[Y)+8) _ g=n(H(U)=3)
on(I(U3Y) =) g—n(1(U;Y)~26)

which tends ta) asn — co.
Due to the Markov lemma [23], giveu™, z™) € Tl xper

we have

for n sufficiently large. ThuP[Es N ES] < &.

Hence, for anye > 0, P[K # K] can be made to be less

thane for all sufficiently largen.
5) Rate analysis. For any* with [(u™) # 1 andk(u™) # 1,

we have

in which ¢ is a function of¢, and goes to zero &sdecreases.

Thus,

H(U™)

>

<Y PREn

x"ET&‘U]@(u")
< 9~ n(I(U;X)=0)

— )

—P[U™ = u"]log(P[U" = u"])

=
S
3
I
S
=
=
=
S
s’
|
C

(36)

(Qn(I(U;m—n) _ 1) (Qn(H<U\Y>+a) _ 1) . 9—n(H(U)-3)

(37)
(38)
(39)

(40)

(41)

(42)

(43)

On the other handi{ (V') < n(I(U; X)—-I(U;Y)+~v+n),
since L ranges froml to 27(/(UsX)=I(UsY)4y+n),
Combining the fact tha{ (U") = H(K,V) = H(V) +
H(K|V), we have

R=n"'H(K) > n 'H(K|V)

= n YHU") - H(V))
IU;Y)=¢—~v—n.

Y

(44)

So the rate of the key in our scheme is larger théi; V) —

C—v—m.

H(X"|V) = H(X"U"\V)-HU"|V,X")
= HU"V)+HX"|\U", V) - HU"|X",V)
> nl(U;Y)=n(C+~y+n)+HX"|U",V)
—H{U"|X™)
2 nIl(U;Y)+ H(X™|U™) — HU"|X™)
—n((+v+mn)
nI(U;Y)+ H(X"™)— HU™) —n({+v+1n)

—
Vo

nI(U;Y)+nH(X) —nl(X;U)
—ny —n(C+7y+n) (46)

Here, (a) is due to (44), sincE(U"|V) = H(K,V|V) =
H(K|V); (b) is due to the fact that” is a function ofU";
and (c) is true since there are orly/(VsX)+7) sequences of
U™ in our codebook.

On defininge; = max{(¢ +2vy+n)/H(X),{+v+n,7+
¢}, from (34) (set size requirement), (35) (error probability
requirement), (44) (rate requirement), (45) (security require-
ment)and (46) (privacy requirement), we have that the pair
(Ap, R) with

_ H(X"|V) I(U; X)-1(U;Y)
Ap = WZl— H(X) —¢ and
R > IU;Y)—¢ 47

is achieved by the presented scheme. The proof of the achiev-
ability part is thus complete.

Converse

We now show the converse result th@t is exactly the
privacy-security region. To do so, we leh p, R) be a privacy-
security pair achieved by using encoding functigns and
h,, and decoding functiowy,,. That isV = h,(X"), K =
h(X™), n ' og|K| < R+ e andP[K # g,(Y")] < e In
the following we will show that there exists a random variable
U with U — X — Y, such that

[(U; X) — I(U;Y)
Aros TR
R < I(U;Y)+ e, (49)

+e€, and (48)

in which ¢,, approaches to 0 asincreases. That ifAp, R) €

6) Security analysis. Now, we bound K; V'), the mutual Cy.
information between the generated key and the data stored ifFirst, from the conditionsP[K # g,(Y™)] < e and

the database

n (K V)

IAIA

n~'(H(K) - H(K|V))

I(U;Y)=n—IU;Y)=¢—v—n)

v+¢,

(45)

where we have used (44) and the fact thatranges froml
to or(U;Y)—n)

7) Privacy analysis.

n~tlog|K| < R+ ¢, we have

H(K|Y",V) = H(K|gn(Y",V),Y",V)
H(K|g (Y™, V))
h(e) + elog |K| £ nd,, (50)

IN N

due to Fano’s inequality. Herde(e) = —eloge—(1—¢) log(1—
€), andd,, goes to zero as increases.



The privacy leakage can be bounded as follows: in which (a) is due to the fact thai{ andV are functions of
X",

HX"V) = HX")-IX"V) Hence,
= H(X") - H(V) +H(V|X™) n
= H(X™) - H(V) H(K) < I(U;; X;) = H(V) + ne + nd,. (55)
< H(X™)-HV[Y™) _ Tt
= H(X")— H(V,K|Y") + HK|V,Y") Since V' is a function of X™, we have HV,X") =
" " H(X™). Together with (52), we get H(V) >
< H(X") - H(V,K[Y™) +ndn, G s [1(U;: X;) — I(U;; 7). 1t follows from (55) that
where (51) is due to (50). n
By rewriting H(VK|Y™) as H(Y"|KV) + H(KV) — H(K) <Y I(U3 Vi) + ne + ndy, (56)
H(Y™), we continue =1

where we used (52).

H(X"|V) < HX")-HY"|KV)-H(KV) Now, by introducing a random variabl& uniformly dis-

+H(Y™) +n5n tributed over the se{l,--- ,n}, and settingU = (Ur,T),
. i X =Xr,Y =Yr and Z = Zp, we obtained the desired
< H(X™) ZH YiIKVY'™) result by following the standard single-letter characterization
i=1 technique [23].
—I(KV;X"™) + H(Y™) +nd,
< ny _ : i—1yi—1 APPENDIXII
s HEXT) ;H(YZ'K‘/Y X PROOF OFTHEOREM 2
—I(KV' XM+ HY") 4 nd, Achievability
(@) Here we show that for any auxiliary random variablevith
= Z {H(X;) - HY;| KVX'™) U— X — Y, and anye; > 0, the pair(Ap, R) with
I(U; X) - I(U;Y)
_ | xil . A = 1-— ’ ’ _
I(KV; X;| XN + H(Y;)} +né, P HX) e, and
® Z{H HY;|KVXi) R = IUY) -« 57)

is achievable. That is, any pair in the regiGg is achievable.
~I(KVX'"™h X))+ H(Y;)} +nd,  (52) For a given joint distribution Pyxy (u,a,y) =

Py x (ulz) Pxy (zy), we use the following scheme.
= Z{H )+ 1(U5Yi) = 1(Us; Xi)} + ndn, 1|) (C<|)d)e constrzjction. Fixx > 0,7 > 0and¢& > 0.

Randomly selectM = 2"U(U:X)+7) sequenced/” from
in which equality (a) is due to the fact thati—' — T{f ., and divide them inte"(/(V:X)=1(U¥) 4740 pins
(K,V,X*1) — Y;. To show this Markov chain relationship,so that each bin contair2/(U:Y)=n) typical sequences. We
we first have that*~! — X°~! — X"V}, which leads to use L to denote the bin index, and to denote the index
yi-l — X! — X"Y; — (K,V,Y;), and thusY‘~! — of the sequence within each bin. Denote the set of these
(K,V,X*"!) — Y;. Equality (b) is due to the fact thatsequences by\. From the construction above, we can see
H(X;|X*~1) = H(X;), while in the last equation, we setthat each sequence® € M is uniquely identified by two

U= KVXi—t indices (I(u™), j(u™)).
On the other hand 2) Enrollment stage. For eacti* € X™, we associate a
sequence” € M with it by the following procedure. First, we
H(K,V) = H(K)+H\V)-IK;V) find a list of sequences iM that are jointly typical withz”. If
> H(K)+ H(V) — ne, (53) there are more than one sequence in the list, wesét be the
one with the smallest index (we first compare the bin indices
due to the requirement tha{ K; V') < ne, as specified in (3).

and if there is a tie, we then compare the index within the

bin). If no such sequence exists, we gétto be the sequence

s n with index (I = 1, = 1). Using this procedure, we associate
(K, V5 X") everyz™ € X" with a sequence™ € M. Now, we randomly

R~ v viel generate a ke = k from the setC = {1,--- ,2r(I(UY)=n)1

N ZI(K Vi Xil X) with a uniform distribution. We then store the bin indgx™)

and j(u™) @ k in the database, in which(u™) denotes the

Now,

HEK, V) ¥

i=1

= ZI(K,V,XZ’*;)Q) index of " in bin I(u™). Here ® denotes mo@?((U;Y)—n)
i=1 addition. Hence, in this particular scherie= (L, J & K).
n Also, we have

= D _1UsX), (54) .,
i=1 n~ log|K| < I(U;Y) —n. (58)



3) Release stage. With the noisy measureméntand the
data stored in the databafe;j @ k), we obtain an estimate

of k£ using the following procedure. We first look for a list of

sequences in bih that are jointly typical withy™. Then, we
obtain an estimaté&™ of ™ as follows: (1) if there is only
one sequence in the list, we g6t equal to this sequence; (2)

if there are more than one sequence in the list, we randomly

choose one sequence from the list and ®etequal to this
sequence; and (3) if the list is empty, we gétto be the first
sequence in bid. Hence, for anyy™ € Y™, we have onei”
associated with it. We then sét=j & (j @ k).

4) Error probability analysis. It is easy to see tW #*
K] = P[J # J]. The probability that/ is not equal toJ can

be analyzed exactly the same as the corresponding analysis in

the proof of Theorem 1, which we thus omit.

5) Rate analysis. Since in our schenigjs generated from
K ={1,---,270UY)=m1 with a uniform distribution, the
rate of the key is

R=IU;Y)—n. (59)

6) Security analysis. For any™ with I(u™) # 1 and
j(u™) # 1, we have

PU™ =u"] < > P2 (™) (60)
e €T ) ¢ (u7)
< 2 nUX)=Q) (61)

in which ¢ is a function of¢, and approaches to zero as
decreases. Hence, we have

n T H(U™) > I(U; X) — ¢ (62)
based on the same argument of (43).
We also have
H(L) <n(I(U; X) = I(U;Y) + v +n), (63)

since the value of ranges froml to 27/ (UsX)—I(Us¥)+y+n)
From the fact thatd (U™) = H(L,J) = H(L) + H(J|L),
we have

H(J) > H(JIL)
— H(U™) - H(L)
> n(I(U;Y) = (—v—n), (64)

in which we have used (62) and (63).
Thus we have

n ' I(K;V) n'I(K;L,K®J)
nWH(LK®J)— HL K& J|K))
n~Y(H(L) + H(K @ J|L) — H(L|K)
~H(K @ J|K, L))
n~'(H(K @ J|L) — H(J|L))
IU;Y) —n) = (L(U;Y) = ¢ =7 =)
THG (65)
where we have used (64) and the fact that the valuk ®fj
ranges froml to 27((UsY)=n),
7) Privacy analysis.

INIA

We can write

H(X"|L,J & K)

H(X",U"|L,J & K)- HU"|X",L,J & K)

HU"|L,J® K) + HX"U",L,J ® K)
—H({U"X",L,J &K)

H(L,J|L,J ® K)+ H(X"|U",L,J ® K)

S
G

<o

—~
=

v

nI(U;Y) = 2n(C + +m) + HX"|U, L, ] & K)

—

O

Vo

nl(U;Y)+ H(X"U", J® K) —2n(¢ +~+n)

nI(U;Y)+ H(X"\U™) - [(X™J @ K|U™)
—2n(C+v+n)

nI(U;Y)+ H(X™) — HU™) - 2n(C + 7 +n)

s

—
=

—~

)

Ve

nI(U;Y)+nH(X) —nl(U; X) —ny

—2n(C +v+n). (66)

Here () is due to the fact that there is a one-to-one correspon-

dence betweetvy™ and(L, J), andH (U™ X™, L, J& K) = 0,
since in our schemé/™ is a function of X™; (b) is due
to the fact thatH(L,J|L,J & K) H(JIL,J & K)
H(J|IL) = I(J;J ® K) > nI(U;Y) — 2n(C + v + 1), due
to (64) and the fact thak(.J; J @ K) < n(¢ + v +n), which
can be easily shown; (c) is due to the fact that a function
of U™; (d) is due to the fact thalf (X"|U") = H(X™,U")—
HU™) = H(X™) — H{U™), since in our schem&™ is
a function of X", and the fact that/ (X™;J & K|U™) =
HJ® K|J,L)— H(J® K|X™, J,L)=0; and (e) is due to
the fact thatU™ takes at mose™(!(U:X)+7) different values
in our codebook.

On defininge; = max{(y+2({+v+n))/H(X),n,v+(},

from (58) (key size requirement), (59) (rate requirement), (65)
(security requirement) and (66) (privacy requirement), we have

that the pair(Ap, R) with

H(X"|V) I(U; X)-1(U;Y)
Ap = W_l— H(X) — €1 and
R > IU;Y)—« (67)

is achieved by the presented scheme. The proof of the achiev-

ability part is thus complete.

Converse

We now show the converse result tliat is the exactly the
privacy-security region. To do so, we lgh p, R) be a privacy-
security pair achieved by using encoding functidefs and
decoding functiory,,. ThatisV = h% (X", K), n"!log |K| <
R+eandP[K # g,(Y")] < e. In the following we will show
that there exists a random varialilewith U — X — Y, such
that

IU; X) - I(U;Y)
a H(X)
I(U;Y) + €,

Ap and

IN

1 + €y (68)

R < (69)
in which ¢, approaches to 0 asincreases. That ifAp, R) €

Cr.
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First, similarly to (50), there exists a sequencedpfthat Hence
approaches 0 as increases, such that HX"V) < H(X")+HY") — HY"|V,K) - H(V)

H(K|Y"™, V) < nd,. (70) +ndn + ne
@ & N
Now, we bound the privacy leakage as follows: < Z {H(X:) + H(Y:) — HY;|V,K,Y"™ 1)
H(X"V) < H(X", K|V) —I(Y" L K,V X;)} 4 nd, + ne

n

= > {HX)+I(V,K,Y'™hY))

i=1

= H(X",K)-I(X",K;V)
= H(X")+H(K)-H(V)

H(V|X", K). (72) —I(Y" ' K, V; X;)} +nd, + ne
Now © Z{H )+ I(Us ;) = I(Us; Xi)}
0 = HVIY")-H(V) +n6n + ne, (75)
= H(V,K|Y")-H(K|V,Y") - H(V) Here, in (a), we have used (74), and in (b) we havelget
> H(V,K|Y") - H(V) —né, (V-1 K, V).
H(Y"V,K)+ H(V,K)— HY™) — H(V) —né, Moreover, we have
= HY"V,K)+ H(K|V)—-HY")—né, H(K) = I(K;VY™)+ H(K|VY™)
H(Y"V,K)+H(K)—-HY") - I(K )—nén <%> LK VY™ 4+ o,
> H(Y"|V,K)+ H(K)— H(Y") —nd, —ne, (72) -

I(K;V)+ I(K;Y™MV) +ndy,
due to the requirement th@{K; V') < ne. =

. < Ly i1
Thus, subtracting (72) from (71), we have S netndn ;I(K,MY V)
H(X"V) < HX")+HY")-HY"|V,K) < netnd, + Y I(KYTLVY)
—H(V) 4 nd,, + ne. (73) i=1
We also have = ne+nd,+ Y I(U;Yi), (76)
=1
HV) > I(V; X" K) in which (a) is due to (70).
= H(X",K)—H(X",K|V) Now, by introducing a random variabl& uniformly dis-

tributed over the se{l,--- ,n}, and settingU = (Ur,T),

H(X", K) - HK|V) — H(X"|K, V) X =Xp, Y =Yp andZ = Zp, we get the desired result by

= H(Xn) H(X"|K,V) following the standard single-letter characterization technique.
— i—1
- Z{H H(Xi[ X" K, V) APPENDIXIII
PROOF OFTHEOREM 4
= Z{H H(X;| XLy =L KV} Consider a coding schent&’ . g,,, Px) which achieves the

pair (R, A;) so that (6)—(9) are satisfied. For simplicity, we
o , ‘ assumePy (v) > 0 for all v. We will show that a common
which is due to the fact that"~' — (X', K,V) — Xi. random process exists betwea andY™ with entropy rate
To show this Markov chain relationship, we first note tha;{A We show this by explicitly constructing the functions
yi-l — (X1 K) - (X", K, X;), from which we have $n(X™) and b, (Y™) from the coding schem:, g, Px)-

YiTh - (X 17K) — (X", K, X;) — (V. X;), because/ = Note that the joint distribution oX”, K andV is given by
f(X™, K). Now, we haveY' ™! — (X*71 K) — (V,X;), . B e
which leads toy~! — (X1 K, V) — X,. Pxn kv (2" k,v) = Pxn(2") P (k)1 {v = hy (z", k)} . (77)
We continue as follows Let
H(V) > Z{H X |XZ 1 Yl 1 K, V)} fn(3j U) = argmaX;PYﬂXn(y "/E ) { gn(y 7U)}7 (78)
and
i—1
2 Z{H HXGY™ K V) K* = £, (X" V). (79
. Then
= ZJ(YZ*l,K,v;Xi). (74)

= PIK # K*] <P[K # K] <, (80)
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where the last inequality follows from (9). where
Let V be an auxiliary random variable that has the same

distribution asV but is independent of all the above named d = h(e) + elog K| (90)
variables. Letk = f,,(X", V). Then and the last inequality follows from (80) and Fano’s inequal-
Pf(f/(kv) = Z Pxn ($n)Pv(U), (81) ity [23] For anyu > 0, let
atifu (@ v)=k L,={v:n 'HK|V =v) >n"H(K|V) —u}, (92)
and
and
Py~ (kv) = Pxny (™). 82
v = D Pev@ B i 3 Py L U0 # 0570} (02
zn:fn (™ ,v)=k v el e
Theref
eretore, Now we consider a pair of random variables
Z|PK v (kv) — Py (kv)| (fu(X™ v*), gn(Y™, v*)). Note that
n H(f (X", 0%)) (93)
= Z Z PX"V(mnv) = nle(I:(H:/ = U*) (94)
kv |zm:f, (" v)=k > ’n_lH(KH/) — U (95)
_ V2eln2
Y PP ) > nlH(K|V) —h( :
zn: fn (™ ,v)=k 5 1
\/ n?2
< > Y Pov(@™) - Po@) Py () = log([KI[VI) = —n~'s,  (96)
kv zm:f, (z™,0)=k
" n where (95) follows from the fact that* < I',, and (96)
= D _|Pxov(a") = Pxe(a")Py(v)] ®B3)  follows from (89). '
o SinceY” — X" — V and I(X™;V) < ¢ we have
= 2[(X™; V) In2 (84) I(X™Y™; V) < e. Together with Pinsker’s inequality, we have
< V2eln?2, 85
o (85) V2eln 2
where (84) follows from Pinsker’s inequality [23] and (85) Py (20 P — Puenvno (2"
follows from (7). Hence, - z%;y' oy (@Y By (v) vy (@)
V) - BRI > S Pe() Y IPxeynla"y") = Peoyuy(a"y" o)
~ ~ v Tryn
= n ' H(K*V)—- H(KV 86 "o non
V2€eln 2 V2eln 2 v zhy"
—1
= ("( g )Ty leelKIV ) (B7) 1{fa(a",0) # guy", 0)}
> ZPV Z (Pxnyn(2"y") = Pxnyn v (2"y"|v))
V2eln 2 2¢ln 2
< h< o ) + S les(KIVD, (88) i
" L{fa(z",0) # gn(y",v)}. (97)
where (87) follows from (85) and [24, Theorem 7]. Therefore, From (78), we can see that
—1 Y .
V2eln2 V2eln2 ny.n n n
> n 'H(KT|V) h( 7 ) - 5 log(IKIV) = > Propxn (42" (2", 0) = galy",v)}
yn
> n n n n — n
> nlf(K;K*IV)h<\/2€21n2> 7 \/22671n210g(|/C\|V\) > ;Py ixn (y"|2")H{k = gn(y",v)}
> HEY) - H(K|K") - h (Y202 - AEm R yE el o0
- 2 Therefore, PIK* = K| > P[K = K]. Together with the
[ <
\/W requirement thaP[K # K| < ¢, we get
log K| [V)) ¢ > PK£R
. n_lH(K|V)_h<\/2621n2> > PIK* # K]
= ZPV Z Pxnynpy(z"y"|v)

= oe(IKIV — w7t (89) (e 0) % gn(y" )} (99)



Together with (97), we have
V2eln2+e > ZPV(v) Z Pxnyn(z"y™)

Tyn

L{fn(z",v) # gn(y",v)}

> ) Pr(v) Y Pxoyn(a™y")
vel, zmyn
L{fn(z",v) # gn(y",v)}
> (Z PV(U)) Z Pxnyn(z"y")
’UEFM zmyn

L{fn(z",0") # gn(y",v")} . (100)
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where (104) follows from (96), and (105) follows from (6)
and (8). At the same time, the relationship

Plpn(X™) # on(Y")] = P[fu(X", 07) # gn(Y™,v7)] < 17(106)

follows from (102) and (103).

Thus, we have successfully constructed,(X™) and
¢»(Y™), and hence there is a common random process be-
tween X™ and Y™ with entropy rateRA;.

APPENDIX IV
PROOF OFTHEOREMb5

Achievability

The proof can be completed if we can find a lower bound onHere we show that for any auxiliary random varialbié

(ZUEFH Pv(v)). Note that

nTH(K|V) = nt EF: Py (0)H(K|V =)
:z-ﬂl EF: Py (v)H(K|V = v)
< nt EF: Py (v)H(X™)
+E§ Py (v)(n " H(K|V) — p).

After rearranging the terms, we obtain

I
> Ful) 2 n—TH(X") —n—H(K|V) +

vel',
o’
> e
- nlH(XM) 4 u
7]
—_— 101
log [ X[ + p B8
Together with (100), we have
3" Proyn (2"y") L { ful(@",0") # gu(y",0")}
Ty
< (\/2eln2+e)(log|X|+u). (102)
W
Finally, for anyn > 0, we take
n= 1
5

Due to (5) and (21), there exists a sufficiently smaBuch
that

max{h ( 2621n2> +

(M+e)(logé’(|+u)} N
m =2

Vv2eln?2

2 log(KIVD + 0715,

(103)

even thoughXC| and |V| may be increasing as decreasing.

At the same timep~'§ — 0 ase — 0.
Finally, let ¢, (X™) = fuo(X™v*) and ¢,(Y") =
gn (Y™, v*). Then
nT H (i (X™) = nT H(fu(X7,07))
n'H(K|V) =17

RA; — 1,

(104)
(105)

(AVARVS

andU with W — U — X — Y Z, and anye* > 0, the pair

(Ap, R) with

| 1GUZ) — IUYIW) + (U ZW)
H(X) ©

H(U;Y|W) = I(U; Z|W) — € (107)

Ap =
R =

is achievable. That is, any pair in the regi€y);,, is achievable.

Fix a joint distribution Py yxyz(wuzyz) =
Pw (w)Pyjw (u|w) Px v (z|u) Py zx (yz|z), we use the
following scheme.

1) Code construction. We fi, -, n, § andv to be positive
real numbers. Randomly select a sg{ C Ty, of typical
sequencey” with size |Ay | = 27 (X5W)+9) We arbitrarily
order the sequences ik, and give an index, ranging from
1 to 2nU(XsW)+9) to each sequence. We also denote the
sequence with index 1 by}. For eachw™ € Ay, randomly
select a set\y(w™) C T[’;lew, (w™) of sequences™ with
size |Ay (w™)| = 2nUSUIWIHY) | For each set\r(w™), we
divide these sequences i (UsXIW)—I(UY[W)+y+n) ping
so that each bin contairg*(/(U:YIW)=n) typical sequences.
We further divide each bin int@?((UYIW)—I(U;Z|W)=n+v)
subsets so that each subset contaifid (ViZIW)—+) typical
sequences. We ugg as the bin indexK as the index of the
subset within each bin, anfi as the index of the sequence
within each subset. Then each sequetitecan be uniquely
identified by three indice$Q, K, L) and W™.

2) Enrollment stage. For each™ € X™, we associate
a u™ sequence with it using the following procedure. First,
we find a sequence™ € Ay such that(w™,z™) is jointly
typical. If there are more than one sequence, we seléct
to be the one with the smallest index. If no such sequence
exists, we choosev}. After finding w™, we find a list of
u™ € Ap(w™) such that(u™,z™) is jointly typical. If the
list has more than one sequence, we select the one with the
smallest index and associate it witli* (we first compare
Q; if there is a tie, then we compark; if there is still a
tie, then compard.). If the list is empty, we set™ as the
sequence with indexg = 1,k = 1,1 = 1) in Ay(w}), and
associate it withe™. After this procedure, each™ € X™ has
au™ associated with it. We set the key value to be the subset

index k in which the sequence” falls. Hence, in this scheme
K={1,--- ’2n(I(U:,Y|W)7I(U;Z|W)fn+u)}’ thus

n~tlog |K| < I(U;Y|W) — I(U; Z|W) —n+v. (108)
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We storew™ and the bin index in the database. Hence, inI(K;V Z"). First, we have
this particular schemé& = (W ,Q). H(K|VZ™)

3) Release stage. With the noisy measureméntand the HKV. 2 — H(V 2"
data stored in the database™, ¢), we obtain an estimatg (K,V,Z2") - H(VZ")

of k using the following procedure. we first look for a list of = H(K,V,Z2",U") - H(U"|K,V,Z") - H(VZ")
sequences in big of Ay(w™) that are jointly typical with = H(K,V,U")+H(Z"lU",K,V)—HU"|K,V,Z")
y™. Then, we obtain an estimate® of v as follows: (1) if —H(VZ")

there is only one sequence in the list, we &etequal to this
sequence; (2) if there are more than one sequence in the list= H(U") + H(Z"|U") - H(U"|K,V,Z") — H(V)
we randomly choose one sequence from the list andi%et —H(Z™|V)
equal to this sequence; and (3) if the list is empty, weidet H(U™ n|ym n n

: . + H(ZMU™) — HU"K,V,Z") — H(V
to be the first sequence in binof Ay (w™). Hence, for any @) " ( n| ) CH ) V)
y™ € Y, we have ai” associated with it. We then obtain an —H(Z"|W™)

ieilsiirr]r;aéeinof (t)?eAke(:y%;l;:)y setting it as the subset index @f (g a(I(X;UW) — ) + n(H(Z|U) — <) — né,,
q v(w™).
4) Rate analysis. For any™ that is not the first sequence —nI(XGW) + LU X|W) = I{UY[W) + ¢+ v+ )
in Ay (w}), we have —n(H(Z|W) + €n)
O U YIW) — U Z|W) — o). (113)
PU" =u"] < Z Px(z") (109) pere (@) is due to the fact thakl and V are func-
2 €T juwy,e (W™ w™) tions of U™. And (b) is due to the following facts: (1)
< expmrI(WU:X)+se) (110) H(U™) > n(I(WU; X) —¢), which was shown in (111); (2)

H(U™K,V,Z"™) < nd,, which will be shown in Lemma 1 of
in which ¢ is a function of¢, and goes to zero &sdecreases. ?{’lﬁ’e}r}c'ig/)\/ (?gé{(;//')wg) i[(qsm::z) 4;H)(Q()4)§gé(n)|(wvg)) 4<'
. s . . ; - ; YT, >
Hence, there exists @> 0, which is again a function of n(H(Z|W) + e1) with ¢; goes to O am increases, which
and goes to zero gdecreases, such that will be shown in the Lemma 2 of Appendix V; and (5)
H(Z™U™) > n(H(Z|U) — <) which can be shown similarly
n'H(U™) > I(WU; X) — (. (111) as in Lemma 3 of Appendix V. In (c), we define =
(+e+dntent+o+y+mn.

On the other handH (W™) < n(I(X; W) + ¢), since the Thus

codebook contains onlg"!(X:W)+¢) different w"s. Simi- p 1[(K;VZ") = n YH(K)- H(K|VZ"))
larly, we haveH (Q) < n(I(U; X|W) —I(U;Y|W)+~v+n), (a)
and H(L) < n(I(U; Z|W) — v). Thus, we have < IUYW)-IU; ZW) —n+v
~(I(U;Y[W) = I(U; Z|W) — )
R = n'H(K) = v—n+te (114)
-1 n
> n H(KW",Q,L) in which (a) follows from (113) and the fact that the value of
= n Y(HW",K,Q,L)-HW",Q,L)) K ranges froml to 2 (U W)=I(U:ZIW)=n+v)
(@ 1 ny _ n 7) Privacy analysis
- _1(H(Un) H(WnaQaL)) We ha.Ve
> p U H(UY) - HW™) - H(Q) - H(L)) o
> I(WU; X) — ¢ — (I(X; W) + ) (X .z o (115)
(U X|W) = (U3 YIW) + 7+ 1) B e P
—(I(U; Z|W) - v) (Z) HU"|V,Z")+ H(X"|U",V,Z") - H(U"|X",V, Z")
= I(U;Y|W) - I(U; Z|W) = n(I(UY|W) = I(U; ZIW) =€) + H(X"|U", V, Z")
(== —n+v, 112) O (U Y|W) — [(U; Z|W)) + H(X"|U™, 2", W™) — ne
(©
in which (a) is due to the fact that there is a one-to-one = n((1—dn)H(X) = ((1—6,)I(X;UZW)
correspondence betweéi® and (W", Q, K, L). From (112), ( (U Y|W) - I(U; ZIW))) — 2nd, — ne
it follows that the rate of the key is larger thdgU; Y |W') — (d) )
I(U; Z|W) — € for a suitable parameter - 0n) H(X) = ((1 - 0n)[(X;U2)
5) Error probability analysis. The argument is similar to the - (U7 YW) + 1(U: Z|W))) — 2ndy, — ne. (116)
corresponding one in the proof of Theorem 1; so it is omittedere, (a) is due to 1) the inequalityd (U"|VZ") >
here. H(K|VZ™) and (113) and 2) the fact th&t™ is a function of

6) Security analysis. In the following, we boundX™ in our scheme; (b) is due to the fact thdt= (W™, Q)
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where @ is a function of U"; (c) is due to Lemma 3 of In the following, we boundH (X" |V Z™):
Appendix V; and (d) is due to the Markov chain relatlonsho% xn

W—U— X. vz") = HX")-I(X"VZ")
On defininge* = (2 + H(X))d, + ¢, from (108) (key = H(X")-I(X"V)-I(X"2"|V)
size requirement), (112) (rate requirement), (113) (security = H(X")-HWV)+H\VIX")-I(X"Z"|V)

requirement) and (116) (privacy requirement), we have that

. . = H(X")-H(V)-H(Z"|V)+ H(Z"[X"V),
the pair(Ap, R) with

becauséd’ is a function of X™.

An > 1 I(X;02) - I(U;YIW)+ I(U; ZIW) We continue as follows
po= 17 H(X) T
R > I(U;Y|W)-I(U;Z|W)-¢ a1y HEVZY

= H(X”) H\V)—H(Z"V)+ H(Z"|X"V)
is achieved by the presented scheme. The proof of the achlev-
ability part is thus complete. = Z {H(X:) - H(Zi|VZYa) + H(ZIVX" Z]) )
Converse
Here we show that’, ,,,; is an upper-bound on the privacy- _H(V)
security pair achieved by any scheme. To do this, we let Z{H

H(Z|vYy'"~tz! H(Z\VX"Z
(Ap, R) be a privacy-security pair achieved by using encoding — | i) + H(Z) ”1)}

functionsh,, and h,, and decoding functiow,,. That isV = —H(V)
hn(X™), K = h,(X™), log|K| < n(R +¢) and P[K #
gn(Y™)] < €. In the following we will show that there exist @ Z {H(X;) - H(Z|VY' Z2) + H(Z|VE X" Z] )}
random variable$V andU with W — U — X — (Y, 2),
such that —H(V)
. _ . . b
Ap < 1- I(X;UZ) IST[{](’))(/)) + I(U; 2|W) +¢€, and @ Z {H(X;) - H(Z|VY'' 2} )
R < IU;YIW)—=I(U;Z|W) + ey, (118) FH(Z VKX Y™ 20 ) — H(V)
ianhich €, approaches to 0 asincreases. That ifAp, R) € < Z {H H(Z|VY'™ IZZn+1)
s,out-
Again, similarly to (50), we have (Z_|VKX_Yi—1zn+1)} —H(V)
We proceed as follows:
_ 1—1 r7n i— 1
) = Z {H(X;) - I(X;KVY"™' 20 Z,|\VY' ™ 20 )}
= HKWVZ")+I(K;VZ") —H(V), (122)
(%) H(K|VZ"™) — H(K|VY™) +nd, + ne in which (a) is due to the fact_tha’f is_ a fur_lction ofX™, and
—  I(K;Y™V) = I(K; Z"|V) + ndy + ne (b) is due to the Markov chain relationship
(b) Yol S VKX"Z! i1 — L. (123)

o Z (K:Yi[VY'™ 20) = 1K Z|VY' ' 27 )]

To show this, we have thati—12z»

i — X" — Z;, which

B +n5n + ne leads toY'~! — Z \ZVKX" — Z;, sinceV K is a function
n of X™.
= Z [ (KVYl 'z z+17Y|VYl 'z 1+1) Now,
=1
—I(KVY™Z2 5 ZA VY T 2 )] 4 nd, +ne HV) = H(V]Y™)
n = H(VK|Y") - (K|VY”)
= Z[I(Ui; YilWi) — I(Uis Zi|W;)] + nép, + ne, (120) > H(VK|Y") -
i=1
= H(VK|Y") — (VK|X”) —ndp,
in which we have defined _ (VK X"~ [(VE;Y™) — né,

_ i—1 n R i—1 n
Wy=WV.Y'", Z,), U = (K, V.Y, Z1 ). (121) Z{I (VK X;| X2, Y = (VK Y X2, Y1)

Here (a) follows from (119) and the requirement that = 1_n§ (124)
I(K;VZ"™) < ne, and (b) can be obtained by using Lemma "
7 of [25]. in which we have used Lemma 7 of [25].



We continue as follows:
H(V)

Y

®)
>

VKX,

S VKX, Y'™h X))
i=1
—ndy,

—I(VEX?, Y'Yy}

S {IVKEX! Y ' 2 X))
=1

SI(VEX],Y ' 20 Y))) - nd,

STU(VEZE, Y™ X)) — IVKZ2, YY)

+Z{f X X VEY' 20 )
—I(XP Y| VKY ™1 Z2 )} — né,
d{IVKZ Y X))

i=1
_n(sna

~ I(VEZ2, YY)

i—1
1Y

to (123), and (b) is due to the fact that

IXP s X lVKY ' 20 ) = (XD XY |VRY' 1 27 ),

which is due to the Markov chain relationshi§ , _ _
VKY''Z!' X; — Y;. Combining (122) with (125), we haveIn which z;* is an arbitrary sequence i&".

(X"‘VZH)

<

IN

Z{H

—H(V) +ndy,

Z{H

I(XGKVY™'Z0 s Z,\vY' ™=z}

I(XGKVY' ™' Z0 s Z VY =tz )

—I(VKZ! YN X))+ I(VKZ Y7L Y5} +nd,,

I(X;Uy; Z;\W5) — I(Uy; X5)
+I(U;Y:)} + ndy,

Z{H

—I(Uy; X;) + I(Ui; Y2) } + noy,

U“Z |W) (X“ZZ|W1UZ)

(125)

in which (a) is due to the Markov chain relationshiy, ; —
—  X;Y;, which can be shown similarly

(126)
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get the desired result by following the standard single-letter
characterization technique.

APPENDIXV
LEMMAS FOR THE PROOF OFTHEOREMS5

In this section, we state and prove several lemmas used in
Appendix IV (the proof of Theorem 5).

Lemma 1:For the coding scheme in Theorem 5, we can
write H(U™|K,V,Z") < né,,, whered,, — 0 asn increases.

Proof: With knowledge ofk and v, the attacker can

obtain an estimatei of «™ by looking for a sequence in
the subsek;, bin i of Ay (w™) that is jointly typical withz".
Based on a similar error probability analysis as to that given
in the proof of Theorem 1, one can show that the probability
thatU™ # U™ goes to zero as increases. Thus, using Fano’s
inequality, we haveH (U"|K,V,Z™) < né, for a suitable
choice off,,, which approaches to 0 asincreases. [ ]

Lemma 2:For the coding scheme in Theorem 5, we have

H(Z"|W™) < nH(Z|W) + ne,

in which ¢,, goes to zero as increases.
Proof. For eachw™, we definez™ as following

e A b L S 1)
zp, if =z %T[Z‘W](;(w)
We have
H(ZMW™) < H(Z" Z,|W")
= H(ZMZ",W")+ H(Z"|W™")
< H(Z™Z")+ H(ZMW™).  (128)

From the Markov lemma [23],Z", W) are jointly typical
with high probability. HenceZ™ = Z™ with high probability,
and thus we have

H(Z"|2"™) < ne,, (129)

for a suitable choice of, that approaches to 0 asincreases,
due to Fano’s inequality [23].

At the same time, for anw™ € Ay C T,

[7;[,] 5» we have

H(Z"|w") < log| Ty w)s(w")| < n(H(Z]W) + ¢,), (130)
for a suitable choice of,

creases [22].

that approaches to 0 as in-

Hence
H(Z"W™) < H(Z"Z")+ H(Z"W")
< ne, + Z P(W™ = w™ H(Z"W" = w")
wnEAw
< ne, +n(H(ZIW) +e,). (131)

Here W, and U; are defined in (121) and (a) is due to the
Markov chain conditiolV — U — X — (Y, Z).

Now, by introducing a random variabl& uniformly dis-
tributed over the sefl,---
U = (UTa

,n}, and settingh =
T), X = Xpr, Y = Yrand Z =

(Wr,T),
Zr, we such thatd (X™|U™, Z™, W™)

On defininge, = ¢, + €., which approaches zero as
increases, the claim is proved. [ ]

Lemma 3:For anye > 0, there exists a sufficiently large
> (1—e)nH(X|UZW)—2ne.
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Proof: Consider one sequence, we select the one with the smallest index and
i m tm associate it withz™ (we first compare(); if there is a tie,
H(X™U", 2™ W") then we compare/; if there is still a tie, then comparé).

> - Z Pxn yn znwn(z",u™, 2", w")  If the list is empty, we set” as the sequence with index
(@™ um, 2w €Tl g ). (¢ =1, = 1,1 = 1) in Ay(w}), and associate it with
10g Pxnjun, zn o (€™, 2%, w™) x™. After this procedure, each™ € X" has au™ associated
W omm with it. We now randomly generate a ke&y from the set
> Z ]DX",U",Z",W"(Jj YU 2, W ) K = {17 ’2"(1(U§Y|W)*I(U?Z\W)*WJFV)} with a uniform
(@ um 2" W) ET y gy distribution. We storel¥", bin indexQ and J @ K in the
n(H(X|UZW) — 2¢) database. Here> denotes mog@” ! (UsYIW)—I(U:Z[W)—n+v)
= P{X",W",U", Z") € Tixwuze addition. Hence, in this particular scenakio= (W",Q, J @
n(H(X|[UZW) — 2) K). | |
(@) 3) Releas_e stage. With the noisy measure_r@émtand_ the
> (1—en(H(X|UZW) — 2€) data stored in the databage”, ¢, j©k), we obtain an estimate
> (1—nH(X|UZW) — 2ne. (132) k of k using the following procedure. we first look for a list

of sequences in bip of Ay (w™) that are jointly typical with
Here for eache > 0, (a) is true for sufficiently larger [23].  4™. Then, we obtain an estimat&® of u™ as follows: (1) if
B there is only one sequence in the list, we &®tequal to this
sequence; (2) if there are more than one sequence in the list,
APPENDIX VI we randomly choose one sequence from the list andi%et
PROOF OFTHEOREM 6 equal to this sequence; and (3) if the list is empty, weidet
Achievability to be the first sequence in bippf AU(Q"): Hence, for any
Here we show that for any auxiliary random variabie ¥ €Y', we have onei" associated with it. We then obtain
andU with W — U — X — YZ, and anye* > 0, the pair 2" estimate of the kel, namelyk = ;@ (j @ k), in which j

(Ap, R) with is the subset index af” in the bing of Ay (w").
’ The error probability, rate, security and privacy analysis fol-
Ap = 1-— I(X;UZ) - I(U;Y|W) + I(U; Z|W) ¢, low similarly those in the proofs of Theorem 2 and Theorem 5,
H(X) and we omit them for the sake of compactness.

R = I(U;YIW)-IU; Z|W) —¢€" (133)  converse
is achievable. That is, any pair in the regiéy.., is achiev-  Here we show that’s, ..., is an upper-bound on the privacy-
able. security pair achieved by any scheme. To do this, we let

Fix a joint distribution Pyuxyz(wuzyz) _ (AP,.R) be a privacy-security pair :_:mhieved _by using encpding
Py (w) Py (ulw) Py i (z]u) Py 2 x (y2|z), we use the functions h,, and h,, and d?i:odlng functiory,,. That is
following scheme. V =h,(X"), K =h,(X™),n tlog|K| < R+eandP[K #

1) Code construction. Fix, v, 1, § and v to be positive gn(Y™)] < €. In the following_ we will show that there exist
real numbers. Randomly select a saf C 77y, of typical random variablesV” and U with W — U — X — (Y, Z),

sequences” with size|Ay/ | = 27U(X3W)+9) We arbitrarily such that

order the sequences ily, and give an index ranging from I(X;Z|U) - I(U;Y) + I(U; Z|W)

1 to 27I(XiW)+9) to each sequence. We also denote the®P <= 1— H(X) T éns
sequence with index 1 by}. For eachw™ € Ay, randomly R < I(U;Y|W)—I(U; Z|W) + ey, (134)
select a set\y(w™) C T[’;]‘W]é, (w™) of sequences™ with N

size | Ay (w™)| = 20U CGUIW)HY) | For each sef\y(w™), we in which ¢, approaches to zero as increases. That is
divide the sequences int*(!/(U;XIW)—I(UYIW)+v+n) hing  (Ap, R) € Csrout-

so that each bin contair@*!/(V;YIW)—n) typical sequences. Again, similarly to (50), we havé? (K|Y", V) < nd,.

We further divide each bin int@"(/(Us¥YIW)—I(U:Z[W)=n+v) We first bound the privacy leakage, as follows:

subsets so that each subset contaifid(ViZIW)—») typical

sequences. We ug@ as the bin index,/J as the index of the H(X"|VZ") < H(X",K|VZ")

subset within each bin, anfi as the index of the sequence = H(X",K)-I(X",K;VZ")

within each subset. Then each sequeti¢ecan be uniquely — H(X") + H(K) — (X", K: V)
identified by three indice$Q, J, L) and W™. B

2) Enroliment stage. For eaci € X™, we associate a" —I(X",K;Z"|V)
sequence with it using the following procedure. First, we find = HX"“W+HK)-H(V)+H\V|X",K)
a sequencev™ € Ay such that(w™,z™) is jointly typical. “H(Z"V) + H(Z"| X", K, V)

If there_: are more than one sequence, we selécto be _the —  H(X") - H(Z"|V)+ H(Z"|X", K, V)
one with the smallest index. If no such sequence exists, we

choosew?. After finding w™, we find a list ofu™ € Ay (w™) +H(K) - H(V)

such that(u™, 2™) is jointly typical. If the list has more than (135)



sinceV is a function of(X", K). We continue:

H(X"|VZ") [

< Z{H(Xl H(Z)\Z! 1, V) [2]
H(Z)|Z!1, X", K, V)} + H(K) 3]

< ZI{HOQ H(Z|Z},,, V.Y K) ”
_ H(Z)\Z!,, X", K, V)} + H(K) -

<Y {H) - H @2, VYK o
- H(Z)|ZP,, Y X" K, V)} + H(K) (7]

< ZI{H<XZ H(Zi|Z}, V.Y K) ]
) H(Z|X;, 27, Y7L K V) + H(K) o]

< Z{H I(X 2|20, VYL K) ) + H(K). [10]
[11]

In the derivation above, (a) is due to the Markov chain
relationshipY*~* — (Z',, X", K,V) — Z;, which can be
easily shown.

At the same time, we have

H(K) H(K|VZ") + I(K;VZ")

(12]

(13]

,\
INe I

H(K|VZ"™) — HK|VY"™) + nd, + ne [14]
= I(K;Y"|V) = I(K;Z"|V) + né, + ne
0 < i 15
= Z[ (K;Yi[vy™™ 1) (o]
=1
—I(K; ZAVY'"™ ' ZP )] + nd,, + ne (16]

Y EVY Tz Y VY Tz )
=1

—I(KVY'"'Z2 s ZJA VY T Z2 )] + ndy, + ne

n

> (Ui Wy) -

=1
in which we define

W=V, Yz ), Us =

(17]

(18]

(19]

(20]

(K,V,Y*"=t zr.). (136)

Here (a) follows from Fano’s inequality and the requiremer#!]
that I(K;VZ™) < ne, and (b) can be obtained by usmg[zz]
Lemma 7 of [25].

Now, by introducing a random variabl& uniformly dis-
tributed over the sefl,--- ,n}, and setting = (Wr,T),
U:(UT,)X:XT,Y:YTandZ Zr, We
get the desired result by following the standard single-letter
characterization technique. [2

(23]

(24]

5] I. Csisr and J. Krner,
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