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Abstract—“THIS PAPER IS ELIGIBLE FOR THE STU- The eavesdropper in our model can be viewed as the wireless
DENT PAPER AWARD". This paper investigates the role of counterpart of Wyner's wiretapper.
user cooperation in facilitating secure wireless communications. The relay channel without security constraints was studied

In particular, the four-terminal relay-eavesdropper channel is . .
introduced and an outer-bound on the rate-equivocation region under various scenarios [4], [5]. In most of these works,

is derived. Several cooperation strategies are devised and theCooperation strategies were constructed to increase the trans-
corresponding achievable rate-equivocation region are character- mission rate and/or reliability function. In this paper, we
ized. Of particular interest is the novel Noise-Forwarding (NF) identify a novel role of the relay node in establishing a

tskt]rategy, where the r‘flay ”?de Stﬁ”ds COdgwordS i%’]‘?pe{‘df”t ofsecure link from the source to the destination. Towards this
e source message to confuse the eavesdropper. This strategy iS . .
used to illustrate the deaf helper phenomenon, where the relay end, several cooperation strategies for the relay-eavesdropper

is able to facilitate secure communications while being totally channel are constructed and the corresponding achieved rate-
ignorant of the transmitted messages. Furthermore, NF is shown equivocation regions are characterized. An outer-bound on the
to increase the perfect secrecy rate in the reversely degraded rate-equivocation region is also derived. The proposed schemes
scenario, where the relay node fails to offer performance gains in are shown to achieve a positive perfect secrecy rate in several

the classical setting. The gain offered by the proposed cooperation - h th itv in th b f th
strategies is then proved theoretically and validated numerically SCENarios where the secrecy capacity in the absence of the

in the additive White Gaussian Noise (AWGN) channel. relay node is zero. Quite interestingly, we establish the deaf-
helper phenomenon where the relay can help while being
|. INTRODUCTION totally ignorant of the transmitted message from the source.

The notion of information theoretic secrecy was introducdeurthermore, we show that the relay node can aid in the
by Shannon in [1], which assumed that the transmission timnsmission of confidential messages in some settings where
noiseless and used a kéjto protect the confidential messageslassical cooperation fails to offer performance gains, e.g., the
W. Taking the transmission uncertainty into considerationgversely degraded relay channel.

Wyner introduced the wiretap channel in [2]. In the three- The relay channel with confidential messages was studied
terminal wiretap channel, a source wishes to transmit conifi-[6], where the relay node acts both as an eavesdropper and a
dential messages to a destination while keeping the messdgeper. In the model of [6], the source sends common messages
as secret as possible from a wiretapper. The wiretappertdasthe destination using the help of the relay node, but also
assumed to have an unlimited computation ability and sends private messages to the destination while keeping them
know the coding/decoding scheme used in the main (soursecret from the relay. In contrast with [6], the relay node in
destination) channel. Under the assumption that the souroet work acts as a trusted “third-party” whose sole goal is to
wiretapper channel is a degraded version of the main chanratilitate secure communications. The idea of using a “third-
Wyner characterized the trade-off between the throughput pdrty” to facilitate secure communications also appeared in [7].
the main channel and the level of ignorance of the messagentrary to our work on noisy channels, [7] focused on the
at the wiretapper using the rate-equivocation region concegéneration of common random secret keys at two nodes under
If the equivocation rate at the wiretapper is arbitrarily closee assist of a third-party using a noiseless public discussion
to the information rate, the transmission is called perfectghannel. The users then use the secret key to establish a
secure. Csis and Korner further extended the study to theecure link between the source-destination pair. Other recent
broadcast channel with confidential messages [3]. works on secure communications investigated the multiple

Our work here is motivated by the fact that if the wiretappeaccess channel (MAC) with confidential messages [8], [9], the
channel is less noisy than the main channel, the perfentiltiple access channel with a degraded wiretapper [10], etc.
secrecy capacity of the channel is zero [3]. In this case, itDue to the space limit, we omit the proof of the results here.
is infeasible to establish a secure link under Wyner's wiretdpterested readers can refer to [11] for details.
channel model. Our main idea is to exploit user cooperation in
facilitating the transmission of confidential messages from the Il. THE RELAY-EAVESDROPPERCHANNEL
source to the destination. More specially, we consider a four-We consider a four-terminal discrete channel consisting
terminal relay-eavesdropper channel, where a source wisbédinite sets X}, X»,),):,)> and a transition probability
to send messages to a destination while leveraging the helgdtribution p(y, y1, y2|z1,z2), as shown in Figure 1. Here,

a relay node to hide those messages from the eavesdroppgr.t, are the channel inputs from the source and the relay



respectively, while););,), are the channel outputs at theR; < min{I(V;,Vo;Y), I(V1;Y1|Va)},

dhestination, rlelay aEd ea\I/esdtzopper respecti;]/ely. We cogsiql@er < Ry, )
the memoryless channel. The source wishes to sen e ) ) ' Nt
messageél; € W, = {1,---, M} to the destination using EE@ < [min{Z(Vy, Va3 ¥), (Vi Y1 [V2)} = I(V1, Vas Vo)) 7
the (M, n) code consisting: 1) a stochastic encodgrat the for some distribution p(vi,va, z1,22,91,92,y) . =
source that maps the messageto a codewordk; € X7, 2) P(vi,v2)p(w1, @2|v1, v2)p(y1, Y2, yla1, x2), are  achievable

a relay encoder that maps the sign@s 1, v1.2,- - ,y1.i-1) USING the DF strategy. Henpe, fqr the DF scheme, the
received before time to the channel input ;, 3) a decoding following perfect secrecy rate is achievable

function ¢: Y* — W,. The average error probability of & %) = sup [min{I(Vi,Va;Y), I(Vi;Y1|Va)} — I(Vi, Va; Yo)] T .

(M, n) code is defined as p(v1,02)
The channel between the source and the relay becomes
1 a bottleneck for the DF strategy when it is noisier than
P = —Pr was sent. . : . .
¢ Z M {o0y) 7 wiwn ¥ the source-destination channel. This motivates our Noise-

e Forwarding (NF) scheme, where the relay node does not

The equivocation rate at the eavesdropper is definell.as attempt to decode the message but sends codewords that are
%H(Wl [Y3). independentf the source’s message. The enabling observation
behind this scheme is that, in the wiretap channel, in addition
to its own information, the source should send extra codewords
to confuse the wiretapper. In our setting, this task can be
x X accomplished by the relay by allowing it to send independent
E+| encoder |~X+| POV wx‘.xl>|—y—| decoder w’ codewords, which aid in confusing the eavesdropper.

Y, ) .
> eavesdropper R, Main channel R, Main channel

Fig. 1. The relay eavesdropper channel.
The rate-equivocation paiiz,, R.) is said to be achievable

if for any € > 0, there exists a sequence of cod@s, n) such <>° < ®
that for anyn > n(e), we have W ‘
. iret
Ry = —logy M, P" <e¢, ~H(Wi[Y3) > R. — €. wiretapper wiretapper
n n A C C A >
. . R, R,
We further say that the perfect secrecy r&teis achievable a) ' b) ‘
if the rate-equivocation paifR;, R;) is achievable. [XGYIX) < IXGY 1K) [XRYIX,) = I pE 1 X)
I1l. M AIN RESULTS Fig. 2. The rate region of the compound MACs of the relay eavesdropper

channel for a fixed input distributiop(z1)p(z2).

Our first result establishes an outer-bound on the optimal
rate-equivocation region of the relay-eavesdropper channel. Our NF scheme transforms the relay-eavesdropper channel

Theorem 1:In the relay eavesdropper channel, for any ratédito a compound multiple access channel (MAC), where the
equivocation paif Ry, R.} with P* — 0 and the equivocation source/relay to the receiver is the first MAC and source/relay
rate at the eavesdropper larger thAn— e, there exist some to the eavesdropper is the second one. Figure 2 shows the
random variable®/ — (Vi,V,) — (X1, X5) — (Y,Y1,Y3), rate region of these two MACs for a fixed input distribution
such that(R,, R,) satisfies the following conditions p(x1)p(x2). In the figure, R, is the codeword rate of the
source, andR, is the codeword rate of the relay. We can

Ry < min{I(Vy,Vo; ), I(Vi; Y, 11 [V2) observe from Figure 2a) that if the relay node does not trans-
R. < Ry, (1) mit, the perfect secrecy rate is zero for this input distribution
R. < [I(Vi,Va; Y|U) — I(V1,Va; Ya|U)| T since R1(A) < R1(C). On the other hand, if the relay and

) ) ~ the source coordinate their transmissions and operate at point

We now turn our afttention to constructing cooperatiol we can achieve the equivocation rate, which is strictly
strategies for the relay-eavesdropper channel. Our first sigRyer than zero. On the other hand, in Figure 2b), we can still
is to characterize the achievable rate-equivocation region gt a positive perfect secrecy rate by operating at pdiri
Cover-El Gamal Decode and Forward (DF) Strategy [4]. lfhe absence of the relay. But by moving the operating point to
DF cooperation strategy, the relay node will first decodg we can get a larger secrecy rate. This illustrates the main
codewords and then re-encode the message to cooperate wih of our NF scheme.
the source. Here, we use the regular coding and backwardrheorem 3:The rate pairs in the closure of the convex hull
decoding scheme developed in the classical relay setting [&,all (R, R.) satisfying
[12], with the important difference that each message willg, < 1(17;Y|V3),
be associated with many codewords in order to confuse th%_z < R 3)
eavesdropper. ¢ L .

Theorem 2:The rate pairs in the closure of the convex hull e < [(Vi; Y [V2) +min{I(V2; V), I(V2; Y2 | V1) }
of all (Ry, R.) satisfying —min{I(Vy; V), 1(Va; Y3)} — I(Vi; Ya|Va)] T,



for some distributiorp(vy, va, 21, T2, Y1, Y2, y) = p(v1)p(v2) IV. EXAMPLES
p(x1|v1)p(z2|ve)p(y1, y2, y|z1, 22), are achievable using the

i This section uses several examples to illustrate the unique
,s\lchrSeC:yerrT;?é Ii-;ence, for the NF scheme, the achievable pertfé%{tures of the relay-eavesdropper channel. For simplicity, we

. only focus on the perfect secrecy rate of various schemes.
RN = sup [I(Vi;Y|Va) + min{I(Va; Y), I(Vas Yo V1)) P y
p(v1)p(v2) A. The Deaf Helper Phenomenon

—min{I(Va;Y),I(Va; Ya)} — I(V1; Ya|V5)]T.  The security constraints imposed on the network bring
In the NF scheme, the relay node does not need to listebout a new phenomenon which we call tHeaf helper
to the source, and hence, this scheme is also suited pitfenomenanwhere the relay node can still help even it is
relay nodes limited by the half-duplex constraint [13], [14]totally ignorant of the message transmitted from the source.
In NF cooperation, each user sends independent messdgethis setup, we impose an additional security constraint on
to the destination, which resembles the MAC. Hence, Nfe relay node, and say a rdtg is achievable for a deaf helper
cooperation can be adapted to the multiple access eavesdroffder any € > 0, there exists a sequence of codé$, n) such
channel where the multiple users in the MAC channel cdhat for anyn > n(¢), we have
help each other in communicating securely with the destination 1 n
without listening to each other. Ry = n logy M, Fe'<e, ©)
Now, we study another cooperation scheme that does not 1

require decoding at the relay: Compress and Forward (CF)n’.H(W”Y?) 2 Re—e ﬁH(WﬂYl’X?) > B, —e.
The CF cooperation strategy can be viewed as a generalizatiom this case, the signal received by the relay node does not
of NF where, in addition to the independent codewords, theak any information about the transmitted messHge This
relay also sends a quantized version of its noisy observationedel describes a more conservative scenario where the source
to the destination. This noisy version of the relay’s obsedoes not trust the relay but still wishes to exploit the benefit
vations helps the destination in decoding the source’s méseught by cooperation. We assume that the relay node is not
sage, while the independent codewords help in confusing ttmalicious and, hence, is willing to cooperate with the source.
eavesdropper. The following result establishes the achievailee following theorem characterizes the achievable perfect
rate-equivocation pair in the case whéX,;Y;,Y|Xs) < secrecy rate of the NF strategy in the deaf-helper setting.
I(Xl;Yl,Yg|X2), i.e., the source-eavesdropper channel is Theorem 5:The perfect secrecy rate of the NF scheme with
better than the source-receiver channel, a situation of particugar additional security constraint on the relay nodeRis =

interest to us. max min{Rs1, Rs2}, where
Theorem 4:The rate pairs in the closure of the convex huff(?»)P(v2) .

of all (Ry, R.) satisfying Rya = [I(Vi;Y[Ve) +min{I(Va; V), I(Va; Y2|V1)}

Ry < I(Xp;:%,Y|Xy), —min{I(Va; Y), I(Va; Ya)} — 1(Vi; Ya[Va)] T,

R. < R, @ Re = [I(Vi;Y[Ve) — I(Vi;Yi|X2)] "

~ +

R, < |Ro+I1(X1;11,Y|Xs) — I(Xl,Xg;Yz)} , B. The Reversely Degraded Relay-Eavesdropper Channel

subject to min{I(Xa:Y),I(Xo;Ys|X1)} — R > In the classical relay channel without security constraints,

there exist some scenarios where the relay node does not

i N - provide any gain, for example, the reversely degraded relay
ﬁ(sffﬁépélé)g(rgiég?’y‘xl’m)p(yﬂyl’xz) are  achievable o\ - 1nel shown in [4]. The relay channel is called reversely
In Theorem 4, R, is the rate of pure noise gen-degraded, ifp(y, y121, 22) = plyle1, 22) p(yily, 22). Here,

erated by the relay to confuse the eavesdropper, whit€ focus on t_his_ scenario and show that the relay node can
min{I(X2;Y), I(Xa: Y2|X1)} — Ro is the part of the rate still offer a gain in the presence of the ea\_/esdropper.
allocated to send the compressed sigrialto help the des- q Theé)rzm I2 of [;1] ShOIV\.'S tiat the cap?c)l';y.(;j the r_elz_\égrsely
tination. If we setRo = min{I(Xa;Y), I(Xa; Ya|X1)}, this d€graded relay channel & = RS (X1;Ylwz). This
scheme becomes the NF scheme. In order to enable analyticallies that the relay node should send a constant, and hence,
tractability, the coding/decoding scheme used in the prodbes not contribute new information to the destination. In most
is slightly different from that of [4]. In [4], the destinationchannel models, the constant sent by the relay does not result
uses sliding-window decoding, while our proof uses backwana any capacity gain. The question now is whether the same
decoding. Hence, the bound fét. provided here is a lower- conclusion holds in the presence of an eavesdropper. We first
bound for theR, achieved by the CF scheme. One may be abbdserve that the degradedness of the relay channel implies
to achieve a largeR,. using exactly the CF scheme proposethat DF and CF cooperation will not provide the destination
in [4]. But, unfortunately, we are not yet able to bouRd with additional useful information. The relay node, however,
when sliding-window decoding is used. Compared with C&an still send codewords independent of the received signal
decoding, the proposed NF strategy enjoys the advantagetamitonfuse the eavesdropper, as proposed in the NF scheme.
simplicity. Also, if one only focuses on the perfect secrec8ince we do not require decoding at the relay node in NF, the
rate, it is easy to see that these two schemes achieve identitagjradedness imposed here does not affect the performance.
performance. Again, this observation is limited to our lowdrdence, we get the following achievable perfect secrecy rate
bound onR, in Theorem 4. for the reversely degraded relay-eavesdropper channel.

I(Y1;Y1]X5), for some distributionp(z1, 2, y1, y2, ¥, 91) =



Corollary 1: The achievable perfect secrecy rate of th®o M = 2. In this case, the source send§ (1) at the

reversely degraded relay eavesdropper channel is first symbol interval of each sub-block, the relay receives
R, = max [I(Vl;Y\Vg) +min{I(Va;Y), I(Va; Ya|V1)} Y1(1) = he X1(1) + Z1(1); At the second symbol interval,
p(v1)p(v2) the source sendsX;(1) + $X;(2), while the relay sends

—min{I(Va;Y), 1(Va; Ya)} — I(Vl;Ylez)r- (6) 7Y1(1). Herea, 3, are chosen to satisfy the average power
constraints of the source and the relay. Thus, this scheme
C. The AWGN Channel allows beam-forming between the source and relay without
Now we consider the Gaussian relay-eavesdropper chaegquiring the relay to fully decode. Writing the signal received
nel, where the signal received at each nodeyj&] = atthe destination and the eavesdropper in matrix form, we have
> hijzi[n]+z;[n], hereh;; is the channel coefficient betweenY = H,X, + Z, Y, = Hy X, + Z5, where
=

(v
nodei € {s,r} and nodej € {r,w,d}, and z; is the i.i.d — hsd, 0 } - { hsw, 0
Gaussian{nois}e with unit varia{nce at}nqﬁeTh]e source and Hh Bhsa + Vharhs, aheg |2 Bhsw + Vhsrhrw, ahsw |7
the relay have average power constrat P, respectively. X, =[X:1(1), X127, Z = [Z(1),vheaZ1 (1) + Z(2)]7,
sectecy sapacity of the Gaussian  eavesdropper chan. 22~ 2221 £ 22T,
nel with the absence of the relay node is given Y =D, Y, Yz =[}2(1), 22)-
by 3 [logy(1 + |hsa|*Pr) —logy(1 + |hsw|2P1)]+. Hence if The channel under consideration can be viewed as an equiv-
|hsw|? > |hsal? and the relay does not transmit, the secrealent standard memoryless eavesdropper channel with input
capacity is zero, no matter how largg is. On the other hand, X; and outputsY, Y at the destination and the eavesdropper
as shown later, the relay can facilitate the source-destinati@spectively. Then, based on the result of [3], an achievable
pair to achieve a positive perfect secrecy rate under somerfect secrecy rate i9(X1;Y) — I(Xy;Y2)]*.
conditions even whef,,,|> > |hsq/?. In the following, we  Choosing a Gaussian input with covariance matrix
focus on such scenarios. E{XXH} = PI, wherel is the identity matrix, we get the
1) DF and NF: At this point, we do not know the optimal following perfect secrecy rate

input distribution that maximizeBﬁDF), RgNF). Here, we let 1 |det{ PH, H} 4 A}de| +

(AF) _ ax [ 1 ] ’

\%1 = X1, Vs = X5 and use a Gaussian input distribution tofts 1082 det{ PH,HY | B}detA|
obtain an achievable lower bound.
For DF cooperation scheme, we &t ~ N (0, P2), X19 ~ where
N (0, P), whereN (0, P) is the Gaussian distribution with zero 5 _ | 1 0 B-|! 0
; 0 1 heal® | 0 1 Rrwl® |
mean and varianc®. Also, we letX; = ¢; X5 + X9, Where + [Yhral + [Yhrwl
c1 is a constant to be specified later. To satisfy the aver
power constraint at the source, we requirg?P, + P < P;.
Straightforward calculations show that (14 |al® + 8P < 2P1, |72 (Jher|*P + 1) < 2P5.
! 1+ |he 2P .
7= g o {5 )
s IE?.])D( min 5 0go9 1+ ‘hswcl ¥+ hrw|2P2 4 |hsw|2p )
110 ( 1 + |hsd61 + hrd‘QPQ -+ |hsd|2P )} + (7)
2 2 1+ |hswcl+hrw|2p2+ ‘hswPP

For NF, we letX; ~ N(0,P;), Xo ~ N(0, ). Here
X4, X, are independent, resulting in

1
RENF) = |:Inin {2 10g2 (]. + |h’sd‘2pl) s 0

1 o 1+|hsd‘2pl+‘hrd|2p2
2 2 1+‘hsw‘2pl+‘hrw|2p2 ’
1

2 2 +
5 log, ((11++}|L;lw| |]23]23)(-1++hh5é|PP1)) H . 3) Numerical ResultsHere we give numerical results un-
swi1 rwlt 42 der two channel models. The first one is the real channel where

2) Amplify and Forward:In this subsection, we quantify 2;; = d;;”, with d;; being the distance between nodend
the achievable secrecy rate of Amplify and Forward (AF) and v > 1 is the channel attenuation coefficient. In the
cooperation. We did not consider this scheme in the discretecond model, we assume that each channel experiences an
case since, in general, it does not lend itself to a single lettedependent phase fading, thatlig; = d,;"e7%, where;;
characterization. In AF, the source encodes its messages istaniformly distributed overf0, 2).
codewords with lengthl/ L each, and divides each codeword Figure 3 shows the achievable perfect secrecy rate of the
into L sub-blocks each withl/ symbols, wherd. is chosen proposed schemes for the first channel model. In generating
to be sufficiently large. At each sub-block, the relay sendkis figure, we use the network topology shown in Figure 4,
a linear combination of the received noisy signal of thiwhere we put the source #6,0), the destination afl,0),
sub-block so far. For simplicity, we limit our discussiorthe eavesdropper &0, 1), and the relay node dtc,0). We

a,B,y,P

24fd the maximization is over the set of power constraints:

—— Upper Bound
—— Decox d Forward

d

0 0.5 1 15 2

Fig. 3. The achievable perfect secrecy rate of the proposed schemes in the
Gaussian relay eavesdropper channel.




eavesdropper | Figure 5 shows the achievable perfect secrecy rates of the

0.1) proposed strategies for the same setup as the first scenario.

Due to the random phases, the achievable perfect secrecy

source relay capacity when the relay is at the same position as the source
(0,0) (x0) is not zero anymore. In this case, it will be beneficial to have
(1,0) multiple transmitting antennas at the source. Similar to the

destination first scenario, whenx > 1, DF cooperation does not offer

any benefit. But both NF and AF still enjoy non-zero perfect

secrecy rates.

Fig. 4. The network topology.
V. CONCLUSIONS

let P, = 1,P, = 8. Sinced,y = d.., the perfect secrecy In this paper, the relay-eavesdropper channel was studied.

capacity of the eavesdropper channel without the relay notfe Particular, several cooperation strategies were proposed
is zero. But, as shown in the figure, we can achieve a positg8d the corresponding achievable performance bounds were
secrecy rate by introducing a relay node. In computing ﬂg)@ta_uned..Furthe_rmore, an outer-bound on the optimal rate-
upper-bound, we set; ~ A(0,P,), Vo ~ N(0,P,) with equivocation region for this channel was develc_>ped. Of par-
a correlation coefficienp, and maximize ovep € [—1, 1]. ticular interest is the proposed NF strategy which was used

Notice that the Gaussian input is not necessarily optimal fif illustrate the deaf-helper phenomenon, and to demonstrate
the upper-bound. We can see that, when the relay is near t@ utility of the relay node in the reversely degraded relay-

source. the DF scheme touches the Gaussian upper_bolse‘:'a(y_esdropper channel. Overall, our results establish the critical
Also vx,/henx > 1, it is clear that DF cooperation does nofole of user cooperation in facilitating secure wireless commu-

offer any gain, while NF and AF still offer positive ratesnications. Among the many open problems posed by our work,
Notice that when: > 1, bothd,, ,d.q are larger thaw,,,. The how to close the gap between the achievable performance

interesting observation here is that though both the destinatfdfd the outer-bound is arguably the most important one. The
and relay are in disadvantage positions compared with fiestigation of the role of feedback in the relay-eavesdropper
eavesdropper, they can cooperate with each other and gnnel is another interesting problem. Finally, extending our
some advantage over the eavesdropper. If the relay i atwork to a large scale network is of practical significance.
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