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ABSTRACT proved a negative result stating that perfect secrecy requires
the entropy of the private ke¥, used to encrypt the mes-

It is well known that a non-zero secrecy capacity of the W're.'sageW, to be larger than the entropy of the message, that is

tap channel is only possible when the legitimate receiver '?I(K) > H(W). Taking the channel uncertainty into consid-

less noisy than the wiretapper. This work shows that US€f, »iion “Wyner introduced the wiretap channel in [2]. In this
cooperation is an efficient solution to this limitation. In par-

. . . . . odel, a source wishes to transmit confidential messages to
Flcular, the four-terminal wiretap relqy channel. is considere destination while keeping the message as secret as possible
in our work whe(e sgveral cooperation strategies, that enab om a wiretapper, who has unlimited computation ability and
secure communication, are constructed and the correspongliy, < the coding/decoding scheme used in the main channel.
ing rate-equivocation regions are characterized. Of partiCulghy nor characterized the trade-off between the information
interest is the novenoise forwardingstrategy which estab- rate to the receiver and the level of secrecy, as measured by

l'Sh.PTS thedeaf helper Phef‘o”.‘eno"“efe’ the rglay is able to equivocation, under the assumption that the wiretapper chan-
facilitate secure communication over the main channel Whllc?]eI is a degraded version of the main channel. In particular

ey iner showed il e serecycapacty (. pertecly setre
validated numerically in the additive white Gaussian nois te) is nonzero. Csigr and Korer [3] extended this work
(AWGN) channel. Overall, our work establishes the utilityq0 the broadcast channel,' where the source sends a common
of user cooperatién in facili’tating secure communication ovef < -a9c {0 both the receiver and the wiretapper, and a confi-
wireless channels Eientlal message only to the receiver. _They showed tha_t if the
K ds: ' i iret | _ main chann_el is less noisy than the wiretap chan.nel, itis pos-
EYWOras: cooperation, wiretapper, refay, SeCure Com- — gjpa to achieve a positive perfect secrecy capacity. The relay
munication channel with confidential messages was studied in [4], where
the relay node acts both as wiretapper and helper. The source
1. INTRODUCTION sends common message to the receiver under the help of the
relay node, but sends a private message to the receiver while
Most, if not all, of the cryptosystems widely used nowadayskeeping it secret from the relay.
are based on the unproved difficulty of solving some mathe- This paper investigates the role of user cooperation in en-
matic problems. For example, the RSA scheme is based dmancing network security. This work is stimulated by the fact
the assumption that it is difficult to factorize big prime num-that the conditions in [2, 3], such as degradedness, less noisy
bers. These systems are only computational secure since themore capable, areot always true. In this situation, the
proper operation of these system depends on the difficulty gierfect secrecy capacity of the channel is zero, implying the
solving some mathematical problems and the limited compuinfeasibility of secure communication. Here, we show that
tation ability assumption of the wiretapper. With the rapidthat a relay (helper) node can play a critical role in facilitating
developments of computing technologies and algorithm desecure communication under this assumption. In our model,
sign technigues, cryptosystems that are based on assumptiawntrary to [4], the relay node is a trusted partner different
of enemies’ computation ability and unproved mathematicafrom the wiretapper. Therefore, this model generalizes the
problems will eventually be outdated. relay channel [5] and the wiretap channel [2].
The strong notion of information theoretic security was
introduced by Shannon [1]. Perfect information theoretic se-
crecy required (W; Z) = 0, which means that the signal 2. MODEL
that the wiretapper receives provides no further information
about the messadé&” sent by the source than igsprior in-  We consider a discrete relay wiretap channel consisting of fi-
formation about?’. The model in [1] assumed that the trans- nite setsY;, X>, ), V1, Y> and a transition probability distri-
mission is noiseless, hence the sigAdhat the wiretapperre- butionp(y, y1, y2|x1, x2), as shown in Figure 1. Herd;, X»
ceives and the signdl received by the legitimate destination are the channel inputs from the source and the relay respec-
are identical with the signak. Under this model, Shannon tively, while Y, ), ), are the channel outputs at the receiver,



the relay and the wiretapper respectively. We consider th&heorem 1 The rate pairs in the closure of the convex hull of
memoryless channel, hence the channel oututy: ;,y2;)  all (R1, R.) satisfying
at time ¢ only depend on the channel inputs, ;, z2;) at

time i. The source wishes to send mess&ge € W, = Ry < min{l(Xy, X2;Y), I(X1;Y1|X2)},
Re < Rla (5)
Y, .
i relay Re < mln{I(XhXQ;Y),I(Xl;Y1|X2)}—I(Xl,Xg;Yg),
X, for some distributiom(x1, 2, y1, y2,y) = p(y1, Y2, y|z1, T2)
W X, v W p(x1,x2) are achievable in the relay wiretap channel when
Encoder [~ p(y.y,,5, 1%, x,) = Decoder the relay node uses DF scheme.

Y,

2

> wiretapper

3.2. Noise-Forwarding

Fig. 1. The relay wiretap channel. When the source-relay channel is very noisy, it becomes the

{1,2,---, M} to the destination. Ar{)M,n) code consists bottleneck in the DF scheme. In this section, we design
of the following elements: 1) a stochastic encoderat the @ novel scheme which facilitates perfectly secure communi-
source that maps the messageto a codewordk; € X7, cation without requiring the relay tbsten to the message

2) a relay function at the relay node that maps the signal§ansmitted by the source (i.e., deaf relay). The enabling ob-
(y1.1,91.2, - ,y1.i—1) received before time into the chan-  servation is that, in the wiretap channel, besides its own in-

nelinputz, ;, using the mapping;: (Yi.1, Y12, - ,Y,4_1) — formation, the source should send extra codewords to con-

X, ;, 3) adecoding function: ) — W,. The average error fuse the wiretapper. In our setting, this task can be done

probability of a(M, n) code is defined as partially by the relay node. Hence, the relay node can help
the transmitter without even attempting to listen to the trans-

n_ 1 mitted message. Here, we assume thatribise codebook
P = Z Mpr{¢(Y) # wi1|wy was senf. @) ysed by the relay is known everywhere. With NF, the re-
wieWs lay wiretap channel reduces to a compound MAC channel,

where the (source/relay)- receiver link is the first MAC chan-
nel and (source/relay)-wiretapper link is the second one. Fig-
ure 2 shows the rate region of these two MACs for a fixed
input distributionp(z1 )p(x2). In the figure, we let the source
rate beR;, and the relay rate b&,. From this figure, we

The equivocation rate at the wiretappeRis= + H(W1[Y3).

The rate-equivocation paji?,, R.) is said to be achiev-
able if for anye > 0, there exists a sequence of codés, n)
such that for any: > n(e), we have

1 can see that if the relay node doesn't transmit, it is impossi-
Ry = I logy M, (2)  ble for the source to transmit any confidential message, since
n Ri1(A) < Ry(C). On the other hand, if the relay and the
P < ¢ (3) ) . L .
€ source coordinate their transmission and operate at the point
lH(W1|Y2) > R, —e. (4) B, we can achieve equivocation rat&., which is strictly
n B ) larger than zero. This illustrates the main idea behind the NF
We further say that the perfect secrecy rtteis achiev-  SCheme.
able if the rate-equivocation pgiR;, R;) is achievable.
R, ] Main channel

3. COOPERATION STRATEGIES

Due to space limitation, we limit our discussion in this sec-
tion to the Decode and Forward (DF) and Noise Forwarding B
(NF) schemes. In [6], we derive an outer bound on the rate-
equivocation region and characterize the region achieved by wiretapper
Compress and Forward (CF) cooperation. Interested readers >
can also refer [6] for the proofs of the theorems in this paper. R

1

3.1. Decode and Forward Fig. 2. The compound MAC of the relay wiretap channel.

In DF cooperation, the relay node will first decode codewords ~ The following theorem characterizes the achievable rate-
from the source and then cooperate with source to send secfgquivocation region of this scheme, whé(X,;Y|X;) <
messages to the destination. The basic idea is that after d&tX1; Y2|X2), i.e, the channel between the source and the
coding, the relay and the source can beam-form toward the&iretapper is better than the channel between the source and
destination to enable a larger rate gain in the main channdpe destination (a situation of primary interest to this paper).
than the wiretap channel.



Theorem 2 The rate pairs in the closure of the convex hull of Ry, = =log ( 1+ h3 P )
all (Ry, R.) satisfying Le =9 o211 (hswet + hrw)2BPs + 2, P )
2 2
Ry < I(X1;Y|X»), R = Llog, ( 1+ (hsac1 + h,7-d)26P2 + thP )
R. < Ry, (6) ’ 2 14+ (hswe1 + by )26Ps + W2, P
R < min{l(Xo;Y), I(Xo; Y| X1)} + I(X1; Y[ X2) For the NF, we letX; ~ N(0,aP1), X ~ N (0, BP),
—I(X1, Xa; Ya), where0 < o < 1,0 < 8 < 1. HereX,, X, are independent,

and hence, we have
for some distributiom(z1, 2, Y1, y2, y) = p(y1, Y2, y|T1, T2) 1
p(a1)p(x2), are achievable. (X1 Y |X2) = 5 log, (1 n ahidpl),

I
4. THE AWGN CHANNEL I(X1, X5 Y) = I(X1, X2, V)
I

1 ( 1+ ah? Py + Bh2,Ps )
In this case, the signal seen by each receiver is given 2 %82\1¢ ah?, Py + h2, P/’
(XQ; Y2|X1) + I(Xl; Y|X2) — I(Xl, XQ; YQ)
i =Y hiwi+ 2, 2 2
poy -4 <<1 + 7 BPe) (L + hsdaP1)>
T2\ T an2, P+ B2, Ps

hereh;; is the channel coefficient between nadend nodej,
and z; is the i.i.d Gaussian noise with unit variance at node+ence, we have

j. The source and the relay have average power constraint 1
Py, P, respectively. We know that #2,, > k%, and there is R, Np = maxmin {— log, (1 + ahﬁdR), (8)
no relay, it is impossible for the source to send confidential P 2
messages to the receiver, no matter how large the p&wver 1, ( 1+ ah2, Py + h2,P, )
is. HenceR; = 0. On the other hand, if the relay node can 2 %82\ 1 ah?, Py + Bh2, P/’
1

join in the transmission, we can get positive perfect secrecy 2 2

rate under some conditions even whefy, > h?,. In the = log, <(1 i h””gPQ)(l i hgdapl))}

following, we consider the cage,, > h?,, hence the secrecy é 1+ ahgy, Py + B, P2

capacity of the channel without relay is 0. In this paper, we |, the following, we consider the amplify and forward co-

use Gaussian input distribution to obtain an achievable loweg,eration scheme (we did not consider this scheme is the dis-

bound (characterizing the optimal input distribution is beyond;ete case since, in general, it does not lend itself to a single

the scope of t_h|s work). letter characterization). In this scheme, the source encodes
First consider the DF scheme, and weet~ N(0,5P2), s messages into codewords with lengthZ each and di-

X0 ~ N(0, P), whereN (0, P) means Gaussian distribution jjes each codeword intd sub-blocks each withh/ sym-

with zero mean and variande. Also, let bols, whereL is chosen to be sufficiently large. At each sub-

Xy =1 X + X10 @) block, the relay sends a linear combination of the received
’ noisy signal of this sub-block so far. For simplicity, we limit

wherec; is a constant to be specified later. This equatiorPur discussion to the simple case with = 2. In this case,
means that, besides injecting new information throngl,  the source sends, (1) at the first symbol of each sub-block,
the source also spends some of its available energy in coopdhe relay receives’ (1) = h,, Xi(1) + Zi(1); At the sec-
ating with the relay to do beam-forming toward the receiverond symbol, the source sends; (1) + 5X1(2), while the

at each block. To satisfy the average power constraint at tH€lay sends/Y:(1). Herea, 3,~ are chosen to satisfy the av-
source, we require?P, + P < P;. Here,0 < 3 < 1 erage power constraints at Fhe source and the relay. Thus, this
is the part of the available power that the relay uses to trangcheme allows beam-forming between the source and relay
mit. Since in the DF scheme, the relay decodes the codewordgthout requiring the relay to fully decode. _
sent by the source, hence, it is possible for them to do beam- Writing the _S|gnal received at the destination and the wire-
forming toward the receiver while cancelling out the signal afapper in matrix form, we hav®@ = H; X, +Z, Y; =

the wiretapper. This could be done by appropriately choosindl2X1 + Z2, where

the parametet;. Straight forward calculation shows that

H, — [ Bsa 0 }
1 - /Bhsd + ryhs'r'hrd ahsd ’
I(X1;:Y1|Xp) = 3 logy(1 + h3, P),

1 2 2 H2:[ﬁh -lf—sth h f? }’ ©)
10, Xa:Y) = Llogy(1+ (huaes + by ?BPs + 124P), o Al b

Xl = [Xl(l))Xl (2)]T7Z = [Z(l)a’yhrdzl(l)_FZ(Q)]T?ZQ -
[Z2(1), vhrw Z1(1)+ Z2(2)]T . Hence, the channel under con-

. sideration can be viewed as an equivalent standard memory-
Hence, we havé&®, pr = max, min{ R, ¢, R .}, where less wiretap channel with inpd€; and outputsy, Y, at the

sC1,

1
I(X1, X: Ys) = 3 logy (1 4 (hswe1 + hyw)2 6P + B2, P).



destination and the wiretapper respectively. Then, based on 25
the result of [3], an achievable perfect secure raf¢¥6,; Y)—

I(le Y2) 2r — Decode and Forward ]
Choosing Gaussian input with covariance maipX X'} = To nmplity and Ferward
PI, we get the following achievable perfect secrecy rate 150 - - No Relay 1
1 |det{ PHH{ + E{ZZ"}}| i
Roar = [71
AF aponp 147082 [de{E{ZZT}}|
1082 |det{E{Z,Z1 }}]
1 |de{ PH,HT + A}deB|
= -1 10
2, 1108 | e PrL T + Blaea Y s ‘ ‘ ‘ ‘
0 0.5 1 1.5 2
where
Fig. 3. The achievable perfect secrecy capacity for various
A= { (1) 1+ 02h2 },B = [ (1) 1+ 02h2 } , schemes in the Gaussian relay wiretap channel with phase
¥ fra R fading.
and the maximization is over the set of power constraintst® NF strategy in the sense that 1) it does not require the re-
(14 %+ B2)P < 2P, y2(h2, P + 1) < 2P;. lay to listen to the source transmission and 2) it only offers a

Figure 3 shows the achievable perfect secrecy capacity #€rformance gain in the presence of the wiretapper.
various schemes when we put a sourc@a), a destination
at(1,0), a wiretapper a0, 1), and a relay node 4tr, 0). We 5. CONCLUSIONS
let P, = 1, P, = 8. In generating this figure, we assume thatH
in addition to path loss, each channel also has an mdepende‘ﬁ itating secure communication in wireless networks wire-

phase fading, that i8;; = d;;" ¢!, whered;; is uniformly — appers (eavesdroppers). Towards this end, we constructed

distributed ovef0, 2). We assume that before transmission,several cooperation strategies for the relay wiretap channel

the source knows the phasefQf, 0,4, 0r4, but doesn'tknow and characterized the corresponding achievable performance.

Osw; brw. Sincedsq = ds., the perfect secrecy capacity of our analysis, and numerical results, showed that the proposed

the wiretap channel without the relay node is zero, no matteschemes offer non-zero secrecy when the wiretap channel is

how large the power the source has. more capable (less noisy) than the main channel. Of particu-
The random phase will only affect the performance ofiar interest is the proposed noise forwarding strategy which

schemes that depend on beam-forming between the sourgows that the relay can help in creating a secure source-

and the relay (i.e., DF and AF). Consider the DF scheme, anglestination link without listening to the source signal.

let ¢; in (7) bed,e?(Pre—%a) whered; is a real number. In

this way, the signals of the source and the relay will add up 6. REFERENCES
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