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a degraded version of the destination’s signal, Wyner characterized the
tradeoff between the information rate to the destination and the level of
ignorance at the wiretapper (measured by its equivocation), and showed
that it is possible to achieve a nonzero secrecy capacity. This work was
.later extended to nondegraded channels by Csiszár and Körner [3]

More recently, the effect of slow fading on the secrecy capacity was
studied in [4]–[6]. In these works, it is assumed that the fading is quasi-
static and the channel state information (CSI) of the eavesdropper and
receiver is not available at the source. Under this setup, these papers
provide an alternative de� nition of outage probability, wherein secure
communications can be guaranteed for the fraction of time when the
main channel is stronger than the channel seen by the eavesdropper.
In this correspondence, we focus on delay-tolerant applications which
allow for the adoption of an ergodic version of the slow-fading channel,
instead of the outage-based formulation. Nonreal time data traf� c, such
as e-mail and document transmission, are examples of delay-tolerant
applications. Quite interestingly, we show in the sequel that, under this
model, one can achieve a nonzero perfectly secure rate even when the
eavesdropper channel is more capable than the legitimate channelon
the average. In particular, our work here characterizes the secrecy ca-
pacity of the slow-fading channel in the presence of an eavesdropper.
Our eavesdropper is the wireless counterpart of Wyner’s wiretapper.
We � rst assume that the transmitter knows the CSI of both the legiti-
mate and eavesdropper channels, and derive the optimal power alloca-
tion strategy that achieves the secrecy capacity. Next, we consider the
case where the transmitter only knows the legitimate channel CSI and,
again, derive the optimal power allocation strategy. We then propose an
on/off power transmission scheme, with variable-rate allocation, which
approaches the optimal performance for asymptotically large average
signal-to-noise ratio (SNR). Interestingly, this scheme is also shown to
attain the secrecy capacity under the full CSI assumption which im-
plies that, at high-SNR values, the additional knowledge of the eaves-
dropper CSI does not yield any gains in terms of the secrecy capacity
for slow-fading channels. Finally, our theoretical and numerical re-
sults are used to argue that rate adaptation plays a more critical role
than power control in achieving the secrecy capacity of slow-fading
channels. This observation contrasts the scenario without secrecy con-
straints, where transmission strategies with constant rate are able to
achieve capacity [7].

The study of secure communications over fading channels under er-
godic setup has also been reported in [8]–[10], in which the result in
Theorem 1 was derived concurrently and independently with this corre-
spondence. But, the result for the scenario in which the source does not
have CSI of the eavesdropper has not been studied elsewhere. Other
than the study of secure communications over fading channels, there
has been recently a growing interest in the analysis and design of se-
cure wireless communication networks based on information-theoretic
principle. In particular, the secrecy capacity of networks involving relay
nodes is studied in [11], [12], while the secrecy capacity of the wiretap
channel with feedback is studied by [13]. Multiple-access channels
with secrecy constraints are considered in [14]–[17] whereas the broad-
cast channel scenario is analyzed in [18]. Also, the role of multiple an-
tennas is studied in [19], [20].

II. SYSTEM MODEL

The system model is illustrated in Fig. 1. The sourceS communi-
cates with a destinationD in the presence of an eavesdropperE . During
any coherence intervali , the signal received by the destination and the
eavesdropper are given by, respectively

y(i ) = gM (i )x(i ) + wM (i )

z(i ) = gE (i )x(i ) + wE (i )

Fig. 1. The fading channel with an eavesdropper.

wheregM (i ); gE (i ) are complex channel gains from the source to the
legitimate receiver (main channel) and the eavesdropper (eavesdropper
channel), respectively, andwM (i ); wE (i ) represent the independent
and identically distributed (i.i.d.) additive Gaussian noise with unit
variance at the destination and the eavesdropper, respectively. We de-
note the fading power gains of the main and eavesdropper channels by
hM (i ) = jgM (i )j2 andhE (i ) = jgE (i )j2 , respectively. We assume
that both channels experience block fading, where the channel gains
remain constant during each coherence interval and change indepen-
dently from one coherence interval to the next. The fading process is
assumed to be ergodic with a bounded continuous distribution. More-
over, the fading coef� cients of the destination and the eavesdropper in
any coherence interval are assumed to be independent of each other.
We further assume that the number of channel usesn1 within each co-
herence interval is large enough to allow for invoking random coding
arguments. As shown in the sequel, this assumption is instrumental in
our achievability proofs.

The source wishes to send a messageW 2 W = f 1; 2; . . . ; M g to
the destination. An(M; n ) code consists of the following elements: 1)
a stochastic encoderf n (�) at the source that maps the message1 w to a
codewordxn 2 X n , and 2) a decoding function� : Yn ! W at the
legitimate receiver. The average error probability of an(M; n ) code at
the legitimate receiver is de� ned as

P n
e =

w 2W

1
M

Pr( � (yn ) 6= wjw was sent): (1)

The equivocation rateRe at the eavesdropper is de� ned as the entropy
rate of the transmitted message conditioned on the available CSI and
the channel outputs at the eavesdropper, i.e.,

Re
1
n

H (W jZ n ; hn
M ; hn

E ) (2)

wherehn
M = f hM (1) ; . . . ; hM (n)g andhn

E = f hE (1) ; . . . ; hE (n)g
denote the channel power gains of the legitimate receiver and the eaves-
dropper inn coherence intervals, respectively. It indicates the level of
ignorance of the transmitted messageW at the eavesdropper. In this
correspondence, we consider only perfect secrecy which requires the
equivocation rateRe to be equal to the message rate. The perfect se-
crecy rateRs is said to be achievable if for any� > 0, there exists a
sequence of codes(2nR ; n) such that for anyn � n(� ), we have

P n
e � �

Re =
1
n

H (W jZ n ; hn
M ; hn

E ) � Rs � �:

The secrecy capacityCs is de� ned as the maximum achievable perfect
secrecy rate, i.e.,

Cs sup
P � �

Rs : (3)

1The realizations of the random variablesW; X; Y; Z are represented by
w; x; y; z , respectively, in the sequel.
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We note that, as pointed out in [21], the perfect secrecy notion,
de�ned in [2] and adopted in this correspondence, is weaker than
the strong sense perfect secrecy requirement as de�ned in [1] which
requires I (W ;Z n) = 0. In the de�nition above, we only require
I (W ;Zn) � n� . Thus, although � ! 0 as n increases, it is not clear
whether n� ! 0 or not. Nevertheless, we follow the convention in the
literature and call the secrecy rate that satis�es the de�nition above
as perfect secrecy. Throughout the sequel, we assume that the CSI is
known at the destination perfectly. Based on the available CSI, the
transmitter adapts its transmission power and rate to maximize the
perfect secrecy rate subject to a long-term average power constraint �P .

III. FULL CSI AT THE TRANSMITTER

Here we assume that at the beginning of each coherence interval, the
transmitter knows the channel states of the legitimate receiver and the
eavesdropper perfectly. When hM and hE are both known at the trans-
mitter, one would expect the optimal scheme to allow for transmission
only when hM > h E , and to adapt the transmitted power according to
the instantaneous values of hM and hE . The following result formal-
izes this intuitive argument.

Theorem 1:When the channel gains of both the legitimate receiver
and the eavesdropper are known at the transmitter, the secrecy capacity
is given by (4) at the bottom of the page, such that

f P (hM ; hE)g � �P : (5)

Proof: A detailed proof of achievability and the converse part
is provided in the Appendix A. Here, we outline the scheme used
in the achievability part. In this scheme, transmission occurs only
when hM > h E , and uses the power allocation policy P (hM ; hE)
that satis�es the average power constraint (5). Moreover, the code-
word rate at each instant is set to be log (1 + hMP (hM ; hE)),
which varies according to the instantaneous channel gains. The
achievable perfect secrecy rate at any instant is then given [5] by
[log (1 + hMP (hM ; hE)) � log (1 + hEP (hM ; hE))]+ , in which
[x]+ = maxf x; 0g. Averaging over all fading realizations, we get
the average achievable perfect secrecy rate as shown in the second
equation at the bottom of the page. One can then optimize over all
feasible power control policies P (hM ; hE) to maximize the perfect
secrecy rate.

We now derive the optimal power allocation policy that achieves the
secrecy capacity under the full CSI assumption. It is easy to check that
when hM > h E

f (P) = log(1 + hMP ) � log(1 + hEP )

is concave in P . Also, it is well known that nonnegative weighted sums
(or integral) preserves concavity [22, Sec. 3.2.1], hence the objective
function is concave in P . Thus, by using the Lagrangian maximization
approach for solving (4), we get the following optimality condition:

@R(F )
s

@P(hM ; hE)
=

hM
1+hMP (hM ; hE)

�
hE

1+hEP (hM ; hE)
� � = 0

whose solution is

P (hM ; hE)

=
1

2

1

hE
�

1
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2

+
4

�
1

hE
�

1

hM
�

1

hM
+

1

hE
: (6)

If for some (hM ; hE), the value of P (hM ; hE) obtained from (6)
is negative, then it follows from the concavity of the objective func-
tion with respect to (w.r.t.) P (hM ; hE) that the optimal value of
P (hM ; hE) is 0. Thus, the optimal power allocation policy at the
transmitter is given by

P (hM ; hE) =
1

2

1

hE
�

1

hM

2

+
4

�
1

hE
�

1

hM

�
1

hM
+

1

hE

+

(7)

where [x]+ = maxf 0; xg, and the parameter � is a constant that sat-
is�es the power constraint in (5) with equality. The secrecy capacity
is then determined by substituting this optimal power allocation policy
for P (hM ; hE) in (4).

IV. ONLY MAIN CHANNEL CSI AT THE TRANSMITTER

In this section, we assume that at the beginning of each coherence
interval, the transmitter only knows the CSI of the main channel (legit-
imate receiver).

A. Optimal Power Allocation

We �rst characterize the secrecy capacity under this scenario in the
following theorem.

Theorem 2:When only the channel gain of the legitimate receiver
is known at the transmitter, the secrecy capacity is given by (8) at the
bottom of the page, such that

f P (hM)g � �P : (9)

C(F )
s = max

P (h ;h )

1

0

1

h

log (1 + hMP (hM ; hE)) � log (1 + hEP (hM ; hE)) f (hM)f (hE)dhMdhE (4)

R(F )
s = [log (1 + hMP (hM ; hE)) � log (1 + hEP (hM ; hE))]

+ f (hM)f (hE)dhMdhE

=
1

0

1

h

log (1 + hMP (hM ; hE)) � log (1 + hEP (hM ; hE)) f (hM)f (hE)dhMdhE :

C(M )
s = max

P (h )
[log (1 + hMP (hM)) � log (1 + hEP (hM))]+ f (hM)f (hE)dhMdhE (8)
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Fig. 2. Performance comparison for the symmetric scenario 
 = 
 = 1 .

CSI) for a wide range of SNRs and, as expected, approaches the secrecy
capacities, under both the full CSI and main channel CSI assumptions,
at high values of SNR. The performance of the constant rate scheme is
much worse than other schemes that employ rate adaptation. Here we
note that the performance curve for the constant rate scheme might be a
lower bound to the secrecy capacity (since the KKT conditions are nec-
essary but not suf�cient for nonconvex optimization). We then consider
an asymmetric scenario, wherein the eavesdropper channel is more ca-
pable than the main channel, with 


M
= 1 and 


E
= 2. The perfor-

mance results for this scenario are plotted in Fig. 3. Again it is clear
from the plot that the performance of the on/off power control scheme
is optimal at high values of SNR, and that rate adaptation schemes yield
higher perfect secrecy rates than constant rate transmission schemes.

VI. CONCLUSION

We have characterized the secrecy capacity of the slow-fading
channel with an eavesdropper under different assumptions on the avail-
able transmitter CSI. Our work establishes the interesting result that a
nonzero perfectly secure rate is achievable in the fading channel even
when the eavesdropper is more capable than the legitimate receiver (on

the average). By contrasting this conclusion with the traditional additive
white Gaussian noise (AWGN) scenario, one can see the positive impact
of fading on enhancingthe secrecy capacity. Furthermore, we proposed
a low-complexity on/off power transmission scheme and established
its asymptotic optimality. This optimality shows that the presence of
eavesdropper CSI at the transmitter does not offer additional gains in the
secrecy capacity for slow-fading channels, at high enough SNR levels.
The knowledge of the main channel CSI, however, is crucial since it is
easy to see that the absence of this information leads to a zero secrecy
capacity when the eavesdropper is more capable than the legitimate
receiver on the average. Finally, our theoretical and numerical results
established the critical role of appropriate rate adaptation in facilitating
secure communications over slow fading channels.

APPENDIX A
PROOF OF THEOREM 1

We �rst prove the achievability of (4) by showing that for any perfect
secrecy rate Rs < C

(F )
s , there exists a sequence of (2nR ; n) block

codes with average power �P , equivocation rate Re > Rs � �, and
probability of errorPne ! 0 as n!1. LetRs = C

(F )
s �3� for some

R
(R)
s =

1

0

1

0
log 1 + hM �P � log 1 + hE �P f(hM)f(hE)dhMdhE

+

=
1

0
log 1 + hM �P f(hM)dhM �

1

0
log 1 + hE �P f(hE)dhE

+

R
(R)
s = exp

1



M

�P
Ei

1



M

�P
� exp

1



E
�P

Ei
1



E
�P

+

:
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ability Pn
e ! 0 as n ! 1, there exists a power allocation policy

P(hM ; hE ) satisfying the average power constraint, shown in the �rst
equation at the bottom of the page. Consider any sequence of (2nR ; n)
codes with perfect secrecy rate Rs and equivocation rate Re, such that
Re > R s � � , with average power less than or equal to �P and error
probability Pn

e ! 0 as n ! 1. Let N (hM ; hE) denote the number
of times the channel is in fading state (hM ; hE ) over the interval [0; n].
Also let

Pn(hM ; hE) =
n

i=1

jxw(i )j2111fh ( i)= h ;h ( i)= h g

where fxwg are the codewords corresponding to the message w and
the expectation is taken over all codewords. We note that the equivo-
cation H (W jZn; hnM ; hnE ) only depends on the marginal distribution
of Zn, and thus does not depend on whether Z (i ) is a physically or
stochastically degraded version of Y (i ) or vice versa. Hence, we as-
sume in the following derivation that for any fading state, either Z (i )
is a physically degraded version of Y (i ) or vice versa(since the noise
processes are Gaussian), depending on the instantaneous channel state.
Thus, we have (22) at the bottom of the page. In the derivation (22), (a)
follows from the Fano inequality, (b) follows from the data processing
inequality since W ! X n ! (Yn; Zn) forms a Markov chain, (c)
follows from the fact that conditioning does not increase entropy and
from the memoryless property of the channel, and (d) follows from the

fact that given hM and hE , the fading channel reduces to an AWGN
channel with channel gains (hM ; hE) and average transmission power
Pn(hM ; hE) , for which

I (X ; Y jZ; hM ; hE) � [log(1 + hMPn(hM ; hE))

� log(1 + hEPn(hM ; hE))] +

as shown in [17], [23]. Since the codewords satisfy the power con-
straint, we have

Pn(hM ; hE)
N (hM ; hE)

n
dhMdhE � �P :

For any hM ; hE such that f (hM ; hE) 6= 0 , fPn(hM ; hE)g are
bounded sequences in n. Thus there exists a subsequence that con-
verges to a limit P(hM ; hE) as n ! 1. Since for each n, the power
constraint is satis�ed, we have

P(hM ; hE)f (hM )f (hE)dhMdhE � �P : (23)

Now, we have Re de�ned in the third equation at the bottom of the
page. Taking the limit along the convergent subsequence and using the
ergodicity of the channel, we get the fourth equation at the bottom page.

The claim is thus proved for suf�ciently large n. Now, if there exists
a code with �nite length n that can achieve a larger perfect secrecy

Rs � [log(1 + hMP(hM ; hE)) � log(1 + hEP(hM ; hE))] + f (hM )f (hE)dhMdhE :

nRe = H (W jZn; hnM ; hnE)
(a)
�H (W jZn; hnM ; hnE ) � H (W jZn; Y n; hnM ; hnE ) + n� n

= I (W ; Y njZn; hnM ; hnE ) + n� n
(b)
� I (X n; Y njZn; hnM ; hnE) + n� n

= H (YnjZn; hnM ; hnE) � H (YnjX n; Zn; hnM ; hnE ) + n� n

=
n

i=1

H (Y (i )jY i�1; Zn; hnM ; hnE ) � H (Y (i )jY i�1 ; X n; Zn; hnM ; hnE ) + n� n

(c)
�

n

i=1

[H (Y (i )jZ (i ); hM (i ); hE(i )) � H (Y (i )jX (i );Z (i ); hM (i ); hE(i ))] + n� n

=
n

i=1

I (X (i ); Y (i )jZ (i ); hM (i ); hE(i )) + n� n

=
n

i=1

I (X ; Y jZ; hM ; hE)111fh ( i)= h ;h ( i)= h gdhMdhE + n� n

= I (X ; Y jZ; hM ; hE)N (hM ; hE)dhMdhE + n� n

(d)
� N (hM ; hE) [log(1 + hMPn(hM ; hE)) � log(1 + hEPn(hM ; hE))] + dhMdhE + n� n: (22)

Re �
N (hM ; hE)

n
log

1 + hMPn(hM ; hE)
1 + hEPn(hM ; hE)

+

dhMdhE + � n:

Re � log
1 + hMP(hM ; hE)
1 + hEP(hM ; hE)

+

f (hM )f (hE)dhMdhE + � n:


