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Chapter 3

Computer Matching To Detect
Fraud, Waste, and Abuse

SUMMARY

Computer matching involves the comparison
of two or more sets or systems of computer-
ized records to search for individuals who may
be included in more than one file. Matching
can be done manually with paper files. But,
as a practical matter, time and cost require-
ments make manual matching prohibitive in
cases involving a large number of records. The
primary impetus for Federal and State use of
computer matching is to detect fraud, waste,
and abuse in government welfare and social
service programs. However, computer match-
ing has broad applicability to government pro-
grams and activities.

Computer matching has the potential to im-
prove the efficiency of government recordkeep-
ing and management of government programs.
It is widely used by many States and foreign
countries, the private sector, and increasingly
by the Federal Government, where the tech-
nique is strongly supported by the Office of
Management and Budget (OMB) and the in-
spectors general, among others, and has been
endorsed in several public laws.

However, a number of problems have been
identified in Federal computer matching activ-
ities, including weak oversight, little persua-
sive evidence or documentation of cost-effec-
tiveness, widely variable record quality, and
little consideration of the implications for
privacy and civil liberties.

In computer matching, the basic policy con-
flict is between the efficient management of
government programs (including effective law
enforcement) and the rights of individuals. The
fourth amendment protects “persons, houses,
papers, and effects” against unreasonable gov-
ernment searches and seizures. The Privacy
Act of 1974 requires that information collected
for one purpose not be used for another pur-

pose, unless, among other exemptions, it falls
within a “routine use. Under OMB guidelines,
personal information used in computer matches
can be disclosed under the routine use ex-
emption.

OTA'S assessment of computer matching
technology and policy issues found that:

« Although Congress has legislated general
and specific restrictions on agency disclo-
sure of personal information, it has also
endorsed computer matching and other
record linkages in various programmatic
areas specified in several public laws.
Thus, congressional actions appear to be
contradictory.

+ It is difficult to determine how much com-
puter matching is being done by Federal
agencies, for what purposes, and with
what results. However, OTA estimates
that in the 5 years from 1980 to 1984,
the number of computer matches nearly
tripled.

« As yet, nG firm evidence is available to
determine the costs and benefits of com-
puter matching and to document claims
made by OMB, the inspectors general, and
others that computer matching is cost-
effective.

« The effectiveness of computer matches
used to detect fraud, waste, and abuse can
be compromised by inaccurate data.

¢ There are numerous procedural guidelines
for computer matching, but little or no
oversight, follow-up, or explicit consider-
ation of privacy implications.

« As presently conducted, computer match-
ing programs may raise several constitu-
tional questions, e.g., whether they violate
protection against unreasonable search
and seizure, due process, and equal pro-
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tection of the laws. But, as presently in-
terpreted by the courts, the constitutional
provisions provide few, if any, protections
for individuals who are the subjects of
matching programs.

« The Privacy Act as presently interpreted
by the courts and OMB guidelines offers
little protection to individuals who are the
subjects of computer matching.

« The courts have been used infrequently
as a forum for resolving individual griev-
ances over computer matching, although
some organizations have brought lawsuits.

+ Computer matches are commonly con-
ducted in most States that have the com-
puter capability. At least four-fifths of the
States are known to conduct computer
matches, most in response to Federal di-
rectives.

« All Western European countries and Can-
ada are using computer matching or rec-
ord linkages, to an increasing degree, as
a technique for detecting fraud, waste, and
abuse.

+ In designing policy for computer match-
ing, consideration of the following factors
is important:

— which records to make available for com-
puter matches and for what purposes,

—approval required before a match takes
place,

—notice to individuals,

—whether to require a cost-benefit analysis,

—verification of hits, and

—appropriate action to be taken against
an individual who has submitted false
information.

In response to the OTA survey of Federal
agencies, OTA determined that:

¢ Forty-three percent of agency components
that reported participation in computer
matching activities (16 out of 37) said that
the matches were required or authorized
by legislation.

* Eleven cabinet-level departments and four
independent agencies carried out a total
of 110 matching programs, with a total
of 553 matches conducted from 1980 to
April 1985.

® |n the 5 years from 1980 to 1984, the num-
ber of computer matches nearly tripled.

* For 20 percent of the matches reported,
information was available on the number
of records matched, number of hits, and
percent of hits verified.

¢ Despite the low percentage of respondents
providing information on reported matches,
the number of separate records used in the
reported matching programs totaled over
2 billion; the total number of records
matched was reported to be over 7 billion
due to multiple matches of the same
records.

* The percentage of hits (i.e., matches be-
tween the specific items of interest in two
different records) verified to be accurate
ranged from 0.1 to 100 percent.

* Sixty-eight percent (25 of 37) of the agen-
cies indicating that they participated in
matching programs said that procedures
were used to ensure that the subject rec-
ord files contain accurate information.

INTRODUCTION

Computer matching involves the electronic
comparison of two or more sets or systems of
personal records. ' Matching is used to check

‘The Office of Management and Budget (OMB) Guidelines,
issued May 11, 1982, define computer matching as “a proce-
dure in which a computer is used to compare two or more auto-
mated systems of records or a system of records with a set of
non-Federal records to find individuals who are common to more
than one system or set. ”

for individuals who should not appear in two
systems of records, as in the case of Federal
employees above a certain salary level and per-
sons receiving food stamps. Matching can also
be used to locate individuals who should ap-
pear in two systems of records but do not; for
example, males registered for the draft and
males over the age of 18 with driver’s licenses.
Although manually comparing the contents of
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two record systems is a traditional audit tech-
nigue, this practice becomes prohibitive when
dealing with massive record systems that are
not uniformly comparable with other record
systems. Computers greatly facilitate such
comparisons.

Because of the number of people who may
be subject to computer matching and because
it can be done without their knowledge, com-
puter matching has raised a number of policy
questions. The basic conflict is between the ef-
ficient management of government programs
and the rights of individuals.

It is well known that government programs
are subject to fraud, waste, and abuse. Al-
though the problem is not peculiar to welfare
programs, fraud and waste in these programs
have been particularly well documented. For
example, the General Accounting Office (GAO)
reviewed improper payments for fiscal year
1978-79 in 5 of the 58 federally supported wel-
fare programs, and estimated that Federal and
State welfare agencies spent about $867 mil-
lion on erroneous welfare payments because
recipients had not properly reported their in-
come and assets.’

Since 1977, computer matching has been
used extensively by a number of Federal de-
partments and State agencies. Some specific
examples of matching include:

1. recipients of Aid to Families With Depen-
dent Children (AFDC) matched with the
Social Security Administration’s earnings
record,

2. the Veterans Administration’'s rolls
matched with the supplemental security
income (SS1) benefit rolls,

3. AFDC recipients matched with Federal
civilian and military payrolls, and

4. State AFDC rolls matched with other
State AFDC rolls.

In general, matching is used to detect un-
reported income, unreported assets, duplicate
benefits, incorrect social security numbers,

‘U.S. General Accounting Office, “Legislative and Adminis-
trative Changes To Improve Verification of Welfare Recipients
Income and Assets Could Save Hundreds of Millions, " liRD-
82-9, Jan. 14, 1982.

overpayments, ineligible recipients, incongru-
ous entitlements (SS1 checks mailed to de-
ceased individuals, mothers claiming more
children than exist), present addresses of in-
dividuals (Parent Locator Service, Student
Loan defaulters), and providers billing twice
for the same service.

In order to facilitate computer matching, a
number of computerized databanks have been
created solely for matching purposes. One
example is the Medicaid Management Infor-
mation System that contains information on
recipient records, provider data, and claims-
processing information.’A proposed computer-
ized databank is the Internal Revenue Serv-
ice (IRS) Debtor Master File that will contain
the names of all delinquent Federal borrowers
to match against tax returns.’

A central policy issue is whether and under
what conditions the use of computer match-
ing is appropriate, given the rights of individ-
uals who are the subjects of matching and
given the possible long-term societal effects
of general electronic searches, as elaborated
below.

As discussed in chapter 2, public opinion
polls indicate that Americans value their
privacy and generally expect that activities in
one area of their lives are kept separate from
those in other areas. In the 1983 Harris Sur-
vey, most Americans (from two-thirds to three
fourths) responded that agencies that release
the information they gather to other agencies
or individuals are seriously invading personal
privacy.” Two-thirds or more of Americans sur-
veyed believed that the following government
information practices would entail a “serious
invasion of privacy’—the IRS not keeping in-
dividual tax records confidential (84 percent
perceived this as a serious invasion); the Fed-

‘U.S. Department of Health and Human Services. Health Care
Financing Administration, “Medicare and Medicaid Data
Book, " 1982.

‘Judith A. Sullivan, “IRS To Create Debtor File, ” Govern-
ment Computer News. Nov. 8, 1985, pp. 1, 70.

*Louis Harris& Associates, Inc., The Road After 1984: A Na-
tionwide Survey of the Public and Its Leaders on the New Tech -
nology and Its Consequences for American Life, (conducted for
Southern New England Telephone for presentation at The
Eighth International Smithsonian Symposium. December 1983),
table 1-6.
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eral Bureau of Investigation not keeping in-
formation about individuals confidential (82
percent viewed as serious invasion); and the
Census Bureau not keeping information about
individuals confidential (73 percent viewed as
serious invasion). Yet, in a 1979 survey, 87 per-
cent of respondents believed that government
agencies were justified in using computers to
check welfare rolls against employment rec-
ords to identify people claiming benefits to
which they are not entitled. However, they
were less supportive (68 percent) of the IRS
use of matching to check tax returns against
credit card records.®

Public opinion polling results suggest that
Americans recognize that a balance must be
struck between individual rights and the pro-
tection of society. A majority of the public be-
lieves that there are some costs in terms of
privacy that must be paid in order to have a
more lawful society. In response to the state-
ment: “In order to have effective law enforce-
ment, everyone should be prepared to accept
some intrusion into their personal lives, ” 57
percent agreed and 36 percent disagreed.’Pub-

‘Louis Harris & Associates, Inc., and Alan F. Westin, The
Dimensions of Privacy: A National Opinion Research Survey
of Attitudes Toward Privacy (conducted for Sentry Insurance,
1979), table 9.3.

‘Ibid., table 2.2.

lic opinion research also indicates that Ameri-
cans have certain expectations about the scale
of government monitoring activities. Ameri-
cans assume that government investigations
are predicated on evidence of individual wrong-
doing and that procedural standards and safe-
guards exist for investigative behavior. The
public overwhelmingly believes the police
should not be able to tap the telephones of
members of suspicious organizations without
obtaining a court order. A large majority of
the public is concerned about protecting rec-
ords from examination by public authorities
without a court order. Over 80 percent of the
public believes that the police should not be
able to examine the bank records of suspicious
individuals without a court order.’

Computer matches can also conflict with the
expectation of being treated as an individual.
Computer matches are inherently mass or class
investigations, as they are conducted on a cat-
egory of people rather than on specific indi-
viduals. In theory, no one is free from these
computer searches; in practice, welfare recipi-
ents and Federal employees are most often the
targets.

°1bid., table 8.3.

BACKGROUND

Technology

In conducting a computer match, one com-
puter file is compared with another using soft-
ware that instructs the computer to search for
certain patterns, e.g., duplicate social security
numbers, same names, identical addresses. Be-
fore a match is conducted, agency personnel
need to determine whether the relevant data
are formatted in a similar fashion on the two
or more systems being matched. If not, then
the data need to be reformatted or the soft-
ware must be designed to take the differences
into account.

Files can be compared either by using com-
puter tapes of the record systems or by direct

electronic linkages of computers. At the pres-
ent time, the matching of tapes is the proce-
dure commonly used. However, as systems be-
come more compatible and costs drop, direct
electronic linkages between/among systems
are likely to increase.

During the match, computer files are compared
on the basis of a specified data element as an
identifier, generally the social security num-
ber. Experience from early computer matches
suggested that social security numbers were
often inaccurate. In order to ensure the effec-
tiveness of a computer match, a search for er-
roneous social security numbers can be con-
ducted before the match. Additionally, the
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identifier used for the match can be the social
security number plus another data element,
such as the first few letters of a last name.

The social security number is not essential
to computer matches as databases can also be
searched for combinations of selected factors;
however, a unique identifier makes matching
far easier. In 1981, congressional legislation
required that every member of a household re-
ceiving food stamps must have a social secu-
rity number. Such a requirement makes match-
ing more efficient because it is easier to identify
duplicate or fraudulent recipients.

The resulting match produces information
on individuals who are common to the two files;
for example, an individual who has not repaid
a Federal student loan may also be a Federal
employee, or a physician may have billed Med-
icaid twice for the same service. Once the
match has identified the files having duplicate
or similar information, these files are consid-
ered “hits.” The hits must then be verified
manually to determine whether the same in-
dividual is really involved and whether there
is cause to believe that the individual has com-
mitted fraud.

Policy History

In the early 1970s, a few States began to use
computer matching to check AFDC recipients
against wage information from the State Em-
ployment Security agencies. The first major
computer match at the Federal level was Proj-
ect Match, announced in November 1977 by
Joseph Califano, Secretary of the Department
of Health, Education, and Welfare (HEW).
Project Match compared computer tapes of
welfare rolls and Federal payroll files in 18
States, New York City, the District of Colum-
bia, and parts of Virginia. The goal was to
detect government employees who were fraud-
ulently receiving AFDC benefits. Privacy ad-
vocates in Congress, members of the Privacy
Protection Study Commission, the American
Civil Liberties Union, and others criticized the
proposed match as a “fishing expedition. ”

There were disputes within the general coun-
sel’s office at HEW regarding the legal impli-

cations of conducting these matches, especially
in light of the Privacy Act “routine use’ pro-
visions.” There were also disputes between
HEW and the Civil Service Commission (CSC)
and the Department of Defense (DOD), neither
of which wanted to release its tapes because
of the routine use provision. 1° The general coun-
sel at CSC raised two concerns regarding the
compatibility of the proposed match with the
routine use provision of the Privacy Act: first,
“it is evident that this information on employ-
ees was not collected with a view toward de-
tecting welfare abuses, ” and second, “that
disclosure of information about a particular
individual at this preliminary stage is (not)
justified by any degree of probability that a
violation or potential violation of law has oc-
curred. “11 CSC and DOD eventually released
their tapes to HE W—CSC justifying the trans-
fer on the argument that HEW could get the
information under the Freedom of Information
Act if it so chose, and DOD justifying the
transfer as a new ‘routine use’ under the Pri-
vacy Act. HEW lawyers, themselves, were ad-
ditionally concerned that the results of the
match would need to be transferred to the em-
ploying departments for verification, which
would also raise Privacy Act issues. As table
6 indicates, it was possible to justify under ex-
isting law all record transfers required by Proj-
ect Match.

While Project Match was under way, an in-
teragency advisory group of Federal person-
nel officials questioned whether Federal em-
ployees should be notified under the Privacy

‘See Jake Kirchner, “Privacy-A History of Computer Match-
ing in the Federal Government, ” Computerworld, Dec. 14. 1981,
pp. 1-16. Section 3b of the Privacy Act establishes the condi-
tions under which an agency can disclose personal information
to another party without the prior consent of the individual.
One of these conditions of disclosure is *'for a routine use, ” de-
fined as “the use of such record for a purpose which is compat-
ible with the purpose for which it was collected” [3(a)(7)]. All
routine uses are to be published in the Federal Register, includ-
ing “the categories of users and the purpose of such use”
[3(e) (4}D)]. . .

wFor correspondence, see Kirchner, Op. cit., and PP- 122-125
of U.S. Congress, Senate, Hearings Before the Senate Subcom-
mittee on Oversight of Government Management, Committee
on Governmental Affairs, Oversight of Computer Matching To
Detect Fraud and Mismanagement in Government Programs
(Washington DC: U.S. Government Printing Office, Dec. 15-
16, 1982) [hereafter referred to as the Cohen hearings].

7See Cohen hearings, op. cit., p. 123.
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Table 6.—Project Match Information Disclosures

Disclosure

Justification

Health, Education, and Welfare Department disclosure of
social security number and birth dates to other agencies

Office of Personnel Management disclosure to Health,
Education, and Welfare Department

Defense Department disclosure of military personnel on
active duty to Health, Education and Welfare Department

State government disclosure of State Aid to Families With

Dependent Children (AFDC) rolls to Health, Education, and

Welfare Department

State government disclosure of State AFDC rolls to Federal
employer agencies

Agencies disclosure of annotated work sheets to the Health,

Education, and Welfare Department

Agencies disclosure of civil or criminal proceedings to
Health, Education, and Welfare Department

Health, Education, and Welfare Department disclosure to
State or local agencies

Agencies refer information and case to Department of
Justice when lawbreaking is suspected

Agencies referral of cases to other agencies when
lawbreaking is suspected or for investigation of
government employees

Exception in Privacy Act

Public interest outweighs personal privacy outlined in the
Privacy Act and information could be obtained under the
Freedom of Information Act

Exception under “routine use” of the Privacy Act

Privacy Act does not apply to States; no Federal law
barring such disclosure

New ‘“routine use” published in the Federal Register
based on original routine uses

HEW Inspector General Statute requiring agencies to
respond to information requests by Inspector General

Exception in Privacy Act

Exception in “routine use” of Privacy Act to assist States
and localities enforce violated statutes

Exception under “routine use” or law enforcement
exception of the Privacy Act

For administrative action authorized by the *“routine uses”
of Privacy Act

SOURCE Kenneth James Langan, “Computer Matching Programs A Threat to Privacy” Columbia Journal of Law and Social Problerns, VOI. 15, No 2, 1979, pp. 149-150

Act of the record transfers. The Department
of Justice argued against notification, saying,
“We view Project Match as a law enforcement
program, designed to detect suspected viola-
tions of various criminal statutes in (govern-
ment) operations.” 12 Opponents of the match
pointed out that such a view was hardly con-
sistent with the “routine use” concept.” By
March 1978, Project Match had identified
7,100 employees who were possibly ineligible
for welfare. But, it had also generated so much
information that agency officials could not fol-
low up adequately to determine the validity
of that information.™

After Project Match was completed, Secre-
tary Califano advocated more Federal use of
matching and tried to access private sector
company files. This increased public pressure
for justification of matching under the Privacy

“Kirchner, op. cit.,, p. 7.

'*See testimony of John Shattuck of the American Civil Lib-
erties Union, Cohen hearings, op. cit., p. 80.

“Laura B. Weiss, “Government Steps Up Use of Computer
Matching To Find Fraud in Programs, ” Congressional Quar-
terly Weekly Report, Feb. 26, 1983, p. 432.

Act, and OMB and the Carter White House
began to take a more active role in the proc-
ess. In late 1977, OMB sent a letter to Repre-
sentative Richardson Preyer to explain the Ad-
ministration’s justifications for Project Match,
concluding that ‘the requirement of compati-
ble purpose in the routine use is difficult and
is ultimately largely a matter of judgment.”5

While Project Match was being run, the
White House was concurrently conducting its
Privacy Initiative, following the 1977 report
of the Privacy Protection Study Commission.
The conflict between the goals of the Privacy
Initiative and Project Match was not ignored
within the White House, but remained unre-
solved. In response to concerns about Project
Match’s privacy implications, OMB took on
the task of writing guidelines for computer
matching, with input from the President Of-
fice of Telecommunications Policy and the
White House Privacy Initiative.

In 1979, Congress required States to conduct
wage matching for AFDC recipients. Because

“Kirchner, op. cit., p. 10.



computer matching was perceived as an effi-
cient tool for managing benefit programs,
States increasingly began to use it for a num-
ber of programs and with a number of sources,
including private institutions such as em-
ployers and banks. One of the largest and best
publicized of the State efforts occurred in Mas-
sachusetts in 1982 when welfare recipients
were matched against bank records, identify-
ing about 600 people who had bank accounts
larger than regulations allowed. About 160 of
those persons identified received termination
notices. But for more than 110 of these 160
persons, the identification based on the com-
puter match was later determined to be based
on erroneous information, e.g., inaccurate so-
cial security number or bank account for bur-
ial expenses held in trust. 'G

Since 1979, concern about the size and effi-
ciency of the Federal Government and the in-
crease in the Federal deficit has made manage-
ment a policy priority for both Congress and
the executive branch. One effect has been to
encourage the use of computer matching, espe-
cially as a technique to detect fraud, waste,
and abuse. In 1981, President Reagan estab-
lished the President’s Council on Integrity and
Efficiency (PCIE), chaired by the Deputy Di-
rector of OMB, to enhance interagency efforts
to reduce fraud and waste, and to give the in-
spectors general a direct link to the President.
PCIE projects include: 1) a long-term com-
puter matching project; 2) Project Clean Data

"*Ross Gelbspan, “Computer Matching Stirs Up Criticism, ”
Boston Globe. June 9,1985, p. A 1, cont. A4.
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(i.e., standardization of data elements); and 3)
an inventory of State computer matching soft-
ware packages. President Reagan has also
formed the President’s Council on Manage-
ment Improvement, composed of the senior
management official from each major depart-
ment and agency (including central manage-
ment agencies—OMB, the General Services
Administration, and the Office of Personnel
Management), the Assistant to the President
for Policy Development, and the Assistant to
the President for Presidential Personnel. Its
purpose is to advise the President and to over-
see agency implementation of management
reforms.

In 1982, President Reagan established the
President Private Sector Survey on Cost Con-
trol, popularly known as the Grace Commis-
sion, to study management problems in gov-
ernment. Its major finding was “that the
Federal Government has significant deficien-
cies from managerial and operating perspec-
tives, resulting in hundreds of billions of dol-
lars of needless expenditures . . . “7 There have
been criticisms of the Grace Commission’s cost
figures and its methodology .18 In 1982, the Rea-
gan Administration also announced Reform
'88, a program to increase efforts to reduce
waste, fraud, and abuse, and to restructure the
management and administrative systems of
the Federal Government.

""Ellen Law, “Grace Reports To the President, ” (jovernment
Computer News, March 1984, p. 4.

“Steven Kelman, “The Grace Commission: How Much Waste
in Government?' The Public Interest, No. 78, winter 1985, pp.
62-82.

FINDINGS

Finding 1

Although Congress has legislated general and
specific restrictions on agency disclosure of per-
sonal information, it has also endorsed computer
matching and other record linkages in various
programmatic areas specified in several public
laws. Thus, congressional actions appear to be
contradictory.

As discussed in chapter 2, Congress has
passed a number of laws that give an individ-
ual certain rights with respect to controlling
the use of personal information, and that place
restrictions on the ways in which agencies may
legitimately use such information. These laws
speak both to general agency practices (e.g.,
the Privacy Act of 1974) and to the practices
of specific agencies, (e.g., Section 6103 of the
Tax Reform Act of 1976).
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Congress has also legislated a number of ex-
changes of information among agencies. Con-
gressional concern with detecting fraud, waste,
and abuse has resulted in several major legisla-
tive endeavors that have been viewed as au-
thorizing computer matching. First is the
establishment of inspectors general offices in
a number of Federal agencies to identify and
reduce fraud, waste, and abuse, and to iden-
tify and prosecute perpetrators (Public Law
94-452, Public Law 94-505, Public Law 97-252).
The Departments of Health and Human Serv-
ices, Energy, Defense, and 15 other Federal
agencies have inspectors general. The inspec-
tors general are potentially very powerful
officers who:

... have complicated reporting relationships
involving department and agency heads, and
Congress and its many committees. 1Gs can
bypass department/agency general counsels
and take matters directly to the Criminal Di-
vision of the Justice Department. They can ini-
tiate audits and investigations at any time,
which can cover fraud, abuse, and any and all
management deficiencies. *

Inspectors general employ a variety of tech-
niques, including: 1) vulnerability assessments
to assess the risk of loss in programs, 2) man-
agement control guides, 3) fraud bulletins and
memos, 4) fraud control training, 5) hotlines
for reports of wrongdoing, and 6) audit follow-
up procedures. Matching, profiling, and front-
end verification are used by inspectors general.

A second legislative endeavor that is per-
ceived as encouraging data-sharing among
agencies is the Paperwork Reduction Act of
1980 (Public Law 96-51 1), which gives OMB
Federal information oversight authority and
the responsibility y to promote the effective use
of information technology. It establishes an
Office of Information and Regulatory Affairs
within OMB to carry out the purposes of the
act, oversee agency compliance, and set up a
Federal Information Locator System to reg-
ister all information collection requests. OMB
Circular A-130 was issued in December 1985

“ John D. Young, “Reflections On the Root Causes of Fraud,
Abuse and Waste in Federal Social Programs, ” Public Admin-
istration Review, 1983, P. 366.

as an integrative policy statement on informa-
tion resource management policies, including
privacy and matching.”

A statute that may encourage the sharing
of information within an agency is the Federal
Managers Financial Integrity Act of 1982
(Public Law 97-255), which requires periodic
evaluations of and reports on agency systems
of internal control and action to reduce fraud,
waste, abuse, and error. OMB Circular A-123
(October 28, 1981) complements the act by
mandating an improvement in internal control
systems, including a requirement that agency
heads issue specific internal control directives
and review plans for all components of their
agencies. Inspectors general have the respon-
sibility to review directives. OMB Assistant
Director Wright and Comptroller General
Bowsher have pledged that:

OMB and GAO plan to work together very
closely in implementing the Act and in assur-
ing that the momentum already built up with-
in the agencies for improved internal control
is sustained.”

A fourth statute that encourages exchanges
of personal information is the Debt Collection
Act of 1982 (Public Law 97-365), which estab-
lishes a system of data-sharing between Fed-
eral agencies and private credit reporting agen-
cies in order to increase the collection of
delinquent nontax debts. The act permits agen-
cies to:

1. refer delinquent nontax debts to credit bu-
reaus to affect credit ratings;

2. contract with private firms for collection

services;

require applicants for Federal loans to sup-

ply their taxpayer identification numbers

(social security numbers);

4 offset the salaries of Federal employees
to satisfy debts owed the government;

5. screen credit applicants against IRS files
to check for tax delinquency;

3

<

»Qffice of Management and Budget, “Management of Fed-
eral Information Resources, ” Circular No. A-130, Dec. 12, 1985.

10ffice of Management and Budget, “Agencies to Tighten
Internal Control Systems, ” OMB 82-26 (President Task Force
on Management Reform), Oct. 8, 1982.



6. turn over to private contractors the mail-
ing addresses of delinquent debtors ob-
tained from IRS;

7. extend from 6 to 10 years the statute of
limitations for collection of delinquent
debts by administrative offset; and

8. charge interest, penalties, and administra-
tive processing fees on delinquent nontax
debts.

The law requires agencies to provide due proc-
ess to individuals before using any of the newly
authorized methods of collection. The law pro-
vides safeguards to preserve the confidentiality
of taxpayer information, and civil and crimi-
nal penalties are included when taxpayer ad-
dresses are improperly disclosed. OMB esti-
mates that the improved procedures and newly
available tools will result in an additional $500
million in annual collections.” OMB has de-
cided that:

Rather than creating a new bureaucracy to
implement the credit reporting provisions of
the Debt Collection Act, the existing nation-
wide network of commercial and consumer credit
bureaus will be under contract to provide this
service for all departments and agencies. *~

The statute requiring the most far-reaching
data-sharing is the Deficit Reduction Act of
1984 (DEFRA) (Public Law 98-369), which re-
qguires the establishment of new State infor-
mation systems for verification purposes and
the use of verification in a number of federally
funded State-administered programs. This
1,2 10-page law provides tax reforms and spend-
ing reforms, primarily by amending the Social
Security Act and Internal Revenue Code. Pro-
visions that are relevant to management and
efficiency are in Subtitle C—' Implementation
of Grace Commission Recommendations, ” Sec-
tion 2651.

The major changes in the Social Security Act
mandated by DEFRA include requiring States

20)ffice of Management and Budget, "OMB Announces
Progress in Administration’s Debt Collection Effort ,“ OMB §2-
32({Reform '88 Communications), Dec. 15,1982.

‘Office of Management and Budget, “Government to Use
Credit Bureaus to Cut Delinquent Debts; Delinquency Growth
Halted, OMB 83-29( Public Affairs Management), Sept. 23.
1983.
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or State agencies to: 1) have an income and
eligibility system, 2) obligate recipients to sup-
ply their social security numbers and require
States to use those numbers in the adminis-
tration of programs, 3) compel employers to
keep quarterly wage information, 4) exchange
relevant information with other State agencies
and with the Department of Health and Hu-
man Services, and 5) notify recipients and ap-
plicants that information available through the
system will be requested and utilized. The pro-
grams that must participate in the income ver-
ification program are: AFDC; Medicaid; un-
employment compensation; food stamps; and
any State program under a plan approved un-
der Titles I, X, X1V, or XVI of the Social Secu-
rity Act. Under DEFRA, no Federal, State,
or local agency may terminate, deny, suspend,
or reduce any benefits of an individual until
such agency has taken appropriate steps to in-
dependently verify information.

DEFRA provides certain procedural rights
for the individual, including that the agency
shall inform the individual of the findings made
on the basis of verified information, and give
the individual an opportunity to contest such
findings. DEFRA makes a number of changes
in the Internal Revenue Code, including that
the Commissioner of Social Security shall, on
request, disclose information on earnings from
self-employment, wages, and payments on re-
tirement income to any Federal, State, or lo-
cal agency administering one of the following
programs: AFDC; medical assistance; supple-
mental security income; unemployment com-
pensation; food stamps; State-administered
supplementary payments; and any benefit pro-
vided under a State plan approved under Ti-
tles I, X, X1V, or XVI of the Social Security
Act. Information with respect to unearned in-
come may also be disclosed from the IRS files
to the above agencies.

In addition to these broad endorsements of
and requirements for computer matches, there
are a number of statutes that authorize spe-
cific computer matches (see table 7).

Congressional restrictions on agency dis-
closures of personal information and congres-
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Table 7.—Statutes Authorizing Specific
Computer Matches

Tax Reform Act of 1976, Public Law 94-455, permitted the De-
partment of Health, Education, and Welfare to search the
databanks of other Federal agencies to locate parents who
fail to pay child support.

Social Security Amendments of 1977, Public Law 95-216, re-
quired States to use wage data in determining eligibility
for Aid to Families With Dependent Children (AFDC) Pro-
gram benefits by providing them access to earnings in-
formation held by the Social Security Administration (SSA)
and State employment security agencies.

Food Stamp Act Amendments of 1977, Public Law 96-58,
granted access to employer-reported wage information for
recipients of supplementary security income (SSI)
benefits.

Food Stamp Act Amendments of 1980, Public Law 96-249,
amended the Internal Revenue Code and the Social Secu-
rity Act to allow State food stamp agencies to obtain and
use wage, benefit, and other information in SSA files and
those of State unemployment compensation agencies.

Food Stamp and Commodity Distribution Amendments of
1981, Public Law 97-98, required States to obtain and use
earnings information obtained from employers.

Department of Defense Authorization Act of 1983, Public Law
97-252, required the Secretary of Education to prescribe
methods for verifying that individuals receiving any grant,
loan, or work assistance under Title IV of the Higher Edu-
cation Act of 1965 had complied with registration as nec-
essary under the Military Selective Service Act.

Deficit Reduction Act of 1984, Public Law 98-369, required
the Internal Revenue Service (IRS) to disclose information
about an individual's unearned income to State welfare
agencies and the SSA to verify the income of an applicant
or beneficiary of the AFDC, SSI, and food stamp programs.
(Presently, IRS is required to disclose only information on
earned income.) The Deficit Reduction Act also requires
States to maintain a system of quarterly wage reporting
as part of its income verification system.

SOURCE Off Ice of Technology Assessment

sional authorizations of computer matching
place agencies in a position where the legiti-
macy of either a disclosure or refusal to dis-
close can be challenged. A prime example is
Tierney v. Schweiker, 718 F.2d 449 (1983),
which involved the Social Security Adminis-
tration’s (SSA) use of confidential tax return
information maintained by IRS for purposes of
verifying the income and assets of supplemen-
tal security income recipients. SSA was act-
ing on its congressional mandate that SSA'S
determinations of eligibility be based on “rele-
vant information [that is] verified from inde-
pendent or collateral sources and additional
information [that is] obtained as necessary. “2°

“42 U.S.C. sec. 1383(3)(1)(B) as quoted inTierne-y v. Schweiker
718 F,2d 449, 451 (1983).

Two GAO reports®recommended that SSA
use IRS tax information to verify eligibility.
In deciding the case, Judge Abner Mikva rec-
ognized that:

Much of the confusion , . . arises from con-
flicting signals given by the Congress. In 1972,
when enacting the Social Security Amend-
ments that instituted the Benefits program,
Congress was concerned with ensuring that
financially ineligible individuals not abuse the
system. To this end, Congress directed the
SSA to obtain as much information as possible
to discover such ineligibility. In 1976, when
expanding the confidentiality provisions as
part of the Tax Reform Act of 1976, Congress
made clear that tax information was to be
absolutely confidential, subject to certain
explicit exceptions. Although Congress cre-
ated numerous exceptions, none was applica-
ble to the information which SSA now seeks.
When Congress speaks with two separate
minds, the conflicting goals can present diffi-
cult dilemmas.”

In response to the OTA survey, 43 percent
of agency components that reported partici-
pation in computer matching activities (16 out
of 37) said that the matches were required or
authorized by legislation. However, approxi-
mately one-third of the respondents cited gen-
eral statutes such as an Inspector General Act,
the Debt Collection Act, or an Omnibus Recon-
ciliation Act. Another one-third cited explicit
requirements for matching, such as the Uni-
form Code of Child Support or Title 7, U. S. C.,
chapter 51, “Food Stamp Program. ” Another
onethird cited more general authorization, e.g.,
Public Law 96-473, which requires the suspen-
sion of benefits for inmates of penal institu-
tions and is given as the basis for matches be-
tween inmate records and social security files.

Finding 2

It is difficult to determine how much computer
matching is being done by Federal agencies, for
what purposes, and with what results. However,
OTA estimates that, in the 5 years from 1980
to 1984, the number of computer matches nearly
tripled.

#1J.S. General Accounting Office, HRD 81-4, Feb. 4, 1981 and
HRD 82-9, Jan. 12, 1982.
*Tierney v. Schweiker 718 F.2d 449, 454 (1983).
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There has been no accurate accounting of the
number of matches that have been done at the
Federal level. In part, this is a definitional prob-
lem. One distinction that affects reports of the
amount of computer matching being done is
that of “matching programs” versus “matches.”
The OMB guidelines define a “matching pro-
gram” as:

... a procedure in which a computer is used
to compare two or more automated systems
of records or a system of records with a set
of non-Federal records to find individuals who
are common to more than one system or set.
The procedure includes all of the steps associ-
ated with the match, including obtaining the
records to be matched, actual use of the com-
puter, administrative and investigative action
on the hits, and disposition of the personal
records maintained in connection with the
match. It should be noted that a single match-
ing program may involve several matches
among a number of participants.”

Based on this definition, there will be many
more matches than there are matching pro-
grams, as one matching program may include
a number of record sets (e.g., Office of Person-
nel Management (O PM) records with SSA rec-
ords and OPM records with Farmers’ Home
Administration loans), and/or a matching pro-
gram may involve a number of matches at
certain intervals, e.g., yearly or monthly. How-
ever, this distinction between matching pro-
grams and matches has not always been rec-
ognized in accounts of numbers of computer
matches.

A second important distinction in under-
standing reports on the scale of computer
matching by Federal agencies is one made by
OMB. Some compilations of computer match-
ing at the Federal level include only those
matches that fall under the OMB guidelines,
others include both, and still others do not
differentiate. OMB’S guidelines state that the
following are not matching programs:

1. Matches that do not compare a substan-
tial number of records, e.g., comparison of
the Department of Education’s Defaulted

“Office of Management and Budget, “Privacy Act of 1974;
Revised Supplemental Guidance for Conducting Matching Pro-
grams, " Federal Register, vol. 47, No. 97, May 19, 1982, p. 21657.

Student Loan database with the OPM'S
Federal Employee database, would be cov-
ered; comparison of six individual student
loan defaulters with the OPM file would
not.

2. Checks on specific individuals to verify
data in an application for benefits, done
soon after the application is received.

3. Checks on specific individuals based on
information that raises questions about
an individual’s eligibility for benefits or
payments, done reasonably soon after the
information is received.

4. Matches done to produce aggregate sta-
tistical data without any personal iden-
tifiers.

5. Matches done to support any research or
statistical project where the specific data
are not to be used to make decisions about
the rights, benefits, or privileges of spe-
cific individuals.

6. Matches done by an agency using its own
records .28

For the purposes of this report, the first three
applications are considered front-end verifica-
tion and are discussed in chapter 4. The fourth
and fifth applications are not relevant to this
inquiry. The sixth application does include a
significant number of matching programs and
matches that are relevant to this discussion,
e.g., SSA and another component of the De-
partment of Health and Human Services.

In addition to definitional problems, the
rules for reporting matches may not require
that all matches be reported. Notices of com-
puter matching programs that meet the cri-
teria in the OMB guidelines may appear in the
Federal Register as a new routine use. How-
ever, if the agency providing the data believes
that the system of records already contains
such a use, then no additional notice in the Fed-
end Register is required. No notice is required
for records that are matched within an agency.

There have been a number of attempts at
determining the scale of computer matching.
Figures range from 200 programs on upwards.

"Ibid., p. 21757.
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For example, in 1982 hearings on computer
matching, Senator William Cohen estimated
that:

As of January 1982, Federal agencies had
completed more than 85 matching programs
and State government agencies are now per-
forming approximately 170 matches involving
public assistance records, unemployment com-
pensation records, government employee files,
and in some cases, the files of private compa-
nies. These projects involve the records of hun-
dreds of thousands of citizens.”

At the same hearings, Thomas McBride,
former Inspector General of the Department
of Labor, testified:

So my guess is we are talking about a popu-
lation of roughly 500, more or less, routine re-
curring matches going on, some of them sub-
ject to Federal legislative action, some of them
not.

The Long Term Computer Matching Project
of the President’'s Council on Integrity and
Efficiency has issued three compilations of
Federal computer applications to prevent/de-
tect fraud, waste, and abuse. These compila-
tions do not provide complete listings of com-
puter matching programs.’l They include those
computer matches that agencies chose to re-
port; some agencies submitted partial reports,
others appear not to have responded at all, or
to only one or two of the PCIE'S requests.
Some of the reported matches are one time
only, others are recurring. The first compila-
tion was distributed in 1982%and reported 77
matches; the second was distributed in July
1984 as an expansion and update, and reported
162 matches; and the third was distributed in

“Cohen hearings, op. cit., p. 2.

“1 bid., p. 20.

#]t does not appear that the PCIE inventory used the OMB
guidelines’ definition of computer matching programs. Some
agencies reported matches within their agency, e.g., Depart-
ment of Health and Human Services Black Lung and SSA Title
11. Some agencies reported particular matches within a match-
ing program.

“None of the compilations is dated. The phrase ‘distributed

in 1982” is used by PCIE in its second compilation to describe
the first compilation.

January 1986 as an update, and reported 108
matches.” (See table 8 for breakdown by agency.)

A 1985 GAO study, Eligibil.z"ty Verification
and Privacy in Federal Benefit Programs: A
Delicate Balance, reported that:

Before 1976, only two benefit program-
related Federal computer matching projects
were conducted. However, recent inventories
of Federal and State agencies' computer match-
ing programs show that Federal agencies had
initiated 126 benefit-related matches, 38 of
which were recurring as of May 1984. State
agencies, as of October 1982, had initiated
more than 1,200 matching projects, most of
them recurring.

#The |ow figures i, the 1986 compilation can be attributed
to two factors. The first is that some large agencies that previ-
ously had reported a number of matches did not respond, e.g.,
Departments of Labor, Defense, and Justice. The second fac-
tor is that many agencies have increased their use of computer
screens and profiles rather than their use of computer matches.
This latter factor will be discussed in ch.4.

Table 8.—Computer Matches Reported to the PCIE
Long-Term Computer Matching Project

1982 1984 1986

Department of Agriculture . . . ... ... .. 11 10 23
Department of Commerce . . . .. ... ... 0 1 1
Department of Defense . . . .. ... ...... 0 30 0
Department of Education . . . . . . e 1 1 0
General Services Administration . . . . . . 1 1 18
Department of Health and

Human Services . . . ............... 29 58 55
Department of Housing and

Urban Development . . . ... ......... 0 4 3
Department of the Interior . . . . .. .. ... 0 1 0
Department of Justice. . . . ... ........ 8 5 0
Department of Labor , . .. ............ 12 12 0
National Science Foundation . . .. ... .. 0 2 0
Nuclear Regulatory Commission . . . . . . 0 1 0
Peace Corps . ... ..o 0 1 0
Pension Benefit Guaranty Corp. . . . . . . 0 1 0
Office of Personnel Management . . . . . 3 5 0
Railroad Retirement Board . . . .. ... ... 0 8 1
Small Business Administration . . . . . . . 1 1 0
Department of State . . . . ............ 2 2 0
Tennessee Valley Authority . . . . ... ... 0 4 5
Department of the Treasury . . ... ... .. 0 3 0
Veterans Administration . . . . ... ... ... 9 11 2

SOURCE President’'s Commission on Integrity and Efficiency,



In response to the OTA survey of Federal
agencies, 11 cabinet-level departments and 4
independent agencies reported conducting 110
matching programs*with a total of approxi-
mately 700 matches from 1980 to April 1985.
The Departments of Energy and State were
the only two cabinet-level departments that
reported no matching programs. Of the 20 in-
dependent agencies surveyed, only three (NASA,
Selective Service System, and Veterans Ad-
ministration) reported any matching programs
(see table 9 for a breakdown of matching pro-
grams by agency).

While the data from the responses to OTA
and to PCIE are not directly comparable,
the trend toward increased use of computer
matches is clear (see figure 4). In the 5 years
from 1980 to 1984, the number of computer
matches nearly tripled.

From 1979 to 1984, OMB received only 56
reports on matching programs from Federal
agencies. According to OMB records, there
were 11 matches reported in 1979; 2 in 1980;
11 in 1981; 13 in 1982; 6 in 1983; and 13 in 1984.
The OMB figures are obviously lower than the

“Some of these matching programs are conducted within an
agency and therefore do not fall within the OMB definition.

Table 9.—Computer Matching Programs®
Reported to OTA

Department of Agriculture . .. ................. ... 33
Department of Commerce . ........................ 1
Department of Defense . . . ......... ... .. ... ... 15
Department of Education.......................... 3
Department of Health and Human Services . . .. ... ... 1
Department of Housing and Urban Development . . . . . 3
Department of the Interior. . . . ..................... 3
Department of Justice . ........................... 6
Department of Labor. .. ....... .. ... ... .. .. ... 21
Department of Transportation . . .................... 1
Department of the Treasury . . .................... 14
National Aeronautics and Space Administration . . . . . . 1
Selective Service . .. ... 1
Veterans Administration . . . ....................... 7

agpme of these matchingprograms are conducted within an agency and there-
fore do not fall withinthe OMB definition.

SOURCE OTA Federal Agency Data Request

Figure 4.—Computer Matches Conducted
From 1980 to April 1985
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matching figures reported elsewhere because:
1) only those matching programs that fit the
OMB definition are included; and 2) some agen-
cies do not submit match notices under the rou-
tine use and systems of records, but instead
fit matching programs into existing routine
use and existing systems of records.

In determining the scale of computer match-
ing activities at the Federal level, it is also im-
portant to consider the number of records that
have been matched. In response to the OTA
data request, information on number of records
matched, number of hits, and percent of hits
verified was provided for 20 percent of the
matches reported. Despite this low response,
the number of separate records used in the re-
ported matching programs totaled over z bil-
lion; the total number of records matched was
reported to be over 7 billion due to multiple
matches of the same records.
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Finding 3

As yet, no firm evidence is available to deter-
mine the costs and benefits of computer match-
ing and to document claims made by OMB, the
inspectors general, and others that computer
matching is cost-effective.

Before discussing the attempts to date at
estimating costs and benefits, it is important
to place computer matching within a context.
Computer matching is a technique that has
been used primarily t detect client fraud,
which is only one component of fraud, waste,
and abuse. In order to accurately determine
the cost-effectiveness of computer matching,
the extent of client fraud must first be docu-
mented. If client fraud accounts for only a
small percentage of total fraud, waste, and
abuse, then other techniques to detect other
types of fraud, waste, and abuse maybe more
cost-effective overall. In this respect, one
author cited the 1978 Annual Report of the
HEW Inspector General, which estimated that
the Department lost between $5.5 and $6.5 bil-
lion through management inefficiencies, pro-
gram misuse, and fraud. In this instance, man-
agement inefficiencies and program misuse
accounted for 97 percent of the inspector gen-
eral's estimate of losses, while client fraud ac-
counted for only 3 percent.”

In response to the OTA survey, only 8 per-
cent of the agencies that reported participa-
tion in computer matching activities (3 out of
37 agencies) said that they did cost-benefit
analyses prior to computer matching. Eleven
percent (4 of 37) reported doing cost-benefit
analyses after matching.

Various individuals and organizations have
asserted that computer matching is cost-
effective, but have provided little or no spe-
cific information on actual costs and benefits.
For example, Joseph Wright, OMB’S Deputy
Director, reported in an OMB circular that:

The IG’s are wisely using this spectacularly
effective technique to reap for the American
public the savings that private industry has
for many years been obtaining. Use of this

“Young, op. cit., p. 362.

technique will help assure that individuals who
are not entitled to receive payments don't,
making more money available for those who
are deserving.”

Likewise, the Grace Commission concluded
that:

Computer matching is an effective manage-
ment tool for identifying fraud, waste, and
abuse of government benefits, entitlements
and loan programs. Computer matching is use-
ful in other ways too, such as validating bill-
ings of large government contractors. . . Rec-
ommendations in the task force reports to
correct information problems related to this
issue provide opportunities for cost savings
and revenue of $15.9 billion over 3 years ($11.3
billion when information gaps cited in other
issues in the Report are netted out).”

In the 1982 Cohen hearings on computer
matching, former Inspector General McBride
of the Department of Labor testified that:

The hits, the overpayments, for the big ben-
efit programs run somewhere between 1.8 up
to maybe 4 percent, depending on what pro-
gram you are talking about. For AFDC, the
hits are probably somewhere atthe lower end,
because they do alittle better job of verifica-
tion. Food stamps is a little higher. Unemploy-
ment insurance may be even higher, in some
States particularly .38

In a 1983 article, Richard Kusserow, Inspec-
tor General of the Department of Health and
Human Services, reported:

Our own Project Spectre which matches So-
cial Security beneficiary payments with Medi-
care death files has led to about $7.5 million
in recoveries to date. Recoveries, in this case,
covers all monies collected by our investiga-
tors, including checks not cashed but debited
to the treasury. We project total savings over
time to reach $25.2 million.”

In Computer Matching in State Admim”s-
tered Benefi’t Programs: A Manager’'s Guide

*OMB 83-14.

“President’s Private Sector Survey on Cost Control, A Re-
port to the President (1984), Part I1: Issue and Recommenda-
tion Summaries, p. 82; see pp. 84-86 for examples.

*#Cohen hearings, op. cit., p. 19.

“Richard P. Kusserow, “Fighting Fraud, Waste and Abuse, ”
The Bureaucrat, fall 1983, p. 23.
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to Decision Making,” the quantitative bene-
fits of computer matching include estimated
savings and measures of grant reductions, col-
lections, and corrections. The list of qualita-
tive benefits is longer, including: increased de-
terrence, improved eligibility determinations,
enhanced public credibility for benefit pro-
grams, more effective referral services, and im-
proved databases.

The costs of computer matching vary accord-
ing to the size of the record set, as well as the
complexity, quality, and compatibility of the
records. In Computer Matching in State Ad-
ministered Benefit Programs, the quantitative
costs include: hardware/software; computer
processing time; space; supplies; personnel
managers, data-processing staff, eligibility
assistance workers, clerical workers, hearings
officers, fraud investigators, collections staff,
attorneys, and training staff; other public
agency resources; and private institution re-
sources. The qualitative costs include: reduced
staff morale, heightened public concerns about
“big brother, ” increased political conflict,
gamesmanship with numbers, operational in-
efficiencies, and diversion of resources. Defi-
nitions for these qualitative costs are not
offered.

All agree that verification costs are the high-
est and the most difficult to compute. In Com-
puter Matching in State Administered Bene-
fit Programs, it is pointed out that:

Follow-up is the most costly, labor-intensive
part of the computer matching process. Most
notably, it involves what can be a very tedi-
ous and time-consuming job of verifying hits.
But it also involves other components such as
making any necessary change in a recipient
case status, calculating and pursuing over-
payments, hearing appeals, making referrals
to fraud units, and actually conducting crimi-
nal investigations and pursuing convictions.”

There is some disagreement as to how much

verification, both in terms of number of hits
verified and in terms of records and sources

*U.S. D-epartment of Health and Human Services, Office of
Inspector General, Computer Matching in State Administered
Benefit Programs, June 1984, p. 25.

' 1bid.

checked, is necessary. For example, the Depart-
ment of Health and Human Services’ Inspec-
tor General Kusserow has suggested that:

For large matches, officials would have to
analyze only a sample of the hits to verify the
matching process. After doing this, officials
should take corrective measures, proceeding
cautiously against any individual where doubt
exists.”

The PCIE Long Term Computer Matching
Committee has developed some information on
the costs of selected matches. For many of the
matches, the information presented is very
sketchy. The matches for which the PCIE
offered the most complete information are
listed in table 10.

David H. Greenberg and Douglas A. Wolf
have recently completed a study”in which
they constructed a cost-benefit framework (see
table 11) and used it to evaluate the perform-
ance of computer wage-matching systems of
welfare agencies in four areas: Camden County,
New Jersey; Mercer County, New Jersey; San
Joaquin County, California; and the State of
New Hampshire. In each of their study sites,
they reported that they obtained reliable and
complete information on the costs of match-
ing, but were unable to measure benefits as
precisely. Additionally, there were some ben-
efits, e.g., deterrent effects and positive effects
on attitudes of affected parties, that they could
not measure at all. Thus, they regard their test
of the cost-effectiveness of wage matching to
be a conservative one.

Greenberg and Wolf concluded from their
four case studies that the benefits from com-
puter matching outweighed the costs by “sub-
stantial amounts’ " (see table 12). If computer
matching were as effective nationally, they
suggested that “cost savings in the food stamp
and AFDC programs would be approximately

“Richard P. Kusserow, “The Government Needs Computer
Matching To Root Out Waste and Fraud, ” Communications
of the ACM, vol. 27, No. 6, June 1984, p. 544.

“David H. Greenberg and Douglas A. Wolf, “Is Wage Match-
ing Worth All the Trouble?' Public Welfare, winter 1985, pp.
13-20.

“1 bid., p. 18.
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Table 10.—Examples of Cost/Benefit Analyses

Selected matches

Costs/benefits DO L/TVA IRS/DOL OPM/SSA OPM/OPM RRB/HCFA USAFIVA
Equipmentcosts . . ........ ... ... ... 1,500 125,000 10,950 2,291 6,124 1,000
ADP staffcosts . . .................... 1,200 25,000 3,213 2,142 1,831 1,150
Staff verification costs . . . ............. 4,500 1,000,000 94,163 12,968 15,763 96
Travel and othercosts . . . ............. 10,000 - 39,416 - 10,028 100
Casesfound......................... 21 219 770 170 405 340
Overpayments identified . . . .. ......... 35,000 103,000 9,100,000 640,800 2,263,927 71,000
Cases with recoveries made . . . ........ 2 219 - - 364 -
Overpayments recovered . . ... ......... 2,500 139,000 - - 993,118 -
Overpayments prevented . . . . .. .. .. .. .. — - 770 170 - 1,300
Amount prevented . . ... ... ... L. — 50,000 4,089,600 46,300 - 274,000

Questioned costs . . . . ... ... —
Disallowed costs . . . ... ... ............ —

KEY: DOL = Department of Labor, TVA = Tennessee Valley Authority, IRS = Internal Revenue Service; OPM = Office of Personnel Management; SSA = Social Security
Administration; RRB = Railroad Retirement Board; HCFA = Health Care Financing Administraton, USAF = U S Air Force, VA = Veterans Administration.

SOURCE President's Council on Integrity and Efficiency Long Term Matching Committee, ‘(Draf/Summary of Federal Computer Applications for Prevention of Fraud

and Abuse “

Table 11 .—Costs and Benefits of Wage Matching

Benefits:
Restitution of previous overpayments
Savings from food stamp disqualifications
Savings from benefit reductions and discontinuances:
« prevention of future overpayments
. administrative savings
Changes in behavior and attitudes:
. deterrent effects
« improved client attitudes
. improved staff morale
. improved relations with the public

costs:
Personnel costs (salaries and fringe benefits):
. income maintenance staff
fraud investigative staff
. district attorney staff
. other
Materials and facilities costs:
. computers
. word processors
. forms
. general overhead such as office space, telephone,
supplies

SOURCE: David H. Greenberg and Douglas A Wolf, “IS Wage Matching Worth
All the Trouble?”Public We/fare, winter 1985, p 16

Table 12.—Estimated Costs and Benefits of
Computer Matching in Four Sites

costs Benefits Ratio
Mercer County . . . ....... $786,821 $ 932,958 1.19
Camden County . . .. ..... 753,662 1,452,367 1.93
San Joaquin County . . . . . 308,128 762,355 2.47
New Hampshire . . .. ... .. 264,856 707,316 2.67

(DES Wage Crosshatch Project)
NOTE” All figures are in annual terms pertaining mainly to 1982

SOURCE David H. Greenberg and Douglas A. Wolf, “IS Wage Matching Worth
All the Trouble?” Pub/K Wel/fare, winter 1985, p t8

1945

1 or 2 percent. However, they caution that
this may not be the case because they chose
wage-matching programs that were function-
ing well:

For example, the employer-reported data
used by these systems clearly were adequate
in terms of coverage, content, and timeliness.
Equally important: follow-up procedures were
well-structured, adequate resources were avail-
able for follow-up, and supervisors were gen-
uinely committed to the program. Without
such conditions, it certainly is possible that
wage matching could prove ineffective.”

Finding 4

The effectiveness of computer matches that
are used to detect fraud, waste, and abuse can
be compromised by inaccurate data.

The Massachusetts case discussed earlier,
in which 110 of the 160 termination notices
that were sent following a computer match
were based on erroneous information, is the
best known example of use of inaccurate data.
However, many matches experience some prob-
lems with inaccurate data, and, in part, com-
puter matching can be effective in detecting
errors in data.

“Ibid.
“Ibid.



One indicator, although not complete, of the
guality of data used in computer matching is
the percentage of hits verified as accurate. In
response to the OTA survey, this percentage
ranged from 0.1 to 100 percent. For example:

The Department of Housing and Urban
Development conducted computer matches
to identify tenants in five different cities
who had not reported all income when ap-
plying for federally assisted housing. The
hit rates varied from about 6 to 54 per-
cent, and the hit verification rates varied
from 13 to 55 percent. The actual number
of matches that resulted in valid hits
ranged from 0.8 to 29 percent.

. The Department of Commerce Inspector
General’'s office conducted a match to
identify departmental employees who
were collecting unemployment benefits.
A total of 22,000 records were matched
resulting in 98 hits, of which about 10 per-
cent were verified.

. The Department of Education conducted
a match to identify current and former
Federal employees who were delinquent
on student loans. About 10 million records
were matched resulting in 46,860 hits, of
which 100 percent were verified, accord-
ing to Department officials.

. The Veterans Administration conducted
a match to identify Federal employees and
annuitants who were erroneously receiving
VA compensation. About 15 million rec-
ords were matched resulting in 5,166 hits,
of which about 23 percent were verified.

For the majority of matches reported to
OTA, information on hits verified was either
unknown or unavailable.

Proponents of matching programs are tak-
ing measures to improve the quality of data
used in matches. SSA has developed a com-
puter software program to screen social secu-
rity numbers and pull out inaccurate or in-
congruous numbers. Other agencies engaging
in matching programs are likewise concerned.
In response to the OTA survey, 68 percent (25
of 37) of the agencies indicating that they par-
ticipated in matching programs said that pro-
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cedures were used to ensure that the subject
record files contain accurate information.

Finding 5

There are numerous procedural guidelines for
computer matching, but little or no oversight,
follow-up, or explicit consideration of privacy im-
plications.

Program personnel appear to have substan-
tial discretion in deciding whether or not to
use computer matching as an audit technique
or means to detect fraud, waste, and abuse.
There are few internal agency checks. The In-
spector General's Office may be involved in
planning a computer match; and the General
Counsel’'s Office and the Privacy Act officer
may be involved. But it appears that there are
no agency or general policy guidelines regarding
what types of information should be matched,
against which records of what other agencies,
and for what purposes. These substantive is-
sues are rarely addressed.

For those matching programs that meet the
OMB definition, agencies providing informa-
tion “are responsible for determining whether
or not to disclose personal records from their
systems and for making sure they meet the
necessary Privacy Act disclosure when they
do. ” In making this determination, agencies
are instructed to consider the following:

+ legal authority for the match;

+ purpose and description of the match;

+ description of the records to be matched;

« whether the record subjects have con-
sented to the match; whether disclosure
of records for the match would be com-
patible with the purpose for which the
records where originally collected, i.e.,
whether disclosure under a‘ ‘routine use’
would be appropriate; whether the solicit-
ing agency is seeking the records for a
legitimate law enforcement activity; or
any other provision of the Privacy Act un-
der which disclosure may be made;

+ description of additional information that
may be subsequently disclosed in relation
to “hits”;
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. subsequent actions expected of the agency
providing information (e.g., verification of
the identity of the “hits” or follow-up with
individuals who are “hits”); and

. safeguards to be afforded the records in-
volved, including disposition.

However, neither the source agency, the
matching agency, nor OMB is accountable for
the decision whether or not to disclose records
for a matching program. For matching pro-
grams that do not fall under the OMB guide-
lines, there are no formal procedures or guide-
lines-one program manager may ask another
for access to records for matching purposes,
and no one else need know.

OMB has developed a number of procedural
guidelines. The initial guidelines, OMB Guid-
ance to Agencies on Conducting Automated
Matching Programs, became effective on
March 30, 1979. The purpose of the guidelines
was “to aid agencies in balancing the govern-
ment need to maintain the integrity of Fed-
eral programs with the individual’s right to
personal privacy. ” Under the guidelines, a
match was to be performed “only if a demon-
strable financial benefit can be realized that
significantly outweighs the costs of the match
and any potential harm to individuals that
could be caused by the matching program. ”
To this end, the guidelines required documen-
tation of benefits, costs, potential harm, and
alternatives considered to detect or curtail
fraud and abuse or to collect debts owed to the
Federal Government (see 5a of guidelines for
listing). A report describing the match (see 9b.1
and 2 of guidelines for details) was to be sub-
mitted, 60 days before the match was initiated,
to the Director of OMB, the Speaker of the
House, and the President of the Senate. Nec-
essary notices of system of records, new or
altered systems, or routine use were to repub-
lished in the Federal Register, allowing 30 days
for public comment. Any disclosures of per-
sonal information during the match were to
be made in accordance with the “routine use”
limitations noted in the Federal Register. Un-
less it was a continuing matching program, the
guidelines stipulated that personal records
should be destroyed or returned to the source

agency within 6 months. The guidelines also
suggested that matching should be done in-
house by agency personnel, not by contractors.

The application of these guidelines was not
very satisfactory for any party concerned.
Agencies did not conduct cost-benefit analy-
ses in a systematic fashion; instead, they were
quickly estimated when asked for by OMB in
order to comply with the letter of the guide-
lines. There was almost no public comment in
response to matches proposed in the Federal
Register. There was little congressional re-
action to matching programs. There was min-
imal to no oversight by OMB; it processed the
necessary paperwork, but never ‘disapproved’
a match. In part, OMB'’S behavior can be at-
tributed to the lack of clarity in the guidelines
concerning its role. For example, it was not
clear from the guidelines whether OMB had
the authority to disapprove a match.

Based on the unsatisfactory experience
under the 1979 guidelines, the PCIE'S Long
Term Computer Matching Project decided that
one of its first projects would be to revise the
OMB guidelines. In conjunction with advice
from PCIE, OMB'’S Revised Supplementary
Guidance for Conducting Matching Programs
became effective May 1,1982. The 1982 guide-
lines simplified the administrative reporting
requirements of the 1979 guidelines by elimi-
nating the cost-benefit analysis, reducing the
notice and reporting requirements, and ex-
empting intra-agency matching programs.
Publication of “routine uses” in the Federal
Register was still required, but the 30-day pub-
lic comment period for matching reports and
advance notice to Congress and OMB were
eliminated.

OMB and PCIE also developed a Model Con-
trol System for Conducting Computer Match-
ing Projects Involving Individual Privacy
Data (1983). The Model Control System is de-
signed to provide procedural guidance to agen-
cies conducting computer matching projects
to help them comply with the Privacy Act and
the OMB guidelines. The model includes 10
steps that agencies should follow:



1. define the match program,

2. determine the feasibility of the match,

3. establish matching and follow-up pro-
cedures,

4. confer with the agencies providing infor-

mation,

publish routine use notice,

. make a matching report,

obtain the agency data file,

. conduct computer matching,

9. analyze and refine the raw hits, and

10. perform follow-up procedures.

o~ o Ul

Agencies are not required to follow the Model
Control System, or to report to OMB on which
procedures were followed.

In late 1983, OMB developed a Computer
Match Checklist that must be on file for re-
view by OMB, GAO, or other Federal entities.
The checklist must be completed by both the
agency providing information and the agency
conducting the match immediately following
Federal Register publication of an intent to
match. Items on the checklist include: compli-
ance with notification requirements, number
of individuals whose records are to be matched,
contractor involvement, and the date on which
a cost/benefit analysis on the match will be
available. Estimates of cost/benefit analyses
are to be attached to the checklist.

In December 1985, OMB issued Circular A-
130, Management of Federal Information Re-
sources, which directs agencies to review an-
nually every matching program in which they
have participated, either as a matching or
source agency, to ensure that the requirements
of the Privacy Act, the OMB Matching Guide-
lines, and the OMB Model Control System and
Checklist have been met. Additionally, agen-
cies are to include in the Privacy Act Annual
Report the number and description of match-
ing programs participated in as a source or
matching agency.

Finding 6

As presently conducted, computer matching
programs may raise several constitutional ques-
tions, e.g., whether they violate protection
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against unreasonable search and seizure, due
process, and equal protection of the laws. But,
as presently interpreted by the courts, the con-
stitutional provisions provide few, if any, pro-
tections for individuals who are the subjects of
matching programs.

The fourth amendment provides individuals
the right “to be secure in their persons, houses,
papers, and effects, against unreasonable
searches and seizures. ” The fourth amendment
presumption, reinforced by case law and by
the presumption of innocence additionally re-
flected in the fifth and sixth amendments, is
that searches are not warranted unless there
is indication of a crime. If there is probable
cause of a crime and the individual’'s involve-
ment, then a court may issue a search warrant.
Fourth amendment case law has resulted in
the concept of “expectation of privacy. ”

The question of whether or not computer
matches raise fourth amendment issues turns,
in large part, on the ‘expectation of privacy”
that individuals have in records about them
maintained by a third party, in this case pri-
marily a government agency. Based on the Su-
preme Court ruling in Uni t ed States v. Miller,
425 U.S. 435 (1976), records that are held by
a third party, and used by that party for admin-
istrative purposes, are considered the property
of the third party. Under such circumstances,
the individual does not have an assertible
fourth amendment privacy interest in those
records. Although Miller applied to records
held by a bank, the logic of the holding may
apply similarly to records held by the gov-
ernment.

In Jaffess v. Secretary HE W, 393 F. Supp.
626 (S.D. N.Y. 1975), a district court allowed
a computer match of recipients of veterans’
disability benefits with those receiving social
security benefits. The court held that the dis-
closure under the matching program was ‘for
the purpose of proper administration. Jaffess
had not reported his social security income,
and after the match his {eterans’ benefits were
reduced. He claimed that a constitutional right
of privacy protected his records. The court re-
jected this claim:
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... the present thrust of decisional law does
not include within its compass the right of an
individual to prevent disclosure by one gov-
ernmental agency to another of matters ob-
tained in the course of transmitting agency’s
regular functions.”

But, the legal question of what kind of fourth
amendment “expectation of privacy” an indi-
vidual has when he or she fills out a form and
swears that the information provided is true
and correct has not been specifically decided.
Nor has the question of the privacy rights of
Federal workers in information provided and
maintained for employment purposes. In both
instances, statutes, especially the Privacy Act,
may give more precise legal guidance than the
U.S. Constitution. However, the constitutional
guestion could still be subject to further liti-
gation.

A second fourth amendment issue that is
raised by computer matches is the scope of the
search. Computer matches are general elec-
tronic searches of, frequently, millions of rec-
ords. Under the fourth amendment, searches
are not to be overly inclusive—no ‘fishing ex-
peditions” or “dragnet investigations. ” Yet,
in matches, many people who have not engaged
in fraud are subject to the computer search.
If matches were to be considered a fourth
amendment search, then some limitations on
the breadth of the match and/or justifications
for a match may be necessary. For example,
the agency may need to show that a less in-
trusive means to carry out the search was not
available, and that procedural safeguards limiti-
ng the dangers of abuse and agency discre-
tion were applied. These may also be required
under due process protections as discussed
below.

A final fourth amendment issue that may
be raised by computer matches is that of sus-
picion that criminal activity is occurring. If
the purpose of a match is to produce evidence
that someone has defrauded the government,
then a computer match could be regarded as

“Kenneth James Langan, “Computer Matching Programs:
A Threat to Privacy?” Columbia Journal of Law and Social Prob-
lems, vol. 15, No. 2, 1979, pp. 158-159.

a search under the fourth amendment. Such
a match may also conflict with the presump-
tion of innocence, as reflected in the fourth and
fifth amendments, if the individual is required
to prove that he or she has not engaged in
wrongdoing. If the purpose of a match is to
detect and correct errors, and not to detect
wrongdoing, then a match would probably not
be regarded as a search under the fourth
amendment.

The due process clause of the fifth® (Federal
Government) and 14th (State governments)
amendments ensures procedural protections
before the government takes action against an
individual. Generally, this clause has been held
to require that individuals be given notice of
their situation, the opportunity to be heard,
and the opportunity to present evidence on
their own behalves. In agency proceedings, this
constitutional principle is given specific mean-
ing in the Administrative Procedures Act
(1946). Additional elements of due process that
apply specifically to eligibility for benefit pro-
grams include: the right to a pre-termination
hearing, placing the burden of proof on the gOV-
ernment to prove ineligibility if the individual
swears to eligibility, and entitlement to bene-
fits pending resolution. These procedural due
process protections were extended to welfare
recipients in Goldberg v. Kelly, 397 U.S. 254
(1970).

Under the 1979 OMB guidelines, notice of
a proposed match is to be published in the Fed-
eral Register 30 days before to allow time for
comments. Many have questioned the ade-
guacy of this, as the vast majority of individ-
uals do not read the Federal Register. Addi-
tionally, there is evidence that agencies have
not complied with the 30-day time period and
that some agencies have provided notice after
the match was well under way.” This require-
ment was eliminated in the 1982 OMB guide-
lines. DEFRA now requires more specific no-

“It does not specifically provide for equal protection, but the
Court ruled 1N Bolling V. Sharpe (347 U.S. 497, 19854) that “the
concepts of equal protection and due process, both stemming
from our American ideal of fairness, are not mutually exclu-
sive” and that the fifth amendment also provided equal pro-
tection.

“See Cohen hearings, op. cit.
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tice prior to some matches. It is important to
recognize that notice can take place at various
points in the matching process, i.e., before the
match occurs, once an individual appears as a
“hit,” and prior to any outside verification. No-
tice can also be provided rather passively, e.g.,
a statement on a form, or requiring the active
acknowledgment of the individual. Based on
results of the OTA survey, 8 percent (3 out of
37 agency components) of the agencies report-
ing that they participated in computer match-
ing said that individual subjects of the match
had provided written consent prior to a match.

Once a match has taken place, the resulting
“hits” are further investigated in order to ver-
ify their status. At this time, these individuals
may not be given notice of their situation, or
the opportunity to be heard and present evi-
dence on their own behalves. They may not be
notified until and unless the agency decides
to take some action against them. Based on
the Court’s ruling in Goldberg, due process
would require a hearing for an individual whose
benefits are to be terminated or lowered based
on information from computer matching. Such
hearings may be quasi-judicial in nature, but
the individual would not have the right to a
lawyer or jury, the burden of proof would be
on the individual, and the individual may in-
criminate himself or herself in these hearings.
If such hearings are the starting point for an
investigation leading to criminal charges, then
it maybe necessary to conduct them in a more
formal judicial setting.

The equal protection clause of the 14th and,
by implication, the fifth amendments prohibits
the States and Federal Government from cre-
ating legal categories and taking actions that
discriminate against members of that category
(e.g., race, national origin, and gender). Eco-
nomic status has never been regarded as a sus-
pect classification,” and therefore the govern-
ment interest in subjecting welfare recipients
to computer matching would only need to be
rationally related to a legitimate purpose of

“see Dandridge v. Williams, 397 U.S. 471 (1970) and San An-
tonio Independent School District v. Rodriguez, 411 U.S. 1
(1973).

the government. In this case, the purpose, i.e.,
detecting fraud, waste, and abuse, would prob-
ably be regarded as legitimate, and the means
chosen, i.e., computer matching, rationally
related.

Despite this development of constitutional
decisions, matching may conflict with the
equal protection clause in that categories of
people, not individual suspects, are subject to
these electronic searches. In the computer
matching that has been done to date, two groups
of people—welfare recipients and Federal
employees—have been used frequently. This
is true despite arguments by supporters of
matching that computer matches are effective
tools in a number of situations. Although the
Grace Commission and others have recognized
the usefulness of matching in detecting fraud,
waste, and abuse in government contracting,
it has not been used to any significant extent
for this purpose. DEFRA, in its section incor-
porating the Grace Commission recommenda-
tions, did not require or endorse the use of
matching in government contracting.

Finding 7

The Privacy Act as presently interpreted by
the courts and OMB guidelines offers little pro-
tection to individuals who are the subjects of
computer matching.

The Privacy Act gives individuals certain
rights of notice, access, and correction in or-
der that they may control information about
themselves. It also places certain requirements
on agencies to make certain that the informa-
tion they maintain is relevant, timely, and
complete.

Under the Privacy Act, the individual has
the right to prevent information being used
without his or her consent for a purpose other
than that for which it was collected. An ex-
ception to this rule is if information falls within
a “routine use” of the particular record sys-
tem. Under the OMB Matching Guidelines,
matching can be considered such a routine use;
therefore, individual consent is not required.
Many argue that matching of information is
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not consistent with the legislative intent that
information should be used only for the pur-
pose collected. As table 6 indicated, it is quite
easy to find justification in the Privacy Act
for disclosures of information for matching
purposes.

Additionally, the Privacy Act requires agen-
cies to ‘collect information to the greatest ex-
tent practicable directly from the subject in-
dividual when the information may result in
adverse determinations about an individual's
rights, benefits, and privileges under Federal
programs” [see.e(2)]. In computer matching,
information that will be used to determine
whether benefits should be eliminated, de-
creased, or increased is collected from third
parties-not from the individual.

Although not specifically prohibited in the
Privacy Act, the legislative history reflects
censure of a national data center. The linking
of systems in computer matching can be re-
garded as moving towards a de facto national
data center or national recipient system. Ad-
ditionally, new computerized databases are be-
ing created solely for the purpose of provid-
ing information for computer matches and
other record searches. The Federal Govern-
ment, under the auspices of the inspectors gen-
eral, is developing a national computerized file
of deceased individuals (who have no rights
under the Privacy Act) for screening benefici-
ary records and preventing payments to de-
ceased persons. Two other examples mentioned
previously are the Medicaid Management In-
formation System and the proposed IRS Debt-
or Master file. The State wage reporting sys-
tems, required under the proposed DEFRA
regulations, could also be regarded as the first
stage of a national data system.

The OMB guidelines require that the files
used for matching be returned to the custo-
dian agency or destroyed. However, since there
is no oversight of this, records could be used
for additional purposes.

Finding 8

The courts have been used infrequently as a
forum for resolving individual grievances over

computer matching, although some organiza-
tions have brought lawsuits.

It does not appear likely that the courts will
protect individual privacy in computer match-
ing programs .51 There are at least four reasons.
The first is that the courts have not extended
constitutional protections for computerized
records, and the fourth amendment “search
and seizure” doctrine has not been applied. The
second reason is that courts only require ra-
tionality in such programs, i.e., that the means
used be reasonably related to a legitimate gov-
ernment purpose. The purpose of achieving
efficiency and detecting fraud, waste, and
abuse is a legitimate one. With respect to the
choice of means, courts have traditionally
given deference to administrative discretion.
The third reason is that when courts balance
individual privacy against the public interest,
the weight generally favors the public inter-
est—all else being equal. The fourth reason is
that the damage requirements of the Privacy
Act are so difficult to prove that they act as
a deterrent to its use.

Additionally, with large-scale computer
matching, no one individual is sufficiently
harmed to litigate a claim and most individ-
uals are not even aware of the match. The cases
that have gone to court have generally been
brought by welfare rights organizations. These
cases include:”

15, 844 Welfare Recipients v. King, 474 F.
Supp. 1374 (D. Mass., 1979)-State welfare
agency was required to restore benefits to re-
cipients whose aid had been terminated either
by fraud investigators improperly acting as
caseworkers, or by caseworkers improperly
acting as fraud investigators.

Tierney v. Schweiker, 718 F. 2d 449 (D.C.
Cir., 1983)-Coerced signatures to notice-and-
consent forms, extracted from SS1 recipients
in preparation for an IRS matching, were in-
validated because the agency action violated
IRS confidentiality rules.

“Langan, oP- it P- 17>

‘*See: Henry Korman, “Creating the Suspicious Class—
Surveillance of the Poor by Computer Matching, ” unpublished
paper, August 1985, esp. pp. 52-53.



Greater Cleveland Welfare Rights Organiza-
tion v. Bauer, 462 F. Supp. 1313 (N. D. Ohio,
1978)-An Ohio wage match was invalidated
insofar as subject AFDC recipients were not
informed of use of their social security num-
bers as identifiers in the match.

Lessard v. Atkins, CA 82-3389-MA (D,
Mass., Apr. 23, 1985)-Defendants in a bank
match case agreed to both the use of second-
ary identifiers and enhanced follow-up inves-
tigations that plaintiffs argued were required
by Federal law.

Finding 9

Computer matches are conducted in most
States that have the computer capability. At
least four-fifths of the States are known to con-
duct computer matches, most in response to Fed-
eral directives.

In many respects, the personal information
gathered by State agencies is more sensitive
and more extensive than that gathered by Fed-
eral agencies. ** Many Federal agencies fund
programs that are administered through the
States (or local educational agencies). The Fed-
eral agencies do not store individually identifi-
able information on all of the beneficiaries of
these programs, but the States do. Federal au-
ditors regularly have access to individually
identifiable information to monitor program
effectiveness, but the personal data on all part-
icipants is not stored in Federal agencies
themselves.

At the State level, the following information
is typically stored: income or business tax-
payer records in the revenue department; driv-
ing records in the Department of Motor Vehi-
cles; public assistance in the welfare agency;
drug and alcohol treatment records in the
appropriate agencies; communicable diseases
and abortions in the Department of Health;
treatment at State institutions in the Depart-
ments of Health, Mental Health, or Public
Health; current earnings in the quarterly
reports submitted by employers (a few States
require reporting less often) to the unemploy -

*Information for this section is derived from Robert Ellis
Smith, Report on Data Protection and Privacy in Seven Selected
States, OTA contractor report, February 1985.
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ment security office; criminal records and
criminal intelligence in the State police or De-
partment of Public Safety; educational, finan-
cial aid, and vocational training information
in the Department of Education; occupational
information in the various State licensing
boards (attorneys, beauticians, auctioneers,
boxers, vendors, physicians, etc.); patient in-
formation and physicians earnings records in
the State agency administering Medicaid; sus-
picions of child abuse in the appropriate State
agency; and birth records of adoptees in the
adoption agency.

Most matching occurs in programs that are
federally funded or controlled by Federal law.
For example, States conduct matches in un-
employment insurance programs to detect
fraudulent and duplicative payments, and to
monitor employers’ contributions. Forty-one
States reported conducting such matches, and
23 States reported matching unemployment
insurance records with other jurisdictions. *
Less than 20 States report matching for work-
ers’ compensation programs. In public assis-
tance programs, States generally match re-
cipient files against quarterly wage reports
submitted by employers to detect recipients
who are receiving wages over an allowable
limit. An OTA survey of eight States revealed
that six (California, Colorado, Georgia, lllinois,
Indiana, and Michigan) conducted such matches,
while two States (Florida and Minnesota) did
not. DEFRA now requires that this be done
by all States.

Other examples of State matching activities
include:

« Thirty-seven States submit social security
numbers of welfare recipients to SSA for
computerized verification that the num-
bers are accurate.

+ At least two States, Massachusetts and
Maryland, have authorizations in their
laws for the public assistance program to
conduct computer matches against the ac-
counts of all bank customers in the State.

*See U.S. Department of Labor Inspector General, Inven-
tory of Computer Matching Activities in State Labor and Re-
lated Agencies, 1982.

*Ibid.
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. The Iremigration and Naturalization Serv-
ice is encouraging States to match motor
vehicle, welfare, and unemployment files
with its databank of current registered
aliens. Colorado, lllinois, and California
have agreed. California must approve new
regulations before this can be done, and
the regulations have not yet been pub-
lished.

. California, Minnesota, and several other
States conduct Project Intercept. Lists of
persons owing money to the State—either
in delinquent taxes, welfare overpayments
or frauds, faulty unemployment compen-
sation, etc.—or those reported delinquent
in child support payments are submitted
to the public assistance agency (or any
other agency making periodic payments)
so that the amount owed is offset against
the State payments. This is also done with
tax refund checks (not only in the States,
but by the IRS as well).

. Many States compare their lists of recip-
ients, whether public assistance, unem-
ployment compensation, or other payment
programs, against comparable lists of re-
cipients in neighboring jurisdictions, to
determine who is “double-dipping.” Ex-
amples are Virginia's unemployment com-
pensation records matched with those of
Maryland and the District of Columbia;
or Indiana’s records matched with those
of Kentucky.

There are other generic exchanges of per-
sonal data by most States that are significant,
although they may not be classified strictly
as “matches.” Many of them predate the cur-
rent Federal initiative on matching, which be-
gan in 1978. They include:

. Motor vehicle departments in 49 States
provide lists of young, male drivers to the
Selective Service System for matching
against lists of men who have registered
for a military draft. Objections, based on
invasion of privacy, were expressed in
many States. Some laws or regulations
governing DMVS seem to prohibit such
disclosures. But in the end, the Selective

Service System had nearly 100 percent
participation.

. More than 80 percent of the motor vehi-
cle departments disclose driving records
and accident reports to Dataflo Systems,
a division of Equifax, Inc., so that Dataflo
can computerize the data and market it
to insurance companies. The abstract in-
cludes social security number, driver’s
license number, birth date, physical de-
scription, restrictions on the permit, and
a chronological list of violations. An insur-
ance company can then query one of five
regional computers operated by Dataflo.

. Motor vehicle departments also disclose
suspended or revoked licenses to the Na-
tional Driver Register operated by the
U.S. Department of Transportation in
Washington and, in turn, query the system
when persons apply for drivers’ licenses.

Just about all motor vehicle departments
rent mailing lists of licensees and of auto-
mobile owners to mailing list firms and
other marketers. A report by the Secre-
tary of State of Illinois in 1983 stated that
44 States answered in the affirmative when
surveyed on whether they rent mailing
lists. The other six States did not respond.
Many States, however, have regulations
or laws limiting, if not fully prohibiting,
such disclosures.

. Every State with a State income tax has
an agreement with the IRS to exchange
computerized data on its taxpayers with
IRS and to receive comparable informa-
tion from IRS.

An analysis of State matching activities in
light of State Privacy Acts or Fair Informa-
tion Practices Acts indicates that the presence
of such laws does not deter computer match-
ing. However, it often assures that there is a
review of a State agency’s decision to match,
that there are specific procedures to follow, and
that information is checked for accuracy. The
critical factor in determining the extent of
matching at the State level appears to be the
size of the population. States with larger pop-
ulations engage in more computer matching
than States with smaller populations.
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Finding 10

All Western European countries and Canada
are using computer matching or record linkages,
to an increasing degree, as a technique for de-
tecting fraud, waste, and abuse.

In general, the specific uses of matching in
Western Europe and Canada are similar to
those in the United States—primarily in so-
cial welfare programs.  In Western European
countries, computer matching and other rec-
ord linkage issues are handled within the con-
text of data protection laws and oversight. In
general, European data protection laws require
the advice or consent of the data protection
agency before any records can be Linked. A brief
review of matching activities in different coun-
tries follows.

Canada

The Canadian Privacy Act of 1982 does not
address computer matching specifically, but
does contain the principle that information
should be used only for the purpose for which
it was collected. The Canadian Privacy Com-
missioner, John W. Grace, has spoken out
strongly on the privacy implications of match-
ing. As he sees it:

That computer-matching is carried on in the
name of efficiency, good government and law
enforcement makes it potentially a more, not
less, dangerous instrument in the State’s
hands.”

Specific instances of matching include: open-
ing Federal databanks to obtain information
for collecting alimony and child support pay-
ments from recalcitrant fathers, Revenue Can-
ada’s matching of a provincial voters’ list with
tax records to identify individuals who had not
filed tax returns, and matches by the Cana-
dian Employment and Immigration Commis-
sion to detect overpayment of unemployment
insurance benefits.

“Information for this section is derived from David H. Fla-
herty, “Data Protection and Privacy: Comparative Policies, ”
OTA contractor report, January 1985.

“Privacy Commissioner, Annual Report, 1983-84, p. 3.

Sweden

Under Section 2 of the Data Act, specific per-
mission is required from the Data Inspection
Board (DIB) for the linkage of files that con-
tain “personal data procured from any other
personal file, unless the data are recorded or
disseminated by virtue of a statute, a decision
of the Data Inspection Board, or by permis-
sion of the person registered. ” DIB evaluates
all proposals for record linkages and has ap-
proved an estimated 80 to 90 percent of the
proposed record linkages. In reviewing propos-
als, DIB looks especially at the purpose of the
match and the quality, e.g., timeliness, accu-
racy, and completeness, of the data to be used.
In general, DIB is opposed to linkages of very
sensitive personal information, e.g., alcoholism
and drug addiction records, and linkages where
the users do not know why personal informa-
tion was originally collected.

DIB has not always been successful at pre-
venting record linkages. For example, when
the tax authorities sought information on in-
come from interest and dividends from the
banks, DIB said that the banks were not li-
censed to divulge such information to the tax
authorities. Regardless, the banks gave the in-
formation to the tax authorities. DIB sought
to prosecute the banks under the Data Act and
the case is still under appeal.

France

The National Commission on Informatics
and Freedoms (CNIL) has to authorize record
linkages. In general, CNIL is opposed to link-
ages because of the principle that data should
be used only for the purposes for which they
were collected. In contrast to other countries,
there are few plans for record linkages.

Federal Republic of Germany

The Republic’'s Federal Data Protection Act
contains a general prohibition against the dis-
semination of personal data from one public
body to another, unless the release of the in-
formation “is necessary for the legitimate ac-
complishment of the tasks for which the dis-
semination unit or the recipient is competent. ”
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Computer linkages among social services occur
frequently and do not have to be reported to
the Data Protection Commissioners. Most link-
ages of social service data outside the social
service administrations are prohibited by the
Social Code unless the information is necessary
to prevent premeditated crimes, to protect pub-
lic health under certain circumstances, to im-
plement specific stages of the taxation process,
and to assist the registered alien authorities.

Finding 11

Computer matching raises a number of policy
guestions that warrant congressional attention,
including availability of records for matching,
approval before matches, notice for individuals,
requirement of cost-benefit analysis, and verifi-
cation of hits.

In designing policy for computer matching,
consideration of the following factors is im-
portant:

Records to be made available for computer
matches and for what purposes. —Currently,
there are few restrictions on the systems of
records that can be used. If a “routine use”
can be crafted to justify the match, then almost
any Federal system can be made available. The
primary exception to this is IRS information,
but this restriction can be circumvented some-
what by matching with a system of records
that has already been matched against IRS
information. Another long-standing exception
has been private sector information; however,
a number of new Federal and State laws now
allow for such access.

In determining what records should be avail-
able, several possibilities exist. One is to make
all records available for all matches. Another
is to prohibit the use of some systems of rec-
ords, e.g., health information, bank records,
or IRS records. A third is to make the avail-
ability of records dependent on the purpose of
the match. The difficulty with this alternative,
which may be otherwise attractive because it
allows flexibility, is that it could easily evolve
into a system similar to what currently exists
where routine use exceptions are not carefully

scrutinized. If the use of records is to depend
on the purpose of the match, then the purposes
that would legitimate the use of particular sys-
tems of records need to be specifically estab-
lished in advance of proposals to match.

Another issue in determining what records
are to be available is the quality of records
used in computer matching. Inaccurate rec-
ords detract from the effectiveness of computer
matching and increase the problems individ-
uals experience as a result of a match. Record
systems could be required to meet specific data
quality standards prior to being used in a com-
puter match.

Approval required before a match takes
place. —Both a process for approving matches
and a substantive review of the purpose of the
match must be considered. In terms of proc-
ess, one task is to check on and oversee pro-
gram managers’ decisions to match. This check
could be carried out within an agency, as often
appears to be the case at present, by a formal
executive branch review process, or by review
by a legislative body. In addition to the proc-
ess, criteria need to be developed to determine
the appropriateness of matching under the cir-
cumstances. Such criteria could be based on
both the privacy interests involved and the
management interests.

Notice to individuals. —This depends in part
on the purposes of notification. Originally, no-
tice as part of due process was viewed as a
means of empowering the individual. If an in-
dividual knew what was to take place, he or
she could take measures to try to stop the ac-
tion. This original goal seems to have been
replaced with a more passive view of notice.
In part this may be attributed to the lack of
options available to an individual who is de-
pendent on government benefits or employ-
ment. If this is indeed the case, i.e., that in-
dividuals could be told of an action with no
recourse, its implications need to be ac-
knowledged.

There are limitations to the present system
of placing notices in the Federal Register.
Other alternatives include placing a notice on
the original application form, having an indi-



vidual sign a consent form at the time of ap-
plication, writing all individuals prior to the
match, and writing to obtain signed consent
prior to the match.

An additional question is when to notify in-
dividuals—before they become part of the
program, before the match, after matching
has produced a hit, or after the hit has been
verified?

Requiring cost-benefit analysis. —Originally,
cost-benefit analyses were required prior to a
match. Currently, cost-benefit analyses are to
be filed with OMB following a match. Agen-
cies have not welcomed the requirement of do-
ing cost-benefit analyses. In part, this is be-
cause there are many qualitative costs that are
difficult to measure. In part, it is because many
of the quantitative costs are difficult to sepa-
rate from other administrative costs. In deter-
mining what kind of a cost-benefit analysis to
require, questions of time of submission, re-
view, and components to be addressed need
to be answered.
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Verification of hits. -Other than for matches
conducted under DEFRA, there are no require-
ments on verifying hits. Again, this involves
two issues—the process of verification and the
substance of what is to be verified. Specific
guestions include: do all hits have to be veri-
fied or only some predetermined percentage;
what sources are to be used in verifying hits;
if there is a discrepancy in information re-
ceived, how is it resolved; and what is the role
of the individual in the verification process?

Appropriate action to be taken against an
individual who has submitted false in forma-
tion.—Presently, the individual is given an
administrative hearing and can then be sub-
ject to criminal charges. If the purpose of the
hearing is indeed to refine evidence for crimi-
nal proceedings, then it may be more appro-
priate to conduct the hearing in a formal judi-
cial setting. Alternatively, the use of evidence
from a computer match could be prohibited
from criminal proceedings, allowing its use
only in civil proceedings.



