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Chapter
As noted in chapter 13, the emerging con-

sensus among Federal and State law enforce-
ment and criminal history record repository
officials supports the national index concept
known as the Interstate Identification Index
(III). However, full implementation of III (or
any other national computerized criminal his-
tory (CCH) system) would require resolution
of a number of issues that warrant congres-
sional attention to ensure that beneficial im-
pacts are maximized and adverse impacts are
controlled or minimized.

Policy Control

Considerable debate has focused on which
agency or organization should have direct pol-
icy control over a national CCH system. Sug-
gestions include a consortium of States, a
broadened and strengthened National Crime
Information Center (NCIC) Advisory Policy
Board (APB), an independent board, and/or
the FBI. For example, a broadened and
strengthened APB could include greater repre-
sentation from the prosecutorial, judicial, cor-
rectional, and public defender sectors of the
criminal justice community that at present,
and could include an “advise and consent”
role, at least with respect to State and local
participation in a national system. There are
many other possibilities, but the key issue is
how to devise a mechanism that will effective-
ly represent the interests of the diverse users
of a national system, and afford them a strong
and possibly controlling policy role.

File Size and Content

Under the III concept, the national index
would include only names and identifying in-

Summary

formation (e.g., height, weight, social securi-
ty number, and State and Federal criminal
identification numbers). Proposals have been
made to limit the index to entries on violent
or very serious offenders, that is, for crimes
included in the Federal Bureau of Investiga-
tion (FBI) crime index. However, this would
exclude entries for drug, weapons, drunk driv-
ing, and other offenses generally considered
to be serious but not included in the FBI crime
index. At the other extreme, a totally unre-
stricted index could include entries on as many
as 36 million persons. Other national index
issues include the need for policies on limited
retention periods for some entries, and on the
handling of juvenile offender records.

Record Quality

With a national index, the FBI would no
longer maintain non-Federal records, and the
problems of record quality in Ident and NCIC/
CCH would be reduced. However, the quality
of records maintained by the States, as well
as the quality of any index based on those
records, would still be a matter of concern.
Record quality could be strengthened by tight-
ening the disposition reporting requirements
and/or requiring confirmation of records lack-
ing disposition data with the originating agen-
cy prior to any dissemination. In the opinion
of some, the latter requirement would be cost-
ly and impractical. The progress made by
many States in recent years indicates that im-
proved disposition reporting is possible, but
continued record quality improvement would
require a significant further commitment
measured in manpower, dollars, and system
improvements at the State and local levels.

167
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Noncriminal Justice Access

Significant noncriminal justice use of Fed-
eral and State criminal  history record systems,
coupled with widely varying State statutes
defining authorized users and State policies
on sealing and purging, has generated concern
about control of access to criminal history rec-
ords. Noncriminal justice access to a national
index could be prohibited, although this would
conflict with many Federal and State laws.
Noncriminal justice access could be permitted,
but only under stronger Federal guidelines
than presently exist. A dual index could be es-
tablished, one for criminal justice use and a
second for noncriminal justice use, perhaps
with the latter based on disposition or convic-
tion information only. Even under the status
quo, access to a national index would require
complicated safeguards (which are technical-
ly feasible with a computer-based system) to
be consistent with the wide variety of existing
State laws and regulations, and would require
some means to resolve conflicts among State
laws, and between Federal statutes and Exec-
utive orders and State laws.

Oversight and Audit

The purposes of new oversight mechanisms
would be to help assure Congress, the public,
and others that a national index (or any other
national CCH system) is operating within the
boundaries of law and regulation, and to help
identify any problems that may emerge. Over-
sight is closely linked to system audit. Several
possibilities have been suggested. First, Con-
gress could require an annual management re-
port on the operation of a national CCH sys-
tem. Second, Congress could require periodic
audits of Federal and State CCH files to help
ensure compliance with whatever system
standards may be established. To keep costs
down, the audits would presumably be con-
ducted by sampling Federal and State files on
a rotating and perhaps unannounced schedule.
Any Federal audit authority, whether by the
General Accounting Office (GAO) or some
other body, would appear to require new Fed-
eral legislation and/or regulations.

Public Participation

NCIC’S APB is the only direct avenue of
public participation in the governance of the
existing NCIC/CCH system. However, at pre-
sent the APB does not include representation
from the general public or from public defend-
ers. Public defenders feel strongly that they
should be represented on any policy board es-
tablished for a national CCH system and that
defense interests should have access to that
system. The experience of Alameda County,
Calif., where public defenders are considered
to be part of the criminal justice community,
has been that public participation in oversight
can help ensure accountability of criminal jus-
tice record systems and can be beneficial in
terms of system performance.

Comprehensive Legislation

Legislation represents one of the strongest
measures to provide Federal direction and en-
sure accountability and control. It could pro-
vide explicit authority for a national index or
other national CCH system, and include statu-
tory guidelines for its operation and use. In
addition to the areas discussed above, legisla-
tion could establish access, review, and chal-
lenge procedures; criminal penalties; privacy
standards; funding for computer-based user
audits and court disposition monitoring proce-
dures; and uniform crime codes and criminal
history record formats.

III Development Plan

In order to develop important additional
data from the III test now underway, Con-
gress may wish to consider whether the plan
should be revised so that: 1) some or all of the
participating States can be tested with no
NCIC message switching as well as with par-
tial message switching (known as automatic
inquiry referral); and 2) record quality research
can be conducted.

A I D S / C C H  C o n s o l i d a t i o n

At present, the Ident/Automated Identifica-
tion Division System (AIDS) and NCIC/CCH
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files duplicate each other to a significant and
growing extent. Any AIDS/CCH consolida-
tion is likely to have a significant impact on
the cost of FBI criminal history and identifica-
tion services and could be an integral part of
a national CCH system. Congress may wish
to request the preparation of several alterna-
tive consolidation plans, including the possi-
ble creation of a new National Criminal Infor-
mation and Identification Division of the FBI,
which would combine Ident, NCIC, and re-
lated activities. Congress may also wish to ex-
amine the pros and cons of shifting manage-
ment of a national CCH system to a new bu-
reau within the Department of Justice (DOJ)
or elsewhere.

Private Carrier Role in a
National  CCH System

Congress may wish to review the role of pri-
vate communication carriers in a national
CCH system. Privately offered nationwide
data communication networks using satellite
as well as landline transmission, and providing
security measures such as data encryption,
may offer significant benefits over lines cur-
rently used by NCIC and the National Law
Enforcement Telecommunications System
(NLETS).

Policy Control
Considerable debate has focused on which

agency or organization should have direct pol-
icy control over a national index (or other na-
tional CCH system). There is general agree-
ment that any national CCH system would re-
quire some degree of policy control to ensure
that compatible message formats, operating
protocols, and the like would be used. This
would be essential even for an “ask-the-net-
work” system resembling NLETS. The policy
control requirements would be corresponding-
ly greater for systems with a centralized file
or index. Over the years, various proposals
have suggested that a national CCH system
be controlled by the Law Enforcement Assist-
ance Administration (LEAA), by a single
State, by a consortium of States, by NCIC, by
Ident, by a new division within the FBI, by
a new bureau within DOJ, or by a new inde-
pendent Federal agency or board.

For example, SEARCH Group, Inc., has in
the past advocated that policy control be
vested in a consortium of States. SEARCH
believed that a policy advisory board, similar
to the current NCIC/APB, would not be suf-
ficient even if broadened to give greater rep-
resentation to the States. At the same time,
SEARCH supported the role of the FBI in cre-

ating and maintaining III, and also recognizes
that Federal agencies would be participating
as well. In light of the constitutional and prac-
tical difficulties of State control over Federal
agencies, SEARCH has recommended a policy
advisory role for the States with respect to
Federal participation in a national CCH sys-
tem, but has maintained that States must
have policy control over State participation in
such a system. “What is necessary is a con-
sortium of all the States whose members are
responsible to the Governors.”1

Another policy control alternative is to
strengthen and possibly broaden the NCIC/
APB. Officially, the role of NCIC/APB is lim-
ited to reviewing NCIC issues and making ap-
propriate recommendations to the FBI Direc-
tor.2 In practice, at least on some issues,
NCIC/APB has had a significant influence on
FBI decisions. Nonetheless, as early as 1978
NCIC/APB has sought to modify its charter
to include a formal “advise and consent” rela-

ISee  SEARCH Group, Inc., A Framework for Constructing
an Improved National Criminal History System, Sacramento,
Calif.,  April 1978; and SEARCH Group, Inc., Essential Ele
ments and Actions for Implementing a IVationwide  Crirninaf
History Program, Sacramento, Calif.,  February 1979.

2FB 1, Bylaws for the NCIC Advisory Poh”cy Board and Re-
gional Working Groups, Dec. 11, 1980, p. 2.
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tionship to the FBI Director on matters relat-
ing to NCIC and especially 111.3 NCIC/APB
in the past has agreed with SEARCH that
policy control over State participation in III
should be vested directly in the States, but ap-
parently has disagreed on what should be the
instrument of control.

NCIC/APB is currently composed of 20
elected and 6 appointed members. The 20
elected members all represent State and local
law enforcement–16 State (9 from State police
or patrols and 7 from State bureaus of identifi-
cation or the equivalent) and 4 local (all city
or county chiefs of police). The six appointed
members are designated by the FBI Director
and must include two members each from the
judicial, prosecutorial, and correctional sec-
tors. Thus, at present, NCIC/APB is composed
of about three-quarters law enforcement and
one-quarter other criminal justice representa-
tives. If a more even balance between law en-
forcement and other criminal justice sectors
is desired, the size of NCIC/APB could be ex-
panded, for example to 40 with 20 members
elected from law enforcement and 20 from
other criminal justice sectors. Alternatively,
the current size could be maintained, but with
13 law enforcement members and 13 other
criminal justice members. A 1978 DOJ survey
of 10 States found that “many, although not
all State officials, were critical of the composi-
tion of the NCIC/APB. . . . Indeed, some State
law enforcement officials acknowledged that
CCH was of primary interest to prosecutors,
judges, . . . correction officials, etc., and was
of only limited interest to law enforcement
agencies per se. ”4

Yet another alternative is to have two policy
control groups-NCIC/APB and an independ-
ent board (or a consortium of States). NCIC/
APB could have an advise and consent role
with respect to the NCIC hot files that are
— — —-

3Minutes of the Apr. 12, 1978, meeting of NCIC’S APB, “A
Proposed Concept for a Decentralized Criminal History Record
System, ” p. 19.

‘U.S. Department of Justice, “Representative Viewpoints of
State Criminal Justice Officials Regarding the Need for a Na-
tionwide Criminal Justice Information Interchange Facility, ”
March 6, 1978, reprinted in U.S. Congress, Office of Technology
Assessment, A Preliminary Assessment of the National Crime
Information Cknter and Computerized Criminal History l?r~
gram, Washington, D. C., December 1978, p. 71.

used primarily by law enforcement agencies,
and an independent board could have a similar
role with respect to a national index or other
national CCH system. The role of NCIC/APB
or an independent board could be extended to
include a national fingerprint repository,
which is generally viewed as an integral com-
ponent of the national index (III) concept.

Various representatives of the judicial and
prosecutorial communities have forcefully ar-
gued that any viable national CCH system
must have their active involvement and coop-
eration, since judges and prosecutors would
be major users of the system and central to
achieving improved disposition reporting. This
may require a much larger role (and represen-
tation) for judges and prosecutors on the
NCIC/APB and/or an independent policy
board than has historically been the case at
either the Federal or State levels. The public
defender community also believes that it has
a legitimate stake in any national CCH system
and deserves some representation on any pol-
icy board.

Several times over the last 12 years propos-
als have been advanced to vest policy control
in an independent board. As early as Septem-
ber 1970, the Office of Management and Budg-
et recommended the establishment of a strong
“policy control board” that would report
directly to the U.S. Attorney General. The
board was to include officials from the FBI,
LEAA, and the States and represent all ele-
ments of the criminal justice community. The
Board was to be structured so that the States
would have an equal voice with the Federal
Government. This proposal grew out of a con-
flict between LEAA and the FBI over control
of the original CCH program (then known as
Project SEARCH (System for Electronic
Analysis and Retrieval of Criminal Histories)
and funded by LEAA). In December 1970, the
Attorney General assigned management re-
sponsibility for the CCH program to the FBI.5

‘See Donald A. Marchand,  et al., A History and Backround
Assessment of the National (lime  In fonnati;n C%nter  n> Com-
puterized  Criminal History System, Bureau of Governmental
Research and Service, University of South Carolina, June 1979,
sec. III, “The CCH Program: Its Origin and History, ” pp. 78-86.



Continuing conflict between LEAA (and
various States) and the FBI in part led to com-
prehensive legislative proposals in 1974 that
included an independent Federal Information
Systems Board. The board was to be responsi-
ble for the operation of a national CCH system
and for promulgation and enforcement of regu-
lations on the use of such a system. In addi-
tion, the board was to have an advisory com-
mittee with one representative from each
State who would serve at the pleasure of the
Governor. 6 In 1974 congressional hearings,
LEAA and Project SEARCH supported the
independent board approach, while the FBI
opposed placing policy control in either an in-
dependent board or LEAA. The FBI testified
that the single-State/multi-State alternative
advocated by NCIC was preferable to the na-
tional index (pointer index) and that NCIC was
best equipped to manage and operate a nation-
al CCH system.7 As discussed in chapter 6, in
large part because of these conflicts, efforts
to enact comprehensive legislation were not
successful.

The 1978 DOJ survey of selected States
(conducted from November 1977 through Feb-
ruary 1978) found that “many State officials
expressly or implicitly recognized that in the
longer term a Federal agency other than the
FBI could provide the services” expected of
a national CCH system, although ‘‘there was
a clear consensus that the FBI should contin-
ue to provide such services in the foreseeable
future. ” State officials were critical of the
fragmented responsibility for criminal history
records within the FBI and the organizational
s epa ra t i on  be tween  Iden t  and  NCIC/CCH.8

Coincidentally, on June 1, 1978, a presidential
decis ion memorandum (PRM) was prepared
for President Jimmy Carter by the President
Reorganizat ion Project  on Federal  Law En-
forcement. Among other things, the PRM rec-

‘S. 2963, “The Criminal Justice Information and Control and
Protection of Privacy Act of 1974. ” Ibid., pp. 97-100.

‘Ibid., pp. 101-104.
‘DOJ,  “Representative Viewpoints, ” op. cit., p. 70.
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ommended that Ident and NCIC (as well as
s t a t i s t i c a l  p rog rams  such  a s  t he  Un i fo rm
C r i m e  R e p o r t s )  b e  c o m b i n e d  i n t o  a  n e w
Bureau  o f  In fo rma t ion  and  S t a t i s t i c s  t ha t
would be organizationally separate from the
FBI, although still a part of DOJ. The reorga-
nizat ion plan was never  enacted.9

In  mid-1979,  OTA conducted a  survey of
State repository personnel in 42 States. ’” At
that time, repository officials from 22 States
felt that the FBI was the logical place to locate
management responsibility for a national sys-
tem. However, seven conditioned their support
for the FBI on increased State and user par-
ticipation in system policymaking. The pres-
ent NCIC/APB was not regarded as being suf-
f icient ly representat ive or  authori tat ive,  a t
least with respect to the CCH program. Thus,
these officials proposed that the board be re-
consti tuted with part icipants  from all  States
and be given policymaking (as opposed to sole-
ly advisory) authority.

Officials from seven States indicated a pref-
erence for vesting CCH policymaking author-
ity in an independent board or council. Some
noted that there is no compelling necessity to
locate a national index within the FBI. Rather,
the participating States could again follow the
NLETS model and create their own manage-
ment and policymaking machinery outside of
the Federal  Government .

Four States indicated no preference, one ex-
pressed an equal  preference for  the FBI or
NLETS, another indicated an equal preference
for SEARCH Group or NLETS, and seven did
not respond to the question on policy control.

Table 33 illustrates the division of opinion
that existed in 1979 among State repository

‘Marchand,  et al., History and Background op. cit., pp.
151-153.

‘“Steven W. Hays, et al., An Assessment of the Uses of Infor-
mation in the National Crime Information Center and G)mput-
erized Criminal History Program, Bureau of Governmental
Research and Service, University of South Carolina, October
1979, sec. IV, Inter-State and Intra-State  Uses of NCIC  and
Identification Information, ” pp. 177-180.
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Table 33.—1979 Preferences of State Repository Personnel for CCH System Structure and Policy Controla

Policy Control———
FBI with Independent No FBI or SEARCH No

System structure FBI revised board board preference NLETS or NLETS response Totals

National repository . . . . . . . 1 1
Single-State/multi-State . . . . 8 1 1 1 11
National index . . . . . . . . . . . 6 6 6 1 1 4 24
Regional systems. . . . . . . . . 1 1
Total decentralization . . . . . 1 1
No preference . . . . . . . . . . . . 4 4———

Totals . . . . . . . . . . . . . . . . . 15 7 7 4 1 1 7 42
aForty-two states responding by telephone and/or mail to an OTA survey conducted in mid-1979. See app. C for a list Of State repository officials responding.

SOURCE: Office of Technology Assessment

personnel with regard to policy control and
system structure for a national CCH. As of
mid-1979, officials from States that had con-
tributed records to NCIC/CCH were split be-
tween those preferring a national index ver-
sus a single-State/multi-State system, and be-
tween those preferring control by the FBI ver-
sus an independent board. Officials from
States preferring a national index were almost
evenly split among those favoring policy con-
trol by the FBI, by the FBI only if the APB
is broadened and strengthened, and by an in-
dependent board.

There also appeared to be a growing belief
on the part of some State repository person-
nel that the FBI should not maintain any non-
Federal criminal records, either automated or
manual. They expressed the view that the FBI
only needs to keep one fingerprint card for
each offender, not a rap sheet. Some repository
personnel also expressed a sense of frustration
over the absence of a clear direction at the Fed-
eral level, as evidenced by the inability of the
Federal Government to formulate a clear and
consistent position on a national CCH system,
at least up to that time.

During 1980 and 1981, consensus on a sys-
tem structure was substantially reached, at
least among those segments of the law enforce
ment and criminal justice community that are
involved most directly. NCIC/APB, NLETS

Board of Directors, and SEARCH Group have
all endorsed the national index concept which,
if fully implemented, would mean that all
State records would be maintained by the
States themselves. Only Federal records and
an identification index, known as III, would
be maintained at the national level, along with
a national fingerprint repository. The results
of the III pilot project (as well as the Phase
1 test) suggest that a national index is feasi-
ble. The December 1981 NCIC/APB action to
accelerate the testing of the III on the recom-
mendation of NCIC staff and the III Subcom-
mittee, confirms the strength of that consen-
sus.ll  In June 1982, NCIC/APB endorsed
plans to proceed with Phase 2 of III. However,
the question of policy control has yet to be
resolved. Further, while the U.S. Attorney
General’s Task Force on Violent Crime has en-
dorsed III, the task force also supported re-
newed consideration of a national repository
and/or full message switching if III does not
prove to be feasible.12

“At the Dec. 9-1o, 1981, meeting of the NCIC’S APB, they
voted Unanirnously to combine Phases 2 and 3 of the Interstate
Identification Index development plan. This means that if
decentralization of single-State records of current CCH partici-
pating States proves successful, the next step would include
testing of full decentralization in at least some States.

‘*Attorney General’s Task Force on Violent Crime, Final
Repor6 U.S. Department of Justice, Aug. 17, 1981, pp. viii and
67-69.
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File Size and Content
As noted earlier, both the FBI and NCIC/

APB (as well as SEARCH Group, Inc.) are
now proposing that a centralized national in-
dex be created containing names and other
identifying information such as personal iden-
tifiers (height, weight, race, etc.), social securi-
ty numbers, State identification numbers, and
Federal  FBI ident i f icat ion numbers .

There are essentially four options in terms
of the number and types of persons that could
be listed in the index file. The first option is
a so-called “narrowband” index, which would
include entries for only certain types of offend-
ers; for example, multi-State violent offenders.
The estimated size of such a narrowband in-
dex would range from about 1 million to at
most 2 million or 3 million entries, as shown
in table 34. For example, the OTA record qual-
ity research on the Ident criminal history file
found that 30.4 percent of individuals arrested
were multi-State offenders (counting Federal
offenders as multi-State), and about 11 percent
of  arrests  were for  violent  cr imes.13 T h u s ,
mu l t i -S t a t e  v io l en t  o f f ende r s  wou ld  t o t a l
about 0.7 million persons (i.e., 11 percent vio-
lent offenders of the 30.4 percent multi-State
o f f e n d e r s  i n  t h e  2 1  m i l l i o n  p e r s o n  I d e n t
criminal file; or O.11 X 0.304 X 21 million
persons) .

A second option is  a  so-cal led “medium-
band” index that would include very serious
property crimes as well as violent crimes such
as are included in the FBI crime index. * For
example ,  mu l t i -S t a t e  FBI  i ndex  o f f ende r s
(which include violent offenders) would total
about  2.6 mil l ion persons (41 percent  FBI
crime index offenders14 of the 30.4 percent mul-
ti-State offenders in the Ident criminal file; 1 5

or 0.41 X 0.304 X 21 million persons). One
13 Based on 1979 OTA  record quality research.
* [ncludes  murder, manslaughter, forcible rape, robbery, ag-

gravated assault, burglary, larceny, and motor vehicle theft.
Ii]ncludes  11 percent violent crimes and 30.1 percent ProP-

erty crimes. Of the 168 records sampled from the Ident file and
subsequently verified, violent crimes accounted for 113 arrests
out of a total of 1,029 and property crimes accounted for 310
arrests out of 1,029.

“See ch. 3, table 1.

Table 34.— File Size Options for a National CCH
System Based on Composition of Ident File

Number of records in index’

Single-State and
Only multi-State multi-State

Index size option offenders offenders—- —..— .— —
Narrowband (violent

offenders) . . . . 0.7 million 2.3 million
Mediumband (FBI

Crime Index
offenders) . . . . 2.6 million 8.6 million

Restricted broadband
(serious and
significant
offenders) . . . . . 6.4 million 210 million

Unrestricted
broadband (all
offenders) . . . . . . . 10.9 million 36.0 million———aAll Numbers approximate. Based on arrests, not convictions, and includes

Federal as well as State offenders Assumes 304 percent multl-State offenders
SOURCE Off!ce of Technology Assessment

serious problem with a mediumband index is
that it would exclude entries for drug, weap-
ons, financial (e.g., bribery or fraud), escape
or unlawful flight, drunk driving, and other of-
fenses generally considered to be serious but
not included in the FBI crime index.

A third option has been termed a “restricted
broadband” index that would include entries
for all persons arrested and/or convicted of one
or more serious and/or significant crimes. The
current Ident criminal file, with criminal rec-
ords on 21 million individuals, is a good exam-
ple of a restricted broadband file. The Ident
file is restricted in the sense that nonserious
offenses (e.g., disturbing the peace, drunken-
ness) are excluded.16

Finally, an unrestricted broadband index in
theory could include entries on as many as 36
million persons —the estimated number of peo-
ple with criminal offenses ranging from minor
misdemeanors  to  ser ious felonies.17

“The current Ident file probably contains 5 to 10 percent
nonserious arrests entered prior to 1975 when 28 CFR $20.32
went into effect.

“See Lynne Eickholt Cooper, et al., An Assessment of the
Social Impacts of the National Crime Information Cknter and
Computerized Criminal History Program, Bureau of Govern-
mental Research and Service, University of South Carolina, Oc-
tober 1979, sec. I, “Background on the Criminal Justice Proc-
ess and Criminal History Records, ” pp. 52-77 and especially
p. 63 and 76.
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File size also depends on record retention
policies. For example, at present NCIC/CCH
maintains records indefinitely, with the excep-
tion of court-ordered deletions and expunge-
ments and records for individuals over 80
years of age. By comparison, the California
State CCH system has established a 5-year re-
tention period for records of misdemeanor ar-
rests not resulting in a conviction or for which
no disposition was received, and a 7-year reten-
tion period for misdemeanor convictions and
felony arrests not resulting in a conviction or
for which no disposition was received. Also,
felony convictions are purged for individuals
over age 70 with no arrests since age 60.
Through these policies, California is able to
keep the file size under better control, remove
criminal record information that has become
outdated and has little value to the criminal

justice community, and protect individual pri-
vacy rights. Retention policies for entries in
a national index may need to be considered for
similar reasons.

One other file content question relates to
juvenile offenders. States vary in their han-
dling of criminal history records on juvenile
offenders. In the OTA 50-State survey, 11
States indicated that criminal history infor-
mation on juvenile offenders is maintained in
the State repository, while 38 States reported
that juvenile offender information is not main-
tained (except, in some States, when juvenile
offenders are tried as adults). Policies for en-
try and retention of juvenile offenders in a
national index need to be established to pre-
vent index use that might conflict with State
laws on juvenile offenders.

Record Quality
Record quality is one of the most important

aspects of any CCH alternative, yet it is one
of the most difficult to achieve since all alter-
natives depend largely on information (wheth-
er name and identifiers, summary criminal his-
tory record, or full record) originating at the
State and local levels. As discussed in chapter
8, a major problem with State CCH files is a
lack of court disposition information. The im-
plementation of procedures to ensure report-
ing of dispositions was found, not surprising-
ly, to be highly variable at the State level, as
summarized in chapter 9.

Ident currently requires disposition report-
ing within 120 days (after the disposition has
occurred), 18 but Ident has found it very diffi-
cult if not impossible to enforce this require-
ment. OTA found that, as of mid-1979, about
30 percent of the arrest events in records dis-
seminated from the Ident manual file lacked
information on dispositions that had taken
place and were listed in local records. Indeed,
there is no easy way even to determine how
many rap sheets in the Ident manual file lack

disposition data, other than by a special audit
as was conducted by OTA. AIDS is develop-
ing the capability to determine what percent-
age of records lack disposition data.

NCIC/CCH also requires disposition report-
ing within 120 days.19 Based on the OTA sam-
ple, however, as of mid-1979 about 27 percent
of the arrest events in records disseminated
from the CCH file lacked a court disposition
that was recorded at the local level. NCIC/
CCH does conduct 418 computer edits to
check for routine errors, periodic quality
checks (including comparison with manual
and/or automated Ident records), and auto-
matic computer listing of criminal history rec-
ords containing an arrest without a disposi-
tion if the arrest is 1 year old or more. These
listings are used by participating States in fol-
lowup actions to obtain the final dispositions.
At the request of a participating State, NCIC/
CCH will prepare a computer tape of all rec-
ords entered by that State, and will conduct
offline searches to identify missing disposition

“28 CFR \ 20.37. ‘gIbid.
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data.2o However, the only sanction available
to the FBI for noncompliance with the 120-day
reporting requirement is a cutoff of NCIC/
CCH service,21 which the FBI finds to be coun-
terproductive and therefore does not exercise.

Current NCIC/CCH operating procedures
also require State control terminal agencies to
conduct systematic audits of record quality
“to insure that files have been regularly and
accurately updated. Where errors or points of
incompleteness are detected, the control termi-
nal shall take immediate action to correct or
complete the NCIC/CCH record as well as its
own State record.”22 However, the OTA 50-
State survey found that as of 1979 about
three-quarters of the States had never con-
ducted a record quality audit of either com-
puterized or manual criminal history record
systems. The existing NCIC/CCH standard
might be further refined to require that sys-
tematic audits be conducted at regular inter-
vals as a condition of participation. States
could be required to provide documented and
independently verified certification that record
quality audits were indeed being conducted,
and that appropriate followup actions were
being taken.

With a national index, the FBI would no
longer maintain non-Federal records, and the
problems of record quality in Ident and NCIC/
CCH would be reduced. But the quality of rec-
ords maintained by the States would still be
a matter of concern, as would be the quality
of any index based on those records.

Current Federal regulations hold agencies
contributing records responsible for keeping
the information complete, accurate, and cur-
rent. * Source agencies are required to submit
dispositions to their State criminal history rec-
ord repository within 90 days after the disposi-
tion has occurred.”

20 See Oct. 22, 1981, statement by William A. Bayse,  FBI
Assistant Director, before the Subcommittee on Civil and Con-
stitutional Rights, House Judiciary Committee, pp. 6-13.

2’28 CFR  $20.38.
“FBI, IVCIC Operating kfanua~  pt. 10, p. 15.
*See ch. 6.
2328 CFR  $ 20.21(a)(l).

Thus, there is a 90-day period during which
individuals may be subject to criminal justice
decisions based on incomplete records that are,
nonetheless, in compliance with Federal regu-
lations. The regulations do require criminal
justice agencies to query their State repository
for the most up-to-date disposition data prior
to dissemination of a record, except in cases
where the State repository is technically inca-
pable of responding within the necessary time
period.24

The record quality of a national CCH system
could be strengthened by tightening the dispo-
sition reporting requirements and/or requiring
confirmation of CCH records lacking disposi-
tion data with the originating agency prior to
dissemination of the record. For example, the
basic disposition reporting requirement could
be reduced from 90 days to perhaps 30 days
or even less. Some States with fully computer-
ized State CCH systems and effective central-
ized reporting (where local agencies report all
data to the central State repository) could
probably comply with a tightened standard.
In the OTA 50-State survey, computerized
States such as Florida, Kansas, Minnesota,
Oregon, Texas, Utah, Virginia, and Washing-
ton indicated that an average update time
(time from occurrence of a criminal history
event, e.g., arrest or disposition, to the up-
dating of the criminal history file) of 30 days
or less had already been achieved. For exam-
ple, Minnesota indicated an average update
time of 2 to 5 days, Virginia 7 to 21 days, and
Washington 2 to 10 days. States with manual
or semiautomatic CCH systems that lack ef-
fective centralized reporting might have con-
siderable difficulty. Substantial system devel-
opment, and in some cases enactment or revi-
sion of State law, would be required to bring
these States into compliance with a tighter
disposition reporting standard. Nonetheless,
in the OTA 50-State survey, noncomputerized
States such as New Hampshire, Vermont,
Wisconsin, and Wyoming indicated that they
too had achieved an average update time of
30 days or less.

“Ibid.
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The OTA 50-State survey update found that
as of 1982, 13 States indicated that less than
half of all dispositions were ever reported, re-
gardless of the time period.” Computerized
States indicated a significantly higher disposi-
tion reporting rate overall (70.6 percent) than
did the noncomputerized States (56.3 per-
cent).26 It seems evident that a tighter disposi-
tion reporting standard could be established
by law or regulation, but its full implementa-
tion would require a significant further com-
mitment measured in manpower, dollars, and
system improvements at the State and local

“Office of Technology Assessment, 50-State survey con-
ducted in 1979-80. See ch. 9, table 19.

“Ibid.

levels. The progress made by many States in
recent years indicates that improved disposi-
tion reporting is possible.

On the other hand, requiring confirmation
of a CCH record lacking disposition (or other
important) data prior to dissemination would
be feasible but could be very time-consuming,
to the point, in the opinion of some, of stran-
gling the system. Confirming an out-of-State
record-whether manual or computaized-ap -
parently can be an onerous task. However,
NCIC/CCH already performs a large number
of automated quality checks. And it is possi-
ble that disposition checks could also be auto-
mated, particularly with originating agencies
in States with an online CCH file. Confirma-
tion of CCH records could be required by law
or regulation.

Noncriminal Justice Access

OTA has found that there is a significant
amount of noncriminal justice use of criminal
history record systems at both the State and
Federal levels. For example, as of 1982, rough-
ly 15 percent of all requests to State CCH sys-
tems were for noncriminal justice purposes. As
of 1981, about 53 percent of requests to Ident
were from noncriminal justice users (30 per-
cent from Federal noncriminal justice agencies
and 23 percent from State and local noncrimi-
nal justice users). Most of the noncriminal
justice use is for employment or licensing pur-
poses. At the Federal level (for Ident and
NCIC/CCH) such use must be authorized by
Federal statute or Executive order or by State
statute if approved by the U.S. Attorney Gen-
eral.27

A major problem is that State statutes vary
widely in terms of defining authorized users
of criminal history records. Some State and
local officials are concerned about the possibil-
ity that CCH information might be provided
to users in other States who would be denied
access in their own State. The definition of
.——-——

’728 CFR j 20.33(a)(3).

criminal justice users also varies from State
to State, although not so widely as the defini-
tion of authorized employment and licensing
users. The problem of noncriminal justice ac-
cess is further aggravated by the wide varia-
tion in State policies on sealing and purging.
Some States purge or seal records of all arrest
events that do not result in a conviction,
whereas other States maintain all police con-
tact information.

Assuming that State laws on sealing and
purging and noncriminal justice access to
State files will continue to vary widely, four
major options have been proposed for dealing
with noncriminal justice access to a national
index. First, it could simply be prohibited, as
was the case for the III pilot and Phase 1
tests. Second, it could be permitted, but only
under considerably stronger Federal guide-
lines than presently exist. Third, a separate
index for such use could be established; and
fourth, the status quo could be maintained.

Prohibiting noncriminal justice access to a
national index would conflict with the many
Federal and State laws that grant a variety
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of noncriminal justice users access to existing
criminal history record systems. Given that
such access serves many lawful and legitimate
purposes, such as screening convicted violent
or serious offenders from positions of public
employment, a total prohibition is probably
not realistic.

The development of stronger guidelines for
noncriminal justice access seems more reason-
able. In New York, for instance, existing State
statutes mandate that public agencies seek-
ing access to the State CCH file must establish
a probable connection between an occupation
and criminal activities of potential job appli-
cants. This approach could be mandated for
all States by Federal statute or regulation, and
might involve the establishment of oversight
committees at the Federal and State levels to
develop occupation-crime matrices.

A third possibility is the establishment of
a dual index—one for criminal justice use and
one for noncriminal justice use. The criminal
justice index would be based on arrest infor-
mation. The noncriminal justice index could
be based on disposition or conviction informa-
tion only. Thus, persons such as public and pri-
vate employers would have access only to in-
dex entries based on dispositions or convic-
tions. Noncriminal justice inquiries that
matched index entries based on arrest-only in-
formation would receive a “no record” re-
sponse. No new data collection would be re-
quired since, in effect, the noncriminal justice

file would be a subset of the criminal justice
file. A dual index approach is technically feasi-
ble and straightforward in a computerized–
as opposed to manual-system. The FBI al-
ready has, in effect, a partial dual file, since
arrest data over 1 year old without a disposi-
tion are not disseminated to State or local li-
censing and employment agencies, unless the
arrest is known to be still under active prose-
cution.28 An intermediate approach would per-
mit noncriminal justice access to a national in-
dex for entries based on disposition or convic-
tion information or on arrest information sub-
ject to confirmation that the arrest is still ac-
tive (and that a disposition has not occurred).

Under the status quo, noncriminal justice
access to a national index would be permitted,
presumably subject to existing Federal and
State laws and regulations. However, this
would require the programing of the index so
that access would be consistent with the wide
variety of State laws and regulations, and an
agreement would be needed on whether the
laws of the donor or recipient States, or of the
Federal Government or States (for Federal
noncriminal justice inquiries), will take prec-
edence where the laws conflict.

28When requests come in to NCIC/CCH for State and local
employment or licensing purposes, the computer automatically
checks to determine if all arrest information has a correspond-
ing final disposition. If not, and the arrest is more than 1 year
old, the arrest is deleted from the record prior to dissemina-
tion. See Bayse, op. cit., p. 8.

Oversight and Audit
The purposes of new oversight mechanisms

would be to help assure Congress, political ex-
ecutives, managers, courts, and the public that
the national index (or any other national CCH
system) is operating within the boundaries de-
fined by law and regulation, and to help iden-
tify any system problems that might emerge
in the course of operation. Oversight is close-
ly linked to system audit, since audit is one
of the strongest mechanisms for monitoring
system performance.

Several possibilities have been suggested.
First, Congress could require an annual man-
agement report on the operation of a national
CCH system. Such a report could include tal-
lies of routine system activity, e.g., participa-
tion levels by State and number of inquiries
by purpose, as well as statistics on any system
irregularities, errors, and problems.

Second, Congress could require periodic au-
dits to help ensure compliance with whatever—

. 1+ - , -. < — , . — . ,
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record quality and system access standards
might be established. For example, periodic
record quality checks of both Federal and
State files, along the lines of those conducted
by OTA for the purposes of this study,* would
be necessary to accurately measure the level
of compliance with system standards. These
audits could check not only the content of
records in Federal files against those in State
files, but also the Federal and State records
against local police arrest and court disposi-
tion data in order to determine the extent to
which records are inaccurate, incomplete, and/
or ambiguous. In order to keep costs at a rea-
sonable level, the audits would presumably be
conducted by sampling Federal and State files
on a rotating and perhaps unannounced sched-
ule. Presumably audits would also extend to
the use as well as the content of Federal and
State files.

OTA estimates that a two-person audit
team could conduct about 12 reasonably com-
prehensive audits per year. Thus, five two-per-
son teams would be required to audit each
State once a year (50 States plus the District
of Columbia and Puerto Rico, for a total of 52
audits per year), the national index and the
Federal offender CCH file twice a year, and up
to three other Federal CCH files (e.g., Treasury
Enforcement and Communication System),
plus the national fingerprint repository, once
a year. Thus, the 10-person audit staff could
be expected to conduct a total of 60 audits per
year. Audit priorities could, of course, be ad-
justed to focus on files with significant irregu-
larities, errors, and problems as identified by
operating statistics and/or by the system man-
ager (or, for that matter, by congressional or
policy board oversight).

The FBI has already agreed in principle to
a GAO audit requested by Congress to ensure
that the upgraded NCIC communications con-
trollers (front-end processors) and host com-
puters are not used for message switching.**

*See ch. 8.
**See ch. 5.

However, Federal legislation may be necessary
to provide GAO with adequate authority to
carry out an audit involving direct access to
criminal history records. In a 1975 letter to
the Senate Judiciary Committee commenting
on proposals for comprehensive criminal jus-
tice information systems legislation, the
Comptroller General advised that:

. . . we believe explicit access to the necessary
criminal history data should be provided to
our office in this legislation because of the
sensitive nature of the data involved. We also
need access to the records of all non-Federal
criminal justice information systems subject
to the legislation for the purpose of evaluat-
ing the Attorney General’s or the Federal In-
formation System Board’s operations under
the legislation. An explicit statement of con-
gressional intent regarding this matter
should preclude future executive agency re-
luctance to allow us access to documents we
believe we must review to properly discharge
our responsibilities.29

Third, Congress could establish a hybrid au-
dit structure. There are several possibilities.
For example, GAO could audit just the nation-
al index and Federal offender file, independent
State auditing agencies could audit State and
local CCH files, and GAO (or some other out-
side organization) could compare the results
of these audits for consistency.

The existing Federal law and regulations
place the responsibility for annual audit of
State CCH systems with each State. Thus,
any Federal audit authority, whether granted
to GAO or some other body, would appear to
require new legislation and/or regulations.
Considerable support for such audit author-
ity was expressed in numerous congressional
hearings held in the mid-1970’s and was re-
flected in several bills. None of these, however,
was enacted.

‘ eLetter from Comptroller General of the United States to
Chairman, Subcommittee on Constitutional Rights, Senate
Committee on the Judiciary, Apr. 14, 1975.
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Public Participation
At present, NCIC’S APB is the mechanism

designed to facilitate public participation in
the existing NCIC/CCH system. APB is in-
tended to serve as the formal liaison between
system users and the system manager (cur-
rently the FBI). However, users are defined
as those involved in the creation of the data
base and who ultimately use it. This confines
the definition of users to the criminal justice
community. Within that community, it is
largely law enforcement agencies that are
represented on APB. As discussed earlier,
APB could be substantially broadened and
strengthened with increased representation
from the States and from the rest of the crim-
inal justice community, perhaps along the
lines of SEARCH Group, Inc. When compared
with NCIC/APB, SEARCH has roughly dou-
ble the representation from nonlaw enforce-
ment criminal justice agencies (as a percentage
of total membership) and has representatives
from all 50 States. As of December 1981,
NCIC/APB members came from 19 different
States. However, NCIC/APB does have a
regional structure that includes represen-
tatives from all 50 States.

Participation from outside the criminal jus-
tice community would also help ensure ac-
countability. Alameda County, California, has
a model of public participation in a CCH sys-
tem known as CORPUS (Criminal Oriented
Records Production Unified System). De-
signed and implemented by a local district at-
torney in cooperation with a broadly based
representation of criminal justice and public
decisionmakers, CORPUS integrates the infor-
mation needs of the police, sheriffs, district at-
torneys, public defenders, courts and proba-
tion departments.

The CORPUS system is unusual, partly be-
cause of the degree of information-sharing
among criminal justice agencies that tradition-
ally have not cooperated and that have been
excluded from the design of criminal history
systems. CORPUS is also unusual in terms of
its governance. It is governed by a county-

wide Alameda County Committee on Criminal
Justice and Data Processing (the Parent Com-
mittee). This committee includes a broad
representation from the criminal justice agen-
cies, as well as the public defender, probation
officers, court administrators, five public
members, and a member of the county Board
of Supervisors. The five public members are
appointed by the Board of Supervisors and
represent a range of political points of view
in Alameda County. The committee has 19
members and conducts monthly meetings that
are open to the public. The governing or parent
committee is supported by a staff composed
of CORPUS administrators. It has regular
standing subcommittees on security and pri-
vacy and a CORPUS operations committee
that reports on day-to-day operations.

The presence of public members as well as
nonlaw enforcement personnel on the parent
committee of CORPUS has resulted in broadly
based concern and effort at understanding the
privacy and due process implications of crim-
inal justice information. It has also yielded
highly developed auditing procedures and sig-
nificant efforts to ensure the quality and secu-
rity of information in the system. The parent
committee also has the power to hire external
auditors to conduct routine audits on the
CORPUS system. One local Alameda County
assistant district attorney commented:30

The system of public governance which we
have established here in Alameda County
takes law enforcement and criminal justice in-
formation recordkeeping out of the closet and
into the public light. 1‘m sure most criminal
justice agencies around the country will resist
this, but so do most other organizations. It
all comes down to developing public confi-
dence in the operation of these important in-
formation systems. Without participation,
without independent insights and external
auditors just as in financial institutions, there
really can be no public confidence or trust in
the operation of systems like this.

‘01979 interview with Alameda County, Calif., assistant dis-
trict attorney; reaffirmed in 1982.
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The CORPUS experience has been that in-
clusion of outside (noncriminal justice) indi-
viduals and groups is initially uncomfortable,
in that issues or perspectives that might
otherwise be avoided are forced onto the Par-
ent Committee’s agenda. However, general-
ly acceptable solutions have apparently been
found that have stood the test of the inevit-
able public scrutiny.

In many jurisdictions, public defenders do
not have direct access to criminal history rec-
ord systems, and are not considered part of
the criminal justice community. CORPUS
does permit public defender access. As noted
by an Alameda County assistant public de-
fender:31

One of the reasons that (we are) so suppor-
tive of the system is that from the very begin-
ning, we were considered a necessary member
of the Alameda County criminal justice com-
munity . . . For a multi-State or national sys-
tem to work effectively, the public and pri-
vate defender organizations must be accepted
as part of the criminal justice communities in
which they reside. We were given member-
ship on the (CORPUS) planning and imple-
mentation boards and committees and input
into the design of the system. As a result, the
public defender is a user agency.

3’Sept.  22, 1981, letter from Alameda County Assistant Public
Defender Duane A. Sciford.

Comprehensi
Perhaps one of the strongest measures to

provide Federal direction and ensure account-
ability and control would be the enactment of
comprehensive national criminal justice infor-
mation system legislation. As noted in chapter
6, criminal justice information systems cur-
rently operate at the Federal level under the
very general statutory authority provided by
title 28, United States Code, section 534. Al-
though more detailed regulations have been
promulgated (and appear as title 28, Code of
Federal Regulations, pt. 20), initiatives in the

v

The National Legal Aid and Defender Asso-
ciation believes that legislation is needed to
mandate public defender access to a national
CCH system so that defenders can check on
the criminal history records of defendants and
witnesses for both the defense and the prose-
cution. “No legitimate policy reason exists as
to why the defense should not receive all availa-
ble CCH information, if truth-seeking and
honesty are part of the criminal justice proc-
ess. “32

As for public participation, the III Evalua-
tion Committee established by NCIC/APB is
another example. Here, in addition to repre-
sentatives of Federal, State, and local law en-
forcement, the courts, corrections, and prose-
cutors, the committee includes public mem-
bers from such groups as the American Civil
Liberties Union and the National Association
for the Advancement of Colored People. The
intent is to help ensure that a wider range of
perspectives and affected interests are re-
flected in the NCIC/APB evaluation of and
decisions concerning III.

32Mmm 16,  1982, letter from Jack J. Schmerling,  Deputy  Direc-
tor, Defender Division, National Legal Aid and Defender Asso-
ciation.

e Legislation
early and mid-1970’s to enact comprehensive
legislation were not successful.*

Comprehensive legislation could provide ex-
plicit authority for a national index or other
national CCH system and include statutory
guidelines for the operation and use of the sys-
tem that are much more detailed than those
currently available. Eleven areas that could
be covered by comprehensive legislation are
listed in table 35. Several have been discussed

*% di9cu9gion in ch. 6.
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Table 35.—Subject Areas Relevant to Comprehensive Legislation on Criminal Justice Information Systems

1.

2.

3.

4,

5

6

Applicability:
Federal, State, local
Police, courts, corrections, other criminal justice
Secondary users (private, public)
Information covered:
Arrest records (rap sheets)
Conviction
Correctional
Investigative
Intelligence
Want/warrant
Stolen property
Collection:
Content of records
Restrictions on particular types of data elements
Restrictions on method of collection
Maintenance:
Record quality (accuracy, completeness, timeliness)
Security (data, people, physical)
Separation of files
Dedication (complete, partial)
Transaction logs
Listing of information systems (public notice)
Retention:
Purging by type of Information
Sealing by type of information (e. g., conviction v.

nonconviction, juvenile offender)
Removal of disqualifications
Right to state nonexistence of record
Access:
Individual (method of review/inspection, challenge—

judicial or administrative review of challenged
information)

SOURCE Off Ice of Technology Assessment

earlier, and several others are discussed below.
Many of these are quite controversial, as evi-
denced by the last 12 years of debate. How-
ever, even in the early 1970’s some members
of Congress believed that such legislation was
a prerequisite for any effective national CCH
system. For example, in introducing his own
bill in 1974, Senator Sam Ervin noted that:

. . . the bill is quite detailed and attempts a
resolution of all the major privacy and securi-
ty issues which have arisen in the develop-
ment of law enforcement data banks. It en-
deavors to balance the legitimate needs of law
enforcement with the requirements of individ-
ual liberty and privacy. It would for the first
time give firm statutory authority for crimi-
nal justice data banks, a major obstacle in the
development of such systems. It would im-
pose upon the data banks strict but manage-
able privacy limitations. Not the least impor-
tant, the bill also attempts to solve fundamen-
tally important questions of Federal-State re-

Researcher (method of use, challenge—judicial or
administrative)

Media
7. Training:

Data processing and recordkeeping personnel
Primary users (use, interpretation)
Secondary users (use, interpretation)

8. Dissemination by type of information:
Primary users
Secondary users

9. Penalties:
Civil
Criminal
Administrative sanctions

10. Auditing/evaluation of:
Use (primary, secondary)
Record quality
Operations
Management
Social impacts (privacy, confidentiality, and security)

11. Regulatory authority:
Type (operating agency, special council/board,

advisory group
Responsibilities (consultation, study and advise,

establish policy and procedures, oversight, audit)
Membership (stakeholders included)
Duration (permanent, temporary)
Resources (executive director, staff, general

appropriation/specific allocation)
Powers (subpoena, hold hearings, mandate binding

policies and procedures, audit, mandate reporting
requirements)

lationships in these comprehensive national
information systems. 33

Given the vagaries of the criminal justice
process, it would be a difficult challenge to en-
sure the accountability and control of a na-
tional index or other national CCH system in
the absence of national legislation. Criminal
law and the customs and traditions of the
criminal justice process vary widely among
the States and localities. * Criminal justice
agencies are under increasing pressure to ap-
prehend, process, and dispose of persons sus-
pected of committing a crime as expeditious-
ly as possible. This is done through the use of
strategies such as pretrial diversion, plea bar-
gaining, presentencing negotiations, and ca-
reer criminal programs designed presumably
to improve the efficiency and effectiveness of
an already overburdened and underfunded

“Congressional Record  Senate, Feb. 5, 1974.
*See ch. 9.
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criminal justice process. As a consequence of
all these factors, the process by which criminal
history records are generated also varies
widely.

In addition to policy control, file size and
content, record quality, and noncriminal jus-
tice access, national legislation could enhance
the accountability and control of a national
CCH system by addressing the following other
areas.

Access,  Review, and
Challenge Procedures

At present, any individual has the right to
access and review his/her criminal history rec-
ord maintained by NCIC/CCH or Ident. How-
ever, if the record is believed to be incorrect
or incomplete, the individual must seek cor-
rection by the source agency. Individuals may
also direct a record challenge to the FBI,
which will then forward the challenge to the
source agency. The FBI will make any changes
necessary only upon proper notification by the
source agency .34

An alternative approach would be to: 1) hold
the national index or other national CCH sys-
tem manager fully accountable for the accu-
racy and completeness of records referenced
in the index; and 2) give the national index
manager the responsibility and legal authority
to require the State repository to verify with
the source agency—and correct if necessary—
any index entries and underlying records chal-
lenged by properly identified individuals.
While this might appear to be potentially quite
costly and burdensome, the experience of the
many States with access, review, and chal-
lenge statutes has been that challengers are
few in number.* It appears that individuals
with records in criminal justice information
systems are not very likely to exercise their
rights of access, review, and challenge. While
many of these individuals may have strong in-
centives to conceal their records, some may
not know how to exercise their “rights” or
may not even be aware of them.

3428 CFR  j 20.34, and 28 CFR  $ 16.34.
*See ch. 9.

Criminal Penalties

Under current Federal law and regulation
there are no civil or criminal penalties for viola-
tion of NCIC/CCH system standards, except
as provided by the Privacy Act of 1974; for
example, for willful unauthorized disclosure of
records that contain individually identifiable
information. Any agency or individual violat-
ing Federal regulations on State and local
criminal history information systems is sub-
ject to a fine not to exceed $10,000 and possi-
ble cutoff of LEAA funds.35 As a practical
matter, LEAA no longer exists and LEAA
funding for CCH-related systems ended in fis-
cal year 1981. Any agency or entity failing to
comply with regulations on the Federal sys-
tems and interstate exchange of criminal his-
tory information is subject to cancellation of
NCIC/CCH and Ident services.36

Accountability of a national CCH system
could be strengthened by establishing criminal
penalties, or at the minimum strong civil pen-
alties, for violation of national system stand-
ards. Many States already have enacted both
civil and criminal penalties, particularly for
violation of various privacy and security stat-
utes and regulations applicable to criminal his-
tory record information systems.

Privacy Standards

Legal accountability of a national CCH sys-
tem could be strengthened by bringing such
a system more fully under the requirements
of the Privacy Act of 1974. For example, this
act requires each Federal agency with a rec-
ords system to keep an accurate accounting
of the disclosure of a record (including the
date, nature, and purpose of each disclosure
and the name and address of the recipient),37

and to retain this accounting for at least 5
years or the life of the record, whichever is
longer.38 These two provisions are mandatory
and have been implemented by the FBI. The
Privacy Act also requires each agency to make

‘S28 CFR $ 20.25.
3’28 CFR  j 20.38.
375 USC $552a(c)(l),  Privacy Act of 1974, public Law  93-579.
3“5 USC $552a(c)(2).
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the accounting available to the person named
in the record at that person’s request.39 How-
ever, the act provides that law enforcement
and criminal justice record systems can be ex-
empted from this requirement,40 as is the case
with the FBI.

As another example, the Privacy Act re-
quires agencies maintaining a record system
to publish a notice in the Federal Register, at
least annually, that includes “the agency pro-
cedures whereby an individual can be notified
at his request if the system of records contains
a record pertaining to him.”41 Here, too, the
act provides a legal exemption for law enforce-
ment systems, although both Ident and NCIC/
CCH do publish such notices.

In sum, Federal law enforcement and crim-
inal justice record systems, including Federal
criminal history record systems, may exempt
themselves from a number of the legal ac-
countability measures in the Privacy Act. For
example, should Congress wish to make it easi-
er for individuals to request corrections in
criminal history information contained in a na-
tional index or other national CCH system, the
Privacy Act could be amended to remove cer-
tain exemptions now exercised by NCIC/
CCH.42 Alternatively, provisions of the Pri-
vacy Act could be incorporated in new legisla-
tion to ensure that privacy standards are ap-
plicable to a national index, and that such
standards also extend to the records main-
tained in Federal and State repositories on
which index entries would be based.

Technical Accountability

Measures to provide technical accountabil-
ity include, for example, comprehensive trans-
action logs, systematic audits of local user
agencies, and training of employees in the im-
—

’95 USC $552a(c)(3).
405 USC $552a(j)(2).
4’5 USC $552a(e)(4)(G).
425 USC $552a(d) places responsibility for correcting records

in the Federal agency maintainingg the record system. Moreover,
law enforcement agencies can exempt themselves from this re-
quirement and Ident and NCIC/CCH  have done so by placing
primary responsibility for record accuracy and completeness
with the agencies originating the records.

plementation of applicable State and Federal
regulations. As discussed in chapter 9, as of
1979, the transaction logging, local auditing,
and training procedures varied widely and fre-
quently fell short of fully accounting for the
flow of criminal history information within the
States.* In the OTA 50-State survey, to which
49 States responded, dissemination logs main-
tained by State repositories contained the fol-
lowing information: name or identification
number of requesting agencies (46 States);
type of information disseminated (43 States);
purpose of request (34 States); requestor’s ter-
minal identification number (32 States); name
or identification number of person requesting
information (32 States); and user agreement
or authority (13 States). Major problems in-
cluded lack of funding, wide variations in the
interpretation of State and Federal regula-
tions, and absence of the necessary statutory
or policy mandate. In addition, there are in-
herent difficulties in implementing logs and
audits at the local level.

Some States, such as Minnesota and New
York, have implemented detailed logging pro-
cedures. Minnesota has added to its State re-
pository transaction log the name of the police
or other officer making the request for criminal
history information. This automated personal
identifier will assure the central State reposi-
tory the capability to at least identify who it
was in a local agency who requested and used
the information. This method should be much
more accurate than the maintenance of manual
logs alone. New York State has implemented
a central State repository transaction log that
includes, in addition to the typical agency
identifiers and purpose code requests, the per-
sonal identifier for the officer making the re-
quest, and in addition, a case number for which
the request was made. Systematic review of
transaction log books is accomplished by ran-
domly selecting requests for criminal history
information from the log, going to local agen-
cies that received the information and from

*J$’~e  nearly  ~ States maintain transaction logs, asof1979
nearly two-thirds review the logs ordy when a specific abuse
is indicated. Only a few States conduct systematic audits of
user agencies. See ch. 9.
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there directly to the person who made the re-
quest, and reviewing the files in which the in-
formation was used.

Additional problems are raised when consid-
ering audit trails for local criminal history sys-
tems. There may be hundreds of police agen-
cies in a large State, each with different local
criminal history rap sheets that often may be
simply recorded on 3 X 5 cards. An examina-
tion in California showed how difficult it was
to develop audit trails for such card systems.

Thus, technical accountability would appear
to be possible but difficult to achieve in a na-
tional CCH system. Because the records or en-
tries in such a system would originate large-
ly from and be used by State and local law en-
forcement and criminal justice agencies, audit
trails and transaction logs would be needed at
the State and local agency levels. Congress
could mandate and fund the development of
computer-based user audits, transaction log-
ging procedures, and the required training pro-
grams through enactment of comprehensive

legislation establishing a national index or
other national CCH system.

Uniform Crime Codes and
Record Formats

Another problem with the interstate ex-
change of criminal history records is the wide
variability in the classification and coding of
crimes and in criminal history record formats.
The more complex and variable the crime
codes and record formats, the more difficult
the records are to understand, particularly for
out-of-State users. Comprehensive legislation
could establish a national crime coding stand-
ard along the lines presently used by NCIC,
and could promulgate guidelines for criminal
history record formats. Surveys conducted by
the State of Florida and NCIC have found that
summary records are frequently too abbrevi-
ated to be fully useful, while the full records
may have more details than are really needed.
NCIC is developing a new record format that
might strike a better balance.

III Development Plan
The III pilot test with the State of Florida

was completed during July through Septem-
ber 1981. Based on the generally favorable
results, Phase 1 of the III development plan
was completed during February and March
1982 with the addition of five other fully par-
ticipating States.* In December 1981, NCIC/
APB concurred in the NCIC staff recommen-
dation to combine Phases 2 and 3 of the
original III plan. In June 1982, NCIC/APB
recommended that the FBI proceed to imple-
ment the consolidated Phase 2. As revised, in
Phase 2, already participating States will be
tested on a fully decentralized basis (multi-
State as well as single-State records decentral-
ized) and currently nonparticipating States
will be added to III on a decentralized basis.
This revised plan will provide a more clear-cut
test of the national index concept, more vivid-

*These states included Michigan, North Carolina, South
Carolina, Texas, and Virginia, in addition to Florida.

ly demonstrate the FBI’s commitment to a na-
tional index CCH alternative, and eliminate
the need for the nonparticipating States to join
III first on a single-State/multi-State basis
before shifting to a national index basis at a
later date. In Phase 3 of the revised plan
(Phase 4 of the original plan), the III concept
would be fully implemented.

One unresolved question concerns whether
Phase 2 should include a test of III with no
message switching as well as with partial mes-
sage switching. As discussed in chapter 10, III
was originally proposed to involve no message
switching. For a variety of reasons, the III
pilot test with the State of Florida and Phase
1 with Florida plus five other States were con-
ducted using a form of partial message switch-
ing known as automatic inquiry referral (AIR).

While there may be significant advantages
to AIR, several of the advantages that are



Ch. 14—Congressional Policy Considerations, Part II • 185

claimed cannot be effectively substantiated
without a test that would compare operational
results with and without AIR. For example,
the State of Florida (and other members of the
III Subcommittee of NCIC/APB) believes that
AIR would improve the overall III response
time, reduce the burden on inquiring States
by eliminating the need to send a second round
of messages to States holding the desired rec-
ords, simplify the verification of authorized
users, standardize the format of inquiry mes-
sages, and provide greater security for mes-
sages than would be available over NLETS.
NLETS has disputed the concern over securi-
ty, noting that even with AIR, the actual sum-
mary records are transmitted over NLETS. In
addition, NLETS is clearly capable of handling
both the inquiry and record traffic. Use of
NLETS might avoid any possible overload of
NCIC, and might encourage greater participa-
tion of States without an automated interface.
An operational test could perhaps resolve
some of these concerns. The NCIC staff,
NCIC/APB, and NLETS have initiated discus-
sions of whether and how such a test might
be carried out.

In view of the high percentage of name hits
during the III Phase 1 test that did not match
the subject individual,43 NCIC is proposing a
two-step inquiry when unique identifying
numbers are not available. Thus, in case of a
name hit, NCIC would return only the identifi-
cation segment to the inquiring agency to con-
firm the hit prior to referring the inquiry on
to the State or States of record. The inquir-
ing State could then exercise the option of
using NLETS rather than NCIC to contact the
State or States holding the record, and thus
obviate part of the need for AIR.

The second unresolved question concerns
the quality of III, especially during Phases 2
and 3. One plan is to establish the index ini-
tially by extracting names and identifiers
from the 5.8 million AIDS records and the 0.8
million CCH records not in AIDS. This would
result in an initial III containing 6.6 million

43 NCIC,  Draft Report-Preliminary Findings of the February-
March 1982 III test, April 1982, p. 18.

entries.” Additional entries would be provided
by participating States. Another plan would
be for States to either enter their own index
records or have AIDS make the entries on
their behalf.

In any event, III quality would ultimately
depend on the quality of the records in the
Ident/AIDS and NCIC/CCH files for Federal
offenders and on the quality of the State crim-
inal history files, on which the index is based.
OTA research presented in chapter 8 found
that, as of mid-1979, more than a quarter (27
percent) of the records disseminated from the
NCIC/CCH file were missing a court disposi-
tion, and about one-fifth contained inaccurate
information. OTA also found that, as of
mid-1979, over 30 percent of the records dis-
seminated from the Ident file lacked a court
disposition and about one-fifth percent con-
tained inaccurate information. At the State
level, OTA found that on the average about
35 percent of dispositions were not reported.
Assuming that these figures are still reason-
ably valid, roughly one-third of the III entries
on the average would be expected to be based
on arrest data where a disposition had oc-
curred and was recorded at the local level, but
had not been reported to the State repository
or to the FBI.

This potential record quality problem high-
lights the role of III as an index to arrests,
not to dispositions or convictions. A hit on the
index would simply mean that the subject was
arrested at some time for something in the
State indicated. A hit would not say anything
about whether the individual had charges
dropped or dismissed or was acquitted, con-
victed, incarcerated, or served time and was
released.

In view of these concerns, Congress may
wish to direct that record quality research be
conducted as part of Phase 2 of the III devel-
opment plan. This would help to determine
where III currently stands with respect to

44 See NCIC  staff paper prepared for the Nov. 3-4, 1981, meet-
ing of the Interstate Identification Index Subcommittee of the
NCIC  Advisory Policy Board, Topic *7, p. 6.

*SW chs. 8 and 9.
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record quality and the extent to which prob- ensure a higher index quality. For example,
lems exist in the records on which the index one possibility would be to create the index
is based. No such research was included in the from scratch based on current and updated in-
111 pilot test or Phase 1. Congress may also formation submitted directly from the States
wish to request the development of alternative and meeting some set of minimum record qual-
plans for establishing III in ways that would ity standards.

AIDS/CCH Consolidation Plan
As noted in chapter 4, the FBI is currently

operating two files—AIDS and NCIC/CCH—
that maintain computerized criminal history
records. 45 Between 1979 and 1981, the percent-
age of NCIC/CCH records also held in AIDS
increased from about 44 to 58 percent. Thus,
the two files duplicate each other to a signifi-
cant and growing extent. This duplication re-
flects the unique need of Ident to develop a
capability for automated fingerprint identifica-
tion, the low level of State participation in the
NCIC/CCH file, and the absence of a clear and
agreed on long-range plan. AIDS and NCIC/
CCH have now developed to the point where
the U.S. Attorney General’s Task Force on
Violent Crime recommended that the FBI pre-
pare plans to reduce duplication between
AIDS and NCIC/CCH and that such plans
take into account the results of phase 1 of the
III development plan.46

Any AIDS/CCH consolidation is likely to
have a significant impact on the cost of FBI
criminal history and identification services
and could be an integral part of a national
CCH system. Therefore, Congress may wish
to request the preparation of plans for AIDS/
CCH consolidation that would be consistent
with the national index and other national
CCH system alternatives under consideration,
and that would provide a clear basis for com-

“See U.S. Comptroller General, The FBI Operates  Two Clnn-
puterized Criminal  History Information System% U.S. General
Accounting Office, Washington, D. C., 1979.

“U.S. Attorney General’s Task Force on Violent Crime, Final
liepor~ U.S. Department of Justice, Washington, D. C., Aug.
17, 1981, pp. 67, 69.

paring costs of the various alternatives at least
with respect to the Federal share.

Should Congress make a decision on a spe-
cific national CCH system, DOJ could be di-
rected to prepare a plan to consolidate AIDS
and CCH in a way that is consistent with cost-
effective implementation of the alternative se-
lected. For example, from a technical view-
point, a national index plan could:

●

●

●

●

●

●

establish a national index on serious of-
fenders as a new NCIC file;
provide initial inputs (screened to meet
quality standards) to the index from the
NCIC/CCH file and Ident/AIDS;
subsequently return all NCIC/CCH rec-
ords to the States, except for records on
Federal offenders;
phase out the AIDS automated rap sheet
function;
include the AIDS automated fingerprint
identification service as another new
NCIC file; and
seek further inputs to the index from the
States (this could be in the form of com-
puter tapes). The inputs would have to be
screened to remove any that did not meet
applicable quality standards.

NCIC could be restructured as shown in ta-
ble 36. These functions could be located in a
new National Criminal Information and Iden-
tification Division of the FBI that would com-
bine the existing Ident Division and NCIC
Section and perhaps other related activities.
After reorganization, the FBI would maintain
full records on Federal offenders only. The
only other criminal information available
would be hot file information, index informa-
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Table 36.—Possible File Structure of a Reorganized
National Crime Information Center

File Nos. File content

1-8 Existing NCIC hot files’
9 CCH full record file limited to Federal

offenders
10 Existing CLISb file
11 AIDS fingerprint file with interface to

residual manual filec

12 National index filed

‘lncludlrlg stolen vehicles,  stolen guns, stolen Ilcense  plates. wanted Persons,
stolen securities, stolen boats, and mlss!ng  persons

bcomputerlzed Laboratory Information SYstem
CAf So known  as the Nat!onal  F[ngerprlnt  File
dAlso  known  as the Interstate Identlflcatton Index

SOURCE Office  of Technology Assessment

tion, and fingerprint identification informa-
tion.

Congress could authorize this reorganization
through new legislation that could also, for
example:

●

●

●

●

●

●

●

●

●

establish statutory guidelines for opera-
tion and use of the system;
require periodic outside audit by GAO
and/or an independent board;
broaden and strengthen the NCIC’S APB
or establish an independent board to ex-
ercise policy control;
specify limits on file and index size and
content (e.g., CCH full record file limited
to Federal offenders);
mandate record and index quality and
system access standards (e.g., with re-
spect to disposition reporting and non-
criminal justice access);
authorize Federal funding and technical
assistance to strengthen State and local
CCH systems, field audits, and court dis-
position reporting;
reiterate and revise the title 28 privacy
and security regulations where necessary;
codify NCIC/CCH operating procedures
where appropriate; and
specify message switching authority and
responsibilities.

Finally, when considering AIDS/CCH con-
solidation plans, Congress may also wish to
examine the pros and cons of shifting manage-
ment of a national CCH system out of the FBI
to a new bureau within DOJ, to an independ-

ent Federal agency, or to a consortium of
States. It has been argued that the FBI is bur-
dened with too many contradictory–or at
least conflicting-responsibilities. The FBI is
primarily an investigatory and law enforce-
ment agency, but also bears a heavy responsi-
bility for the maintenance of criminal records
and the production of criminal statistics. In
addition, it offers training programs for State
police officials, maintains an extensive foren-
sic laboratory, and provides a considerable
amount of technical assistance to State and
local (as well as Federal) law enforcement agen-
cies.

Since any national index or other national
CCH system would still depend on AIDS to
a large extent for fingerprint identification and
presumably on NCIC for computer and com-
munication support, adequate management
and technical coordination might prove to be
difficult unless AIDS and NCIC were also
moved to another agency. But this could pos-
sibly weaken the commitment and cooperation
of State and local law enforcement agencies,
which have been based in part on their long-
standing involvement and rapport with the
FBI. On the other hand, judicial and correc-
tional agencies, for example, might be more
inclined to actively participate in a national
CCH system if it were managed by someone
other than the Nation’s preeminent law en-
forcement agency. However, judicial and other
nonlaw enforcement criminal justice agencies
could be given a substantial role in a broad-
ened and strengthened NCIC’S APB or an in-
dependent board established to exercise policy
control over a national CCH system.

Alternatively, the current NCIC APB could
be left as is with its jurisdiction limited to the
NCIC hot files. A new and separate APB, with
substantial representation from prosecuting
attorneys, judges, defense attorneys, correc-
tional and probation/parole officials, and the
general public, could be given jurisdiction over
a national CCH system. Under either of these
conditions, and with strong legislative guid-
ance and congressional oversight, the FBI
might be in the best position to enforce system
standards and operating procedures and man-
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age the Federal component of a national sys- nal justice services agency, as opposed to a
tern. Nonetheless, the experience of the several police or law enforcement agency, should be
States (e.g., New York) that have successful- examined for relevance to control and manage-
ly located their State CCH system in a crimi- ment of a national CCH system.

Private Carrier Role in
National CCH System

Congress may wish to review the role of pri-
vate communication carriers in a national
CCH system. At present, the NCIC communi-
cation lines are leased from private carriers;
and NLETS is a private nonprofit corporation
funded and controlled by the States that also
uses dialup or leased lines from private car-
riers.

Two questions have arisen. First, for the na-
tional index alternative, would new technical
equipment and systems available horn private
vendors eliminate any need for partial mes-
sage switching (automatic inquiry referral)? It
may be that new computer technology alone,
or in combination with new communication
technology, could substantially reduce or elim-
inate problems with inquiry formatting, verifi-
cation, and followup, and simultaneously pro-
vide greater security. The growing availabil-
ity of small, inexpensive, easily programmable,
yet powerful computers means that States

with manual criminal history files will be able
to automate more easily and at less cost than
previously thought, and will be better able to
fully participate in a national index or ask-the-
network CCH system. Second, would the na-
tional index or ask-the-network alternative be
more cost-effective using a privately offered
communication network? For example, several
private carriers now offer nationwide data
communication networks, both packet switched
and message switched, broadcast as well as
narrowcast, using satellite as well as landline
transmission links and providing security
measures such as data encryption.

The possible benefits from the greater use
of privately offered new technology and serv-
ices are significant enough to warrant further
consideration. Congress may wish to commis-
sion more detailed research on the private sec-
tor role in a national CCH system.


