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Introduction
Although the primary emphasis of this electronic mail and message systems (EMS)

study is on the U.S. Postal Service (USPS) on the telecommunication and computer in-
mailstream and on rates, service, and labor, dustries, EMS privacy, and the long-term via-
a discussion of the effects of a USPS role in bility of the Postal Service is included.

Telecommunication and Computer Industries
A major concern expressed in regulatory

and judicial proceedings by a number of pri-
vate sector telecommunication firms, and
more recently by data-processing and comput-
er firms, has been that a USPS role in EMS
would constitute unfair and perhaps even ille-
gal competition with private industry.

Fairness of USPS Role in EMS

Private firms argue that USPS has the fol-
lowing advantages: 1) the Private Express
Statutes (PES), which protect certain mail
services from competition; 2) exemption from
income taxes; 3) access to the U.S. Treasury
for investment funds; 4) public funds appropri-
ated by Congress; and 5) a cost and ratesetting
process that is complex and difficult to under-
stand, which makes cross-subsidies possible
between different classes of mail.

On rebuttal, USPS has pointed out that the
PES protect only letter mail from competition,
and then only if it is carried over postal routes
and is not time sensitive. A number of compet-
itive alternatives to the USPS letter delivery

services exist that are legal and apparently
viable. These alternatives include private spe-
cial messenger services; electronic message
alternatives such as telephone, telegraph,
telex, and privately offered “electronic mail”
services; and certain kinds of media advertis-
ing (by newspaper, radio, or television) when
serving as a substitute for first-class or third-
class advertising mail or direct mail solicita-
tions.1

Competitive alternatives to USPS nonletter
mail include local and regional private delivery
services and successful nationwide delivery
services such as United Parcel Service (UPS),
Federal Express, and Purolater. In some mar-
ket segments, such as surface delivery of par-
cels, the competitive impact on USPS has been
severe. For example, in 1957, USPS delivered
about 64 percent of total parcel volume and
UPS about 36 percent. By comparison, in
1977, USPS delivered only about 23 percent

‘See USPS Marketing Services Division, Competitors and
(%mpetition of the USPS, vol. XII, September 1978 and up-
dated yearly.
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74 . Implications of Electronic Mail and Message Systems for the U.S. Postal Service

of total volume while UPS delivered 77
percent.2

Thus, the so-called “postal monopoly” pro-
vided to USPS under the PES is limited to
only a few of the many classes of mail service
offered by USPS. Available evidence suggests
that even among these protected services
USPS market power is eroding in the face of
competitive alternatives, both electronic and
nonelectronic.3 Nonetheless, the Department
of Justice (DOJ), among others, believes that
there is a significant chance that a USPS EMS
offering (such as E-COM) could be subsidized
by revenues from the USPS monopoly on de-
livery of first-class letter mail.

If E-COM were priced artificially below
what it costs, DOJ believes that E-COM
might be used at the expense of both conven-
tional first-class mailers and the taxpayers (to
the extent that USPS continues to receive
public funds appropriated by Congress). DOJ
also argues that underpricing of E-COM might
discourage other firms from offering a similar
service, thereby decreasing competition. In
general, the DOJ position is that the existing
regulatory structure and oversight process do
not provide adequate safeguards against the
impacts of E-COM that could be anticompeti-
tive and discriminatory.

With respect to taxes, as an independent
Federal Government agency USPS is not le-
gally subject to Federal or State income taxes.
Whether or not this is a real competitive ad-
vantage is a matter of dispute. USPS argues
that under the Postal Reorganization Act and
current ratesetting procedures it is effective-
ly prohibited from making a profit; thus, even
if it were subject to income taxes USPS gener-
ally would pay none because it would have no
taxable net income. Also, while USPS does not
pay property taxes on USPS-owned property,
some State and local property taxes are paid
indirectly when USPS is the lessee rather than
the owner. Finally, USPS points out that it
does not benefit from tax advantages (such as
accelerated depreciation) available to private

‘Ibid., p. 25.
‘Ibid.

firms, and that any advantage from tax ex-
empt status is more than offset by the costs
of service and regulatory requirements im-
posed on it by the Postal Reorganization Act.4

Still, to the extent that private EMS firms are
profitable and pay income and other taxes,
such taxes represent a cost not incurred by
USPS. Some firms believe that nonprofit
status offers USPS a price advantage over
private competitors.

On the subject of access to the U.S. Treas-
ury for investment purposes, the Postal Reor-
ganization Act authorizes USPS to issue and
sell obligations not to exceed $10 billion out-
standing at any one time. As of September 30,
1980, USPS long-term debt totaled about
$1.84 billion, consisting of $250 million in
Postal Service bonds and $1.59 billion in notes
payable to the Federal Financing Bank.5

USPS observes that “private industry obtains
various forms of financial aid including loans
from the Treasury. Moreover, private firms do
not operate under the same statutory or prac-
tical limits on their borrowing authority as
does the USPS.”6 In addition, the Secretary
of the Treasury has the option not to pledge
the full faith and credit of the U.S. Govern-
ment for USPS bond issues if the Secretary
determines that it would not be in the public
interest, although the Secretary has never ex-
ercised this option. Clearly, USPS competitors
do not have comparable access to the U.S.
Treasury for purposes of long-term borrowing,
a factor that becomes even more significant
when money is tight and interest rates are
high.

USPS also receives annual appropriations
from the U.S. Government as authorized by
the Postal Reorganization Act. In fiscal year
1980, the annual appropriations totaled $1.6
billion, which included $828 million for public
service costs and $782 million for revenue for-
gone due to free and reduced rates for certain
mail services.7 Some USPS competitors have

‘Sept. 18,1980, letter to OTA from Charles R. Braun, USPS
Assistant General Counsel, pp. 11-12.

‘Annual Report of the Postmasta  General fiscal 1980, p. 21.
‘Letter from Braun, op. cit., p. 11.
7Annual Report of the Postmaster General fiscal 1980, p. 24.
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argued that this constitutes an unfair public
subsidy to the USPS. However, the revenue
forgone subsidy is intended to reimburse the
USPS for the revenue given up or “forgone”
as a result of providing mail service free (for
the blind and handicapped) or at a reduced rate
(e.g., for library materials, nonprofit bulk mail,
and classroom publications), as required by the
Postal Reorganization Act.

Likewise, the public service subsidy is in-
tended to reimburse USPS “for public service
costs incurred by it in providing a maximum
degree of effective and regular postal service
nationwide.”8 In any event, the public service
subsidy was reduced from $828 million in fis-
cal year 1980 to approximately $468 million
in fiscal year 1981. * The fiscal year 1982 con-
tinuing resolution provided a public service ap-
propriation of about $221 million, and the Om-
nibus Budget and Reconciliation Act of 1981
reduced the public service authorization to
$100 million for fiscal year 1983 and $0 for fis-
cal year 1984. The phasing out of the public
service subsidy minimizes or eliminates any
competitive advantage this may have given
to USPS. DOJ and some private firms have
expressed concern that there is nothing to pre-
vent a future administration and Congress
from reinstituting the subsidy, thereby pos-
sibly resulting in a significant USPS advan-
tage over private industry in any competitive
activity.

The USPS cost and ratesetting process is
admittedly complex, which has led some pri-
vate firms to be concerned about possible hid-
den cross-subsidies. These firms are particular-
ly concerned about cross-subsidies from con-
ventional mail services to EMS services; that
is, the use of revenues from conventional mail
to subsidize EMS costs which would keep
down the rates for EMS services. OTA has not
independently verified USPS costs and reve-
nues by class of mail. However, the Postal Re-
organization Act generally prohibits cross-
subsidization between classes of mail and in-

cludes the requirement that “each class of mail
or type of mail service bear the direct and in-
direct postal costs attributable to that class
or type plus that portion of all other costs of
the Postal Service reasonably assignable to
such class or type.”9

In addition, all USPS rate requests are sub-
ject to usually extensive and lengthy hearings
conducted by the Postal Rate Commission
(PRC) at which all postal rates (for all classes
of mail and service) normally are considered.
Many USPS competitors and mail users par-
ticipate in these hearings, along with USPS,
PRC and the Officer of the Commission
(charged with representing the interests of the
general public), and occasionally other Govern-
ment agencies (such as, in the E-COM proceed-
ing, the Departments of Commerce and Jus-
tice). Given the statutory requirements and
the adversary regulatory process in which all
interested parties are represented (and which
itself is subject to judicial review), postal
cross-subsidies would seem to be rather dif-
ficult to hide. Nonetheless, there is no absolute
guarantee against cross-subsidies since the al-
location of indirect and institutional costs is
always somewhat arbitrary (in any organiza-
tion), and the statutory criteria included in the
Postal Reorganization Act may not be neces-
sarily as applicable or appropriate now as they
were when it was enacted in 1970. Some pri-
vate firms are concerned that the rates initial-
ly set for E-COM service do not fully reflect
the actual costs, and that at the present time
there may be a hidden cross-subsidy of E-COM
by other classes of mail. OTA has not inde-
pendently evaluated this concern. However,
the public record indicates that the PRC ap-
proved the E-COM rate of 26¢ based on an es-
timated capital cost of $7.4 million and first
year volume of 12.5 million messages (240,000
per week). In comparison, the actual capital
cost of E-COM is apparently close to $39 mil-
lion, with volume averaging about 25,000 mes-
sages per week for the first 6 months of 1982.

81 bid., p. 20.
*$1,25 b~on  continuing appropriation ta USPS for fiscal year

1981 less $782 million revenue forgone subsidy.
’39 USC 3622(b)(3). Institutional costs are also apportioned

by class or service based on statutory criteria.
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Legality of USPS Role in EMS

From a strictly legal perspective, some pri-
vate firms have argued that a USPS role in
EMS (other than delivery of hardcopy output)
is beyond the mandate of the Postal Reorgani-
zation Act of 1970, and is in direct conflict
with Federal Communications Commission
(FCC) regulations promulgated pursuant to
the Communications Act of 1934 and with Of-
fice of Management and Budget regulations
concerning Federal Government procurement
of goods and services from and competition
with the private sector.

The Postal Reorganization Act mandates
USPS to “provide prompt, reliable, and effi-
cient service, “ “give the highest consideration
to the requirement for the most expeditious
collection, transportation, and delivery of im-
portant letter mail,” and “emphasize the need
for facilities and equipment designed to create
. . . a maximum degree of convenience for effi-
cient postal services . . . and control of costs
to the Postal Service.”10 Thus, USPS views its
use of electronic equipment and technology as
consistent with the Postal Act and as a sim-
ple extension of its prior use of, for example,
automated sorting machines to carry outpost-
al policy as defined in the act. From this
perspective, EMS technology would be consid-
ered, along with the stagecoach, pony express,
railroad, truck, and airplane, as another step
in a long succession of new technologies used
to expedite the provision of postal services. No
private firm or Government agency has suc-
cessfully challenged the USPS interpretation
on legal grounds. In its original Opinion and
Recommended Decision, PRC supported the
use of EMS technology by USPS although it
differed with USPS in the application of that
technology. More specifically, the PRC recom-
mended that USPS provide only the printing,
enveloping, and hardcopy delivery functions
and not the telecommunication function.11

‘“Public  Law 91-375, sec. IOl(a),  (e), and (g).
“U.S. Postal Rate Commission, Opinion and Recommended

lkbion on Ekxtronic  Mad Classification Proposal docket No.
MC78-3, Dec. 17, 1979, pp. 278ff.

The PRC Recommended Decision was based
substantially on its finding that “the general
obligation imposed on regulatory agencies to
consider and promote competitive policies ap-
plies to this Commission."12 The PRC decision
was also based on the clearly procompetitive
policy of FCC and the fact that the FCC as-
serted jurisdiction over the original USPS
E-COM proposal, primarily on the grounds
that it included telecommunication transmis-
sion functions to be provided by a telecom-
munication firm (Western Union), which was
subject to FCC jurisdiction under the Commu-
nications Act of 1934.13 PRC concluded that
competition would be best served if USPS did
not provide telecommunications. This also per-
mitted PRC to avoid both a possible regula-
tory impasse with FCC and any direct conces-
sion of FCC jurisdiction over postal services
per se.

USPS subsequently appealed the FCC rul-
ing which asserted jurisdiction over E-COM.
However, the appeal was dismissed and the
FCC ruling vacated as moot by the court in
view of the PRC Recommended Decision and
USPS cancellation of the Western Union con-
tract.* Thus, the court did not rule on the
merits, and the legal jurisdiction of FCC over
USPS involvement in EMS remains unclear.

However, regulatory developments since the
FCC ruling on E-COM suggest that so-called
“enhanced services” such as electronic mail
may not be subject to active FCC regulation
under title II of the Communications Act. In
other words, as long as USPS does not own
and operate its own telecommunication trans-
mission system and uses telecommunication
services of firms who are regulated as pro-
viders of so-called “basic services, ” the USPS
EMS offerings would not necessarily be regu-
lated by FCC.14 The applicable FCC decision,
known as Computer II, is still under
regulatory reconsideration and judicial chal-
lenge, and also may be affected by congres-

]Z1bid.,  ~. 52 (caps  and underlining removed).
“Ibid., pp. 36-51.
*SW rela~d  discussion in ch. 3.
14Dec.  8, 1980, letter to USPS from Philip L. Verveer of FCC.
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sional revision of the Communications Act. As
noted in chapter 2, S. 898 as passed by the
Senate would limit FCC jurisdiction to USPS
EMS services involving USPS leasing of tele-
communications from private firms, and then
only to establishing costs of the telecom-
munication portion of the EMS service and to
assuring that such service is offered by a sep-
arate organizational entity within USPS.

More recently, various computer service and
data-processing firms, among others, have ex-
pressed concern that a USPS role in Genera-
tions I or II EMS, let alone Generation III,
could violate Federal Government policy (ex-
pressed, for example, in OMB Circulars A-76
and A-121) that the Government should not
produce goods and services otherwise avail-
able from the private sector and should not
compete with private firms, except as a last
resort. USPS has procured the computer and
electronic equipment for E-COM from private
firms, but USPS operation of E-COM is con-
strued by some to constitute a computer-based
electronic message processing service.15 It is
unclear whether or not this is any different
from USPS owning (through purchase from
private manufacturers) and operating its own
fleet of nearly 120,000 vehicles as it does
now. 16

At present, the use of computers and mes-
sage processing in the E-COM service is inter-
nal to USPS, and serves to convert the elec-
tronic input to hardcopy output within a given
postal facility. As long as USPS is not in-
volved in telecommunication or electronic de-
livery, there is no direct competition with pri-
vate Generation III EMS providers. However,
various Generations I and II electronic mail
providers and computer service bureaus be-
lieve that USPS to some extent is competing
with them. These firms have suggested several
alternatives (discussed in ch. 8) to establish
what would be, in their judgment, a coopera-
tive rather than competitive relationship. As
mentioned in chapter 2, H.R. 4758, introduced

‘We Association of Data Processing Service Organizations,
position paper on “Government Provision of Electronic Mes-
sage Services, ” Feb. 16, 1982.

‘“Annual  Report of the Postmaster General fiscal 1980, p. 14.

in the 97th Congress and the subject of exten-
sive hearings by the House Government Oper-
ations Subcommittee on Government Infor-
mation and Individual Rights,17 would appear
to have the effect of prohibiting USPS from
providing data-processing or telecommunica-
tion services to non-Federal entities or persons
unless explicitly authorized by statute.

Competition Between
Generations II and III

Other implications for the telecommunica-
tion and computer industries are also difficult
to assess. The market penetration projections
suggest that by 2000, even with 100-percent
Generation II EMS stimulation, Generation
III EMS volume (end-to-end electronic mail in-
cluding electronic delivery) would exceed Gen-
eration II EMS volume. The sum of electronic
funds transfer (EFT) (a form of Generation III)
plus Generation III EMS would exceed Gener-
ation II EMS by the mid-1990’s. Under the
high but plausible Generation II EMS growth
alternative, as shown in figure 3, Generation
III EMS would surpass Generation II EMS
by 1990, and EFT plus Generation III EMS
would exceed Generation II EMS as early as
1985. However, Generation II EMS volume
could still be substantial in 2000 and beyond,
even though the Generation II market share
would be declining.

To some extent, perhaps until 1990, Genera-
tion II EMS would compete with Generation
III EMS for relative but not absolute market
share. In developing the market penetration
model, OTA assumed that development of
Generation III EMS and EFT would be large-
ly independent of the USPS role in EMS (short
of a role in electronic delivery or ownership and
operation of telecommunications). * Prelimi-
nary review of the initial responses to the
USPS invitation for telecommunication indus-
try participation in E-COM indicates that

“See  statements of Philip M. Walker of GTE-Telenet and
William D. English of Satellite Business Systems before the
Oct. 5, 1981, hearings of the House Government Operations
Subcommittee on Government Information and Individual
Rights.

*See app. A.



78 ● Implications of Electronic Mail and Message Systems for the U.S. Postal Service

none of the major domestic Generation III
EMS providers (such as Tymnet, GTE-Tele-
net, or Satellite Business Systems) indicated
a desire for dedicated access to E-COM facil-
ities. Whether this is because of continuing
uncertainty over E-COM rates and service
and/or because they perceive E-COM as irrele-
vant to, or as a competitive threat to, their
own marketing and product development
plans is not known.

The firms that did respond are primarily
those providing international EMS service
(such as ITT World Communications and
Western Union International) seeking to ex-
pand into the domestic EMS market; those al-
ready providing a domestic EMS service (such
as Dialcom, Inc., and Graphnet, Inc.) who pre-
sumably see E-COM as a way to increase or
at least maintain their own shares of the
domestic market; or those with telecommuni-
cation expertise who wish to enter anew mar-
ket (such as TRT Telecommunications Corp.).
TRT officials see E-COM “as a unique oppor-
tunity to participate in a new venture which
has a very large market.”18

Of the firms who actively opposed USPS in-
volvement in EMS, Graphnet is the only one
(as of December 1981) that has indicated an
interest in dedicated access to E-COM. Of
course, other firms will be able to gain access
on a dial-up basis. One major firm with dial-
up access, Western Union, has recently made
application for dedicated access. Various local
telephone companies have apparently ex-
pressed an interest, although AT&T has not.
Even firms that are primarily in the Genera-
tion III business could supplement their serv-
ice through dial-up access to the Generation
II E-COM.*

laRichmd  Yden,  TRT Telecommunications Vice President,
as quoted in Michael Selz, “Electronic Mail Service Promises
2-Day Delivery, ” The Tampa !lYibunq  Dec. 10, 1981, p. 6-B.

*For ~mple,  sa~~ Business SYSIX?mS,  TYmnet,  GTE! ‘d
AT&T among others, already offer or have plans to develop na-
tionwide networks with Generation III electronic mail capabil-
ity.

Innovation and Standards

Some private firms have expressed concern
that the entry of USPS into the EMS market
might stifle innovation and possibly lead
toward adoption of technically inferior stand-
ards in the telecommunication industry. While
these concerns were justified to some extent
with respect to the original USPS proposal for
E-COM, the protracted regulatory proceed-
ings before PRC and FCC have had the effect
of significantly upgrading the E-COM technol-
ogy. In essence, the regulatory process in this
case had the effect of mandating improvement
in the E-COM design.

The final USPS provisions for interconnec-
tion between telecommunication providers and
E-COM facilities at the 25 serving post offices
(SPOs) appear to be substantially responsive
to comments received from private firms. ’g
USPS is providing four different interconnec-
tion arrangements for those firms desiring
dedicated access to E-COM facilities, and two
different arrangements for dial-up access at
each SPO. The interconnection arrangements
are summarized in appendix D. The dedicated
access interconnection arrangements appear
to meet the technical needs of most firms that
provided comments to USPS. In addition,
USPS has stated that it “will consider pro-
viding additional arrangements as necessary
and feasible” and “will consider requests to
accommodate user-provided interface circuit
boards.”20 The dial-up access arrangements
will permit dial-up access via any public tele-
phone network.

The E-COM interconnection arrangements
use technical standards that are currently ac-
cepted in the industry. Thus, it appears that
while USPS cannot realistically be expected
to be a source of new standards, it is not like-

%ee USPS, “Telecommunications Connection Arrangements
for Postal service Electronic Computer Orginated  Mail (E-COM)
Service and Invitation for Capacity Planning Cooperation,”
Federal Registw,  vol. 46, No. 199, Thursday, Oct. 15, 1981.

*“Ibid., p. 50879.
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ly to impose inferior standards on the industry
as long as current regulatory oversight and
safeguards are maintained.

With respect to technology, the picture is
less clear. The selection of technology (e.g.,
computers and printers) for E-COM was made
by RCA under contract to USPS, not by
USPS itself. Some private firms have ques-
tioned whether the best state-of-the-art tech-
nology was selected, particularly with respect
to the printing equipment. USPS believes that
the initial E-COM technical configuration was
the best possible using off-the-shelf products
with proven reliability, and given the nature
of the E-COM market. USPS also believes that
it can stimulate innovation in some areas, such
as advanced high-volume printing and envel-
oping technology, where USPS is one of the
largest users. However, given the relatively
limited expertise of USPS in telecommunica-
tion and computer technology, and the rapid

EMS Privacy
The subject of privacy with respect to EMS

includes two components of interest. One is
the legal protection afforded such services, and
the other is the technical vulnerability of such
systems to interception of information, and
the willingness and ability of system providers
to secure these systems against such intercep-
tion.21

USPS is required by law to maintain “one
or more classes of mail for the transmission
of letters sealed against inspection.”22 First-
class mail, priority mail, express mail, and in-
ternational letter mail are “sealed against in-
spection.

The sender’s choice of the class of mail serv-
ice determines whether the contents are

“This section of the report is based in part on a 1980 USPS
memorandum regarding “Applicability of Mail Privacy Legal
Protections to Electronic Mail. ” For additional general discus-
sion see chs. 7 and 8 of the OTA report C%mputer-Based i’Va-
tional Information Systems: Technology and Publik Policy
Issues, OTA-CIT-146, Washington, D. C., September 1981.

2239 USC 3623(d),

rate of private sector development, the
mainstream of technological innovation ap-
pears to be beyond the scope of the USPS re-
search and development capability, present or
planned.

As for market innovation, USPS believes
that a Generation II offering like E-COM will
help stimulate innovation by private firms. In-
deed, as mentioned earlier, some of the smaller
firms that applied for dedicated access view
E-COM as an opportunity to get into the EMS
market and compete with the larger, more
well-established firms. But various telecom-
munication carriers and computer service
bureaus have stated that their EMS service
innovation will be stifled unless the relation-
ship with USPS is cooperative rather than
competitive, and have proposed alternatives
(discussed inch. 8) that they believe will en-
courage maximum innovation in the EMS
market.

and
“sealed

Security
against inspection. ” Generally it does

not matter whether the mail is physically
sealed. The message contents of a postcard are
legally or constructively sealed, as are the con-
tents of letters opened in the dead letter of-
fice to determine to whom they might be deliv-
ered. The effect of being “sealed against in-
spection” is to prohibit the mail from being
opened without a warrant, or any use or dis-
closure of information obtained in the course
of opening a sealed letter without a warrant.
The Supreme Court has held that mail which
is sealed against inspection must be consid-
ered as though it had been retained in the
sender’s home. It cannot be opened without
the consent of the sender or addressee, except
under the authority of a search warrant issued
by a court upon probable cause.23

Access to addressor-addressee information,
however, is possible without a warrant. Access

23Exp=& Jac~oa 96 U.S. 727, 732-733 (1877); uni~ s~~s
v. Van Jkeuwen, 397 U.S. 249, 251-252 (1970).
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to the information contained on the envelope
of a letter can be secured by convincing desig-
nated postal officials that the “mail cover”--
as this access is called-is needed to locate a
fugitive, to obtain evidence of a crime, or to
protect the national security. According to
USPS, the number of mail covers is declining
and the amount of mail that comes under a
mail cover is very small.

The privacy protection afforded to mail con-
tent and addressee-addressor information
passed through a telecommunication system
is less clearly established. First, it does not ap-
pear that the postal statutes apply in full
measure to information when it is in electronic
form, perhaps even if the electronic system is
operated by or for USPS and/or if the informa-
tion is ultimately to be printed out and deliv-
ered as first-class mail. This is because of a
distinction between information in tangible or
corporeal form and information that exists in
“incorporeal” form. It is only certain that the
postal statutes apply when the letter is a tan-
gible object.

Electronic communication is afforded a
measure of protection by other statutes, but
the degree of protection is presently somewhat
less than that afforded by the postal statutes.
Further, the application of these other statutes
is confused. Section 605 of the Communica-
tions Act of 1934 prohibits the unauthorized
disclosure of any communication by wire or
radio. However, the enforcement of legal pro-
tections is more difficult when mail is in elec-
tronic form than in physical form and under
the direct supervision and control of USPS.

It seems clear that the postal privacy laws
and regulations would apply when an elec-
tronic message is printed out in hardcopy form
at a postal facility, or printed out elsewhere
and deposited into the USPS mainstream. The
hardcopy output when delivered over postal
routes would remain fully protected as long
as it remains in the mainstream. Thus, the
physical delivery of hardcopy output and the
printing and enveloping of the EMS output
at postal facilities would be protected.

However, the telecommunication portion of
the EMS service when provided by private
firms appears to be subject only to the Com-
munications Act and not to the Postal Reorga-
nization Act. Therefore, for services like
E-COM, unless the electronic input of mes-
sages to USPS were considered to be an inte-
gral part of the service and under USPS juris-
diction, there would seem to be no obvious
basis for applicability of the Postal Act.

On the other hand, where USPS provides
the telecommunication (as well as the printing,
enveloping, and delivery), the electronic por-
tion of a Generation II service could conceiv-
ably be protected. USPS notes that the “ques-
tion of whether these (postal) laws would apply
to the electronic portion of any electronic mail
services offered by the Postal Service has nev-
er been authoritatively tested, ” but finds that
“there is little in the laws, however, to sug-
gest that they would not.”24 In other words,
according to USPS the electronic signals ap-
parently could be construed to represent mail
in postal custody even during transmission
over the telecommunication portion of a postal
EMS service. However, some independent pri-
vacy analysts dispute this interpretation and
believe that the postal laws do not apply to
the telecommunication portion of an electronic
mail system.

With respect to security, legal safeguards
may offer less than total protection if message
contents can be intercepted by third parties
with little risk of detection. Thus, security
measures are intended to safeguard messages
transmitted through electronic systems to pro-
tect against eavesdropping. At the present
time, it is left to the telecommunication car-
riers to determine the degree of physical and
electronic protection to be provided. Some car-
riers offer the user the option of encrypting
data, and it maybe that a market or a require-
ment for such protected communication will
evolve.

z4usps memorandum, “Mail Privacy,” op. cit., pp. 5-6.
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The nature of an EMS service raises some
security concerns beyond those encountered
in conventional mail delivery. Because mes-
sages may be stored for some time (1 week in
the case of E-COM), there is the potential for
access to an historical file of traffic. Also, EMS
systems could easily produce extensive data
on sender-addressee patterns. Finally, the
hardcopy output of EMS systems maybe vul-
nerable to unauthorized inspection at the point
of printing and/or enveloping. None of these
types of security intrusion can be performed
as easily or as efficiently in the conventional
mail system.

In these respects, electronic mail is more vul-
nerable than conventional mail. Any EMS al-
ternative that involves telecommunications,
whether offered by USPS or by private firms,
faces the threat of interception and monitor-
ing of telephone, microwave, and/or satellite
transmissions. While available data encryp-
tion technology can help to secure telecommu-
nication systems, most transmissions at pres-
ent are unencrypted and therefore intercep-
table. To the extent EMS services include
growing volumes of sensitive personal, busi-

ness, and financial information, the incentives
to intercept such messages would increase.
Some security experts have recommended
that USPS provide, in cooperation with tele-
communication carriers, an ‘‘electronically
sealed” message service that offers protection
(through encryption) at least equivalent to
that of conventional first-class mail.

Electronic mail is also vulnerable to securi-
ty threats at the electronic switching and com-
puter locations (including printing and en-
veloping functions). The security of conven-
tional mail is protected by sealed envelopes,
diligent monitoring of postal employee activ-
ities, locked delivery and route mailboxes, and,
as discussed earlier, a variety of postal stat-
utes that provide criminal sanctions for unlaw-
ful intrusion by postal employees or private
parties. Additional new security measures will
be necessary at switching and computer cen-
ters involved in providing electronic mail.25

“For further discussion of privacy and security, see chs. 4
and 5 of the OTA background paper on Selected Electronic
Funds Transfer Issues: Privacy, Security, and Equity,
OTA-BP-CIT-12, March 1982.

USPS Long-Term Viability
The results of the OTA analysis indicate

that, regardless of what role USPS plays in
Generation II electronic mail, reductions in
conventional mail volume due to diversion to
Generation III EMS and EFT could reach sig-
nificant levels by 2000. The threat to conven-
tional mail could come even sooner if Genera-
tion III EMS services (all electronic) develop
faster than currently anticipated, if the under-
lying growth in the mainstream is less than the
historical average, or if diversion of second-
and third-class mail to alternative (nonelec-
tronic) delivery services increases significantly
beyond current levels.

Moreover, almost surely by 2000, probably
by 1995, and perhaps as early as 1990, Genera-
tion III EMS and EFT are likely to catchup
to and pass Generation II while it begins to

decline. At that point, the volume and revenue
“cushion” from Generation II EMS would be
reduced, and significant rate increases and/or
service and labor force reductions would be
likely in order for USPS to maintain a break-
even operation without increased public
subsidies.

Should Congress concern itself about this
possibility now? While the market penetration
projections could change somewhat given dif-
ferent assumptions, the only kinds of changes
that could radically alter the projections would
be a growth rate in the underlying mainstream
50 or 100 percent above the historical average,
or a significant delay in the development and
introduction of Generation III EMS and EFT
services. Neither of these seems very likely in
view of aggressive private sector Generation
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III EMS activity and the continuing economic
trends that work in favor of electronic mail
and against paper-based mail, especially for
first-class letter mail.

For an important institution the size of
USPS, 15 or 20 years is not an excessive lead
time for planning an orderly transition. It can
also be argued that changes are taking place
so fast in the so-called “communications revo-
lution” that by the time USPS actually experi-
enced significant mail diversion, it would be
much more difficult to adjust if steps are not
taken in advance to avoid a crisis situation.
For example, while normal attrition may be
able to accommodate any necessary labor force
reductions over the next 10 or 15 years, after
that time necessary reductions may become
rather severe, particularly for volume-sensitive
groups of employees such as mail handlers,
clerks, and part-time employees. Maintaining
good employee morale and career continuity
would be difficult at best under these circum-
stances.

As another example, significant mail diver-
sion could undermine the ability of USPS to
carry out its primary mandate “to provide
postal services to bind the Nation together
through the personal, educational, literary,
and business correspondence of the people.”26

Reductions in USPS-delivered mail volume
could generate severe financial pressures
which would force service and labor cutbacks.
This could translate, for instance, into reduc-
tions in the number of days of delivery, num-
ber of collection points, or number of post of-
fices. Such cutbacks could seriously disadvan-
tage some postal customers who may not have
access to satisfactory electronic alternatives,
or whose mailing needs are not amenable to
electronic transmission.

On the other hand, the projections in chap-s
ter 4 indicate that USPS still is likely to have
a significant though reduced volume of con-
ventional nonelectronic mail in 2000—perhaps
70 billion to 75 billion pieces.27 Thus, it would

‘“Public Law 91-375, sec. IOl(a).
~~~ver~ studie9 have concluded that a significant volume

of paper-based mail will continue almost indefinitely. See Henry
B. Freedman, “Paper’s Role in an Electronic World,” The fitur

seem that, with orderly planning, enough of
the basic USPS infrastructure could be main-
tained to provide adequate conventional mail
services, although at reduced service levels.
Also, new ways might be identified for USPS
to carry out some of the elements of its statu-
tory mandate, such as to “provide prompt,
reliable, and efficient service to (postal)
patrons in all areas and to render postal serv-
ices to all communities,”28 and to “provide a
maximum degree of effective and regular post-
al services to rural areas, communities, and
small towns where post offices are not self-sus-
taining.” 29

Generation II EMS might be able to help
USPS maintain adequate service levels to
rural and less populated areas that would be
unable to sustain cost-effective conventional
mail service at present levels under reduced
mail volume. Indeed, in some rural and very
remote areas where even Generation II EMS
delivery might be cut back, USPS might con-
sider contracting with Generation III EMS
providers to assure regular electronic delivery
to individual homes and offices or, at a min-
imum, perhaps to provide self-service elec-
tronic hardcopy printers in post offices or
other public locations. Of course, Generation
III EMS providers may find it profitable to
provide such services on their own without
any USPS involvement. These possibilities
warrant further research.

Generation II EMS might also help USPS
maintain reduced rates for certain classes of
mail, such as educational and nonprofit mail-
ings, that have been partially subsidized by
the annual revenue forgone appropriation from
public funds. Even if the revenue forgone sub-
sidy is reduced, the cost advantages of Genera-
tion II EMS over conventional mail might per-
mit the continuation of a lower rate to those
many nonprofit and educational organizations
that depend on the mail for their livelihood.

is~ October 1981, pp. 11-16; and Robert W. Anthony, et al.,
An Exploratory Amemment  of timputer  Asskted  Makeup and
Imaging $w~ The George Washington University Program
of Policy Studies in Science and Techology,  Washington, D. C.,
Jan. 31, 1980.

tafiblic  Law 91-375, %. lol(a).
“public  Law 91-375, Sec. IOl(b).
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It also seems likely that Generation II EMS
service could help to meet the needs of small
mailers of all kinds, even though the service
may be of greatest absolute economic benefit
to large mailers. For example, as of February
1982, over 90 business mailers had applied to
USPS for technical certification to use E-COM
service, including such high volume mailers as
Shell Oil Co., Equitable Life Assurance Co.,
and Merrill Lynch Pierce Fenner & Smith.
However, at least three of the telecommunica-
tion carriers that have applied for dedicated
access (ITT World Communications, TRT
Communications Corp., and Netword, Inc.) in-
tend to offer batch mailings from low-volume
mailers to meet the 200-message minimum
volume requirement for E-COM use. A spokes-
man for ITT World Communications has indi-
cated that “ITT would allow customers to
mail as few as 25 letters per mailing” and then
consolidate orders to meet E-COM volume re-
quirements. 30

In the longer term, it is possible that a
USPS Generation II EMS capability, perhaps
combined with a scaled-down version of the

‘OSelz, “Electronic Mail, ” op. cit.

USPS infrastructure and delivery network,
could be used to provide other Federal Govern-
ment services. For example, with proper inter-
connection and technical enhancements, a
Generation II system might be used by USPS
to provide printing and delivery of various
Government forms and documents.31 This kind
of role would, of course, compete to some ex-
tent with functions now carried out by the
Government Printing Office, the National
Technical Information Service, and other Fed-
eral agencies, but might prove to be more cost
effective in the long run. This role might even
be extended to include provision of abstracts
of and indexes to Government forms, docu-
ments, and other kinds of Government infor-
mation. These possibilities, too, deserve fur-
ther study.

‘] See Robert W. Anthony, Lynne Filderman, Henry Freed-
man, and Henry H. Hitchcock, Strategy for Decisions: APWU
and the Electronic Information Revolution, The George
Washington University Program of Policy Studies in Science
and Technology, Washington, D. C., Mar. 1, 1980; and Alfred
M. Lee and Arnim H. Meyburg, The  Impact of Electronic
Message Zhnsferon  USPS Operations, Working Paper No. 3,
Cornell University Program on Science, Technology, and Socie-
ty, September 1980. Also see “Electronic Computer Orginated
Mail, ” Technology Watch vol. 2, No. 2, December 1981, p. 2.


