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Appendix Summary

Privacy, security, and equity in electronic
funds transfer (EFT-the focus of this back-
ground paper—are only three of the many issue
areas concerning EFT that are as yet unresolved.

One other cluster of major questions points to
two fundamental and related issues: 1 ) Will the
future usefulness and cost effectiveness of EFT
be limited unless Federal and State laws are
changed to allow EFT to operate across jurisdic-
tional boundaries, under uniform rules and pro-
cedures? 2) Are the risks to small financial in-
stitutions and to a decentralized and disaggre-
gated financial services industry so large that ex-
isting restrictions should be maintained and per-
haps strengthened?

A second group of questions has received so lit-
tle attention that they have yet to be articulated
as public policy issues. These concern possible
consequences of EFT for the Nation as a whole,
aside from its financial structures. Some of these
questions involve the effects of large-scale EFT
systems on national welfare and national secu-
rity. Other, broader questions relate to changes in
the number and nature of jobs in the future.
Many of the broad indirect, effects of EFT per-
haps have not yet been anticipated.

A third group of questions relates to the effects
of EFT on consumers of financial services, and
equally important, on those in society who are not
(or not yet) consumers of financial services. These
include issues concerning the role of the Federal
Government as a user, regulator, and/or provider
of EFT services, as well as the issues of privacy,
security, and equity discussed in chapters 4, 5,
and 6 of this background paper.

The future effects of wide-scale adoption of
EFT are, in fact, difficult to forecast. Much
depends on the relative speed with which EFT is
adopted, the level of use it finally achieves, and
the changes that will occur in these and alter-
native technologies over time. The use of EFT
could eventually be widespread, almost complete-

ly replacing some alternative means of delivering
financial services and carrying out transactions.

This makes it important that attention be paid
to the full range of potential impacts on society,
as well as to perceived areas of concern such as
privacy, security, and
yet no comprehensive,
downstream effects.

EFT and the

equity. There has been as
exhaustive search for such

Structure of the
Financial Services Industry

EFT systems and services affect the relation-
ships between financial services and among pro-
viders of financial services. The changes this
might bring about in the financial services in-
dustries, and whether any of these changes will
significantly affect the public interest, raise a
number of questions and issues.

Should automated teller machines (ATMs)
and point-of-sale (POS) terminals continue to
be defined as branch banks?
In January 1974, the Federal Home Loan Bank

Board (FHLBB), which regulates savings and
loan associations (S&Ls), allowed the Federal
Savings and Loan Associations of Lincoln, Nebr.,
to place EFT terminals in the Hinky Dinky Su-
permarkets. The terminals allowed customers,
with the assistance of the supermarket personnel,
to make deposits or withdrawals from their sav-
ings accounts and to cash checks. Although fi-
nancial institutions had been experimenting with
EFT, this event shocked the industry. It involved
S&Ls in an activity that looked very much like
banking, and it made merchants look very much
like bank officers. The Comptroller of the Curren-
cy immediately ruled that ATMs and POSs were
not branch banks so that banks could deploy ter-
minals: otherwise commercial banks in many
places would be unable to compete with S&I,s (1).
However, this finding was reversed in a court
case that was carried to the Supreme Court (2).
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The 1927 McFadden Act defined a branch bank
as a location where deposits were received, checks
paid, and money lent. The Banking Act of 1933
allowed federally chartered banks to have
branches only where State banks were authorized
to branch under State law.

Generally, only commercial banks are sub-
jected to branching restrictions. Federally char-
tered thrift institutions are not so restricted, and
Federal S&Ls may have branches if approved by
FHLBB. However, the FHLBB usually has ad-
hered to State or metropolitan area boundaries in
allowing branches, although a recent FHLBB pol-
icy permits deployment of remote service units
across State lines. Illinois and West Virginia
completely forbid branching, although Illinois
has passed legislation that permits the phased
deployment of ATMs.

Strong opposition to branch banking developed
at the turn of the century. This was based on fear
that it would lead to industry concentration;
place small, independent or unit banks at a disad-
vantage; and deprive small communities of access
to credit and financial services (3). Proponents of
branch banking argue that it stabilizes cash flow,
prevents bank failures, provides an expanded
range of services in small communities and neigh-
borhoods, improves local sources of credit, gener-
ates economies of scale (thus reducing consumer
costs), and meets the needs of a highly mobile
population.

Since ATMs and POSS are defined as branch
banks, they are subject to the same approval cri-
teria as “brick and mortar” branches, This places
commercial banks at a disadvantage compared
with other financial institutions. The National
Commission on Electronic Funds Transfer
(NCEFT) therefore recommended changes in leg-
islation. Illinois, a unit banking State, has now
passed legislation that permits the phased de-
ployment of offsite ATMs, although “brick and
mortar” branches are still prohibited (4).

EFT devices could be exempted from laws re-
stricting branch banking. Alternatively, States
could authorize their use statewide and enter into
reciprocal agreements with other States for out-
of-State utilization. Or the Federal Government
could preempt State action and authorize EFT
devices nationwide. Such proposals have been
meeting strong opposition from some small
banks, from consumer groups who fear the
growth of banking oligopoly, and from many
States opposed to preemption (5). However, as
already described in chapter 3, many nondepos-

itor financial institutions are developing in-
terstate EFT services.

Should shared EFT networks be permitted,
made mandatory, or be prohibited?
Small institutions may be unable to enter the

EFT market unless they have access to EFT net-
works. Because investment costs for EFT net-
works are high and the economies of scale are
large, small institutions want to be able to estab-
lish EFT networks through joint ventures or co-
operative efforts. This immediately raises ques-
tions about antitrust rules. Soon after the first
off site ATMs were placed in 1974, 20 States re-
sponded to this concern by passing mandatory
sharing laws under which any EFT network
established must grant access to any qualified in-
stitution seeking it. Nine States have “permis-
sive” sharing laws, Some of the shared (or propri-
etary) systems have “like” members (e.g., all S&L
associations) and some have unlike members (6).

Concerns then are raised about whether some
shared systems are so inclusive as to dominate
their market and preclude new entries, thus fore-
closing further innovation and development. An-
titrust law is meant to encourage competition
among firms, rather than joint ventures; but it al-
lows for cases where risk is greater and/or econ-
omies of scale are greater than individual firms
can accommodate (7).

Some shared EFT networks have become very
large. The Nebraska Electronic Transfer System
(NETS) included 86 percent of all commercial
banks in the State, and the Department of Justice
brought action against it as anticompetitive (8).
The Department of Justice issued a letter warn-
ing that automated clearing house (ACH) associa-
tions had established exclusionary policies that
discriminated against some classes of insti-
tutions (9). As a result, ACHS have been directed
to provide service to all depository institutions
(lo).

NCEFT recommended that sharing or nonshar-
ing be left to market force determinants, subject
to antitrust proceedings when reasonable bounds
were exceeded. The policy issues involved are the
following:

●

●

●

What is the best way to assure access for
small firms, yet provide the maximum com-
petition that markets can support?
Should shared networks that dominate a
market area be regulated as a public utility?
Should this be decided on a State-by-State
basis?
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Should foreign financial institutions have un-
restricted entry into the American EFT mar-
ket?
Foreign banks may establish branches in multi-

ple States, while an American bank may not buy
a bank or establish a branch in another State.
Some argue that this puts American banks at a
relative disadvantage. If foreign banks choose to
expand the number of States in which they oper-
ate, and especially if they expand EFT services,
Congress will be urged to address this issue.

Might EFT change the structure of the finan-
cial services industry and, in so doing, reduce
the viability of small financial institutions?
There are about 40,000 depository institutions

in the United States, most of which are small. In
1979, the largest bank had about $62 billion in
assets, and the bank that ranked 132 had about
$1 billion (1 1). There is concern that EFT may
place small institutions at a greater disadvantage
because:
1. of the capital costs of the EFT technology,
2. EFT may lead to a change in the laws restrict-

ing branch banking, or
3. small banks cannot gain access to important

EFT communication networks.
There is no evidence that this is happening at the
present time. EFT technologies, such as ATMs,
are becoming less expensive while labor costs
continue to rise. Some observers say that small
institutions are adopting EFT systems more rap-
idly than larger institutions. Changes in branch
banking laws, however, could change the situa-
tion in the future, The viability of small financial
institutions may also be threatened, perhaps to a
greater degree, by other factors such as high in-
terest rates, deregulation, and competition from
large financial services conglomerates. For exam-
ple, these factors are contributing to a significant
increase in the number of mergers among savings
and loan institutions.

EFT and the National Welfare

Aside from the potential impacts on individuals
and groups, and on payment systems and the fi-
nancial services industries, there are potential im-
pacts of a more general nature that should be con-
sidered. One is the dependence on a complex tech-
nological system or systems for functions that
are essential to the Nation’s welfare and security.
Another is the effects on nonfinancial businesses
and commercial activities and on employment
throughout all economic sectors. A third is the

impact on Government itself and on the delivery
of Government services.

Would increased dependence on EFT create
increased vulnerability to national enemies,
terrorists, or natural disasters?
When a community or society becomes depend-

ent on a complex technological system and allows
older, perhaps less efficient alternatives to disap-
pear, any failure or disruption of the system can
create a crisis—sometimes a catastrophe. A city
can be thrown into turmoil by disruption of a
number of systems, such as potable water supply,
waste pickup, sanitation, telephone, transit, etc.
But an electrical blackout has more serious and
immediate effects, and if citywide or prolonged it
can be disastrous. There are few or no practical al-
ternatives left for most of the functions per-
formed by electricity, at least in the short run.
Even at the national level, any disruption of sys-
tems on which people have become dependent
(such as air travel, mail service, or petroleum
delivery) can cause severe economic loss and per-
sonal suffering.

Complex systems can be disrupted for many
reasons, such as normal component failure, hu-
man error, sabotage, or a natural disaster. The
question is whether the Nation as a whole can be
put at risk or coerced by the threat of disruption
of EFT systems by, for example, violent political
dissent, terrorism, or attack by external enemies
(12). (See table A-l.)

Terrorists might attack EFT systems for sever-
al rather different reasons. One is to gain funds
(and conceivably data) to support revolutionary
activities. Other, more direct motivations might
be: 1) to disrupt a system essential to the eco-
nomic functioning of a community or region in or-
der to demonstrate the power, commitment, and
ruthlessness of a terrorist group, or 2) to lend

Table A-1 .—A Comparison of EFT Threat Levels by
Source

Amateur white-collar criminals
D e r a n g e d  i n d i v i d u a l s  . ,
Unethical business enterprises
C a r e e r  c r l m l n a l s
Organized crlmlnal groups .,
Extreme economic advocates
Extreme political advocates
F o r e i g n  p o w e r s

of Threat

Past threat
a l l  computer

c r i m e

H i g h
Low
H i g h

. Low
Low
Low
Med ium
Low

Future threat
massive EFT

losses

L o w
Med ium
H}gh
L o w
Med ium
Med ium
H i g h
H i g h

SOURCE Dorm B Parker, SRI International, In The Potential  Effects of Elec
tromc  Funds Transfer Systems on Nat(onal  Security Session 19 [n
ternational  Conference on Computer Corn municalton  Atlanta Ga
1980
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credibility to their threats in order to force gov-
ernments to take some action (e. g., to release ‘po-
litical” prisoners or pay a ransom).

It is possible to “harden” the security of EFT
systems and/or provide backup computer capabil-
ity as such threats materialize. However, this
would increase costs and thus slow the adoption
of EFT systems. It is unlikely to be undertaken
on a major scale unless and until the threat to na-
tional security has been demonstrated to be real.

How would nonfinancial businesses and
general employment levels be affected by
widespread use of EFT?
Little systematic attention has been given to

this question. It is clear that all businesses—not
merely financial institutions—will feel the impact
of EFT; indeed some are already affected. Many,
and quite possibly most, businesses will eventu-
ally use EFT for some or all of the following func-
tions:

● automatic deposit of payrolls;
● automatic registration and cataloging of ac-

counts receivable by the bank;
• payment of bills; and
● general management of financial assets.
It is reasonable to assume that the clerical work

force will be affected, both by microeffects (on the
number and kinds of office workers needed by in-
dividual businesses) and by macroeffects (on the
kinds of workers in demand and on the level of
employment in some categories of jobs, on a na-
tional level). The exact nature and degree of such
changes is poorly understood at present. EFT will
tend to reduce the number of clerical jobs, but
how much is still unclear.

One organization that may experience adverse
effects is the U.S. Postal Service. Much of the vol-
ume of first class mail is related to financial trans-
actions, probably about 60 to 70 percent (13).
Roughly 50 percent of postal revenues are gener-
ated by first class mail ( 14). The costs of handling
this category of mail are relatively insensitive to
volume; large decreases in the volume of first
class mail handled would have serious conse-
quences for the financial viability of the Postal
Service as now constituted.

Some EFT services would tend to increase the
volume of payments-related mail; e.g., a switch
from passbook savings to services where monthly
printed statements must be sent to customers.
However, this is likely to be far outweighed over
time by the negative impacts of other EFT serv-
ices, such as automatic bill paying and the direct
deposit of paychecks and social service checks.

Even monthly statements may eventually be sent
electronically to business computers or home ter-
minals for printout onsite.

The Government Role in EFT

Another controversial issue is the question of
the appropriate role for the Federal Government.
Federal agencies will continue to be among the
largest users of EFT services. What, then, are the
potential impacts of EFT on delivery of Govern-
ment services, and what might be the secondary
impacts of reliance on EFT? Because payment
systems are intimately related to the integrity
and health of the Nation’s economy and social
well-being, their proper functioning is a matter of
public interest and national concern. How should
responsibility for their monitoring and regulation
be allocated among Federal, State, and local gov-
ernments and industry self-regulation? A Federal
entity, the Federal Reserve Board, now operates
ACHS, a crucial link in the developing network of
EFT services, Is this a necessary and appropriate
role? Should it be expanded or contracted?

Thus, the Federal Government has at least
three roles in relation to EFT—user, regulator,
and provider. Each role causes some concern or
controversy on the part of some other actors in
EFT development, The question of possible abuse
of EFT systems for Government surveillance is
considered in chapter 4.

As a user of EFT, the Federal Government al-
ready makes a significant portion of social securi-
ty payments through EFT (about 30 percent in
1980), as well as some payroll deposits (15). Po-
tentially all payrolls, retirement benefits, unem-
ployment checks, veterans benefits, disburse-
ments to State and local governments, and pay-
ments to contractors could be handled through
EFT. Federal law now prohibits mandatory
automatic deposit of benefit checks into a deposi-
tory institution, but the costs of maintaining
dual-payment systems will eventually have to be
balanced against these other potential social
costs.

The financial services industry generally would
prefer a minimum of regulation, except that each
category of financial institution wishes its com-
petitive position vis-a-vis other kinds of institu-
tions to be protected. Because States may have
different policy positions toward such issues as
branching and sharing of EFT networks, they are
reluctant, for the most part, to have their regula-
tory responsibilities preempted by Federal ac-
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tion. Dual systems of regulation can cause prob-
lems for the industry in the future, but many
smaller institutions are fearful that Federal
preemption would void State laws designed to
protect them against any tendency toward con-
centration in the financial services industry.

Many consumer groups, on the other hand,
want, stronger Federal legislation in the areas of
privacy, security, and equity. Civil libertarians
argue for stronger laws in these areas to limit ac-
cess to data for the Federal Government, as well
as for State and local governments and private
sector organizations. Some observers believe that
the Federal Government has a responsibility? to
aggressively protect EFT systems from potential
abuse or illegitimate and/or illegal use. Extension
of the Bank Protection Act and Regulation P to
cover EFT systems and services has been sug-
gested.

The Federal Reserve System (FRS) now oper-
ates all but one of the 32 ACHS. This developed
as an extension of the FRS role in operating a
check-clearing network, an activity based on the
Federal Reserve Act of 1913. This act was passed
following the financial crisis of 1907 when it
became clear that the private sector was not per-
forming this task effectively ( 16). FRS provided
the check-clearing service in a cost-effective man-
ner, assuring access to the system for all
depository institutions ( 17). This has also been
true of ACH operations.

In 1978, the regional ACHS were linked by a
communication system. FRS and the American
Bankers Association have developed standards
that will permit ACHS to clear customer-initiated
individual entries originated by telephone, ATM,
or POS ( 1 8). FRS is now implementing a new com-
munication network that will carry ACH and
Fedwire transactions as well as administrative
messages. These activities suggest that FRS in-
tends to maintain a major role as a provider of
EFT services ( 19).

FRS became the major ACH service provider
because of its early development of and support
for ACHS and because its services were supplied
for the most part without charge to its members.
However, the Financial Institutions Deregula-
tion and Monetary Control Act of 1980 (20) forced
FRS to charge for its services.

Nevertheless, some financial institutions and
associations object to FRS as a provider of EFT
services, claiming that it unnecessarily competes
with private sector institutions, and that the in-
evitability of cost- subsidy will discourage private

entry. Critics also say that the FRS role as a pro-
vider of services conflicts with its role as regu-
lator of financial service providers, and that it
provides a dangerous invitation to Government
surveillance (21 ).

On the other side, including the National Com-
mission on Electronic Funds Transfer, are those
who argue that the clearinghouse function is one
that should be considered a natural monopoly be-
cause the economies of scale are so large; yet the
investment required makes it impractical for any
one private sector organization to fulfill this role
as efficiently as can FRS (22). In addition, they
argue, FRS can be counted on to provide service
to all, i.e., to guarantee equity of access.
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