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Abstract

Thispaperproposesa new way of efficientlydoingarbi-
trary n-bit permutationsn programmableprocessos mod-
eledonthetheoryof omeyaandflip networks Thenew om
fli p instructionwe introducecan performany permuta-
tion of n subwodsin log n instructions,with the subwods
ranging from half-words down to single bits. Eadch om
fli p instructioncan be donein a singlecycle with very
efficient hardware implementation. Theonf | i p instruc-
tion enhancesa programmableprocessors capability for
handling multimediaand security applicationswhich use
subwod permutationsxtensively

1 Intr oduction

Multimedia applicationsoften deal with relatively low
precisiondataandhave highlevelsof dataparallelism.Mul-
timediainstructionsusing subword arithmeticare adopted
into mary modern microprocessorarchitecturesto ac-
celeratemultimedia processing. Examplesare MAX[2]
and MAX-2[3] extensionsto HP PA-RISC architecture,
MMX[7], SSE[8]and SSE2[9] extensionsto Intel I1A-32
architecture]JA-64[1], 3DNow![6] for AMD x86, VIS[13]
for SUNSRARC andAltiV ec[1( for PoverPC.Theessence
of thesemultimediainstructionsis to pack several pieces
of low precisiondata, called subwords, into a single ma-
chineword so thatthey canbe processedn parallelusing
oneinstruction. Thesesubword parallelinstructionsgreatly
improvethe performancef mary multimediaapplications.
However, they alsoraisesomeproblems.An importantone,
the subword rearrangemenrproblem,ariseswhenthe sub-
wordsin aword arenotin the desiredorder Althoughthis
situationdoesnot exist in traditionalarchitecturesit natu-
rally occurswith the useof subword parallelism.We need
to be ableto rearrangesubwordsin an efficient and easy
mannemwhennecessary

1.1 PastWork

Existing software methods Wheninstructionsetar-
chitecturesupportfor subword rearrangemeris not avail-
able, table lookup methodsand solutionsbasedon con-
ventionallogical andshift, or extractand deposit,instruc-
tions are usedto solve the subword rearrangemenprob-
lem. Thesemethodsare quite slow for achiesing arbitrary
n-bit permutations. More recently several subword rear
rangementnstructionswere proposedandimplementedn
differentarchitectures.Examplesarethe m x andper -
mut e instructiondn MAX-2[3], m x andrrux instructions
in IA-64[1], andthevper minstructionin AltiVec[1q. All
of theseinstructionscando certaintypesof subword rear
rangementsgjuite efficiently for subword sizesof 8 bits or
larger. However, the concepiof subword encompassesata
rangingfrom full wordsto halfwordsto singlebits. Permu-
tationsof smallsubword sizesdown to a bit areparticularly
importantfor acceleratingcryptographywhich is becom-
ing increasinglyimportantfor securecommunicationsand
processingNone of thesecurrentlyimplementedsubword
rearrangemennstructionsprovidesa generalsolution for
efficiently doingarbitrarypermutationgor all possiblesub-
word sizes.

cross instruction. In a previous paper[14, we pro-
poseda new subword permutationinstruction,the cr oss
instruction. The cr oss instructionis ableto do all pos-
sible permutationsfor all subword sizesefficiently. The
ideais basedon the fact that an n-input Benesnetwork,
which is formed by connectingtwo n-input butterfly net-
works back-to-backcan produceary permutationof its n
inputswith edge-disjointpaths(sed-igure 1(a)). Further
more,Benesnetworkscanbe brokeninto separatéutterfly
network stages.

Thecr oss instructionhasthenormal3-operandormat

cross,m,n2 rd,rs,rc

rs andr d specifiesthe registerscontainingthe bits to be
permutecandthe permutedits, respectiely. r ¢ is thereg-
isterholdingthe configuratiorbits. Onecr 0ss instruction



executeghe operationf two butterfly stages.Thesetwo
stagesrespecifiecby mL andn®, where2™ representthe
distancebetweerpairedinputs.

Tousethecr oss instruction,wefirst obtainavalid con-
figurationonthe Benesnetwork for the desiredpermutation
using an algorithm presenteckarlier[14. Thenwe break
the configurechetwork into pairsof stagesFor eachpair of
stageswe assigna cr oss instruction. By chainingthese
cross instructionsin sequencewe virtually constructa
Benesnetwork thatis configuredfor the desiredpermuta-
tion. An exampleof acr oss instructionsequencés given
in Figure1(c). Sincethereare2logn stagesn ann-input
Benesnetwork, we needat mostlogn cr 0ss instructions
to performary n-bit permutation.

Becauseacr oss instructionmayuseary two stagesn
aBenesnetwork in ary order, we needto have afull Benes
network in hardwareto implementcr 0ss instructions.Al-
ternatvely, we can have two stagesn hardware, but each
stageneedso containall the necessargonnectiongor an
n-input butterfly network. Neitherof thesetwo implemen-
tationsis efficientin termsof hardwareimplementation.

pper mand gr p instructions. Shi and Lee proposed
two permutationinstructions,pper mandgr p[12]. They
can do arbitrary n-bit permutationsin O(logn) instruc-
tions. However, their circuit implementationsre also not
the mostefficient. Lee alsoproposedsubword permutation
instructiondor two-dimensionamultimediaprocessing[#
but thesehave not beenshown to be effective for arbitrary
bit-level permutations.

1.2 Obijective of This Paper

Our objective is to explore alternative possibilitiesfor
solving the generalsubword permutationproblem, for all
subword sizesdown to asinglebit. We aretrying to find an
efficientapproactihatcanachieve atleastthe samdevel of
performancesthecr oss instruction,but canyield more
efficient circuitimplementations.

We chosethe butterfly network as the basisfor our
cr oss instructionsbecauseét hascertaindesirableprop-
erties. It canbebrokeninto stageshataresimpleto spec-
ify, andan n-input Benesnetwork is ableto do all permu-
tationsof its n inputs. However, one disadwantageof the
butterfly network is thatall its stagesaredistinct. Froma
circuit point of view, it is beneficialto use networks that
have uniform stageswhich canresultin asmallerhardware
implementation.

2 Omegaand Flip Networks

The omeganetwork hasuniform stagesj.e., eachstage
is identical. This is alsotruefor the flip network, which is
amirror imageof the omeganetwork[5]. Omeganetworks

Inputs
Outputs

stage0 stagel stage2  stage3 stage 4 stage5
mi=2 mi=1 mi=0 mi=0 mi=1 mi=2

(b)
cross,2,.1 r1,rl1,r2 onflip,O rl,r1,r2
;1 2=18001010b ;r2=10901010b
cross,0,0 r1,r1,r3 onflip,10 r1,r1,r3
; r3=10110000b ; r3=10110000b
cross,1,2 rl,rl,r4d onflip,11 rl,rl,r4
; r4=01000000b ; r4=01000000b

(© (d)

Figure 1. (a) Benes network configured for
the permutation (abedefgh) — (fabcedhg). (b)
Omega-flip network configured for the same
permutation. (c) cr oss instruction sequence
for (a). (d) onfli p instruction sequence for

(b).



areisomorphicto butterfly networks andflip networks are
isomorphicto inversebutterfly networks, asshavn in Fig-
ure2 for 8-inputnetworks.

As aresultof theisomorphismthe propertiesof omega
andflip networksaresimilar to thoseof butterfly networks.
Thetotal numberof stagesn ann-inputomeganetwork or
flip network is log n andthe numberof nodesin eachstage
is n. A nodeis wherethe pathselectionfor aninput takes
place. In eachstageof an omeganetwork or flip network,
for every input, thereis anotherinput that shareghe same
two outputswith it. We call thesepairs of inputs conflict
inputsandtheir correspondingutputsconflictoutputs

An omaa-flip networkis formed by connectingan n-
inputomeganetwork andann-inputflip network. It canbe
usedto performary permutationof its n inputswith edge
disjoint pathg5]. It is functionally equivalentto ann-input
Benesnetwork.

3 Architectural Implementation Based on
Omega-flip Network

3.1 BasicOperations

The basicoperationsfor our proposedpermutationin-
struction correspondo the single stageoperationsin an
omeaya network or flip network. We call themthe omeya
opefmationandtheflip opemtion, respectrely. Eachof these
two basicoperationdastwo sourceoperandsthebitsto be
permutedandthe configurationspecification Bits from the
sourceregisteraremovedto theresultregisterbasecbn the
configurationbits. If the configurationbit for a pair of con-
flict inputsis 0, the bits from thesetwo inputsgo through
non-crossingpathsto the outputs. Otherwise,the bits go
throughcrossingpathsto the outputs.

3.2 onflip Instruction

For eachof the basicoperationsntroducedabove, we
only needn /2 bits to specifythe configurationfor n input
bits. Thereforefor permutingthecontentsn ann-bit regis-
ter, we areableto packthe configurationbits for two basic
operationsnto oneconfiguratiorregisterandthuspacktwo
basicoperationsnto onesingleinstruction.Theinstruction
formatfor our permutatiorinstructionis
onflip,c rd,rs,rc

r s is the sourceregistercontainingthe subwordsto be
permutedr d is thedestinatiorregisterwherethe permuted
subwordsare placed,andr ¢ is the configurationregister
that holds the configurationbits for the two basicopera-
tions. c is a sub-opcodehatindicateswhich two basicop-
erationsareusedn thisinstruction.It containgwo bits. For
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Figure 2. Correspondence between nodes in
(a) an omega network and a butterfly netw ork.
(b) aflip network and an inverse butterfly net-

work.



eachbit, 0 indicatesthatanomegaoperationis usedand1
indicatesthata flip operationis used. Therearefour com-
binationsof ¢c: omega-omea, omega-flip, flip-omegaand
flip-flip. Thefirst basicoperationis determinedy theright
bit of c. It takesthe sourceregisterr s andmovesthe bits
in it basedon the leastsignificanthalf of the configuration
registerr ¢ to anintermediataesult. The secondbasicop-
erationis determineddy the left bit of c. It movesthe bits
in the intermediateresultaccordingto the mostsignificant
half of r ¢ to thedestinatiorregisterr d.

An example instruction sequenceis shovn in Fig-
ure 1(d). For instancethefirst onf | i p instruction,om
flip,00 r1,r1,r2 performstwo omega operations.
The first omega operationusesthe configurationbits from
the leastsignificanthalf of r 2, 1010b. The configuration
bit is 0 for nodescontaininga ande, 1 for nodescontaining
b andf , etc. Thereforejn thefirst omegaoperationa and
e gothroughnon-crossingpaths b andf gothroughcross-
ing paths,andsoon. Theintermediateesultafterthefirst
omegaoperationis (aefbcghd). For the secondomegaop-
eration,the configuratiorbits, 1000b, comefrom themost
significanthalf of r 2. Only the configurationbit for nodes
holding b andd is 1. Therefore,only b andd go along
crossingpathsandall othersgo along non-crossingpaths.
Theresultafterthefirstonf | i p instructionis (aceg f hdb),
which correspond$o theresultaftertheleftmosttwo stages
of theomega-flip network shavn in Figure1(b).

3.3 Usingonf | i p Instruction

In orderto useont | i p instructionsto do arbitraryper
mutations,we first needto obtain the configurationof an
omega-flipnetwork for thedesiredpermutation Sincethere
is aone-to-one&orrespondendegetweemodesn ann-input
omgya-flip network andan n-input Benesnetwork, we can
first obtainavalid configurationon a Benesnetwork for the
desiredpermutationthentranslatethe Benesnetwork con-
figurationto anomega-flip network configuration.For each
nodein an omega-flip network, we find its corresponding
nodein the Benesnetwork and usethis nodes configura-
tion for thecorrespondingnodein the omega-flip network.

An exampleis givenin Figure 1. We first configure
the Benesnetwork for the permutation(abedefgh) —
(fabcedhg) andobtaintheconfiguratiorbits for eachnode.
Theseconfigurationbits are shovn in Figure 1(c) as the
contentsof the configurationregistersr 2, r 3 andr 4 for
thecr oss instructions.Theright half of the configuration
registeris for the even stageandthe left half for the odd
stage. The configurationbits arereadfrom right to left as
we go throughnodesfrom top to bottom. For instancethe
fifth andseventhnodesn thesecondstageof theBeneset-
work areconfiguredusingonebit. This bit is the secondbit
from theleft in r 2, whichis 0. This bit is alsousedto con-

figure the secondand the sixth nodesin the secondstage
of the omeaga-flipnetwork in Figure1(b), which correspond
to the fifth and seventhnodesin the Benesnetwork. This
bit is the third bit from theleft in r 2 of thefirstonfl i p
instruction.

After the omega-flip network is configured we breakit
into pairsof stages.For eachpair of stageswe assignan
onf | i p instruction. This sequenceof onf | i p instruc-
tionsachiese the desiredpermutation.

Using this method, we can do all possible permuta-
tions(withoutrepetition) of the n bits in an n-bit register
usinglogn onf | i p instructions.

3.4 Permuting Multi-bit Subwords

Whena Benesnetwork is configuredfor r-bit subword
permutationsusing our configurationalgorithm, the mid-
dle 2logr stagesare configuredas pass-throughs(sdeig-
ure3(a)). Similarly, for r-bit subword permutationthe mid-
dle 21og r stagesof the omega-flip network also copy the
input bits to their outputwithout any changeof order(see
Figure3(b)). Hence,we caneliminatethemfrom the con-
figuredomega-flip network(seeFigure 3(c)) andassignin-
structionsto the remainingstageswithout affecting the re-
sult. Therefore,when permutingr-bit subwordsin an n-
bit word, the maximumnumberof instructionsneededbe-
comeslogn — logr = log(n/r) = logn', wheren' is the
numberof subwordsin aword.

4 Circuit Implementation

At the circuit level, to implementthe four variantsof
onf | i p instructions,we only needto have two omega
stagesandtwo flip stagesratherthan2logn stagedor the
entireomega-flipnetwork. Whenexecutinganonf | i p in-
struction,the controllogic selectghe propertwo stagedor
thetwo basicoperationdasedn the sub-opcode. It then
configureshesetwo selectedstagesaccordingto the least
significanthalf and mostsignificanthalf of the configura-
tion registerr c. Thestageghatarenotusedareconfigured
aspass-throughsNotice that neitheran omegastagenor a
flip stagehaspass-througltonnectionsxceptfor the two
nodesat the ends. We have to put bypassingconnections
on top of the two omega stagesandthe two flip stagesso
thatall of the stagesanbe configuredaspass-throughsA
conceptuabiagramof the circuit implementatioris shavn
in Figure4 wherethe additionalbypassingconnectionsare
shawn usingthick lines. A circuit diagramis shovn in Fig-
ure5.

For comparisonyve show thecircuit implementatiorfor
thecr oss instructionsin Figure6. We alsoshaw a circuit
implementatiorfor a crossbanetwork with the samenum-
ber of inputsin Figure7. We calculatetheir track counts
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plementation of onf | i pinstructions showing
(a) an individual node. (b) an 8-bit implemen-
tation.
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andtransistorcountsto give aroughideaof their sizes.The
numbersaaresummarizedn Tablel.
Thenumbersn Tablel arecomputedasfollows:
Fortheonf | i p implementationwe have

H Tracks = 3n
V. Tracks = 4x(1+ g) + O(n)

= 442n+0(n)=4+6n

Transistors = 4nx12=48n xn

The 3n horizontaltrackscomefrom the 3 outputlinesin

eachnode. The numberof vertical tracksis composecdf

three parts: 4 passsignalsfor the 4 stages,n/2 config-
uration lines per stagefor the 4 stages,and the number
of datatracks neededbetweenadjacentstages,which is

O(n)(about4n). The 48n transistorscomefrom 12 tran-
sistorsin eachcell for 4n cells.

For thecr oss(Benes)mplementationye have

H Tracks = 2n
V Tracks = 2logn x g +2x (2n—2)
= mnlogn+4n—4
Transistors = 2nlogn x 6 =12nlogn < nlogn

The 2n horizontaltrackscomefrom the 2 outputlinesin
eachnode. The calculationof the vertical track numberis

N
N
N
t’i’%'é
N
N
i

Outputs

Figure 7. Schematic diagram for a circuit im-
plementation of an 8-input crossbar netw ork.

similar to the calculationfor onf | i p implementatiormi-
nusthe passsignals. The 12n logn transistorsarefrom 6
transistorsn eachcell for 2n logn cells.

For the crossbaimplementatiorwe shav in Figure?7,

H Tracks = n

V Tracks nx (1+logn) =n+nlogn
logn 1
nx(n+y ( °§” ) (2logn + 2i))

= O(n*logn) > 3n*logn o« n?logn

Transistors =

The horizontaltracksconsistof then input datalines. The
vertical tracks consistof the n output datalines and the
logn configurationlines for eachoutput dataline. The
numberof transistorsarefor the AND gateand passtran-
sistorat eachcrosspoint. An alternatize implementatiorof
crossbais to provide a negatedsignalfor eachcontrolsig-
nal sothatno invertersbeforeAND gatesareneededThen
theverticaltrack countbecomes: + 2n logn andthetran-
sistorcountbecomes:?(1 + 2logn). Thisimplementation
mayyield alargersizedueto moreverticaltracksused.
From theseequationswe seethatwhenn is large, the
onf | i p implementatiorshouldyield thesmallestize.As
weseen tablel, theont | i p circuitimplementatioryields
the smallesttransistorcount and reasonabldrack counts
for permutationf 64 bits. Therefore,it shouldyield the



|H trackg V tracks [Transistorls

24 50
Omegga-flip | 24(data) 30(data) 384
(onflip) 20(control
16 52
€)) Benes |16(data) 28(data) 288
(cross) 24(control
8 32
Crossbar | 8(data)| 8(data) 640
24(control
192 ~400
Omega-flip |192(datare250(data) 3072
(onflip) 132(control
128 636
(b) Benes [128(datdg) 252(data)|] 4608
(cross) 384 (control)
64 448
Crossbar |64(data) 64(data) | >73728
384(control

Table 1. Comparison of estimated horizon-
tal and vertical track counts and transistor
counts for circuit implementations of onfli p
instructions, cr oss instructions and a cross-
bar network for (a) 8-bit permutations and (b)
64-bit permutations.

most area-eficient implementation. Notice that we have
notcountedhecontrollogic circuitsfor generatinghecon-
figurationsignals,which aremorecomple for thecr oss
implementatiorandthe crossbathanfor onf | i p.

5 Performance

5.1 Arbitrary Permutations of a 64-bit Word

Table2 shovsthenumberof instructionsneededor per
mutationsof a 64-bit word with different subword sizes
for different methods: usingonf | i p instructions,using
cr oss instructions,andthe bestmethodwith existing in-
structionsetarchitecturegISAs).

The solutionbasedon onf | i p instructionshassimilar
performanceo thatbasedon cr oss instructions.The av-
erageperformancegspeciallyfor large subword sizes,can
beimprovedby instructionsequenceptimizations.For ex-
ample,we have not yet exploited the useof flip-omegaop-
erationgprovidedby theont | i p instruction.

Subword Num of Max?@ Max®
size subwordsin | numof | numof | existing
in bits register onflip | cross ISAs
1 64 6 6 30°
2 32 5 5 30°
4 16 4 4 30
8 8 3 3 1¢d
16 4 2 2 1
32 2 1 1 1

aThe maximumnumberhereis log n.

bInstruction countsusing table lookup methods,actual cycle counts
will belargerdueto cachemisses.

CUsing subword permutatiorinstructions.

dOnly vper min AltiV ecis ableto do thisin oneinstruction.

Table 2. Comparing instruction counts for do-
ing arbitrar y permutations of subw ords.

5.2 Permutationsin DES

We measurehe performancegain of our onf | i p in-
structiongor apermutatiorin arealcryptographyprogram,
the DataEncryptionStandardPES[11].

Theinitial permutationin DES s a fixed 64-bit permu-
tation donefor each64-bit datablock at the beginning of
encryptionor decryption. We do this permutationin three
differentways: table lookup, logical operationsand om
f i p instructions. Whenusing the table lookup method,
the permutationcanbe achieved by referencingeight 256-
entrytables:

res = IP_tbl1[(src&0200000000000000f f)]

| IP_tbl2[(src&02000000000000f f00) >> 8]
| IP_tbl3[(src&020000000000f f0000) >> 16
| IP_tbl4](src&0200000000f £000000) >> 24
| IP_tbl5[(sre&02000000f £00000000) >> 32
| IP_tbl6[(src&00000F £0000000000) >> 40
| IP_tbl7[(src&0x00 f £000000000000) >> 48
| ( )

I P _tbl8[(src&0z f £00000000000000) >> 56

[t B Wi S W B e S B W'

whichis mappedo 30instructionsona64-bitmachine Us-
ing logical operationsthepermutatiorcanbedoneusing15
XOR'’s, 10 SHIFT's and5 AND’s on a 32-bit architecture,
asin the libdesimplementation[1p This implementation
canbemappedo 34 instructionson a 64-bitmachine With
ouronf | i p instructionswe only need6 onf | i p instruc-
tionsto do this permutatiorfor a 5x speedupver the ex-
isting tablelookup or logical operationsapproaches.

The entire DES programconsistsof two parts,encryp-
tion or decryption,and key scheduling. We comparethe



| | Encryption/decryption| Key scheduling]

Tablelookup 1 1
onflip 1.33 16.55

Table 3. Speedup of onf | i p over table lookup
for DES.

performanceof the implementationusing onfl i p per
mutationinstructionswith that using the traditional table
lookup methodby simulation. Table 3 shavs the speedup
we achieve usingonf | i p for a 2-way superscalaarchi-
tecturewith 1 load-storeunit and a cachesystemsimilar
to Pentiumlll processors.The huge speedugor the key
schedulingis dueto the mary differentpermutationsised
andthecachemissegyeneratedby thetablelookupmethod.

6 Conclusion

The onf | i p instructionsfor doing arbitrary subword
permutationschieve goodperformancéor permutingsub-
wordsof differentsizes.Themaximumnumberof onf I i p
instructionsneededor permutingn subwordsis logn. It
is 2logn if we take into accountthe load instructionsfor
the configurationregisters. The performanceof onf | i p
instructionsis comparableto the bestmethodwith exist-
ing architecturabupportwhendealingwith largesubwords.
Whenpermutingsmall subwords,our methodsignificantly
outperformghe bestexisting method,becauséhereis cur-
rently no architecturabupportfor arbitrarypermutationof
small subwords and we have to fall backto the slow ta-
ble lookupor logical operationsapproachesin this aspect,
our methodis particularlyadvantageoubecaus@ermuting
subwords of one bit eachis very importantfor fastcryp-
tography The circuit implementatiorfor theonf | i p in-
structionis alsoefficient. We areableto reducethe num-
ber of stagesequiredfrom 2logn for thecr oss instruc-
tion to only 4 stagedor theonf | i p instruction. We also
reducethe numberof transistorsneededfrom O(n logn)
for cr oss instructionsandO(n? log n) for crossbaimple-
mentationgdown to O(n) for onf | i p instructionswhich
is greatsavingswhenn is large.
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