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Hardware-Software Interface

ISA

Software

Hardware

Abstraction for software 

Specification for hardware

Pentium® III Processor
Single-core uniprocessor

Source: pdcfaculty.org

Instruction-Set Architecture
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Hardware-Software Interface

ISA + MCM

Software

Hardware

Abstraction for software 

Specification for hardware

Intel Skylake
Chip Multiprocessor

Source: wikichip.org

Instruction-Set Architecture + 
Memory Consistency Model
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Hardware-Software Interface

8-Core GPU

4 Firestorm 
Cores + 12MB 
L2 

4 Icestorm
Core 
+ 4MB L2

SLC Cache

16–Core 
Neural 
Engine

Apple M1 Die Photo
Source: AnandTech

https://www.anandtech.com/show/1622
6/apple-silicon-m1-a14-deep-dive

???

Software

Hardware

Abstraction for software 

Specification for hardware

Heterogenous System-on-Chip
Specialized hardware units – aka accelerators
Software/firmware accessed/invoked
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Accelerator Interface

On-chip Interconnect

CPU GPU Flash

DMA …
MMU+
DRAM

Microcontroller + 
Firmware

Memory

HW accelerators

NoC interface

// Load instruction

// Store instruction

Triggering operations

Firmware C code

Accelerator
Address Register

0xff00 status

0xff02 enable

… …

Accessing registersMMIO Instructions have load/store semantics
Opaque to hardware accelerator semantics

Can we convert MMIO loads/stores 
to meaningful instruction-level 
semantics?
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oMerits (similar to ISA)
o Software-visible “architectural” 

state variables
o Modular: set of instructions

o Per-instruction state-update

oAbstraction of the HW as seen at 
the interface
o A disciplined lifting of the RTL to 

the level of software

Instruction-Level Abstraction (ILA)

In
te

rfa
ce Length

Key
Counter

State

Address

In
te

rc
on

ne
ct

AES Block Encryption

Interface Commands ≝ Instructions

Visible State

MMIO accesses Commands

Write, 0xff00, 0x1 START_ENCRYPT

Write, 0xff02, data WRITE_ADDRESS

… …
Generalizes the ISA to include processors and accelerators



module Top_rtl (
clk, rst, interrupt,
if_axi_rd_r_msg, if_axi_rd_r_rdy,
if_axi_wr_w_msg, if_axi_wr_w_rdy
// other AXI interface ports

);

assign and_192 = and_6& (fsm_out[2]);
assign or_117 = (fsm_out[2]) | (fsm_out[5]);

always @(posedge clk or negedge rst_bar) begin
if (~rst_bar) begin
addrBound_4_1_equal <= 1’b0;

end
else if (run_w_wen & (~while_case_0)) begin
addrBound_4_1_equal <= addrBound_1_1_tmp_7;

end
end

{
WR 0x33000100 val (SetWeightAddr val),
WR 0x33000120 val (SetTensorSize val),
WR 0x33000130 val (SetLSTMConfig val),
WR 0x33000200 0x1 (StartLSTM), ...

}

SetWeightAddr 0xff100100
SetDataAddr 0xff100200
SetOutputAddr 0xff100300
SetTensorSize 0x20
SetNumTimestep 0x10
SetLSTMConfig 0x02cd87f9
StartLSTM(a) Accelerator RTL implementation snippet.

(b) Accelerator instruction set (partial). 
Each HW operation triggered by an MMIO 
access is modeled as an individual 
instruction.

(c) A sequence of accelerator instructions 
performing an LSTM layer.

Instruction-Level Abstraction (ILA)

FlexASR Accelerator (Speech Recognition)
Harvard Wei Group
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always @(posedge clk) begin
if (!resetn) begin
mem_la_firstword_reg <= 0;
last_mem_valid <= 0;

end else begin
if (!mem_valid)
mem_la_reg <= mem_la_firstword;

lastm_valid <= mem_valid && !mem_ready;
end

end

ILA Verification Framework

RTL

Refinement 
Map

Ref. Model & 
Properties

Model 
checker

ILA: Function 
Modeling

High-level 
Simulation 

Model

Tandem 
Simulation

Software

Co-simulation

Formal co-
verification

Design artifact

Verification input

Generated

Tools
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oFormal verification of RTL implementation

Application of ILA: Hardware Verification

Add: rd=rs1+rs2
pc+=4, …

Jump:
pc= rs1+imm, …

Processor or accelerator RTL
ILA specification

SetLength:
if !busy: length=axi_wdata

SetKey:
if !busy: key=axi_wdata

(for processors or accelerators)

Refinement
Map

“instructions”: [{
“instruction”  : “WR_ADDR”,
“ready_signal” : “RTL.xram_ack_delay_1”,
“max_bound”    : 20  }, …]

“state_mapping”: {
“aes_address” : “RTL.aes_reg_opaddr_i.reg_out”,
“aes_length”  : “RTL.aes_reg_oplen_i.reg_out”,
… }

What to compare When to compare
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oFormal verification of RTL implementation
o Auto-generate complete formal properties for each instruction

Application of ILA: Hardware Verification (cont’d)

ILA specification
Instruction i: S’=F(S)

Implementation

Instruction i

State S

Instruction i

State S’

Check:    match?Assume:    match

Symbolically execute the instruction

Contrast with ad-hoc set of properties 

Use standard property checkers
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always @(posedge clk) begin
if (!resetn) begin
mem_la_firstword_reg <= 0;
last_mem_valid <= 0;

end else begin
if (!mem_valid)
mem_la_reg <= mem_la_firstword;

lastm_valid <= mem_valid && !mem_ready;
end

end

ILA Verification Framework

RTL

Refinement 
Map

Ref. Model & 
Properties

Model 
checker

ILA: Function 
Modeling

High-level 
Simulation 

Model

Tandem 
Simulation

Software

Co-simulation

Formal co-
verification

Design artifact

Verification input

Generated

Tools
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oSimulation-based Validation
o ILA supports auto-generation of simulation model

Application of ILA: Hardware Verification (cont’d)

RTL executable model (RTEM)RTL Impl.

ILA Spec. ILAtor

Existing RTL
Compiler*

Instruction level executable model (ILEM)

Tool’s input
Generated
Executable ILA toolchain e.g. Verilator
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oSimulation-based validation (tandem simulation)
o After simulating each instruction, check if the RTEM Architectural Variables (RTAV) match 

ILEM Architectural Variables (ILAV)

Application of ILA: Hardware Verification (cont’d)

RTL Design 
Execution Model

Instruction 
Sequence Stimuli

ISA Execution 
Model (ILEM)

RTAV 
values

ILAV 
values

AV-check

Identify bugs right at the instruction that causes AV deviations

add r1, r2, r3;
jmp;
…

add

add AV-check

jmp

jmp

Use Refinement Map

Automated - Generalized to Processors + Accelerators
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always @(posedge clk) begin
if (!resetn) begin
mem_la_firstword_reg <= 0;
last_mem_valid <= 0;

end else begin
if (!mem_valid)
mem_la_reg <= mem_la_firstword;

lastm_valid <= mem_valid && !mem_ready;
end

end

ILA Verification Framework

RTL

Refinement 
Map

Ref. Model & 
Properties

Model 
checker

ILA: Function 
Modeling

High-level 
Simulation 

Model

Tandem 
Simulation

Software

Co-simulation

Formal co-
verification

Design artifact
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Generated

Tools
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FW/HW co-verification in SoCs

o Communicating (heterogeneous) IPs 
o Processor
o Firmware
o Specialized accelerators 

o FW/HW interaction
o Hardware functions not captured 
o RTL models not practical (too complex)
o SW/HW level of abstraction gap 
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Co-verification methodology

•Modeling
• ILA for specialized HW
• Source-level (LLVM) modeling of SW

•Verification
• Software verification 

techniques
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always @(posedge clk) begin
if (!resetn) begin
mem_la_firstword_reg <= 0;
last_mem_valid <= 0;

end else begin
if (!mem_valid)
mem_la_reg <= mem_la_firstword;

lastm_valid <= mem_valid && !mem_ready;
end

end

ILA Verification Framework

RTL

Refinement 
Map

Ref. Model & 
Properties

Model 
checker

ILA: Function 
Modeling

High-level 
Simulation 

Model

Tandem 
Simulation

Software

Co-simulation

Formal co-
verification

Design artifact

Verification input

Generated

Tools
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oSimulation-based
o hardware-software co-simulation using ILA as verified abstraction

Hardware-Software Co-Verification (cont’d)

ILA Model Instruction-level 
simulator

Verilog
design

ILAtor

Formally-verified
abstraction

HW/SW co-simulation (QEMU)

High speed
simulation

Low speed simulation
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oAccelerator implementation 
verification
o Formal
o Simulation-based

oFirmware hardware co-verification
o Formal
o Simulation-based

oShared memory accesses and 
memory consistency

Summary: ILA Based SoC Verification

On-chip Interconnect

CPU GPU Flash

DMA …
MMU+
DRAM

Microcontroller + 
Firmware

Memory

HW accelerators

NoC interface

ILA-MCM: Memory Consistency Models 
for Acclerator-rich SoC Platforms
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ILA-based Compilation for Accelerators

; CPU instructions

CMP r0, r1

SUBGT r0, r0, r1

BNE loop

; Invoke accel 1 (MMIO)

STR r2, 0xffff0000

LDR r3, 0xffff0010

; Invoke accel 2 (MMIO)

STR r4, 0xffff0100

LDR r5, 0xffff0110

; CPU instructions

MOV r3, r2

SUBGT r0, r0, r1

B lr

Applications provided 
in DSLs

Programs exploiting 
custom accelerators

Verified mapping using ILA
Pattern matching & code generation

Compiler IR 
(compute graph)

Accel 1 func A: 
STR r2, 0xffff0000
LDR r3, 0xffff0010

Accel 1 func B:
STR r2, 0xffffaa00
LDR r3, 0xffffaabb

Accel 2 func C:
STR r4, 0xffff0100
LDR r5, 0xffff0110

General purpose

VTA

FlexASR

HLSCNN

Application specific

ARM

RISC-V

NVDLA

x86

Heterogeneous 
backends

1. Provide compiler IR-
accelerator mapping by 
using ILA as a verified 
lifting. 

2. Verify the mapping 
correctness.

3. Pattern match the compiler IR 
pattern provided in the mapping.

4. Rewrite compute graph and lower to 
the MMIO accesses during code 
generation.

• Simulation-based
• Proof-basedRelay
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The ILAng Framework

GitHub: https://github.com/PrincetonUniversity/ILAng

Wiki: https://bo-yuan-huang.gitbook.io/ilang/

Docker: https://hub.docker.com/r/byhuang/ilang/

https://github.com/PrincetonUniversity/ILAng
https://bo-yuan-huang.gitbook.io/ilang/
https://hub.docker.com/r/byhuang/ilang/
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Primary Papers

o Generalizing Tandem Simulation: Connecting High-level and RTL Simulation Models [ASPDAC 21]
o ILAng: A Modeling and Verification Platform for SoCs using Instruction-Level Abstractions. [TACAS19]
o Integrating Memory Consistency Models with Instruction-Level Abstractions for Heterogeneous 

System-on-Chip Verification. [FMCAD18]
o Formal Security Verification of Concurrent Firmware in SoCs using Instruction-Level Abstraction for 

Hardware. [DAC18]
o Instruction-Level Abstraction (ILA): A Uniform Specification for System-on-Chip (SoC) Verification. 
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o Leveraging Processor Modeling and Verification for General Hardware Modules. [DATE21] (Best 
Paper Award)

o Generating Architecture-Level Abstractions from RTL Designs for Processors and Accelerators,  Part I: 
Determining Architectural State Variables [ICCAD 20]

o Automatic Generation of Architecture-Level Models from RTL Designs for Processors and 
Accelerators [DATE 22]
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