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Abstract—Like the conventional two-user interference channel,
the cognitive interference channel consists of two transmitters
whose signals interfere at two receivers. It is assumed that there is
a common message (message 1) known to both transmitters, and
an additional independent message (message 2) known only to the
cognitive transmitter (transmitter 2). The cognitive receiver (re-
ceiver 2) needs to decode messages 1 and 2, while the noncognitive
receiver (receiver 1) should decode only message 1. Furthermore,
message 2 is assumed to be a confidential message which needs to
be kept as secret as possible from receiver 1, which is viewed as
an eavesdropper with regard to message 2. The level of secrecy is
measured by the equivocation rate. In this paper, a single-letter
expression for the capacity-equivocation region of the discrete
memoryless cognitive interference channel is obtained. The ca-
pacity-equivocation region for the Gaussian cognitive interference
channel is also obtained explicitly. Moreover, particularizing the
capacity-equivocation region to the case without a secrecy con-
straint, the capacity region for the two-user cognitive interference
channel is obtained, by providing a converse theorem.

Index Terms—Capacity-equivocation region, cognitive com-
munication, confidential messages, interference channel, rate
splitting, secrecy capacity region.

1. INTRODUCTION

NTERFERENCE channels arise in many wired and wire-

less communication systems, in which signals intended for
one receiver cause interference at other receivers. Although the
capacity region and the best coding schemes for the interference
channel remain unknown, much progress has been made toward
understanding this channel (see, e.g., [1]-[7] and the references
therein).
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Fig. 1. Cognitive interference channel with a confidential message.

Interference not only affects communication rates, but also
raises security issues: information can be extracted by nodes
that are not the intended destinations. In certain situations it is
desirable to minimize the leakage of information to those un-
intended receivers (eavesdroppers). It is also important to eval-
uate the secrecy level of confidential information (defined in [§]
as the equivocation rate for the single-user wiretap channel) for
the interference channel, and to study the achievable communi-
cation rates under a given level of secrecy constraint.

In this paper, we study the two-user cognitive interference
channel with a confidential message (Fig. 1). Transmitter 1
knows only message 1, and transmitter 2 (the cognitive trans-
mitter) knows both messages 1 and 2. Message 1 is intended
for both receivers while message 2 is intended only for receiver
2. Transmitter 2 wishes to protect message 2 (the confidential
message) from being decoded by receiver 1 (an eavesdropper).
This channel can model the scenario in which the primary user
(transmitter 1) has multicast messages for the receivers.

The problem studied in this paper can further model a cog-
nitive radio (see [9]-[12]), introduced in certain wireless net-
works in order to exploit unused spectral resources. In the model
we study, the cognitive radio is modeled by transmitter 2 which
helps transmitter 1 (the primary transmitter) transmit its mes-
sage. Moreover, the cognitive transmitter also transmits its own
message, which should be kept confidential with respect to re-
ceiver 1. One scenario in which cognition by transmitter 2 takes
place is when the message of transmitter 1 may withstand some
delay, in which case an artificial transmission delay is intro-
duced but is made available immediately to transmitter 2. An-
other scenario is when there is a high-capacity link between the
transmitters, e.g., when they are collocated.

In this paper, we establish the capacity-equivocation region
for discrete and Gaussian memoryless cognitive interference
channels with a confidential message, which characterizes the
tradeoff between the achievable communication rates and the
achievable secrecy at the eavesdropper. For the case without the
secrecy constraint, the capacity-equivocation region reduces to
the capacity region of the cognitive interference channel. This
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establishes a new capacity theorem for a class of interference
channels, by providing a converse theorem.

We note that the cognitive interference channel (without se-
crecy constraints) was studied in [13, Theorem 5], where an
achievable rate region (inner bound on the capacity region) is
given. An achievable error exponent for this channel was studied
in [14]. In this paper, we provide an outer bound on the capacity
region that matches the inner bound given in [13, Theorem 5]
and hence establishes the capacity region for this channel. We
also note that the channel we study is different from the channel
model studied in [11], [12], [15], [16] in that receiver 2 is re-
quired to decode both messages 1 and 2. Furthermore, we also
address secrecy, which was not considered in [11]-[16]. We fi-
nally note that the model we study is different from the model in
[17], which does not assume a cognitive transmitter that knows
the other transmitter’s message and does not assume a receiver
that decodes both messages either.

The rest of the paper is organized as follows. In Section II,
we introduce the model for the cognitive interference channel
with a confidential message. In Section III, we present the ca-
pacity-equivocation region, and in Section IV, we apply our re-
sults to the Gaussian case. In Section V, we study the cognitive
interference channel without secrecy constraints.

II. CHANNEL MODEL

Definition 1: A discrete memoryless cognitive interference
channel consists of finite channel input alphabets X; and X5,
finite channel output alphabets ) and Z, and a transition prob-
ability distribution Py, 7| x, x, (see Fig. 1), where 21 € &7 and
xo € X are channel inputs from transmitters 1 and 2, respec-
tively, and y € )Y and z € Z are channel outputs at receivers 1
and 2, respectively.

Transmitters 1 and 2 jointly send a message denoted by W to
receivers 1 and 2, and transmitter 2 sends a message denoted by
W, to receiver 2 and wants to prevent receiver 1 from decoding
W, reliably. Hence, the message W5 is referred to as the confi-
dential message with respect to receiver 1.

In the sequel, we use z™ to indicate the vector (z1, ...
and use z7 to indicate the vector (z;,...,T,).

),

Definition 2: A (Z"Rl ,2n k2 n) code for the cognitive inter-

ference channel consists of the following:

* two message sets: Wy, = {1,2,...,2" %} for k = 1,2;

e two messages: W7 and W are independent random vari-
ables equiprobably distributed over W; and W, respec-
tively;

* two encoders: a deterministic encoder fi: Wi — A7,
which maps message w; € W to a codeword z7 € A|";
and a stochastic encoder! fo: Wi x Wy — A3, which
maps message pair (wq,w2) € Wy x W to a codeword
zy € A

I'We note that the stochastic encoder f defines a transition probability dis-

tribution f5 (27w, w2). In fact, f> can be equivalently represented by a de-
terministic mapping Wi X Wo x T — X", which maps (w, w2,t) €
Wi x Wa x T to acodeword 3 € XJ*, where ¢ is a realization of a ran-
domizing variable 7" that is independent of (I/Vh W,). The distribution of T'

is part of the encoding strategy of transmitter 2. We assume this distribution is
known at both receivers, but the realization of T is not known at either receiver.

* two decoders: g1: Y* — W, which maps a received
sequence y" to a message 11)51 € Wy; and go: 2" —
Wi x Ws, which maps a received sequence z" to a mes-
sage pair (12)?)./12)2) € Wi x Ws.

For a given code, we define the probability of error and the
secrecy level of the confidential message W5. The average block
probability of error is defined as

1

m) — __~

Pe - 2n(R1 +R2)

gnRy 9nRy

xS 3 Pr{(w§1>,w§2>7w2) 4 (wl,wl,wg)}. (1
1

The secrecy level of message W at receiver 1 is measured by
the normalized equivocation

1
R = —H(Wa[Y™) @

where throughout this paper we use the convention that loga-
rithms are taken to the base 2 (and entropy is measured in bits).
A rate-equivocation triple (R1, Rz, R.) is said to be achiev-
able if there exists a sequence of (2" 2772 n) codes with
lim P(™ =0

n—oo

and
R, < liminf R™.

n—oo

Definition 3: The capacity-equivocation region € is the
closure of the union of all achievable rate-equivocation triples
(Rl ) R27 Re ) .

Definition 4: The secrecy capacity region, Cs, is defined by
Cs = {(R1, R2) : (R1, Rz, R2) € €} (3)

that is, the region that includes all achievable rate-pairs ( R, R2)
such that perfect secrecy is achieved for the message Ws.

III. MAIN RESULTS

We first provide an achievable rate-equivocation region for
the cognitive interference channel in the following lemma.

Lemma 1: The following region is achievable for the cogni-
tive interference channel with a confidential message:

R = U
Py, x1,x5 Py, z)x, x5
( (R1, R, Ro1, Ro, Re) : )
Ry >20,Ry >0,Ro0 > Re >20,R21 >0
Ry = Ro1 + Roo
Ry + Ry < I(U, X13Y)
Ry < I(X3; Z|U, X,)
Ry + Rae < I(U, Xo; Z|X71)
Ry + Ry + Roz < I(U, X1, Xo; Z)
R. < I(X27 Z|U7 Xl) - I(XQaY|U, Xl)
Ro1 + R. < I(U, X2: Z|X,) — 1(X2; Y|U, X1)
\ R1 + R21 +Re S I(U7X1X2,Z) — I(X27Y|U,X1) /

“
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Proof: We outline the achievable scheme in the following.
The details of the proof and the computation of the equivocation
rate are relegated to Appendix A. Message W5 is split into two
components, Ws; and Wso, with rates indicated by R»; and
Rys, respectively, in (4). Receiver 1 decodes both Wy and Woy,
and receiver 2 decodes W7, W1 and Was. Since W1 is decoded
and fully known at receiver 1, W5; does not contribute to the
secrecy level of W5 at receiver 1 (the eavesdropper). Hence,
only W55 may be hidden from the eavesdropper. O

Our main result is the following.

Theorem 1: For the cognitive interference channel with a
confidential message, the capacity-equivocation region is given
by

¢= U
Py, x,,vPxyvPy z|x{,xy
( (Rl,Rg,Re): )
Ry >0,R; > R. >0
Ry < min{](U,Xl;Y)7I(U,X1;Z)}
Ry < I(U,V: Z|X)) )
Ry + Ry <min{I(U, X;Y),I(U,X1;Z)}
+I(V; Z|U, Xy)
\ R. < I(V; Z|U, X)) — I(V;Y|U, X3) )

where the auxiliary random variables U and V' are bounded in
cardinality by

U < X - | x|+ 3
and
V] <X - | o> + 4] - |Xa] +3

respectively.

Proof: To establish the achievability part of Theorem 1,
we first note that if we define a random variable V' that satisfies
the Markov chain condition (X1,U) < V < X5, and change
Xy tobe V in R given in Lemma 1, the resulting region is also
achievable. This follows by prefixing one discrete memoryless
channel with the input V" and the transition probability Py, |y to
transmitter 2 (similarly to [18, Lemma 4]). For this new achiev-
able region, we apply Fourier—Motzkin elimination (see, e.g.,
[19, pp. 155-156]) to eliminate Ry; and Rso from the bounds
and then obtain the following region:

¢ = U
Py, x,,vPxy v Py, zix;, x4
( (R17R27Re): )
Ri1>0,Ry>R. >0
R1 SI(U/Xl,Y)
Ry < I(U.V; 21Xy
Ry + Ry <min{I(U,X1;Y),I[(U, X1;Z2)} ;. (6)
+I(V;Z|U7X1)
RF, S RQ
Re < I(V’ Z|U/ Xl) - I(V’Y|U/ Xl)
R\ + R, < I(U,V,X1;2) — I(V:Y|U, X,)

Now the achievability of the region € in (5) follows from the
region €’ in (6) by adding one bound on R; and removing the
bound on R; + R. that becomes redundant. The bounds on

cardinality of || and |V| can be derived by following the steps
in [18, Appendix].

The proof of the converse part of Theorem 1 is relegated to
Appendix B. O

Remark I: Ttis easy to see that €’ = €. The preceding proof
indicates that € C €', and €’ C € follows because € is the
capacity-equivocation region established by the converse proof
given in Appendix B.

Remark 2: The capacity-equivocation region of the cogni-
tive interference channel with a confidential message given in
(5) reduces to the capacity-equivocation region of the broadcast
channel with confidential messages given in [18, Theorem 1]
when setting X; = ¢.

For the case of perfect secrecy, we obtain the following se-
crecy capacity region based on Theorem 1.

Corollary 1: The secrecy capacity region of the cognitive
interference channel with a confidential message is given by

C. = U

Py, x,,vPxy v Py zix{, x5
(RhRQ) :
Ry >0,Ry 20 )
Ry <min{l(U, X1;Y),I(U, X1; Z)}
Ry < I(V: Z|U, X3) — 1(V;Y|U, X1)

where the auxiliary random variables U and V are bounded in
cardinality by

Ul < X1 - | x|+ 3
and
V| < X - | Xl + 4] X1 - | Xa| +3

respectively.

Next, we present the capacity-equivocation region for two
classes of degraded cognitive interference channels, which will
be useful when we study the Gaussian case.

Corollary 2: If the cognitive interference channel satisfies the
following degradedness condition

Py z1x, x. = Pyvix,, x. P71y, x> (8)

then the capacity-equivocation region is given by

Ca1 = U
Pxy,x, Py, z1x1,x5
(R, R5,0) :
Rl Z 07R2 Z 0
Ry < I(Xo; Z]X4)
R1 + R2 S Inin{I(Xth;Y) I(X17X2; Z)}

?

©)

Proof: The achievability follows from the region € given
in (5) by setting U = V' = X5. The proof of the converse part
is relegated to Appendix C. O

We note that no secrecy can be achieved, i.e., R. = 0, if the
channel satisfies the degradedness condition (8). This is because
receiver 2’s input Z is a degraded version of receiver 1’s input
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Y, and hence receiver 1 can obtain any information that receiver
2 obtains.

Corollary 3: If the cognitive interference channel satisfies the
following degradedness condition

Py zix, x, = Pzix, x. Pyv|z,x, (10
then the capacity-equivocation region is given by
Caz = U
Py, x1,x, Py, z)x1,x,
(Rh R27 Re) :
Ry >0,R; >20,R. >0
Ry <min{I(U,X1;Y),I(U, X1;Z)} an

R2 S I(Xz, Z|Uv7 Xl)

Re S R2

R. < I(X5; Z|U, X,) — I(X2; YU, X;)
where the auxiliary random variables U is bounded in cardi-
nality by || < |Xy| - |Xa| + 1.

Proof: The achievability follows from (5) by setting V =

X and observing that I(Xs; Z|U, X;) < I(U, Xo; Z|X1) and
that the sum-rate bound in (5) is equal to the sum of the two
bounds on the individual rates in (11). The proof of the converse
part is relegated to Appendix D. O

We note that the equivocation rate given in (11) can be pos-
itive. This is because now receiver 1’s input Y is a degraded
version of receiver 2’s input Z if X; is given. Hence, receiver 2
may be able to receive some information that receiver 1 cannot
obtain.

Corollary 2 (and similarly, Corollary 3) continues to hold
also for a stochastically degraded channel, i.e., a channel
Py z|x,,x, whose conditional marginal distributions Py |x, x,
and Pz|x, x, are the same as those of a channel satisfying
the degradedness condition (8) (and correspondingly (10) for
Corollary 3).

We note that while achieving the capacity-equivocation re-
gion for the general cognitive interference channel with a con-
fidential message requires application of a rate splitting scheme
(described in the proof for Lemma 1 in Appendix A), it is unnec-
essary for the degraded channels that satisfy either (8) or (10).

IV. GAUSSIAN COGNITIVE INTERFERENCE CHANNELS WITH
CONFIDENTIAL MESSAGES

In this section, we consider the Gaussian cognitive interfer-
ence channel. The channel outputs at receivers 1 and 2 at time
instant ¢ are given, respectively, by

Yi=X1:+aXo;+ Ny,

Z; =bX1;+ Xo; + Na; (12)

where {Ny ;}52, and {Ny;}$2; are independent memoryless
unit-variance Gaussian processes, and a and b are real constants.
We assume that the transmitters are subject to the following
power constraints:

1 n
~> " X{; <P and
" :

i=1

1 n
—> X3, <P (13)
- ,

1=1

We consider the cases with |a| > 1 and |a| < 1, separately. For
the case when |a| > 1, the channel satisfies the degradedness

condition (8). It follows from Corollary 2 that no secrecy can be
achieved whenever |a| > 1, i.e., R, = 0. We further have the
following theorem on the capacity-equivocation region based on
Corollary 2.

Theorem 2: For the Gaussian cognitive interference channel
with a confidential message, if |a| > 1, then the capacity-equiv-
ocation region is given by
¢= U

—1<p<1
(Rh R27 0) :

Ry >0,Ry >0

Ry < Llog (1+ (1—p?)P)

R1+R2 S %log(l—i—bzPl+P2+2bp\/P1P2)

R1+R2 S %log(l—i—Pl+a2P2+2apvP1P2)

(14)

where the logarithmic function is to the base 2.

Proof: The achievability follows from (9) given in
Corollary 2 by computing the mutual information terms
with (X1, X2) that are zero-mean jointly Gaussian with
E [XIZ] = Pl, FE [XQZ] = PQ, and E[Xng] = p\/Plpg.

The converse follows by applying the bounds in the con-
verse proof for Corollary 2 (see Appendix C) to the Gaussian
case. The power constraints (13) translate to upper bounds on
the second moments of X1 and X, ie, £ [X?] < Pi and
E [X3] < P». The proof also applies the degradedness con-
dition (8). The details of the proof are provided in Appendix E.

]

In Fig. 2, the capacity region of the Gaussian cognitive in-
terference channel is shown for P, = P, = 1, b = 3, and
a = 1,2, 3. In fact, in this case, the capacity region is the same
for all @ > 3 as one can see in (14). This is because for the
chosen parameters P; = P, = 1l and b = 3,if a > 3, receiver 1
always decodes W if receiver 2 decodes this message. Hence,
receiver 2 is the bottleneck receiver.

For the case when |a| < 1, the channel satisfies the de-
gradedness condition (10). It follows from Corollary 3 that the
equivocation rate in this case can be positive. We give the ca-
pacity-equivocation region for this case in the following.

Theorem 3: For the Gaussian cognitive interference channel
with a confidential message, if |a| < 1, the capacity-equivoca-
tion region is given by

e= U

~1<p<1,0<6<1

((R17R27Re) : )
R1207R2ZR820
1 Py+p2a?Py+2pa\/3P, P,
Ry < 5log <1 + = 1+(12—p2)a2P; : 2)
17 b2 Py +p2 Py+2pb\/3P, P, 15
Ry < 510% (1 + 1+(1—p2) P2 ) (15)
Ry < 3log (1+ (1= p°)P2)
R, < %10g (1 +(1- pQ)PQ)
\ —2log (14 (1 = p*)a’P,) )

We note that in (15), if ¢ > 0 and b > 0, then it is sufficient
to consider # = 1 while if @ < 0 and b < 0, then it is sufficient
to consider 8 = 0.
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Fig. 2. The capacity region of the Gaussian cognitive interference channel for
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Fig. 3. The capacity region and the secrecy-capacity region of the Gaussian
cognitive interference channel for P, = P, = 1and b = 1.

Proof: The achievability follows from (11) given in Corol-
lary 3 by setting V' = X, and computing the mutual information
terms with (U, X1, X) having the following joint distribution:

X1 NN(07P1)
ﬁPZ /
U= — X1+ U
P 2 1+
X, =U + X} (16)

where U’ ~ N(0,3p?P;) and X} ~ N(0,(1 — p?)P), and
X1, U’ and X}, are independent.

The converse follows by applying the bounds in the converse
proof for Corollary 3 (see Appendix D) to the Gaussian case
and applying the entropy power inequality. The proof also ap-
plies the degradedness condition (10) that this case satisfies. The
details of the proof are provided in Appendix F. O

In Fig. 3, the capacity region and the secrecy capacity region
of the Gaussian cognitive interference channel are shown for
Py =P, =1,b=1,and a = 0.5,0.8, and 1. It can be seen
that as a increases, receiver 1 decodes more information about
W, via rate splitting. While this helps receiver 1 improve R by

interference cancellation, it causes the equivocation rate R, to
decrease due to more leakage of W5 to receiver 1. Whena = 1,
receiver 1 decodes everything that receiver 2 decodes, and hence
R. = 0, which is consistent with Theorem 2.

Remark 3: Theorems 14 and 15 are valid for both positive
and negative values of a and b.

V. IMPLICATIONS FOR COGNITIVE INTERFERENCE CHANNELS

In Sections IIT and IV, we studied the cognitive interference
channel with a confidential message. If we drop the secrecy con-
straint, i.e., the message W5 need not be confidential from re-
ceiver 1, the capacity-equivocation region given in Theorem 1
reduces to the capacity region of the corresponding cognitive
interference channel without secrecy constraints.

Theorem 4: The capacity region of the cognitive interference
channel is given by

C= U

Pu,x,x5 Py, z1x, .x,
(Rl,Rg)l
Ri>0,Ry >0
Rl SI(UthY)
R2 SI(XQ,Z|X1)
R+ Ry < mln{I(U,XlaY)7I(U7X17Z)}

+I(X2,Z|U,X1)

a7

where the auxiliary random variable U is bounded in cardinality
by IU| < |1] - | %] + 1.

Proof: From Theorem 1, we deduce that the capacity re-
gion of the cognitive interference channel is given by (17) with
an additional bound Ry < I(U,X;;Z). This is done by set-
ting R, = 0 and because the remaining bounds do not de-
crease if one sets V' = X5 due to the Markov chain relation-
ship V' — (X1, X2) < (Y, Z). We further show that the bound
Ry < I(U, X1; Z) is, in fact, redundant. This can be seen from
the achievability proof in Appendix A that for the case without
secrecy constraints, the bound Ry < I(U, X;; Z) is not neces-
sary. O

We note that region (17) was given as an achievable rate re-
gion (i.e., an inner bound on the capacity region) in [13, The-
orem 5]. The converse proof in Appendix B that we have given
to show the more general result of Theorem 1 provides a con-
verse to establish that the region (17) is, in fact, the capacity
region. We also note that another achievable region for the cog-
nitive interference channel (without secrecy constraints) was re-
ported in [14], which is included within the larger achievable
region in [13, Theorem 5].

Remark 4: In our definition of the interference channel in
Section II, we require encoder 1 be a deterministic encoder. In
fact, for the case without secrecy, the capacity region given in
(17) holds for the case when encoder 1 is stochastic. This can be
seen from the converse proof for Theorem 1 that does not rely
on the fact that encoder 1 is deterministic if there is no secrecy
constraint.

The cognitive interference channel includes a few classical
channels as special cases.
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Remark 5: The cognitive interference channel reduces to the
broadcast channel with degraded message sets studied in [20] if
we set X7 = ¢. Under this condition, it is easy to see that the ca-
pacity region of the cognitive interference channel given in The-
orem 4 reduces to the capacity region of the broadcast channel
with degraded message sets given in [21, p. 360, Theorem 4.1]
which was shown to be equivalent to the capacity region given
in [20].

Remark 6: The capacity region of the cognitive interference
channel reduces to the capacity region of the multiple-access
channel with degraded message sets given in [22] (see also [23])
if we set Y = Z. In this case, the region given in (17) becomes

(Rl,Rz):

R >0,Ry >0

R1 SI(U/Xl,Z)

R2 S I(XQ,Z|X1)
Ri+ Ry < I(X1, X5 2)

c= U

Py xy,x,
Pyixq,xy

(18)

It is easy to see that (18) is maximized by setting U = X5, and
hence the bound on R; is not necessary. The resulting region
is the capacity region of the multiple-access channel with de-
graded message sets given in [22] (see also [23]).

Corollary 4: By setting R. = 0, Theorems 2 and 3 respec-
tively, reduce to the capacity regions in the cases |a| > 1 and
la| < 1 for the Gaussian cognitive interference channel without
secrecy constraints, where the cognitive receiver is required to
reliably decode both messages.

It is interesting to compare the cognitive setup studied in this
section to the model in which each decoder is interested only
in its own message, as in [11], [12], [15], [16]. The additional
constraint that decoder 2 decodes also message W7, enables the
determination of the capacity region for a general discrete mem-
oryless channel (DMC) and for all the regimes for the Gaussian
case.

VI. CONCLUSION

In this paper, we have presented a single-letter characteri-
zation of the capacity-equivocation region of the cognitive in-
terference channel with a confidential message. The capacity-
achieving random scheme is based on superposition coding,
rate-splitting, and stochastic encoding. We have further special-
ized the expression for the capacity-equivocation region to sev-
eral cases: a) perfect secrecy, that is, the secrecy-capacity re-
gion; b) no secrecy constraints, i.e., a new capacity theorem
for the cognitive interference channel; c¢) a degraded channel in
which given the first channel input, the observation available to
the receiver that decodes both messages is a degraded version of
the observation available to the eavesdropping receiver; and d) a
degraded channel in which given the first channel input, the ob-
servation available to the eavesdropping receiver is a degraded
version of the observation available to the other receiver. We
have also explicitly characterized the capacity-equivocation re-
gion of the Gaussian cognitive interference channel with a con-
fidential message, which falls under cases c) or d).

APPENDIX A
PROOF OF LEMMA 1

We present the proof in three steps. In step 1, we prove ex-
istence of a certain codebook based on a random coding tech-
nique. In step 2, we define our encoding scheme. In step 3, we
compute the equivocation rate.

Step 1: Existence of a Certain Codebook: For a real
number d, let [1,d] denote {1,2,...,|d]}, where |d]| denotes
the largest integer that is less than or equal to d. We denote the
messages by Wy € Wy = [1,2"F1], Wy € Wy = [1,27R21],
and Way € Who = [1,27F22], respectively, where we split the
message Wy into two components Ws; and W, with rates
indicated by R; and Rso, respectively.

We consider the following joint distribution:

Pyx,x,vz = Pux, x, Py,z|x, x»-

We use T7"(Pyx, x,vz) to denote the strong typical set based
on the distribution Py x, x,yz (see [21, Sec. 1.2]). For a given
length-n sequence 2", T (Pyx|z") denotes the set of se-
quences u™ such that (u",z™) € T"(Pyx, ).

Consider a given nonnegative rate-triple (R, Ra1, Ro2), i.e.,
Ry >0, Re; > 0, Ryy > 0, that satisfies the following inequal-
1ties:

Ri+ Ry <I(U,X1;Y)
Ryy <I(X2; Z|U, X7)

Ro1 + Roe <I(U, X; Z|X4)

(

Ry + Roy + Roo <I(U, X1, X9; Z). (19)
We define
Rlz = Hlin{I(XQ; Z|U Xl),I(U, XQ; Z|X1) - R217
I(U,X1,X2;Z) — Ry — Ra1}  (20)

and we note that R/, represents the maximum achievable rate for
W22 .
We now consider the following codebook:

L onRi =1, gnRa
7= 1 ..... 2nR1 k =1,. 2”R21;
LAb=1,... . B;

where all codewords are strongly typical, i.e.,

2y

l?L € TEn(PXl)/u’:lk € Tsn (PU‘X1|‘T§LL) )
5 ikap € Te' (PXglUXl |u?kvxrfz)

for all 7, k, a, b, and

(22)

1
“logA =R} - I(X5;Y|U, X1)
n

1
—log B =I(Xy; Y|U, X1). (23)
n

Note that for the achievability scheme, we are interested in only
the joint distributions Py x, x,y z such that

Ry — I(X2;Y|U, X1) > 0.

This can be seen in Lemma 1 by requiring R, > 0.
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Codebook for Transmitter 2

Fig. 4. Codebook for encoder 2.

We define the following error probabilities when the code-
words z7; and x3 ;, ., are transmitted by transmitters 1 and 2,
respectively:

Aikap = Error probability for receiver 1
in determining < and receiver 2
in determining i, k, a, b;
A2 p|ika = Error probability for receiver 1

in determining b given (i, k, a).

We note that receiver 1 decodes b, although it is not required to,
because this requirement helps in bounding R, (see step 3 in the
sequel).

Let pirap be the probability that codewords z7 ; and 7 ;. .,
are transmitted by transmitters 1 and 2, respectively. We further
define the following average error probabilities:

A= Zpikab)\ikab (24)
ikab

A =) PikabAa,pfika- (25)
ikab

The following lemma guarantees existence of a certain code-
book, which will be used for encoding in step 2.

Lemma 2: For any 0 < n < 1, there exists a codebook as
described in (21), such that, for sufficiently large n
A<

and Ao < 7. (26)

In Fig. 4, we plot an example codebook for transmitter 2
that is described in the preceding lemma. We can interpret each
row of the codebook as a subcodebook. Receiver 2 can decode
no matter which codeword in the codebook was transmitted
by transmitter 2 with small average error probability, because
A < n. However, receiver 1 is only guaranteed to decode the
codeword sent by transmitter 2 with small average probability
of error if it knows to which row the transmitted codeword be-
longs. This is because Ao < 7.

We prove the lemma using a random coding technique. We
define the following sum of error probabilities:

De =A+ Ao = Zpika,b()\ika,b + A2 plika)- 27)
ikab

We show that the average of p. over a random codebook en-
semble is small for sufficiently large codeword length n. Then,
there must exist at least one codebook such that p, is small for
sufficiently large n.

For a given distribution Py, x, x,, we construct random code-
books by the following generating steps.

1. Generate 2" codewords #7;,i = 1,...,2""1 each uni-

formly drawn from the set 77( P, ).

2. For each xfi, generate 2nka1 codewords uy, k=
1,...,2"8%21 each uniformly drawn from the set
7 (P, lo7).

3. For each z7; and uj}, generate A - B codewords x5 ;. ..,
a=1,...,A;b=1,..., B, each uniformly drawn from
the set Tﬁn (PXQ\UXl |U,£Lk, .’l?rllL) .

Suppose the codewords z7 ; and xy ;4. are transmitted by
transmitters 1 and 2, respectively, and define the following de-
coding strategies at receivers 1 and 2.

1. Receiver 1 declares that the index of z7 is i if all

(27, ulf,y") € T!(Pux,y) have the common index
i = 4. If no such 7 is found an error is declared.

2. Receiver 1, if given the indices (i, k, a), declares that the
index of x4 ;1. 1s b if it is the unique index such that
(37711,1‘: Ujp T s y”) € T"(Pyx,x,v). If no such b is
found an error is declared.

3. Receiver 2 declares that the indices of z7 and x5 are
('Z./l;:?d,l;) if it is the unique set of these indices such

n Zn) € T:l(PU4Y]X2Z)' If no such

i Vo ihab
(Z k,a, l;) are found an error is declared.
We can compute E¢[p.] by following the standard techniques
as in [24, Ch. 15], where E¢ indicates an average over the
random codebook ensemble. We can show that

that (a:" U
1,2

Eclpe] <n (28)
for sufficiently large codeword length n, by using the sizes of
indices ¢, k, a, and b given in (19) and(23).

Hence there exists one codebook such that for sufficiently
large codebook size n

Pe = A+ A2 < 1. (29)

This leads to the conclusion that for sufficiently large codebook
size n

A<n and X <. (30)

Step 2: Encoding: In the following, we consider the case
in which Rgs > %logA and compute the equivocation rate
for this case in step 3. For the case in which Ros < %log A,
the encoding scheme and computation of the equivocation rate
are similar and are briefly described at the end of the proof. We
define the following sets:

A=[L,4], B=[1,B] 3D
where A and B are defined in (23). We let
Was = Ax J (32)

where 7 = [1,J] and 1logJ = Rys — Llog A.

Authorized licensed use limited to: IEEE Xplore. Downloaded on February 25, 2009 at 12:36 from IEEE Xplore. Restrictions apply.



LIANG et al.: CAPACITY OF COGNITIVE INTERFERENCE CHANNELS WITH AND WITHOUT SECRECY 611

We define the mapping g : B — J to be partitioning 5 into .J
subsets with nearly equal size, where “nearly equal size” means

lg™ Gl < 2llg~ (),

The two encoders are defined as
Encoder 1 fi:
Encoder 2 fo; :

le7j2€j. (33)

Wy — {1}, mapping w3 — i;
(W1, War) — {uf},

mapping wi — ¢ and wo; — k;
(Wi, War, Wag) — {a5 ipar } »
mapping wy — i, w2; — k, and

Pxpiwy woy s

wae = (a,j) — (a,b) with b chosen
randomly, uniformly from the set
97 (i) C B, (34)

Step 3: Equivocation Computation: Based on the code-
book given in Lemma 2 in step 1 and the encoding functions
defined in (34) in step 2, we have the following joint probability
distribution:

PW’1PW’21PW7221 {Xf = fl(Wl)} 1{ gc = f21(W17W21)}
(35)

where Py, , Py, , and Pyy,, are uniform distributions, and 1{-}
is the indicator function that is 1 if its argument is true, and is 0
otherwise. The encoding functions f; and f»; are deterministic
one-to-one mapping, and Pxz w, w,, w,, is arandom mapping
function (probability distribution) as defined in (34).

We now compute the equivocation rate of W5 at receiver 1 in
the following:

Pxp 1w Wy Wan Pyn zn|x7 X7

H(Wao1 Waa|Y™) > H(Waa|Y™, Wi, Way)

= HWao, Y™ Wy, Woy1) — H(Y™ W1, Woy)

= HWao, Y™, XJ|W1, Way)
— H(X3|Wy,Wa1, W, Y") — H(Y" Wy, Way)

= HWao, XJ|W1,Wo1) + H(Y" Wy, Way, Wao, X7)
— H(XF Wy, Way, Wae, Y™) — H(Y™ Wy, Way)

> H(X3|Wi, War) + H(Y"|XT, X3)
— H(X3 Wy, Way, W, Y") — H(Y" W1, Wa1) (36)

where (36) follows because conditioning does not increase
entropy and Y™ is independent of (Wi, Way, Was) given
(X7, X3).

We now compute each of the four terms in (36). To compute
the first term, we use the following lemma given in [18].

Lemma 3: ([18]) Consider a discrete random variable X
taking valuesin {z1, ..., z,, } and the probability mass function

satisfying
Px(wi) _ s -
< 2%, for6 >1andVi,5€(l,...,m]. (37)
Pr(ny) jel ]
Then2
H(X) >logm — 6. (38)

2As before, the entropy is measured in bits.

For the first term in (36), we note that for each (W; =
i,Wo1 = k), X has A - B possible values. According to the
encoding mapping function 2o defined in (34), we have

Pxp (7%)
—2——= <2, Vazi, 75 € {25 ;10 }- (39)
PX; (1173) 2 2 { 2,1k b}
By using (37) given in Lemma 3, we obtain
1 1 1 1 1
—H (XJ|W, W) > —logA+ —logB— — = R, — —.
n n n n n
(40)

For the second term in (36), we have (41)—(43) shown at
the top of the following page, where O (¢}) — 0 as ¢} — 0,
N (a,b|z, %) in (41) denotes the number of indices i € [1, n]
for which (z1,;,2,;) = (a,b), and (42) follows from the defi-
nition that (z7,2%) € T!'(Px, x,)-

To compute the third term in (36), we define
p(w1, w21, waz,y™) in (44) also at the top of the fol-
lowing page. Then

Pr{Xy # p (W1, War, W, Y")}

= § |:pm1 Jwa1,a,b

wi,w21,a,b

Pr{xg,unwmﬂ,b # p (w17 w21, W22, Yn) ‘wh w21, a, b}i|
=X < 1. (45)

Therefore, by Fano’s inequality, we obtain
1
gH(X§|W17W217W22,Y")

< % (1 + Ao log (Qn(mmmw;)))

< e (46)

where €5 is small for sufficiently large 7.
To compute the fourth term in (36), we define

Am Yy,
Yy = n
{y17

where y7' is an arbitrary sequence that is contained in J".

We then obtain (48) on the following page. The first term in
(48) can be bounded as

1
E Z [Pr{Wl =wy, Wo = wzl}

wi,Wwaq

if(x?,un ’ uZ)la'le ? yn) € Tin (PUle)

otherwise @7

x H (Y”|W1 =wy, Wa1 = w21)]

< Z [Pr{Wl = wy, Wo1 = wa1 }

wi,waq

S|

x log ||Ten (PYIUX1 |$711,w17uglw217)||]

< Z PI‘{Wl =wi, Wo = wgl}(H(Y|U7 Xl) + 6)
<HY|U, X1)+e. (49)

To bound the second term in (48), we use Fano’s inequality
and obtain (50) also on the following page, where €3 is small for
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1 n n n 1 n n n n n n n n n
EH(Y | X1, X3) = n Z [Pr{X{ =af, X3 = a3} H(Y"|X] = af, X3 = a3)]
1 n n n n n n n n n
ZH Z [Pr{X{ =af, X3 = a3} H(Y"|XT] = a2f, X3 = 23)]
(e} .27 ) €T [Px, x,]
1 n n n n n n
= Z [Pr{Xl =y, Xy = w3} x Z [N(a,b|a:1,:1:2)
(z’l’,zg)GT(”[lexﬂ (a,b)€EX1 X X2
X Z —Pyx, x,(yla,b)log Py |x, x, (yla, b)” (41)
yey
> 3 lE{X?ZwKXSZxﬁX > [rxizax=n-¢)
(z"ll,zg)eT(” [PXIXZ] (a,b)EX) X X
X Z —Pyx, x,(yla,b)log Py |x, x, (yla, b)” 42)
yey
= > [Pr{X7 = Xp =} (H(Y]X, Xo) - O(e)]
(m?',mg')eTE”[lexz]
> (1—e3) HY|X1,X2) — O (e])
2 H(Y|X1/X2) — €1 (43)

p (w17w21,w22,y") = {

n
:'1:2,’UJ1’UJ21(II)7

n .
T2 1111> otherwise.

if there is a unique b such that (x{‘ywl Uiy w31 TS sy ab y") €T (Pux,x,v) (44)

1

1
= H Z [PI“{W1 =wy, Wy = w21}H (Yn|W1 =wy, Wy = w21)}

w1 ,Ww21

IN

wi, W

w1, w1

% Z |:PI‘{W1 = wy, Wor = war }H (Y"Y”le = w1, Wa = “’21)}

% 3 Pr{Wi = wy, Way = w21}(H (Y"|W1 = w1, Way = wﬂ) v H (Y"|W1 = w1, Way = w21,17")). 48)

% 3 [Pr{Wl = w1, Way = wor VH (Y"|W1 = wi, Way = wm,?")]

w1, Waq

IN

w1, W21

Wi, W21

<e3

% Z [Pr{Wl = wy, Way = w21}(1 + Pr {Y" A YWy = wy, Way = 'w21} log |y|n)]

1
g + Z Pr{Wl = Wi, W21 = ’U}21} PI‘{ (x?,ml?u:;lwzl?yn) ¢ TFTL(PleY)} IOg |y|

(50)

sufficiently large n. Hence, the fourth term in (36) is bounded where €4 is small for sufficiently large n. By the definition of

as

1
EH(Y”|W1,W21) <SHYWU, X1) + e3.

(D

Substituting (40), (43), (46), and (51) into (36), we obtain

1
gH (W2|Yn) ZRlz + H(Y|X1,Xz) - H(Y|X1/ U) — €4

= Ry — I(Xn; YU, X1) — &4

(52)

R,., we conclude
R. < R, — I(X2;Y|U, X1). (53)
Therefore, the region R in (4) follows by using (19), (20), and
(53).
In steps 2 and 3, we assume that

1
Roo > — IOg A.
n
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For the case in which
1
R22 S — IOgA
n

we change the encoder PX;"\WH Wai1,Was 10 (34) to be the fol-
lowing:

(W1, War, Waz) — {@5 jap } » that maps
(W1, W1, W22) — T3 1y 1oy, wpbs Where b is chosen

XQ;YILT,Xl)]

randomly, uniformly from the set [1, ond( 54)

In this case, note that the number of messages is less than the
number of rows in the codebook. The encoding strategy is to
map each message to a different row. It is expected that in this
case receiver 1 is not able to decode any information about W5,
and hence perfect secrecy is achieved. In fact, the first term of
the equivocation rate in (36) becomes

1
~H (X3 |Wh, Wa1) = Ros + I(X5; Y |U, X1) (35

because for each (Wy, Wy ), X3 has 27 (22 H1(X23V[U.X0)) o
sible equally likely values. All other terms in (36) remain the
same as before. We hence have

1
EH (W21W22 |Yn)

> Rao + I(X2; YU, X1)
+ H(Y|X11X2) - H(Y|X1,U) — €4

= Rys — €4. (56)

Thus, for sufficiently large n
R < Ry (7

which concludes the proof.

APPENDIX B
PROOF OF THE CONVERSE PART OF THEOREM 1

Consider a (21, 2"R2 ) code with an average block error

probability P{™. The probability distribution on Wi x W x
AT X XF x Y™ x Z™ is given by

Pw, w, xp xp. v 20

= Pw, Pw, L{X] = Ai(W0)} Pxpiwyws [ Pyiz XX

=1
(58)
By Fano’s inequality, we have
H(W1|Y™) <R PM™ 4+ 1 =né, (59)
H (W1, W5|Z") <n(Ry 4+ Ro)P™ +1 =nby, (60)
where 61 ,, and 8, — 0 if P™ 0.
The following lemma is useful in the proof.
Lemma 4: [18, Lemma 7] For any
(T, Y1,....Yu, Z1,..., Zy)

Z I(Z; Y'Y 20, T) = Z[ (Yi; 20 Y1 T)
=1 =1

We define the following auxiliary random variables:

U= (Wi, X7, Y"1 Z8) and V= (Wa,U;)  (61)
which satisfy the following Markov chain conditions:
X1, U< Vie Xy,
(Ui, Vi) & (X1,i,X0,) < (Y3, Z;) (62)

fors =1,...,n.
We first bound R;

nRy SI(WyiY™) +nb, =Y I(Wi VY ™1) +né,,

i=1

NE

< QAW XYL 28 Y + nby

-
Il
-

1(U;, X1,:;Y;) + nby, (63)

|

Il
-

K2

where 6, = 01, + 02, Similarly, we can obtain the following
bound on R;y:

nRy < T(Wy; Z2™) 4 nby <Y 1(U;, X153 %) + b, (64)

i=1

We then bound Rs

nRy <I(Wa; Z™) 4+ néy,
S WZaZn7W17X?)+n6n
Wa; Z™ W1, XT') + néby,

NN
—~

(65)

<

v

H(Z;|X1;) — H(Zi\Wy,Wo, XT', Z}" 1) + nd,

i
I

I(W27 W17X?7Yi_17 Zin+1; Zi|X1,i) + n5n

i
I

-

s
Il
-

|

where (65) follows since W5 and (W7, X7") are independent.
We can next bound the sum-rate in two different forms

an + ’I’LR2 SI(Wl,WQ,Zn) + ’I’L(Sn

=Y T (Wi, Wa; Zi|Z%1) + nb,

i=1

<Y T(Wi, Wa, X1, Y7N 2005 Z0) + b,

i=1

=Y (Ui, Vi, X1.4: Z:) + néb,

i=1

(67)

and get (68)—(70) at the top of the following page, where (69)
follows from Lemma 4 applied to 7' = (W7, X7).

We now bound the equivocation rate R. as shown in
(71)—(73), also at the top of the following page, where (71)
follows from Lemma 4 applied to T = (W, W5), (72) follows
from the chain rule and Lemma 4 applied to T = (W, W),
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nRi + nRy (68)
ST (W, XT5Y™) + 1 (Wa; Z7 Wy, XT') + ndn
= [ (W XT3 YalY ) + T (Was ZuWA, X7, Z2) | + b
< Z[I (Wi, X7, Z0 s YY) — (22 Vil W, X7, Yt + T (Yi_17W2;Zi|W17X{l7ZZL+1)} + non
=1
< Z[l (Wi XT, 25 YY) = 1 (225 YW, XT, YY)
+I(YL Y Z |W1 X17 L+1) +I(W27Z |W17X1 YL ! qu+1):| +n6n
= [TV X7 22 VYY) A+ T (Was ZiWa, XYL, 205 | + i (69)
1=1
<3 [1(Us, X065 Y0) + 1(Vis Z0|U;, X,0) | + (70)
=1
R. < H (Wa|Y™)
= H(W |W1) — (WQ;Yn|W1) + I(WQ; W1|Yn)
= I(VVQ7 Zn|W1) (WQ§Y”|W1) + H(W2|Zn, Wl) + I(Wl; W2|Yn)
S I(Wz, Z |W1) — I(Wz,Yn|W1) + n6n
= o[ Wa 2w, 2250) = 1 (Was Vil Y =) | 4 ms,
1=1
— Z[I (Wa, YTV Z,|Wh, 2001 = 1 (Y™ Zi|Wh, Wa, 22,
1=1
- I(WQ,Z:+1/YZ|W17Y7_1) +I( 1+17Y|W17W2 YL 1):| +n5n
=S [T W2 YT 2w, ) = T (W, 22505 Vil W, Vi) | 4 e, (71)
1=1
= [T Was W, YT Z) = T (W YW, Y 22) | + b (72)
=1
= > |1 (Vi ZilUs, X1.) = I (Ve ViU, X,0) | + mb 73)

s
Il
-

and (73) follows from (61) and from the fact that X7 is a

deterministic function of Wj.

Using (64) and (73), we finally bound the following sum-rate:

nRi +nR,.

Equations (63)-(74) conclude the proof of the converse part

of Theorem 1 as they establish the existence of random variables

(U,V, X1, X) such that (X1,U) < V < X, and (U,V) <

(X1,X5) <« (Y, Z) are Markov chains and the inequalities in

(6) are satisfied.

<Z[ (U, X143 Z:) + T (Vi Zi|Us, X1.4) APPENDIX C

I(Vis Yi|Us, X1)| + né,

:Z[ (U, Vi, X143 Z) —

1=1

PROOF OF COROLLARY 2

T(Vis YilUs, X1,0)] + nb.
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We apply the bounds in (5) and obtain
R2 <I(U VZ|X1) S I(XQ,Z|X1)
Ri+ Ry < (VUXl, )<I(X27X1;Z)
(74) Ry + Ry <I(U,X1;Y) + I(V; Z|U, Xy)
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Re < T (W Z"|Wy) — I (W Y |Wh)

< I(W27Z Wi, XT') — I (Wa; Y™ Wy, X7')

=1 Wy, X3, Z"|Wh, XT) — I (X3; Z" W1, Wa, XT)
S I(X3 20 W, XT) = T(X35 Y™ W, XT)

Il

@
Il
—

H(Z;\W1,X{,Z" ') - H

i
I

v

1 (Wa, XY |Wh, X7) + (X5 Y™ | Wa, Wa, X7)

(80)

(X35 W3, X7, 2) = T (X33, X7, )

(Z;Wh, X1, 271 X)) — H (YW, X, YY) + H (H|W17X{L7X§7Yi71)]

<3 [I(Xoi ZulU) = H (VilWa, X2, Y1 2070 4 1 (YilWa, X7 X, 207 ] @1
i=1
< S [1(Xou ZilUs) = H (VilW1, X7, 2070) + H (Vi Wh, XT X3, 27 (82)
i=1
= Z [I(Xz,qz; Zi|X1,:,U;) — I(X9,:; Yi| X1, UJ} (83)
i=1
<IU,X;;Y)+ I(V; YU, X4) We now bound Rj
:I(V7U7X1§Y) SI(X27X1;Y) (75) ’I’LRQ SI(WZ,Z”|W1/X{L)
where (75) follows from the degradedness condition (8). _ i I (Wg' Zi|Wh, XT Zi—l)
To bound R., we apply the last bound in (5) and obtain P L
R. <I(V; Z|U, Xy) = I(V;Y|U, X1) 0 (76) <Y H (7w, X7, 27
i=1
where the last inequality follows from the degradedness condi- _H ( Zi|Wi, Wo, X, 271 X, 1)
tion (8), which concludes the proof. n ’
< ZH(Zi|Ui7X1,i) — H(Zi|U;, X1, X2,i)
=1
APPENDIX D _ = o .
PROOF OF COROLLARY 3 N ; I(Xoi3 ZilUs, Xoa). (79

We follow the initial steps in Appendix B except that we now
define U; = (Wl7 Z 1, X?).

nRy < T (Wi YY)

=1
<Y 1Y) - (VWY
=1
R
=1
< iH(Y,L-) — H (Y;|Wh, 271, XT7)
=1
= iI(U,;,Xi,l;Yq;). (77)
i=1
Similarly
nliy < iI(Ui,Xi,l; Z;). (78)

i=1

We finally bound R.as shown in (80)—(83) at the top of the
page, where (80) follows because I (X3; Y™ |Wy, Wy, X7') <
I(X%; Z™|Wyp, W, X7) due to the degradedness condition
(10), (81) follows because conditioning reduces entropy and
because (Y71, Zi71) (W1, X41,i,X2,i) < Y, and (82)
follows because of the degradedness condition (10).

APPENDIX E
PROOF OF THE CONVERSE PART OF THEOREM 2

Similarly to the steps in Appendix C, we apply the degraded-
ness condition in (8) to the bounds (66), (67), and (70) in Ap-
pendix B, and obtain the following bounds:

nRy <> 1(Xo 5 Zi|X1,) + né,,

(84)
=1

nRi+nRy <Y I(X13, X055 %:) +nbp  (85)
i=1

nRi+nRy <Y I(X13,X555Yi) + 06, (86)

i=1
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In the following, we further derive the bounds (84)—(86) for
the Gaussian channel. For simplicity of exposition, we ignore
the term nd,,. We start with (85), and obtain

Ri+ Ry

< 1271:}(2) 11 2

S (45 3 og2Te

<5 Zlog (E(bX1,i + X2,4)” +1) (87)
L -

<z SN EBObX i+ Xa24)2 41 88

< 2 (ng 1, + X2, ) + ) (88)
1 1

=3 10g<g Z(szXii +EX3, + 2bE(X1,,;X2,1-,)) + 1)

i=1
< Liog (12P + P +2—bzn:E(X Xoi)+1 (89)
=5 g 1 2 " 1,i%24

=1

where (87) follows from the fact that a Gaussian distribution
maximizes the entropy for given second moments and (88) fol-
lows from the concavity of the log(-) function and Jensen’s in-
equality.

We note that

n

1
- ZE(Xl iXa;)
<1 2 E[X?,JE [X3,] (90)
1 < ) 1 < )
SN D BLIRGHE R D BRI eH
=1 =1
<VPP 91)

where (90) and (91) follow from the Cauchy—Schwarz in-
equality.
Hence, there exits —1 < p < 1 such that

1 n
— > BX1:Xo] = pv/PiPs. 92)
=1
Applying (92) to (89), we obtain
1
Ri+ Ry < 5 log (b2P1 + P+ 20p\/ PPy + 1) . (93)
Similarly to the above, we obtain
1
Ry+ Ry < 5 log (P1 + a2y + 2ap\/PL P + 1) (94)

To bound R5, we first derive the following useful property:

lp\/ P1LP,|
1 n

==Y B[X1,Xs]
n

i=1

1 n
— Z E[X1,E(X2,]X1,)]

i=1

1 & 5
s ; \/E [X2,] E[E2 [Xy,] X1 ,4]]
1 & 1<
< (ﬁ ;E [Xfl]) : <E ;E[E2(X2,i|X1,i)]>
< VA ©5)
where A = L 5" B [E*(X,;|X1,)]. This implies

We now further derive (84) and obtain

n

R, < %Z [}L(Zl,ip(l,i) - h(Zl,i|X1,i7X2,i>:|

=1

1< 1
S % Z:Elog 27reVar(Zi|X17i) — 5 log 2me

1 & 1
= % Zz_;log 2mel [Var(X27i|X1,i) —+ 1] — 5 log 2re

< %log <% iz:;E[Var(XMXM)] + 1)

— %log <% ) [E (X3,) - B [EZ(XQ’”XL"’)H + 1)
1=1

< %log(Pz —A+1)

< %log (1= p*) P2 +1) ©n

where (97) follows from (96).

APPENDIX F
PROOF OF THE CONVERSE FOR THEOREM 3

We further derive the bounds (77), (78), (79), and (83) for the
Gaussian channel. We start with (78) and obtain

< % ZI(Ui;Xl,i§Z
=— Z[h

log 2me (b P1+P2+—ZE X11X21)+1)

) — h(Zi|U;, X“)]

l\DI»—~

=1

1 n
- > W(Zi|Ui, X1.) (98)

i=1

where (98) follows by applying the same steps as in (89) in
Appendix E. For the term 1 3" | h(Z;|U;, X1;), we have

1 n
> =N WZ|UL X1 4y Xo g
_n§ W(Zi] 1,0y X2,i)

i=1

1 n
— h(Z;|U;, X1 4
2 2 AU X)

1
=3 log 2me 99)
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and

1 ¢ 1 ¢
- Z; W(Z:|Us, X1,0) <~ Z; h(Zi|X1.:)

ln
< — h(Xs,; + Na ;| X1
_n;(2,+ 2,i| X1,:)

n

1 1
< - ; 3 log 2me (E [X22,i] + 1)
log 2we(P2 + 1).

< (100)

DO | =

Equations (99) and (100) imply that there exists a |p’| < 1 such
that
1

1 n
- > WZi|Ui, X13) = 5 log2me (1—-p*)Py+1). (101)
=1

We can also obtain that

n

1 — 1
— Zi|U;, X4 5) < — Zi| Xy
LS hzvx) < 1 nzx)

i=1 i=1
1
< 3 log2me(Py — A+ 1) (102)

where A = 13" | E [E?(X,,|X1,;)] and (102) follows from
(97). Equations (101) and (102) imply that

A< p?Ps. (103)
From (95) in Appendix E, we obtain
1 n
— Y E[X1,:Xa.]| < VPA<p?PiP (104)
n
=1

Hence, if we choose a correct sign for p’, there exists 0 < 3 < 1
such that

1 n
~ Y BIX1iXo] = p'v/BPLP,. (105)
i=1
Now applying (105) and (100) to (98), we obtain
1 b2Py, + Py +2bp'\/BP Py + 1
Ry < = log 1+ P+ 2bp" /P Py + (106)
2 (1—p2)Py+1

We next derive (79) to bound R,

1 n
Ry < — I( X5 Z;|Us, X4 4
2_n2( 2,1 | 1,)

i=1

1 n
~n Z[H(Z”Uth,i) - H(Zi|Ui7X1,i7X2,i)]
i=1

< élog (1=p*)P+1) (107)

where (107) follows from (101).
We further derive (77) and obtain another bound on R

nRy <> (Ui, Xi1;Yy)

i=1

<3 [p0%) = iU Xa)| o 08)
1=1

Now
> ()
=1

1 ) 20,
5 log <P1 +atPy+ ;E(XMXM) + 1) (109)

IN

1
= S log (Pl + a2 Py + 2ap'\/BP. Py + 1) (110)

where (109) follows from the steps similarly to those in (89) in
Appendix E, and (110) follows from (105).
We note that the capacity-equivocation region does not

change if we consider the following output at receiver 1:
Y = X; +aXs+aNy + N’ (111)

where N’ is a zero-mean Gaussian random variable with the
variance 1 — a2, and is independent of N; and No. We now use
the entropy power inequality, and obtain

92h(Yi|Ui=ui, X1 i=214)
— 92h(aZi+N]|Ui=u; X1 i=m1,;)
> 92h(aZi|Us=u;, X1 i=w13) 4 22IL(N;\Ui:ui,X1,i:z1,i)
— 92h(Zi|Ui=u; Xy i=w1,1) +loga® | ome(l — a?).
Hence
h(YilU; = ui, X1 = 21,4)
> %log (22h(Zi\Ui:uq-,Xl_q-:zl_q-)-l—logaQ + 2me(1 — az)) )
Thus
E[hY;|U; = u;, X1, = 214)]
> %E [log (22h(Z1~|Ui:ui,X1,i=$1,i)+loga2 + 27me(1 — az))}
> %108; (QZEM’(Z"U’:"’ XrimeolHoga® | 2me(1 — a2))
(112)
(113)

v

%log (22}L(Zi|Ui,X1,i)+10gd2 + 271'6(1 . az))

where (112) follows because log(2” + ¢) is a convex function
of z. Therefore

1 n
LS havx)

i=1

v

2i Zlog (22h(z1|U,,4\'1,,)+1oga2 + 2me(1 — az))
n
i=1

> Liog(27% KL IO X0t g1 o)
(114)
1
=5 log 2me (a®(1 — p"*)Py + 1) (115)

where (114) also follows because log(2* + ¢) is a convex func-
tion of z, and (115) follows from (101).
Substituting (115) and (110) into (108), we obtain

P1+a2P2—|—2ap’\/ﬂP1P2+1
a’>(1—p?)Py+1

1
nRy < Elog (116)
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We finally apply (83) to bound R.

1 n
R <=~ ; (155,15 21 X1,0,U3) = 155, Yi X0, U]
1 n
“n ; [h(Z”Xlﬂ" Ui) = h(Yil X1, Ui)}
1 1
< B log (1= p/)Py + 1) — 3 log (a2(1 = p2)P5 + 1)

(117)

where (117) follows from (101) and (115).
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