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Abstract. We study eavesdropper performance in power-controlled celtular CDMA systems. A significant hindrance to eaves-
dropping in the reverse channel is the wide range of potential received powers from active users; although power control insures
that all users are received with approximately equal power at the base station, it does not concern itself with the rest of the cell.
Susceptibility to the npear-far problem is demonstrated, and performance sensitivity to eavesdropper location is shown to depend
on a single off-centered-ness parameter. Both circular and linear cell geometries are considered, with log-distance and log-normal
shadowing models adopted for signal path loss. A comparison of several eavesdropper detection strategies is performed, demon-
strating a potential for significant performance improvement through the use of multiuser detection techniques.

1. INTRODUCTION

In this paper, we are interested in assessing achiev-
able performance for an eavesdropper located at an
arbitrary position in a cellular communication system
which employs power control. The results form a per-
formance guideline for eavesdropping agencies which
operate subject to various location considerations, and
which are either employing or considering employiment
of various receiver structures. The potential for perfor-
mance improvement through the use of multiuser detec-
tion techniques designed to mitigate multiple-access
interference is analyzed. From the point of view of cel-
lular system evaluation and improvement, specifically
in terms of eavesdropping susceptibility, the resuits rep-
resent a fair assessment of potential performance for an
eavesdropper employing multiuser detection techniques.

Power control is implemented in cellular communica-
tion systems to insure that active users are received with
approximately equal power at the base station. The pur-
pose of such control is to mitigate multiple-access inter-
ference in the reverse channel by preventing the domi-
nation of any user’s signal by tbat of any other user at
the base station detector, effectively realizing a fair dis-
tribution of MAI among all users. The potential for a
significant discrepancy in received user power is com-
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monly referred to as the near-far problem, and can
result in significant performance degradation.

The form and extent of power control implementation
can vary according to the types of power loss encountered
by signals during propagation. In a predominantly line-of-
sight system, signal path loss is primarily dependent on
the separation between the user and base station, and
hence power control can be effectively realized in simple
open loop fashion by mandating that each user estimnate
encountered signal power attenuation as a function of
received signal power from the base station and adjust its
transmit power accordingly. In systems subject to fast
fading effects such as multipath, a closed loop feedback
control implementation is necessary to counteract unpre-
dictable dynamic signal attenuation; given a fast enough
control loop sampling rate, users’ received powers are
kept within a reasonable proximity to the prescribed ref-
erence level at the base station [1]. Closed loop power
conirol based on measurements of signal-to-interference-
and-noise ratio (SINR) has been considered as a viable
alternative to control based on direct measurements of
absolute received power, motivated by easier implemen-
tation and a stronger tie to performance criteria, but
involving stability issues as a result of the interdependen-
cies between users” SINRs and signal strengths [2].

Common to all forms of power control is the mitiga-
tion of received power at the base station with disregard
to the induced power distribution throughout the rest of
the communication cell. Consequently, an eavesdropper
located somewhere other than the base station may not
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Fig. 1 - Near-far effect for an eavesdropper in a power-controlled cell.

benefit from power control, and is susceptible to near-
far effects as a result. Consider for example the situa-
tion depicted in Fig. 1, where an eavesdropper is
attempting to detect the transmission of user 1 amidst
strong interference from other active users; given an
unfavorable distribution of users and a strong enough
cross-correlation between users’ signals, such detection
will be rendered impossible using conventional detec-
tion techniques. In this paper, we study the performance
of an eavesdropper located at an arbitrary position with-
in a CDMA cell. In section 2, we compute the distribu-
tion of received power throughout a communication ceil
with ideal power control for both standard circular cell
and linear cell geometrics. We then compare several
eavesdropper detection strategies in section 3. Section 4
considers the effect of shadowing on eavesdropper per-
formance. Qur conclusions are presented in section 5.

2. RECEIVED POWER DISTRIBUTION
2.1. Circular cell geometry

Consider a circular communication cell of radius A,
with a single centrally-located base station, K active
users, and an eavesdropper located a distance a £ A from
the base station. The locations of the users within the cell
are modelled as uniformly random and independent. Path
loss is assumed to satisfy a log-distance law of the form

Pg = prid*® (1

where p, represcnts the user’s transmit power, pg the
received power, d the propagation distance, and 2« the
path loss exponent, with « typically ranging from 1
(rural) to 2 (urban). The numerical substitution & = 1 is
made throughout unless otherwise noted; in light of the
observation that the range of potential received powers
increases with ¢, the choice o= | represents a best-case
scenario on the part of the eavesdropper, and a lower
bound on the performance-improving potential of multi-
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user detection techniques. The additional effect of log-
normal shadowing will be considered in section 4.

It is interesting to note that the range of potential
received powers from active users throughout the cell at
an off-center eavesdropper can actually increase as a
result of base station power control. To see this, consider
an eavesdropper located at the edge of the cell and a pair
of active users. Without power control (in which case the
users transmit with equal constant power py), the maxi-
mum ratio of received powers is achieved when one user
is situated close enough to the eavesdropper to be
received with approximate power py (assurning without
loss of generality unit eavesdropper antenna gain) while
the other is sitnated across the cell at a distance 24 from
the eavesdropper; in this case, the received power ratio is
(2A¥ according to (1). With power control, the maxi-
mum received power is achieved by displacing the dis-
tant user to a position close encugh to the base station
where it need only transmit with approximately the refer-
ence power p, (assuming again without loss of generality
unit base station antenna gain). Such a user will be
received with approximate power py/A2® at the evesdrop-
per. Meanwhile, the user located near the eavesdropper
needs to transmit with power p,A2% according to (1), and
thus the ratio of received powers at the eavesdropper is
equal to A%, which can clearly be significanily greater
than the maximuom received power ratio (2A)?* without
employed power control for cells with relatively large
radius, rendering power control a potential contributor to
the eavesdropper ncar-far problem.

For an active user located in the far-field region of the
base station and eavesdropper antenmas at a distance v
from the base station (0 < 4 < A) and on a line 8 radians
from the line between eavesdropper and base station (Fig.
2), the received power at the eavesdropper is given by

p = [ (? + a? — 2ua cos ) 2)

where the reference level at the base station is taken to
be 0 dB. Fig. 2 depicts a representative set of contours
corresponding to equal received power at the eaves-
dropper. In this paper we find the resulting cumulative
distribution function (CDF) of the random variable P

Power Reference Level = 3
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-

Fig. 2 - Equal received power contours for an eavesdropper.
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representing received power from a user distributed uni-
formly within the cell:

of received power increased as the eavesdropper moves
away from the base station.
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where ¥ = a/A and the range of sin! (-) is taken to be
[-m/2, n/2). The restriction of potential received power
to the interval [1/M, M] represents the inconsistency of
the path loss-model (1) for small transmitter-receiver
separation d. Of note is the dependency of the received
power distribution on the location of the eavesdropper
and the radins of the cell through a single parameter § <
Y < 1 representing ““off-centered-ness” of the cavesdrop-
per. Fig. 3 depicts Fp(p) for several values of eaves-
dropper off-centered-ness ¥ As expected, the variance

1 T T T 1

- Off-Centered-Mess y=1__

Fo {0}

0 . ! I I
-16 =10 -5 0 5 10

Received Power p (dB)

15 20

Fig. 3 - CDF Qf received power at various off-center locations for a
uniformiy-distributed power-controlled active user in a circular cell.
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Consider a two-user system with an eavesdropper
interested in detecting the signal of user 1, who is
received with power p,. If we assume that the eavesdrop-
per uses a conventional matched-filter detector and pre-
scribe a required signal-to-interference (SIR) threshold T
below which the eavesdropper can not operate satisfactor-
ily, with interference power from user 2 given by Tp,, we
can write the probability of eavesdropper cutage as

P (outage) =1 — F (py/tID)

For a relatively large number of independently locat-
ed users K, we can approximate the sum of received
powers from interfering users 2 through K with a
Gaussian distribution with mean (K - 1) E(P) and vari-
ance (K — 1) [£ (P?) — E (P)?], where E (P) and F (P%)
are expected values and are obtained through (3). If we
assume that interference is proportional to total received
power from interfering users, then probability of caves-
dropper outage is in this case given by

p /Tl (K -1 E(P)

P(outage) = O< — — =
V(K- n[EEy - E(Py}

where () represents the tail of the standard unit-vari-
ance Gaussian distribution. Fig. 4 depicts eavesdropper
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Fig. 4 - Eavesdropper outage probability with mean desired user
received power.

outage probabilities as a function of off-centered-ness for
a cell with different loads for p; = E(P), I'=3dB, 7=
1/128 and M = 30 dB. It is clear from the figure that
eavesdropper performance is highly sensitive to off-cen-
tered-ness, motivating the investigation of alternative
eavesdropper detection strategies designed to suppress
interference in the following section.

2.2. Linear cell geometry

In light of the complexity of the eavesdropper received
power distribution (3) for a uniformly distributed active
user in a circular cell, we consider a simpler linear cell
geometry in order to develop further results and insight.
The linear CDMA cell depicted in Fig. 5 exhibits many of
the properties of interest to an eavesdropper situated in a
circular cell, in particular a location-dependent induced
distribution of received power from active users even
under ideal power control, and hence susceptibility to the
near-far problem. Such a cell configuration is of practical
interest as well, for instance in the analysis of calls gener-
ated by freeway traffic during rush hour.

In the linear cell model, active users are located on a
straight line segment of length 2A, with a centrally-
located base station employing perfect power control.
Under the signal propagation model 1, the induced CDF
of received power at an eavesdropper located a units
from the base station from a uniformly distributed
active user is given by

g
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Fig. 5 - Linear cell geometry.

where y= a/A. Fig. 6 depicts received power CDFs for
several values of eavesdropper off-centered-ness ¥, The
variance of received power is seen to increase as the
eavesdropper-to-base-station separation grows for the
linear cell model as well.
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Fig. 6 - CDF of received power at various ott-center locations for a
uniformly-distributed power-controlled active user in a linear cell.

3. TWO-USER CDMA SYSTEM ANALYSIS

We focus attention on a two-user CDMA system,
facilitating a detailed analysis of some of the major
issues confronting an eavesdropper. Consider a CDMA
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system with two active users, where users 1 and 2 are
assigned the signature waveforms s,(2) and s,(#) respec-
tively. The waveforms are assumed to be time-limited
to the interval [0, T] where T is the inverse of the bit
transmuission rate, and are assumed to exhibit normal-
ized signal cnergy fOT sf(t) dr = ,%r sé(l) dr = 1. User 1
transmits the information-bearing signal

u (t)= ‘EAIJ by s (t —iT)

f=—oo

and user 2 the signal

iy (1) = iAZ.i by, s, (t —iT)

j=-no

where the b, ; and b, are all independent and identically
distributed, taking on the values +1 and -1 equiprob-
ably, and the transmiited amplitudes 4, ; and A, ; are
chosen to realize ideal power control at the base station.
We assume that the active users transmit synchronous-
ly, simplifying the analysis considerably while provid-
ing a good characterization of performance behavior in
the asynchronous case. In the synchronous case, base
station and eavesdropper performance both hinge
strongly on the cross-correlation

p=]an 0w

between the two users’ signature waveforms. Our goal
is to analyze eavesdropper performance as it depends on
p and off-centered-ness ¥.

3.1. Eavesdropper detection strategies

According to the described model, the eavesdropper
is faced with determining the information-bearing bits
{by;} from user 1 given the reception

y{t)=

=

where n(¢) is white Gaussian background noise with
variance o2 and p,; and p,; are received powers at the
eavesdropper, giveﬁ by (2). In the synchronous case, the
eavesdropper need only perform bit-by-bit detection,
since all information concerning the reception of any
given bit is contained within the corresponding signal-
ling interval. Focusing on the detection of the bit trans-
mitted by user 1 at time 0, the eavesdropper must deter-
mine b, from the reception

v(t)= Py by s () + 2 by sy (D) 40 (1) (3
where for the sake of clarity we have suppressed nota-
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tion associated with the full transmission sequence.
When both users are independently and uniformly dis-
tributed within the cell, p, and p, will take on indepen-
dent and identical distributions according to (3) for a
circular cell geometry and (4) for a linear geomeiry.
Note that the corresponding received signal at the base
station is given by

Yas(t) = by s1(6) + by 5,(8) + ngs(

under ideal power control, where #(#) is white Gaussian
background noise.

We will assume throughout that the eavesdropper has
access to the signature waveforms and is synchronized
with the rest of the system. We discuss the potential
operation of an eavesdropper without such information
at the end of this section. One eavesdropper strategy
which immediately comes to mind is the conventional
matched-filier detector, which yields the decision

R T
by {conv) = sgn [f ¥{(2) s (1) dt:!

where sgn{x) takes the value 1 if x 2 0 and -1 if x < 0.
The probability of detection error is given by

P.{conv) =
[ (7pm ). (o
> Q[\ 1 N ]""Q(\ 1 N }
2 c o

from which it is clear that the conventional detector will
perform satistactorily as long as the background noise
power remains small and p? p, << p,. In light of the
analysis of the previous section, where it was shown
that an off-centered eavesdropper is susceptible 1o the
near-far problem (characterized by p, >> p,), the con-
ventional detector may not provide dependable results.

Hence, it is of interest to an eavesdropper to consider
using alternative detection strategies, especially those
designed to mitigate MAI. Given knowledge of the sig-
nature waveforms and received powers of all K active
users, optimum detection amounts (o performing a max-
imum likelihood decision over all possible 2X potential
transmitted bit combinations. In the two-user case,
jointly optimum detection of user 1 is achieved by com-
puting (e.g. [3])

T
n= j)‘ (¢)5 () de

0
as in the conventional detector, and in addition

52 = [3()5 (e

)

leading to the decision
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gn[y; —sgn(p) v, | otherwise

w

| 51.((;pt) = {

A drawback to optimum destection is the exponential
growth in complexity with an increasing number of active
users. An alternative strategy with lincar complexity is
the decorrelating detector [4], which also requires knowi-
edge of the signature waveforms of all users, but not the
received powers. The decorrelating detector eliminates all
MALIL but at the expense of increased background noise
power, and in the two-user case amounts to deciding

by (dec) = sgn (3 — pv,)

Another alternative is the Minimum Mean Square
Error (MMSE) lincar multiuser detector {5, 6, 7, 8, 9]
which minimizes the sum of MAT power and background
noise power. Although the MMSE detector requires
knowledge of the signature waveforms and received pow-
ers of all users, in addition to the background noisc
power, it lends itself to a blind adaptive implementation
[10]. When the eavesdropper does niot have access to the
desired user’s signature waveform in a system which
assigns pseudo-random signature scguences, there is the
potential to invoke subspace techniques in order to
employ the blind version of the MMSE receiver [11]. In
the two-user system, the MMSE decision is given by

by, (MMSE) = sgn (1 + "—"J Y- p y{i
253

As is apparent from the discussion above, varying
degrees of information regarding the users’ signature
waveforms, received amplitndes and background noise
power are required for implementation of the various
receivers considered in this section. Much recent work
has focused on the development of techniques to either
gather such information, or to recover users’ information
bit streams, when the relevant quantities are not directly
accessible at the receiver. For instance, it is possible to
recover the bit streams of all users without knowledge of
any signature waveforms [11], although the channel
characteristics of all users must remain constant and pro-
hibitive complexity is reported in [11]. A significant per-
formance improvement and reduction in complexity is
achievable given knowledge of the desired user’s wave-
form, with adaptive techniques presented in [10, 12]. To
remain within the scope of this study, we will assume
that the receiver of inlerest has access to the relevant
quantities, noting that the corresponding analysis repre-
senls a best-case performance characterization from the
point of view of the eavesdropper.

3.2. Eavesdropper detection sirategy comparison

In order to compare eavesdropper detection strate-
gies, we apply the performance criteria of asymptotic
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multiuser efficiency (AME) and bit error rate (BER). The
AME quantifics the SAVR attenuwation required in an equiv-
alent single-user system (without interferers) in order to
match error performance with the given multiuser sysiem
in the low background noise regiorn. The following expres-
sions quantify the two-user AMEs of the conventional,
optimal, decorrelating and linear MMSE detectors respec-
tively for given received powers p, and p, from users |
and 2 respectively, and for a given cross-correlation p [3]:

n(convir,p) =max> (0"1 ~ipl/ P2/ py ) (6)

nloptirp)  =min(l.1+p,/p; +2|pl\p./p; )

n(decir,p)  =1-p (7
(MMSE:r.p)=1-p

[ 53

Note that the AMEs of the decorreiating and tinear
MMSE detectors are equal and are independent of the
received powers. In addition, the AME of the convention-
al and optimal detectors depend on p, and p, through the
ratio r = p,/p, only, making this quantity of particular
interest in the analysis of eavesdropper performance.
Hence, we turn attention to characterizing the induced
distribution of received power ratio R = P,/#; for two
independently and uniformly distributed users. given by

Fp = [ Fp (rp)dF, (p) (8)
V]

where F, is the CDF of reccived power. While closed-
form evaluation of F is apparently infeasible for a cir-
cular cell geometry, we obtain for a linear cell geometry
the expression
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where

x” -{m\)/()/ v*x (/\~ ~1) [./\

Y) H+ yzx

the desired user was assumed to be received with mean

’(x+y+l)[x(1—y)+iﬂ

# ()=

TR
J( [x(1+y)+1][x(1+7)-

(x+3/+1)[x(1+}/) 1” v-1y

](\,,, y+l)(x+yv1)

(xﬂ)/+l)[x(l+“)/)+l]gj

}/2 x(x2 -H)
~log
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for the CDF of received power ratio P,/P; via (4). Fig. 7
depicts F 113‘ for two values of eavesdropper off-centered-
ness, along with a log-normal approximation with zero
mean and variance determined via (4). Computation demn-
onstrates a good fit between F' 1’; and a log-normal approx-
imation, especially for off-centered-ness values y= 0.1,
and hence we apply a log-normal approximation for the
CDF Fj of received power ratio for a circular ccll gcome-
try, which has been demonstrated through simulation to
provide accurate performance results.

Given the eq. (9) for If'lg. we can extend our analysis
of cavesdropper oulage probabilities of section 2, where

’
Frn

0.8
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i e ee® e Simulation
Actual
________ Log-Normal
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20 40

Off~CenterecﬁNéss =0.8
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Fig. 7 - CDF of received power ratio for two uniformly-distributed users.
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2y (x+y+1)[ (1 ;/)+1] f

power, to the more general case where both the desired
and interfering users are independently and uniformiy
distributed within a linear cell. Fig. 8 depicts outage
probabilities for a linear cell as a function of eavesdrop-
per off-centered-ness for a SIR threshold of I” = 3 dB
and interference-to-received-power factor 7 = 1/128.
Curves are computed using a log-normal approximation
to F 1’; as well for comparison, demonstrating good rela-
tive accuracy for Y= 0.1.

We now turn attention to evaluating expected eaves-
dropper AME for the two-user cell under consideration;
aithough the expected value of AME does not constitute
a full statistical performance description, it represents
the primary quantity of interest to which we restrict
attention in this study. Applying the log-normal approx-
imation to received power ratic with mean 0 dB and
standard deviation O given (in dB) through (3) by

o = 2E [(10 log,4 P)2] - 2E [10 log,, PP (10

The expected AMEs of the conventional and optimnal
detectors for two uniformly distributed users with cross-
correlation p are then given by

—-
1

N SR S IR b G b N
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At Bl v O ot S b W
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10-2 R, I.og-Normal Approximation

Probability of Evesdropper Outage

103:,,~,,. N Lt P PR PN SO N R U8 SOBE %
a 0.2 .4 .8

Eavesdropper Off-Centered-MNess

Fig. 8 - Eavesdropper outage probability for two uniformly-distribut-
cd users.
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E[n{conv:R. p)|=
[n( ) J2mo} log(10) (11
y 2 : |
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) po 205
20
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\ 27k log(10)
Vel 4 o2 ZIP]Texp _ (20]0&9 7 dz+ (12)

0 T ) lop

2010g,, (2 ﬂpﬂ)
Cg

where log(-) denotes the natural Jogarithm.

Fig. 9 depicts expected eavesdropper performance
using various detection strategies for two uniformly and
independently located users with signal cross-correlation
p = 0.2 as a function of eavesdropper off-centered-ness.
The curves are computed using the log-normal approxi-
mation to received power ratio via (11) and (12); simula-
tion results are shown for comparison. Similar curves are
depicted in Fig. 10 for a cross-correlation value of 0.8. Of
note is the increased overall discrepancy between detector
performances for the higher cross-correlation value, an
expected benefit of the interference-mitigating multiuser
detectors. The apparent improvement in conventional
detector performance in Fig. 10 as the eavesdropper
moves away from the base station can be explained by
the nonlinearity in the AME eq. (6) at » = (. A similar
behavior is exhibited by the optimal detector in Fig. 10,
and can be explained by the quadratic nature of (7).

While AME is an effective measure of detector perfor-
mance for arbitrarily low noise power, actual system per-
formance will also be affected by detector performance
sensitivity to background noise. In order to evaluate eaves-
dropper performance for non-negligible noise power lev-
els, Figs. 11 and 12 depict BER curves for the two-user

"\’ pH— Optimal Detector

1 Decaorrelating/MMSE Detectors

f Log-Normai Approximation |
{000 oo Simulation |

Expected Asyrmptotic Multiuser Efficiency (dB)

; - Exact :
~2 By i
&%&Ooooo 0co000O0 00O (¢
T — ——————— e e ]
Caonventionat Detector ——
a3’ . . . \ o , :
¢ 01 02 03 04 05 0868 07 08 09 A

Eavesdropper Off-Centered-Ness

Fig. 9 - Asymptotic multiuser efficiency for various detection strate-~
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Fig. 11 - Bit Error Rate for various detection strategies, SNR = 20 dB
(two uniforaly-distributed users with cross-correlation p = 0.2).

system described above at a SNR level of 20 dB, as
obtained through simulation of the users’ locations using
exact BER expressions. System SNR is taken to be the ratio
of signal power from a single active user to background
noise powcer for an cavesdropper situated at the base sta-
tion. Figs. 13 and 14 depict similar curves for an SNR level
of 10 dB. It is clear that BER performance is improved sig-
nificantly in all cases through the use of multiuser detec-
fion. It is also apparent that for relatively low cross-corre-
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Fig, 12 - Bit Enmor Rate for various detection strategies, SNR = 20 dB
(two uniformly-distributed users with cross-correlation p = 0.8).
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lation values;-the loss in performance incurred through use
of the lower-complexity decorrelating and MMSE detec-
tors is very small in comparison to optimal detection.

4. SHADOWING

The log-distance path loss model we have adopted to
this point can be augmented to incorporate the cffects of
shadowing, which models unpredictable signal attenua-
tion due to varying terrain and obstructions within the
cell. Typically, shadowing is modelled by a log-normal
random variable [13] with variance 0“52 derived from
system measurements. The log-distance model (1) is
thus augmented to the new path loss expression
Pr =X pld* (13}
where X is a log-normal random variable representing
shadowing cffects, 10 log s X ~ N (0, q:“.)., We assume
that the base station and eavesdropper experience inde-
pendent shadowing from different users and from each
other, which is reasonable for non-negligible eavesdrop-
per off-centered-ness and inter-user separation.
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If the base station compensates for shadowing through
the use of feedback power control, an achievable goal
given the typically slow behavior of shadowing dynam-
ics in comparison with transmission bit rates, received
power pfS is given by

s_ X°

G (14)

P

where p is received power for log-distance path loss,
given by (2), and X¢ and X represent shadowing expe-
rienced by the base station and eavesdropper respective-
ly. Without shadowing compensation at the base sta-
tion, received power is given by

pi=Xp

We will use the model (14) under the assumption that
the base station maintains ideal power control even in the
presence of shadowing. Of interest is the fact that power
control amplifies the deleterious effect of shadowing at
the cavesdropper. To see this, note that received power is
given in dB under ideal power control by

10 log,o p° = 10 log,; X¢ —~ 10 log o X¥ + 10 log o p
and in the absence of base station compensation by
10log, o p* =10 1l0g, X* + 10 log o p

Since 10 log,, X and 10 log,, X¥P* are independent
normal random variables, the variance of received
power distribution in the case of ideal power control is
double that without compensation; coupled with the
observation from section 2 that power control contrib-
utes to the near-far problem for the eavesdropper by
introducing a larger potential range of received powers,
we conclude that employed power control is a signifi-
cant hindrance to the eavesdropper.

Recalling the two-user analysis of the previous sec-
tion, where the ratio of received powers P,/P| at an
eavesdropper for two uniformly and independently
located active users vnder a log-distance path loss
model was found to be well-approximated by a log-nor-
mal random variable, we note that the ratio (in dB) of
received powers P5/P} in the added presence of shad-
owing effects can be rewritten according to (14) as

10 log,q (P5/PY) = 10 log X5 — 10 log,o X5 —
10 log,, X5° + 10 log,o X2* + 10 log,, (P,/P})

where the terms in the summation are mutually inde-
pendent zero-mean normal random variables, with X3,

s, X7 and X% exhibiting variance o7, and the log-dis-
tance power ratio 10 log,, (P,/P,) exhibiting variance
o’R2 according to (10). Hence, given the log-normal
approximation for received power ratio under the log-
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gies in log-normal shadowing with standard deviation 10 dB (two
uniformly-distributed users with cross-correlation p = 0.2).

distance path loss model, the received power ratio with
shadowing is also log-normal with zero mean and stan-
dard deviation 4 o}’* + 013 dB.

Fig. 15 depicts the AME of various eavesdropper
detection strategies for a two-user power-controlled
system subject to log-normal shadowing with standard
deviation 10 dB, where the users are uniformly and
independently located and exhibit signal cross-correla-
tion p = 0.2. Comparing with Fig. 9, which was com-
puted without consideration to shadowing effects, it is
apparent that performance sensitivity 1o eavesdropper
off-centered-ness is reduced by the cffect of shadowing,
an expected product of the location-independent contri-
bution to received power variance represented by shad-
owing. In addition, the performance loss incurred by
use of conventional detection is increased in the pres-
ence of shadowing. Fig. 16 depicts BER performance
curves for the same system with a background SNR
level of 10 dB. The effect of shadowing in comparison
to Fig. 13 is seen to flatten the performance curves, rep-
resentative of a decreased sensitivity of cavesdropper
performance to location, a result of the dominant effect
of shadowing on received power variance.
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Fig. 16 - Bit Error Rate for various detection strategies in log-normal
shadowing with standard deviation = 10 dB (two uniformly-distribut-
ed users with cross-correlation p = 0.2, SNR = 10 dB).
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5. CONCLUSIONS

We have demonstrated that the off-center eavesdrop-
per is susceptible to the near-far problem in cellular
power-controlled CDMA systems. In fact, we have
shown that power control actually increases near-far
susceptibility by increasing the potential range of
received powers from independent and uniformly locat-
ed users, and by increasing the variance of received
powers resulting from log-normal shadowing in systems
wherein the power control at the base station performs
shadowing compensation. We conclude, therefore, that
to the benefits of power control we can add the property
of robustification against eavesdropping.

The distribution of received power from an active
user with uniformly random location using a log-dis-
tance path loss model was developed for cells with cir-
cular and linear geometries, leading to an analysis of
eavesdropper outage probabilities for a [ixed desired
user in cells with different loads. The exact distribution
of received power ratio for a linear cell with two uni-
formly random and independently situated users was
given, and a log-normal model shown to provide a good
approximation. Eavesdropper outage probabilities for
two randomly located users were computed as well.

In order to improve performance in light of the dem-
onstrated near-far problem, several multiuser detection
strategies exhibiting various levels of computational
complexity were considered for use by an cavesdropper
in a cellular CDMA system. A performance comparison
for a two-user circular cell was carried through using a
log-normal approximation to the distribution of received
power ratio under the criterion of asymptotic multiuser
efficiency, with results supported by simulation. A com-
parison of bit error rates for different detectors was also
performed via simulation of the users’ locations using
exact expressions for bit error rate. These comparisons
demonstrated the potential for a significant improvement
in eavesdropper performance through the use of non-
conventional detection technigues.

Finally, we incorporated log-normal shadowing
effects into the eavesdropper performance analysis. A
performance comparison for a two-user system subject
to both log-distance path loss and shadowing also dem-
onstrated a significant performance improvement using
multiuser detection strategies.

Manuscript received on December 18, 1997.
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