Multiuser Detection for Eavesdropping in Cellular CDMA

Andrew McKellips and Sergio Verdu
Department of Electrical Engineering
Princeton University, Princeton, NJ 08544 *

Abstract

Multiuser detection techniques are considered for use
by an eavesdropper in a cellular CDMA communication
system with power-control. Eavesdropper susceptibility
to the near-far problem is demonstrated, and the in-
duced distribution of received power from an active user
with uniformly random location within the cell is deter-
mined. Various detection schemes are compared for a
log-distance path loss model with and without shadow-
ing.

1. Introduction

Power control is implemented in cellular communi-
cation systems to insure that active users are received
with approximately equal power at the base station.
The purpose of such control is to mitigate multiple ac-
cess interference (MAI) in the reverse channel by pre-
venting the domination of any user’s signal by that
of any other user at the base station detector, effec-
tively realizing a fair distribution of MAI among all
users. The potential for a significant discrepancy in re-
ceived user power is commonly referred to as the near-
far problem, and can result in significant performance
degradation.

Although power control mitigates the received
power distribution from active users at the base station,
it does so with disregard to the induced power distribu-
tion throughout the rest of the cell. Consequently, an
eavesdropper located somewhere other than the base
station may not benefit from power control; in fact,
the range of potential received powers at an off-center
eavesdropper can actually increase as a result of base
station power control. The eavesdropper is therefore
susceptible to near-far effects, as depicted in Figure 1.
In this paper, we study eavesdropper performance in
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a cellular CDMA environment, demonstrating the po-
tential for a significant performance improvement us-
ing multiuser detection techniques. In Section 2, we
compute the received power distribution throughout a
communication cell with ideal power control. We then
compare several eavesdropper detection strategies in
Section 3, and consider the effect of shadowing in Sec-
tion 4. Our conclusions are presented in Section 5.
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Figure 1. Near-Far Effect for an Eavesdrop-
per in a Power-Controlled Cell

2. Received Power Distribution

Consider a communication cell of radius A4, with a
single centrally-located base station, K active users,
and an eavesdropper located a distance a < A from the
base station. The locations of the users within the cell
are modelled as uniformly random and independent.
Path loss is assumed to satisfy a log-distance model of
the form

pr = pr/d*® (1)

where pr represents the user’s transmit power, pg the
received power, d the propagation distance, and « the
path loss exponent, typically ranging from 1 (rural) to 2
(urban). The additional effect of log-normal shadowing
will be considered in Section 4.
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For an active user located in the far-field region of
the base station and eavesdropper antennas at a dis-
tance u from the base station (0 <u<A) and on a line
0 radians from the line between eavesdropper and base
station (Figure 2), the received power at the eavesdrop-
per is given by

p = (u?/(u®+a®— 2uacosf))™ (2)
where the reference level at the base station is taken
to be 0 dB. Figure 2 depicts a representative set of
contours corresponding to equal received power at the
eavesdropper. The cumulative distribution function
(CDF) of the random variable P representing received
power from a user distributed uniformly within the cell
is given by
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where ¥ = a/A and the range of sin™!(-) is taken to
be [—7/2,7/2]. The restriction of potential received
power to the interval {1/M, M represents the inconsis-
tency of the path loss model (1) for small transmitter-
receiver separation d. Of note is the dependency of
the received power distribution on the location of the
eavesdropper and the radius of the cell through a single
parameter 0 < v < 1 representing “off-centered-ness”
of the eavesdropper.

3. Two-User CDMA System Analysis

Consider a synchronous CDMA system with two ac-
tive users, where users 1 and 2 are assigned the signa-
ture waveforms s;(t) and s;(t) respectively. The wave-
forms are assumed to be time-limited to the interval
[0, T] where T is the inverse of the bit transmission
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Figure 2. Equal Received Power Contours
for an Eavesdropper

rate, and are assumed to exhibit normalized signal en-
ergy. User 1 transmits the signal

ul(t) = Alblsl(t)

and user 2 the signal

Ug (1}) = Az bz 82 (t)

where the information-bearing bits b; and by are in-
dependent and identically distributed, taking on the
values +1 and —1 equiprobably, and the transmitted
amplitudes A; and As are chosen to realize ideal power
control at the base station. Our goal is to analyze
eavesdropper performance as it depends on eavesdrop-
per off-centered-ness v and signal cross-correlation p
where

T
p:/o‘ s1(t)s2(2) dt .

The eavesdropper is faced with determining b, given
the reception

Y1) = yBibisi(t) + vBabasa(t) £ n(t)  (4)

where n(t) is white Gaussian background noise with
variance ¢? and p; and p; are received powers at the
eavesdropper, given by (2). When both users are in-
dependently and uniformly distributed within the cell,
p1 and p; will independently take the distribution (3).

With conventional matched-filter detection, the

cavesdropper decides

T
El(conv) =sgn (/0 y(t)sl(t)dt>

where sgn(z) takes the value 1ifz > 0 and —1if 2 < 0.
The probability of detection error is then given by

P.(conv) =3 {Q<@;08_x@) +Q(_\/@(}M‘§>}
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from which it is clear that performance will be sat-
isfactory as long as the background noise power re-
mains small and p?p; << p;. In light the fact that an
off-centered eavesdropper is susceptible to the near-far
problem (characterized by p; >> p1), the conventional
detector may not provide dependable results.

Hence, it is of interest to an eavesdropper to con-
sider using multiuser detection techniques designed to
mitigate MAI and provide near-far resistance. Given
knowledge of the signature waveforms and received
powers of all K active users, optimum detection
amounts to performing a maximum likelihood decision
over all possible 2K potential transmitted bit combina-
tions. In the two-user case, jointly optimum detection
of user 1 is achieved by computing (e.g. [1])

v = /0 y(t)s1 (£)dt

as in the conventional detector, and in addition

T
Y2 :/ y(t)s2(t)dt ,
0
leading to the decision

sgn(y1),

min{,/B1|y1/, v/P2v2|}
> |ply/P1P2

sgn(y; —sgn(p)yz), otherwise .

by (opt) =

A drawback to optimum detection is the exponen-
tial growth in complexity with an increasing number
of active users. An alternative strategy with linear
complexity is the decorrelating detector, which also
requires knowledge of the signature waveforms of all
users, but not the received powers. The decorrelating
detector eliminates all MAI, but at the expense of in-
creased background noise power, and in the two-user
case amounts to deciding

El(dec) =sgn(y1 — py2) -

Another alternative is the Minimum Mean Square Er-
ror (MMSE) linear multiuser detector, which mini-
mizes the sum of MAI power and background noise
power. Although the MMSE detector requires knowl-
edge of the signature waveforms and received powers of
all users, in addition to the background noise power, it
lends itself to a blind adaptive implementation [2]. In
the two-user system, the MMSE decision is given by

. 2
b1(MMSE) = sgn ((1 + :—) Y1 — pyz) .
2

In order to compare eavesdropper detection strate-
gies, we apply the performance criteria of asymptotic

multiuser efficiency (AME) and bit error rate (BER).
The AME quantifies the SNR attenuation required in
an equivalent single-user system (without interferers)
in order to match error performance with the given
multiuser system in the low background noise region.
The following expressions quantify the two-user AMEs
of the conventional, optimal, decorrelating and lin-
ear MMSE detectors respectively for a given received
power ratio 72 = p;/p; and a given cross-correlation p

[1]:

n(conv;r, p) = max®{0,1~ |p|r} (5)
n(optir,p) = min{1,1+7%—2Jplr}  (6)
n(dec;r,p) = 1-p

n(MMSE;r,p) = 1—p°.

The induced distribution Fg of received power ra-
tio R = P;/P; for two independently and uniformly
distributed users exhibits log-normal characteristics
when calculated for a linear cell geometry. Simulations
demonstrate that accurate performance results are ob-
tained by applying a log-normal approximation for a
standard circular geometry as well, especially for off-
centered-ness values ¥ > 0.1. We apply the log-normal
approximation to received power ratio with mean 0 dB
and standard deviation or given (in dB) through (3)
by

o} = 2E[(10log,, P)?] ~2E[101og,, P)2. (7)

The expected AMEs of the conventional and opti-
mal detectors for two uniformly distributed users with
cross-correlation p are then given by

E[n(conv; R, p)]
1/|P

20/ log(10) \pIT)z [ (20logyo7)*]
B \/271'0'}22/ p{ 20% }d )

E[n(opt; R, P)]

20/10g(10) 1+'r —2|p|T exp {_ (2010g10'r)2}d7_
T

0

VawoT J 20%,
S (20 10g10(2|_;i|_)—> (9)
OR

where log(-) denotes the natural logarithm.

Figure 3 depicts expected eavesdropper performance
using various detection strategies for two uniformly
and independently located users with signal cross-
correlation p = 0.2 as a function of eavesdropper off-
centered-ness; the path loss exponent is taken to be
o = 1. The curves are computed using the log-normal
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approximation to received power ratio via (8) and (9);
simulation results are shown for comparison. Note that
the multiuser detection techniques substantially out-
perform the conventional detector. In order to evalu-
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Figure 3. Asymptotic Multiuser Efficiency
for Various Detection Strategies (Two
Uniformly-Distributed Users with Cross-
correlation p = 0.2)

ate eavesdropper performance for non-negligible noise
power levels, Figures 4 depicts BER curves for the two-
user system described above at a SNR level of 10 dB,
as obtained through simulation of the users’ locations
using exact BER expressions. System SNR is taken to
be the ratio of signal power from a single active user to
background noise power for an eavesdropper situated
at the base station. It is clear that BER performance
is improved significantly in all cases through the use
of multiuser detection. It is also apparent that for the
chosen parameters, the loss in performance incurred
through use of the lower-complexity decorrelaing and
linear MMSE detectors is very small in comparison to
optimal detection.

4. Shadowing

The log-distance path loss model we have adopted to
this point can be augmented to incorporate the effects
of shadowing, which models unpredictable signal atten-
uation due to varying terrain and obstructions within
the cell. Typically, shadowing is modelled by a log-
normal random variable [3] with standard deviation o5
derived from system measurements. The log-distance
model (1) is thus augmented to the new path loss ex-
pression

pr = Xpr/d*® (10)
where X is a log-normal random variable representing
shadowing effects, 10log o X ~ N(0,0%). We assume
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Figure 4. Bit Error Rate for Various De-
tection Strategies, SNR=10 dB (Two
Uniformly-Distributed Users with Cross-
correlation p = 0.2)

that the base station and eavesdropper experience inde-
pendent shadowing from different users and from each
other, which is reasonable for non-negligible eavesdrop-
per off-centered-ness and inter-user separation.

If the base station compensates for shadowing
through the use of feedback power control, an achiev-
able goal given the typically slow behavior of shad-
owing dynamics in comparison with transmission bit
rates, received power p° is given by

p° = pX°/X* (11)

where p is received power for log-distance path loss,
given by (2), and X°® and X?°* represent shadowing ex-
perienced by the base station and eavesdropper respec-
tively.

Recalling the two-user analysis of the previous sec-
tion, where the ratio of received powers Py/P; at an
eavesdropper for two uniformly and independently lo-
cated active users under a log-distance path loss model
was found to be well-approximated by a log-normal
random variable, we note that the ratio (in dB) of re-
ceived powers Py /Pf in the added presence of shad-
owing effects can be rewritten according to (11) as

10log;o(P5 / P})
= 10log,, X5 — 10log;o X — 10logyo X5°
+101og;o X3° + 101og,o( P2/ Pr1)

where the terms in the summation are mutually inde-
pendent zero-mean normal random variables, with X7,
X$, Xb* and X%* exhibiting variance 0%, and the log-
distance power ratio 10log,q(P2/P;) exhibiting vari-
ance 0% according to (7). Hence, given the log-normal
approximation for received power ratio under the log-
distance path loss model, the received power ratio with
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shadowing is also log-normal with zero mean and stan-
dard deviation 40% + 0% dB. It is interesting to note
that power control actually amplifies the deleterious
effect of shadowing at the eavesdropper; coupled with
the previous observation that power control contributes
to the near-far problem for the eavesdropper by intro-
ducing a larger potential range of received powers, we
conclude that employed power control is a significant
hindrance to the eavesdropper.

Figure 5 depicts the AMEs of various eavesdrop-
per detection strategies for a two-user power-controlled
system subject to log-normal shadowing with stan-
dard deviation 10 dB. Comparing with Figure 3, which
was computed without consideration to shadowing ef-
fects, it is apparent that performance sensitivity to
eavesdropper off-centered-ness is reduced by the effect
of shadowing, an expected product of the location-
independent contribution to received power variance
represented by shadowing. In addition, the perfor-
mance loss incurred by use of conventional detection
is increased in the presence of shadowing. Figure 6
depicts BER performance curves for the same system
with a background SNR level of 10 dB. The effect of
shadowing in comparison to Figure 4 is seen to flatien
the performance curves, representative of a decreased
sensitivity of eavesdropper performance to location, a
result of the dominant effect of shadowing on received
power variance.

i \ L Optimal Detector T

Decorretating/MMSE Detectors |

Log-Normal Approximation
00000 Simulation
—————— Exact

Ve Conventional Detector

[=2=2N R a1
ooo@oooooooooooooo°°°°°

Expected Asymptotic Multiuser Efficiency (dB)

3

. . . . . .
[s] 0.1 0.2 0.3 014 0.5 06 07 08 0.9 1
Eavesdropper Off-Centered-Ness

Figure 5. Asymptotic Multiuser Efficiency
for Various Detection Strategies in Log-
Normal Shadowing with Standard Devi-
ation 10 dB (Two Uniformly-Distributed
Users with Cross-correlation p = 0.2)

5. Concluslons

The off-center eavesdropper was shown to be sus-
ceptible to the near-far problem when operating in the
reverse channel of a cellular CDMA system with power-
control. The distribution of received power from an
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Figure 6. Bit Error Rate for Various De-
tection Strategies in Log-Normal Shadow-
ing with Standard Deviation=10 dB (Two
Uniformly-Distributed Users with Cross-
correlation p = 0.2, SNR=10 dB)

active user with uniformly random location was deter-
mined for a log-distance path loss model, with depen-
dency on eavesdropper location represented by a single
“off-centered-ness” parameter.

In order to improve performance in light of the
demonstrated near-far problem, several multiuser de-
tection strategies exhibiting various levels of computa-
tional complexity were considered for use by an eaves-
dropper in a cellular CDMA system. A performance
comparison was performed using a log-normal approxi-
mation to the distribution of received power ratio under
the AME criterion, with results supported by simula-
tion. A BER comparison was also performed via simu-
lation of the users’ locations using exact BER expres-
sions. These comparisons demonstrated the potential
for significant eavesdropper performance improvement
through the use of multiuser detection techniques.

Finally, log-normal shadowing effects were incorpo-
rated into the eavesdropper performance analysis. A
performance comparison for a two-user system sub-
ject to both log-distance path loss and shadowing also
demonstrated a significant performance improvement
using multiuser detection.
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