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Chapter 9

Civilian Technology and Military Security

MILITARY ACCESS TO CIVILIAN
TECHNOLOGY

This assessment was prompted by a concern on
the part of the Congress that the defense technology
base might be eroding in the United States. As a
result, the Armed Services might be unable to retain
a technological advantage over the Soviet Union and
other possible adversaries in the future. This concern
is closely related to two observations. First, certain
high-technology industries-such as semiconduc-
tors and numerically controlled machine tools—
have lost domestic market share to foreign competi-
tion. Some appear to have entered a cycle of
decreased capitalization, weakened innovation, fur-
ther loss of market share, and eventual loss of
leading-edge capabilities, in both design and process
technologies. As a result, U.S. military dependence
on foreign civilian technology is increasing. The
second observation is that the U.S. military appears
less and less able to acquire the leading-edge
technology that does exist. Such technologies may
be available in the civilian sector of the domestic
economy, but they are somehow beyond the reach of
the Department of Defense (DoD).

Because of these concerns, OTA conducted policy-
oriented case studies of three dual-use1 technologies—
fiber optics, software, and advanced polymer matrix
composites (PMCs)—to assess the availability of
civilian technology for military purposes and to
analyze difficulties in the transition of technology
between the civilian and military sectors of the U.S.
economy. The case studies avoid extended technical
description in favor of policy-relevant analysis of
major issues confronting these high technology
industries. For each case, the inquiry has addressed
three central questions: 1) Are civilian high-

technology industries (those critical to the mili-
tary) eroding in the United States? 2) Do military
technologies and their applications diverge sig-
nificantly from their counterparts in the civilian
sector of the economy? 3) What are the principal
barriers, both technical and institutional, that
inhibit military access to civilian technology and
vice versa? Each of these questions requires some
amplification.

The rationale for the first question depends on the
extent and nature of military dependence on civilian
technology, both domestic and foreign. If it is
possible and desirable for the defense industrial
sector to develop and produce all technologies
necessary for the Services, then the competitiveness
of the civilian sector of the economy, while impor-
tant for other reasons, would not be related to
national security considerations, But if the defense
industrial sector relies to any substantial extent on
research and development (R&D), innovation, and
production conducted in the civilian sector, then loss
of commercial competitiveness in industries that
develop technologies that are pervasive or enabling
for military systems would have serious policy
implications. A recent report on defense industrial
competitiveness by the Under Secretary of Defense
for Acquisition took this position.2 It was also the
primary concern of the Defense Science Board
(DSB) when it recommended an industrial policy,
which amounted to a strategy for economic defense
of the domestic semiconductor industry.3 In the case
of semiconductors, the DSB argued in its report that
eroding domestic capacity seriously jeopardizes our
ability to build and field major weapons systems—
unless the United States is willing to depend on
foreign firms for strategically important technolo-
gies, materials, and devices in the future.

I ]n this chapter the term ‘‘dua]-u~” refers to technologiestha[ can have multiple, significant applications to military systems, ~d that can bc employcd
extensively in civilian industry as well.

z’ ‘As a nation and as a continent, we no longer are total]y  sc]f+ufficicn[  in all essential materials or industries required to maintain a strOng national
dcfcnsc  . . . . Clearly, the Department of Defense cannot provide massive financial assistance for every American industry characterized by a lack of
International competitiveness, nor can we effectively prowdc incentives Ii)r  every manufacturing industry critical to our dcfcnsc. ” (Department of
Dcfcrwe, ‘‘ Bolstering Defense Industrial Competitiveness, ” Report to the !$wrctar-y of Defense by the Under Sccrctary of Defense for Acquisition, July
1988,  p. v.)

~Dcfensc  Scicncc Board, “Rcpo~ of wc Defense Science Board Task Force on D“efense Semiconductor Dependency, ” prepared for lhc Office of the
Under Sccrctary of” Defense for Acquisition, February 1987.

–161–
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These concerns have equally significant impli-
cations for emerging and fast-moving, high-
technology industries such as fiber optics, software,
and advanced composites. There is substantial
evidence and widespread agreement among experts,
for example, that the Japanese government and
industry are already deeply engaged in the process of
funding, researching, planning, and designing market-
oriented applications for a wide range of fiber optic
and photonic technologies. By contrast, many Ameri-
can firms appear to be waiting in the wings, biding
their time, hoping for Federal assistance, and unwill-
ing to commit substantial corporate funds for
products that might not reach the market for 10
years. If fiber optic and photonic technologies do
indeed supplant large portions of the consumer
electronics and computer industries-as some ana-
lysts argue they will—the implications for the
civilian side of the U.S. economy and its ability to
supply the military will be enormous. For this
reason, the case studies, which are located in a
separate volume of appendies to this report, all
address the question of the health of domestic
industry, specifically analyzing the threat of destruc-
tive foreign competition now and in the future.

The purpose of the second question -concerning
divergence and convergence in dual-use technology—
is to make explicit the differences and similarities
between military and civilian technologies and their
various applications. As technological divergence
between the two sectors increases, it becomes more
difficult for the military to draw on the resources of
the civilian sector of the economy. Absolute diver-
gence between military and civilian technologies
would mean that by far the largest portion of the
technology and industrial bases in the United States
and around the world would be unavailable to the
military. This is clearly not the case. Indeed, a basic
strength of the West is that technological innovation
is rooted in society and not in the military. Neverthe-
less, there is a widespread belief among many
defense planners and technologists that military and
civilian technologies are inherently different, be-
cause weapons systems must push the outside
envelope of performance, must be built to sustain
battlefield environments, and are expected to sur-

vive up to several decades of readiness and training
missions.

Critics of this position contend that it is possible
to plan for convergence of military and civilian
technologies, even in early development, by harmo-
nizing otherwise divergent standards and specifica-
tions. They believe that much divergence is the
result of a military fixation on achieving technical
performance levels that may or may not be decisive
in warfare or desirable from a training and mainte-
nance perspective. They believe that civilian prod-
ucts can be as rugged as those built to military
specification. There are, for example, few environ-
ments more hostile than the one under the hood of a
car, where semiconductor devices are hard-mounted
to the engine block.

Many observers agree that in any dual-use indus-
try there will be strong convergence between the
military and civilian technologies themselves, and
potentially significant divergence when it comes to
end-use. Clearly, there are military applications that
will never find expression in civilian life, but at the
same time it appears to be possible to substitute
commercial off-the-shelf (COTS) products for Mil-
spec items4 in some of the most advanced weapons
systems. But the relationship between civilian and
military technologies is far more complex than
arguments about the adoption of finished pieces of
hardware can suggest. It is evident that civilian
technology that could be important to the Armed
Forces will be irrelevant if military officials—from
general officers to program managers—reject suit-
able civilian parts in favor of items developed under
contract with the government, And it is likely that
Service acquisition managers will continue to resist
civilian technology and components until the incen-
tive system is changed. At present, many managers
avoid new technologies available in the civilian
sector, because the acquisition system forces them to
assume responsibility when such a part or compo-
nent fails, thereby jeopardizing their careers. Most
prefer to use older technologies, waiting until the
specifications, standards, research, and testing are
complete—and the risk of failure is eliminated or
can be transferred to another program.

4M11sPc itcms  MC Ptis (Jr systems fomally  specified  in  the kfy of ~!i]it~ry  Spwifications  and  St~dwds  published by the Dep~ment  of Defense.
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In the sphere of complex, information-intensive
military systems—whether involving weapons or
not—the utility of civilian technology and applica-
tions must be addressed case by case. For each of the
cases in this report, an effort was made to analyze the
extent of convergence and divergence of civilian and
military technology, and to explore existing and
potential areas of overlap. The case studies attempt
to sort out the extent to which divergence is
technologically necessary and the extent to which it
is a product of military culture as well as economic
incentives for the contract industries on which the
Services depend.

The final question asked earlier, regarding im-
pediments to military use of civilian technology,
requires an analysis of the barriers to the fluid
exchange of technology between the military and the
civilian economies. When OTA began to investigate
questions of dual-use technology, complementary
complaints surfaced from within DoD and from
civilian sector managers. Military technologists
asserted that while there were many advanced and
desirable technologies in the civil sector, the mili-
tary encountered difficulties in gaining access to
some of them. In addition, senior defense officials
indicated that some military contractors had diversi-
fied into the civilian sector of the economy with the
intention of getting out of the defense business
altogether. These officials cited a need to reduce red
tape and to make doing business with DoD more
stable and predictable. The other side of the complaint—
which first emerged from managers of small, en-
trepreneurial firms-was that doing business with
the government involved difficult adjustments, in-
cluding compliance with outdated military specifi-
cations, cumbersome auditing and reporting proce-
dures, and possible compromise of proprietary
information. They considered DoD to be a very
difficult customer, often too costly to pursue for
commercial purposes. The bottom line is that DoD
may have to buy advanced technology from compa-
nies that do not need, or even particularly want, its
business.

Accordingly, it is important to investigate the
processes by which specific technologies move
between the civilian and military sectors. The
existence of significant barriers-whether technical
or institutional in character-points to severe defi-
ciencies in national security policy. If security rests
to a large extent on the health of the domestic
economy and its ability to produce technology and
materiel for the national defense, then any substan-
tial inability of the military to draw on civilian
technology and industrial resources constitutes a
serious and presumably unnecessary liability. If
civilian high-technology industries erode signifi-
cantly in the United States, or if the government
loses the ability to exploit the civilian technology
base efficiently, it amounts to the same thing. The
OTA case studies specifically investigate the extent
to which and under what conditions existing barriers
are technical in nature, and the extent to which they
are due to institutional considerations, including
regulatory, legal, and administrative factors.

The focus on the problem of the transition of
technology between the civil and military sectors of
the economy served as a principal criterion for the
selection of the three technology case studies in this
reports Fiber optics is a high-technology industry
that is well-established in the civilian sector, both
domestically and internationally, but which has
lagged significantly in the military sector where it
has numerous potential applications. On the other
hand, advanced polymer matrix composites were
developed in the aerospace industry for military
purposes. They have only begun to find markets in
the civilian sector, even though they could be
employed extensively in the construction, civilian
aerospace, automotive, and medical instrumentation
industries, among others. Finally, software is a case
where the technology is advanced and resident in
both sectors of the economy, but where each sector
still encounters difficulty in drawing on the re-
sources of the other.

sThis chapter employs a rese~ch strategy  based on [he method of structured, focused comparison. SCC Alexander L. George, ‘‘Case Studies and
Theory Development: The Method of Structured, Focused Comparison, ” In Paul Gordon Lauren (cd.),  Diplomacy. New Approaches in History, Theory,
and Policy (New York, NY: The Free Press, 1979), pp. 54-59. Scc also,  Alexander L. George, “Case Sludies and Theory Dcvclopmcnl,  ” a paper
presented to the Second Annual Symposium on Information Processing m organi~ations,  C’arncgic Mellon University, Oct. 15-16, 1982,  pp. 25-34.

~Thc fol]owi[lg  ~ree  ~ctions  present  summaries  of t.ttc  results of each of the cases as [hey apply to the three principal questions addressed in this
chapter. The reader is referred to Appendices D, E, and F in Volume 2 of” this report for more in-depth analysis and documentation.
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HEALTH OF THE DUAL-USE
INDUSTRIES

Are civilian high-technology industries, those
that are critical to the military, eroding in the
United States’? The story is somewhat different for
each of the three high-technology industries consid-
ered in this study.

Fiber Optics

Over the past decade, the fiber optics industry has
realized tremendous growth, not only in production
and sales, but also in the scope of the technology
itself. It is a vital technology whose future patterns
of development and diffusion have strong economic
as well as military implications. Military planners
recognize the technical superiority of fiber-based
communication systems over those that employ
coaxial cable or twisted copper wires. Many analysts
believe that fiber optic and related photonic tech-
nologies will eventually exert an impact on the
world economy comparable to that of the electronics
revolution of the 1970s and 1980s.

The worldwide fiber optics industry is character-
ized by overcapacity and intense competition, with
many advanced industrial nations already designat-
ing fiber optics as an essential national capability.
By 1980, definite patterns had emerged in the way
that OECD7 member governments would respond to
the strong growth potential of fiber optics markets.
In the United States, large, vertically integrated
firms like ITT and AT&T had begun to invest
heavily in fiber optic R&D.8 An early lead in fiber
development was established by Coming Glass
Works, which holds many of the most important
patents in the field. Major cable makers were
targeted for takeover by firms seeking to position
themselves for future fiber optics business that had
not been principally associated with the telecom-
munications industry.

In contrast to the United States, the Japanese
government pursued a deliberate strategy of spon-

soring a domestic industry, insulating home markets
from foreign competition, building up a highly
capable, vertically integrated industry with signifi-
cant overcapacity, and encouraging export of quality
systems to Europe and the United States. NTT,
MITI, and KDD9 (the Japanese international com-
munications agency) initiated a carefully orches-
trated campaign. NTT (then an official government
agency) led the effort, conducting and promoting
fiber optic and optoelectronic research, working
principally with three companies, Sumitomo, Furu-
kawa, and Fujikura. At the same time, KDD set up
a long-term program to develop all aspects of the
technology necessary for submarine fiber optic
systems. And MITI sponsored two substantial re-
search projects, the Hi-OVIS program and the
Optical Measurement and Control System R&D
program. By the mid-1980s, Japanese optoelectron-
ics companies had developed technology on a par
with the best in the world, and had established a
major position in world markets for fiber optic
systems.

European countries generally appeared to take a
middle ground, with the national PTTs (state-run
public telecommunications monopolies) establish-
ing R&D programs (such as BIGFON in West
Germany) and actively seeking to promote the
interests of their domestic industries. In Sweden and
the Netherlands, the private sector appears to have
taken a stronger role. Most European Community
(EC) member states have designated fiber optics as
a critically important technology, and the national
PTTs have tended to favor a few domestic suppliers
of equipment and cable. The PITs provide central-
ized planning and control of the telephone network
and have supported the introduction of new technol-
ogy into that network by sponsoring trials and
demonstration projects. The present configuration of
national policies would change dramatically if a
pan-European policy develops in the future.

As a result of these differences in policy and
approach, U.S. firms face stiff competition at

6The  fo]]owlng three ~ctions Present ~~marics  of the results of cxh of the cases as they apply to the three principal questions addressed in this
chapter. The reader is rcftxred to Appendices D, E, and F in Volume 2 of this report for more in-depth analysis and documentation.

7OECD:  @-ganila~ion  for Economic Cooperation and Dcveloprncnt.

81ntemationa]  Tclcphonc  and Tclcjytph, and American Tclcphonc  and Telck~aph.

gNipWn ~leph~nc and Te]e~aph, Ministry  of International Trade and Industry, wd  Kokusai Denshin Denwa.
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home—while they are effectively barred from sub-
stantial penetration of some important foreign mar-
kets. Nevertheless, representatives of some Ameri-
can fiber and optoelectronic companies believe that
the United States presently maintains a technologi-
cal lead in virtually every area of fiber optics, but
that this lead is eroding. The American position was
established and is still based on intense competition
for sales to American telephone companies. Some
analysts believe that because the industry is robust,
officials in Washington should stay on the sidelines
and allow market forces to continue to strengthen an
emerging industry in which the United States has
already proven itself to be particularly sturdy and
capable.

Many analysts are less optimistic about the
competitive status of the fiber optics and optoelec-
tronics industries in the United States. They believe
that the success of the U.S. industry is by no means
assured, but instead will hinge on a variety of critical
factors. The most important of these are discussed
briefly.

First, the future health of the U.S. fiber optics
industry largely depends on the extent to which it
can sell fiber and optoelectronic devices to the
telecommunications companies. That business, in
turn, depends on building fiber optic links to
individual homes across the United States, Legisla-
tors and regulators have tended to shift responsibil-
ity for the national telecommunications infrastruc-
ture to market forces and to the courts. Some
analysts believe that the present regulatory structure—
one that effectively separates telephone from televi-
sion delivery systems and inhibits the spread of
telematic (online) services—retards the develop-
ment of the optoelectronics industry in the United
States. At the same time, huge, vertically integrated
Japanese and European firms are gaining experience
in the production and commercialization of large-
scale fiber optic local area networks (LANs) in their
home markets.

A second area of concern focuses on the lack of
international standards for fiber optic systems and
associated optoelectronic devices. While interna-
tional standards are developing, especially for inte-
grated services digital networks (ISDN), progress in
this area is slow for an industry that is innovating
quickly. Different countries have tended to adopt

different standards, and standards have sometimes
been used as non-tariff barriers to protect home
markets for developing industries. Some industry
representatives believe that Japan and the European
nations have advanced farther towards setting stan-
dards than has the United States, and that they may
succeed in imposing de facto standards on the
competition in the future.

Third, penetrating foreign markets-especially in
Japan but also in some European countries-is still
difficult for American firms. This disadvantage for
U.S. companies is compounded because future
expanded demand for fiber optic systems is expected
to occur first in foreign markets, where domestic
manufacturers are favored.

Fourth, most European producer nations and the
Japanese Government have designated fiber optics
as an essential technology of the future and they
subsidize R&D in the optoelectronics field. In the
United States, government assistance has been
confined largely to the military, and U.S. companies
have tended to pursue research and development on
an ad hoc, isolated basis.

Finally, the United States continues to maintain a
regime of export controls for fiber optics that is more
restrictive than that of its CoCom partners and
non-CoCom nations such as Sweden and Finland.
U.S. unilateral controls have tended to exclude U.S.
firms from participating in some markets that are
open to the European and Japanese competition. In
addition, some foreign firms are reluctant to buy
U.S.-made optoelectronic parts and components,
because they fear that U.S. Government prohibitions
against exporting goods to third-party countries will
apply to them.

Software

Although the U.S. software industry currently
dominates world markets, both technically and
economically, its continued superiority will depend
on a number of complex factors. The industry faces
difficulties in meeting growing demand for all types
of software-packaged, integrated systems, and
custom-built. International competition is increas-
ing as other nations—particularly Japan, France, the
U. K., Korea, and India—establish software produc-
tion capacity and seek to penetrate global software
markets. U.S. software firms increasing y face tariffs



166 ● Holding the Edge: Maintaining the Defense Technology Base

and foreign trade policies that restrict imports of
U.S.-developed software. Enforcement of intellec-
tual property rights in international software trade is
lax. And finally, as the world market continues to
grow, its composition will undoubtedly change, and
the demand for new types of software may create
advantages for companies in foreign nations. These
factors are addressed below.

The ability to meet the growing demand for
software, and the ability of the United States to
maintain its dominance of the software market,
depends on the supply of computer programmers
and the technology available to them. U.S. compa-
nies cannot meet the demand for software with the
present number of computer programmers. The
shortfall of software professionals in the United
States is estimated at 50,000 to 100,000 and is
forecast to grow steadily over the next decade. The
lack of qualified software developers maybe part of
a larger shortfall in trained science and engineering
professionals in the United States. Beyond any
doubt, there is a serious shortage of rigorous
software engineering programs at U.S. colleges and
universities.

Many programming methods and practices used
in U.S. industry today are primitive when compared
to sophisticated software engineering techniques.
The software development process can be improved
through the use of formalized and automated engi-
neering techniques. These support the iterative
building and testing of software prototype systems,
allow for the reuse of software components, and
accommodate the complexity of software systems.
Widespread use of these technologies in the United
States is impeded by the existence of a large,
embedded, heterogeneous software base.

The growing cost of software maintenance is
directly related to the failure to recognize software
engineering as a scientific discipline and to the lack
of trained software engineers. Software maintenance—
the modification of software to correct errors and to
incorporate changes or enhancements—has become
the primary cost in most software systems. Present
estimates indicate that in fiscal year 1990, DoD will

spend 80 percent of its $20 billion software budget
on maintenance.

Approximately 40 percent of the packaged soft-
ware10  revenues earned by U.S. firms come from

outside the United States. This share is threatened by
the software industries in Japan, France, the U. K.,
Korea, India, Taiwan, and Singapore. Japan is the
strongest competitor primarily because of its ad-
vanced hardware industry and the propensity to take
advantage of standardized technologies and develop
marketable products from them. A principal strength
of the Japanese is the ability to close large portions
of their domestic market to foreign products, and
simultaneously to penetrate U.S. markets with
systems software developed using U.S. standardized
designs.

A comparison of the U.S. and Japanese industries
shows that, while the level of software technology in
both countries is similar, Japanese firms create more
disciplined software engineering environments in
which the use and production of tools is more
widespread. As a result, Japanese programmers are
much more productive than their U.S. counterparts.
In contrast to the U.S. industry, Japanese software
companies tend to invest more money in basic
technology and to distribute this capitalization
across the entire firm, rather than limiting it to
particular software projects. Many Japanese compa-
nies view programming as an applied science. Their
‘‘software factories, ” which reuse approximately 30
percent of previously developed software, have an
error rate one-tenth that of U.S. companies, and have
the potential to produce lower cost and higher
quality software.

As U.S. software companies operate in world
markets, they are increasingly subjected to intellec-
tual property violations and infringements. U.S.
domestic intellectual property protections (copy-
rights. trademarks, trade secrets, and proprietary
data) are insufficient to protect U.S. interests in
many foreign nations, where the penalties for
intellectual property infringement can be less than
the resulting profits. This problem is most pro-
nounced in less developed countries, which have
little to lose and much to gain by not honoring U.S.

lop~~k~gc~  soflwwc is soflwwc that is ~Onlmercial]y cicvcloped an(j broadly marketed, as opposed to custom software, which is dcvclopcd to meet
the particular needs of a specific user.
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regulations. Japan is also cited frequently for viola-
tions.

Additional economic loss for U.S. industry is
attributed to the restrictive trade policies of many
foreign nations, which serve to foster native soft-
ware industries at the expense of U.S. firms. Import
quotas, discriminatory taxes, local ownership re-
quirements, embargoes, and preferential treatment
for locally produced goods are among the common
policies that discourage or preclude U.S. firms from
seeking business. These practices are most pro-
nounced in Brazil, India, Mexico, and Korea.

Polymer Matrix Composites

Although the U.S. DoD drives the development of
composite materials technology (historically
through its R&D funding and now through its
aircraft/aerospace purchases), advanced composites
is a global business conducted by companies (U.S.
and foreign) with broad international interests.11

Large chemical and petroleum companies are sup-
pliers of fibers and composite parts around the globe.

The world PMC industry is extremely intertwined
in terms of corporate vertical integration, integration
with its major end-use market (the military aero-
space prime contractors), and with multinational
chemical and petroleum interests. Advanced com-
posites are formed in a series of stages, each of
which corresponds roughly to a different industry—
raw materials, fiber preparation and shaping, and
components for end-use.12 In recent years, raw
material suppliers such as Amoco, British Petro-
leum, Phillips, Shell, BASF, Ciba-Geigy, Du Pent,
and Hercules have moved downstream into fibers
and shapes, where there is more value added in the
products. Most of these companies buy from, sell to,
and compete with each other for business from
military prime contractors. At the same time, de-
fense aerospace companies, which had relied on
specialized companies for part forming services,
have moved upstream, making parts in-house and
buying only the raw materials.

In this discussion, two distinct stages of corporate
integration can be defined: material suppliers and
end users (including intermediate material suppli-
ers). Fibers are sold as standardized commodity
materials. End users (and intermediate suppliers)
develop individually tailored structures for each
application. Because of this dichotomy, fiber suppli-
ers conduct a different style of business, with
different issues and concerns, from that of the end
users.

Material Suppliers

Carbon fiber is a principal ingredient in the
production of advanced PMCs. About 65 percent of
the U.S. carbon fiber market is in the aerospace
industry. Over half of the U.S. aerospace market for
fiber is military. Defense applications are projected
to grow by as much as 22 percent annually in the
next few years. The U.S. military market is a primary
target for foreign companies producing carbon fiber
composites, because it is the largest, most advanced,
and most attractive in terms of sales and profitabil-
ity. The second largest market is in the Far East,
where carbon fiber products are used to make
sporting goods.

Worldwide, carbon fiber capacity is twice the
current market volume. Japan and the United States
have about equal capacity. Japanese companies
manufacture a carbon fiber precursor, which is then
sold to U.S.-based carbon fiber suppliers (mainly
Hercules), which is in turn the major supplier of fiber
for military programs. At present, no Japanese
carbon fiber is supplied directly to U.S. military
programs.

U.S.-based industry is continuing to add carbon
fiber capacity—about 1 million pounds in 1988.
Accordingly, there is and will continue to be a great
deal of excess capacity both in the United States and
in world markets. While the United States has a large
fiber overcapacity compared to domestic market
requirements, most of the world excess capacity is
concentrated in Japan.

1  IThe ~l~cussion  of pMCs draws on ~ previous OTA a s s e s s m e n t .  Scc ~J, s ,  CongCsS,  offi~c o f  ‘TcchrIo]ogy  A s s e s s m e n t ,  Advance

Design: New Sfrucruraf Materials Technologies, OTA-E-35 1 (Wush]ngton,  LX: U.S. Government Prin[ing Ofilcc, June 1988).
121n ~hc ,Ilmufacturc  of PMCs, highly ~r~cs~d  ~wbon fi~rs xc ~hcm ically ~C~tCd ~nd ~nded With a m~trix matcri~], The malcria]  is shaped during

this process which involves heating and compressing it into d mold. Thcw shapes arc ihcn Iinishcd by machining, and bccomc final products such as
airplane wings and tennis rackets.
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Although Japan is the largest manufacturer of
carbon fiber in the world, it has been only a minor
participant to date in the advanced composites
business. Japanese companies have been limited by
licensing agreements from participating directly in
the U.S. market. In addition, Japan does not have a
domestic aircraft industry to which advanced PMCs
could be sold, although it is trying to establish one
through a joint venture with Boeing and through its
decision to build the FSX fighter. Japanese compa-
nies are building a strong position worldwide in
PMC technologies.

End Users

The United States leads the world in developing
and using advanced PMC technology, based largely
on the strength of its military aircraft and aerospace
programs. Nevertheless, foreign commercial end
users outside the aerospace industry are more active
in experimenting with these new materials than are
their U.S. counterparts. Western Europe leads the
world in composite medical devices, partly because
the regulatory environment controlling the use of
new materials in the human body is less restrictive
in Europe than in the United States. The EC is taking
additional steps to commercialize advanced PMCs.
For example, the EUREKA Carmat 2000 program
proposes to spend $60 million through 1990 to
develop advanced PMC automobile structures.

The U.S. market on the whole is projected to grow
faster than the world market, based on the assump-
tion that the military demand for PMCs will expand
rapidly over the next 5 years. Although the number
of U.S. military aircraft being built is declining,
composites are replacing much of the metal on
airplanes. For example, the F-16 has 260 pounds of
advanced composites per aircraft, while the V-22,
which recently moved into production, will have
from 8,000 to 9,000 pounds per aircraft. However,
growth is expected to level off in the middle 1990s
as advanced PMCs move into all of the structures for
which they are suited.

Foreign production of U.S. aircraft components is
increasing, and manufacturing of composites for
commercial aircraft is moving offshore in many
cases. A significant number of foreign companies
fabricate parts for U.S. aircraft manufacturers. This
is largely the result of economic offsets that are used
to secure sales of aircraft by offering portions of the

aircraft fabrication to companies from the buying
nation. Such sales enhance technology development
in, and the potential economic competitiveness of,
foreign-owned advanced composites businesses,
possibly at the future expense of U.S.-owned firms.

In the past few years, participation of Western
European-owned companies in the U.S. advanced
PMC market has increased dramatically. This has
largely taken the form of acquisitions of U.S.-owned
companies. Industry analysts indicate that U.S.
carbon fiber facilities have been sold, due to
corporate ‘‘impatience” resulting from the need to
report favorable quarterly earnings. In general,
foreign corporations tend to be more patient. Despite
excess worldwide capacity and profitability prob-
lems, the Japanese have not sold any carbon fiber
facilities. As a result of extensive acquisition of U.S.
firms, foreign makers of advanced materials have
entered the U.S. aerospace market and share the
technology leadership that participants enjoy.

CONVERGENCE OF MILITARY AND
CIVILIAN TECHNOLOGIES

Do military technologies and their applications
diverge significantly from their counterparts in
the civilian sector of the economy?

Fiber Optics

The distinction between tactical and fixed-plant
fiber optic systems is important. Tactical systems
require rapid mobility. Although fixed-plant sys-
tems are installed directly in the ground or in
conduits, most tactical systems must be placed on
the ground, strung above the ground, or deployed at
sea. While there are no significant limitations on
cable length for fixed systems, tactical systems must
be configured so that they can be set up and retrieved
quickly. In addition, cable used in tactical communi-
cations must be more flexible and durable than that
used in fixed-plant systems. While optical splicing
may be used for many fixed applications, connectors
are necessary due to the requirement for mobility in
a tactical environment. And finally, batteries or
other local sources of power are usually required to
drive sources and repeaters in tactical systems.
Generally speaking, shipboard fiber optic systems
can be considered as fixed plant.
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Do such differences between military and
civilian applications translate into differences in the
technology itself or in the way that R&D for fiber
optics must be conducted? The answer is a qualified
“No.” For fixed-plant systems, military require-
ments would differ only marginally, if at all, from
those used in private-sector businesses or for local
area subscriber networks. For a large percentage of
military applications—wiring the Pentagon, the
DoD laboratories and R&D facilities, and the
military bases—the technology is broadly available
from the civilian sector. In addition, fiber optic
systems deployed on ships would be similar to
LANs now undergoing trials in the private sector in
Japan and in the United States.

Optical sensors have enormous potential in a wide
range of applications both military and civilian.
Many of the major sensors used by the military-or
under development—are analogous to those used in
the civilian sector. One fiber optics group in the
Navy has tested 54 different sensors developed for
civilian purposes and found that most of them do not
perform adequately in a military context. They
concluded, however, that the civilian sensors should
not be discarded and replaced by sensors built to
military specification. Such specifications do not yet
exist, and the process of writing them and getting
them approved would take years. Instead, the group
takes the approach of addressing the military re-
quirement by modifying commercial products so
that they are suitable for the particular military task
for which they are envisioned.

Their objective is to use the existing technology—
which they believe is far more advanced than that
which the Services presently need. For example,
industry already has endoscopic devices for looking
into machinery and into places where electronics
cannot be placed. This is not a new or radical
technology. These devices represent basic technol-
ogy with new applications. In this approach, DoD’s
challenge is to figure out how to take the technology
that is available-not a radical departure from
it—and use it in a military setting.

Despite the decidedly military character of the
FOG-M missile,13 its designers indicate that the

Army has been able, for the most part, to use optical
fiber that can be produced on modified commercial
manufacturing equipment. The fiber companies
have entered into earnest discussion with the FOG-
M program, because they anticipate a run of fiber
that might reach a volume of up to 2 million
kilometers. There are special military requirements
in the way that the fiber is wound on the spool, in the
fiber design, and in the materials that are used to
attach the fiber to the spool. But these do not
translate into large differences from civilian technol-
ogy, nor do they require significant changes in the
way that R&D) is carried out. The military require-
ments can be met if civilian fiber companies are
willing to develop the modifications.

Software

The software industry is increasingly divided into
two camps, one that is dedicated to military interests
and another that supplies the commercial world.
These two sectors have been present since the birth
of the industry, and exchange between the two was
assumed to be the norm, not the exception. But there
are significant indications that divergence between
these groups is increasing, which may contribute to
a weakening of the U.S. software technology base.

The underlying software technologies are very
similar in both the military and civilian sectors, and
divergence becomes noticeable only in the detailed
requirements for specialized applications. Conver-
gence between civilian and military software indus-
tries is most noticeable in the small-scale applica-
tions and systems software areas. Both sectors use
packaged COTS software for the majority of their
small-scale software applications, such as personal
computer (PC) based programs and office automa-
tion products.

Similarities in the applications of software are not
limited to PC-based and systems software. Analo-
gous applications of large-scale software systems
also can be found in both sectors, including software
developed for avionics, telecommunications, and
embedded systems. But while the applications are
similar, military and civilian environments place
different, sometimes opposing requirements on the

]3Thc  Fibcr @tic Guided Mi\~ile  (FOG. M), now  in fu]].sca]c  Cnginccring  dcvelopmcn(,  pays  OIJ( optical  fiber from a bobbin,  enabling the battlclicld

operator to target  the missile with a real-time video image cmanating from a camera in the nose of [he missile.
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software that controls these systems. This is particu-
larly true for large-scale, mission-critical applica-
tions in the DoD.

Thus, different requirements, as well as differ-
ences in scale, create two distinct software industries
in the large-scale applications area. The industry
divergence is illustrated in avionics systems soft-
ware, where military requirements for high-
performance avionics are exchanged for high surviv-
ability and safety in civilian avionics. The signifi-
cance attached to software requirements by each
sector, and whether they become rigid specifications
or economic trade-offs, partially explains why there
is little transfer of software between the military and
civilian sectors in the embedded and large-scale
applications.

Military requirements for custom-built and em-
bedded software are generally far more rigid than
civilian requirements. Once documented and ap-
proved in the design stage, specified requirements
govern the subsequent development of the software.

The need for specific performance and opera-
tional characteristics is evident in many DoD
mission-critical systems. It is necessary to require
nearly 100 percent reliability for a missile guidance
system or multi-level security in a networked
defense communications system. But when these
requirements are transferred unnecessarily to other
military systems, the cost of development increases
and the ability to use analogous civilian applications
or commercially developed software diminishes.

Many of the requirements often identified as
unique to military applications—for example, multi-
level security, data encryption, interoperability,
survivability, and high reliability—are equally ap-
propriate in banking, insurance, commercial flight
control, and other civilian applications. Indeed,
many features incorporated into military systems
could be transferred to civilian applications and vice
versa. But while these features are desirable and
appropriate in civilian applications, their implemen-
tation would be based on economic and risk analysis.
In the civilian sector, if the cost of implementing a
requirement exceeds the expected return, then the
requirement is usually deleted or deferred. This
analysis and design-to-cost approach rarely occurs
in military software acquisitions, although similar

accommodations will be more likely if military
software costs continue to escalate.

A more recent divergence between the military
and civilian sectors of the software industry relates
to the military’s mandated use of a single high-order
language, Ada, in its mission-critical software sys-
tems. DoD’s sponsorship of Ada began in 1974
when the ‘‘software crisis” was first recognized and
acknowledged to have potentially serious conse-
quences for the military’s ability to maintain and
operate its many computer systems. In 1983, Ada
was approved as a standard by the American
National Standards Institute (ANSI) and by DoD as
Military Standard (MIL-STD) 1815A. By 1987, Ada
was approved as an International Standards Organi-
zation (IS0) standard.

The DoD Directive that Ada shall be the single
high-order language used in command and control,
intelligence, and weapons systems has no counter-
part in the commercial environment. With the
exception of civilian avionics systems, Ada is not
widely used in U.S. commercial applications. In-
stead, civilian-based software continues to be imple-
mented in the language considered to be best for that
particular application—whether it be COBOL, a
fourth generation language, or any other computer
language, As new DoD computer systems are
developed, the convergence of new software tech-
nologies and the ability to transfer software between
the two sectors will depend a great deal on several
factors: first, the civilian sector’s acceptance of, and
demonstrated use of, Ada; second, DoD’s willing-
ness to grant waivers to its Ada mandate; and finally,
the military’s acceptance of, or ability to, incorpo-
rate commercially developed, non-Ada software
into its computer systems.

Polymer Matrix Composites

There is both convergence and divergence in
military and civilian applications of advanced PMC
technology. In general, military and civilian markets
have different technical and cost criteria for the
selection of materials and process technologies.
Convergence and divergence occur simultaneously
in different aspects of the PMC industry and its
markets.

Various segments of civilian and military markets
place different emphasis on performance and cost. In
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the commercial aerospace, military non-aerospace,
automotive, and construction markets, for instance,
acquisition costs and operating expenses are the
major purchase criteria, with a progressively lower
premium placed on high material performance. In
military aerospace, biomedical, and space markets,
on the other hand, functional capabilities and
performance characteristics are the primary pur-
chase criteria.

Although general functional requirements (e.g.,
low weight, high strength for primary structures,
lower strength for secondary and nonstructural
parts) lead to convergence between the military and
commercial aircraft sectors, the stringent mission
requirements for military aircraft drive the use of
advanced composites in the military. For space
applications and fighter aircraft, advanced PMCs are
more than just one of many competing materials.
They can be the enabling technology for mission
requirements because of their high strength-to-
weight ratio.

The use of lower cost materials (such as glass-
reinforced composites, or fiberglass) in general
means more weight and lower performance in the
traditional aerospace sense. Industry representatives
assert that battlefield conditions require that weap-
ons systems weigh less. That was the initial reason
for the attractiveness of composites, particularly
graphite-reinforced composites. While lower costs
are desirable in the military aerospace sector,
performance remains the main driver.

According to advanced PMC industry representa-
tives, cost currently limits market growth and the
transfer of high-performance military PMC technol-
ogy to the commercial sector. Carbon fiber is priced
at about $15 to $20 per pound. Chemically treated
fiber, called prepreg, sells for $35 to $40 per pound;
and the cost of finished aircraft structural compo-
nents is between $250 and $600 per pound. Alumi-
num structures cost about $85 a pound, including 2
hours of labor and $5 of material. Some 70 to 80
percent of the cost of a finished advanced PMC part
is due to fabrication costs.

Many developments have wide applicability
across both the civilian and the military arenas.
There is synergism between military and commer-
cial aircraft production in resins and fibers, the way
materials are stitched together, and the way they are

used. For military and commercial aircraft, the
structures made from composites (e.g., wings, tail,
and empennage) are similarly complex to fabricate.
The basic method of production of aircraft parts is
also similar: coating of continuous fibers with resin,
careful placement of fibers, and application of heat
and pressure to form the structure.

However, military requirements may make it
necessary to modify the fabrication process. For
example, pultrusion is typically used in the commer-
cial market to form beams. Military applications
need superior load-carrying capacity, so that for
military applications the pultrusion process must be
modified to impart different properties to the fabri-
cated part.

From abroad perspective, the military community
often requires custom-made hardware, while com-
mercial industries look for off-the-shelf products
combining low cost and high quality. Many military
and space hardware applications are very specialized
and require low production volumes. The automo-
tive industry, on the other hand, is driven by low
costs and high production rates. Between the aero-
space and automotive advanced PMC markets, a
variety of other market applications (including the
non-aerospace military market) have production
rates higher than military aerospace, cost objectives
similar to automotive applications, and moderate
performance requirements.

Military and commercial aircraft both experience
similar environmental conditions, and thus require
similar lightning protection, corrosion resistance,
fatigue resistance, and material toughness. While the
technical requirements for PMCs in commercial
aircraft are comparable to those for fighter aircraft,
there are some major differences related to peak
G-loading and maneuverability, repair strategies,
stealth, radiation hardening, and design tempera-
tures.

Military and commercial aircraft have inherently
different duty cycles. Military aircraft are on the
ground a significant portion of the time, while
commercial airplanes are in the air much of the time.
Commercial aircraft designers are concerned with
structural fatigue, and with takeoff and landing duty
cycles. The dominant factors for maintenance of
military airframes are ground temperature, corro-
sion, and exposure.
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BARRIERS BETWEEN THE
CIVILIAN AND MILITARY

SECTORS
What are the principal barriers, both technical

and institutional, that inhibit military access to
civilian technology and vice versa?

Fiber Optics

In order to do any substantial amount of business
with the DoD, fiber optics companies have found it
necessary to create a separate corporate division. To
meet government regulations and specifications,
fiber optics businesses must organize many of their
principal functions differently—including account-
ing, personnel, auditing, R&D, production, advertis-
ing, marketing, and management information sys-
tems. They must also adjust their business psychol-
ogy and profit orientation, Successful fiber optics
and optoelectronics companies invest heavily in
research, develop a superior product, realize large
profits, and plow their earnings back into the R&D
effort. This business environment contrasts sharply
with one of government-subsidized research and
regulated profit margins.

The question of how to specify fiberoptic systems
and devices for the military poses what amounts to
a paradox, both for the industry and for the
government. The problem is that optoelectronic and
fiber optic technologies are changing so rapidly that
no one can agree on standards. DoD is confronted
with the problem that, by picking a standard, it may
lock itself into an obsolete technology or an applica-
tion that no one in the civilian sector is willing to
build at a reasonable cost. This is because the
military wants to nail down prescriptive standards14

in a field that is changing from month to month. The
alternative is to adopt performance standards essen-
tially specifying, in a general way, the characteris-
tics that a part or component must meet, and then
leaving it to industry to figure out the specifics. This
would, however, make it more difficult to conduct
competitive procurements. The range of competing
designs might be very wide, and it would be
necessary to trade off price against quality.

Industry executives suggest that the military
generally does not recognize the capabilities of the
commercial sector. From the industrial perspective,
this is due to “the momentum factor” and “cultural
conservatism” in the military, two substantial barri-
ers to the large-scale introduction of fiber optic
technology. The former proposes that the Services
have committed themselves to older communica-
tions and sensing technologies, many of which are
not compatible with fiber optic systems. According
to the latter, there is little incentive for program
managers to seek out a new technology and put it
into a weapon system, particularly if the technology
is changing rapidly and proposed parts or compo-
nents are not fully specified.

The lack of industry standards exacerbates this
already difficult internal problem. From the DoD
perspective, there is no way that acquisition manag-
ers can make mass-scale purchases from civilian
industry—and this is where the technology resides—
in the absence of performance, design, and testing
specifications. These are considered essential to the
acquisition process.

By insisting on the use of existing specifications,
the military can create barriers to the introduction of
a new technology—for example, when a large
civil-sector company attempts to install a standard
fiber optic telecommunications system for a military
base. DoD could procure regular commercial prod-
ucts, since there are no special military require-
ments. But it is very difficult to install such a system
on a base. If there are no existing military specifica-
tions and standards, DoD is reluctant to buy a
system. If there are military specifications, they are
unlikely to correspond to existing commercial prod-
ucts, because civilian technology probably advanced
while the military specifications were being written
and approved. In this case, the Defense Department
will end up paying more for a less capable system
than would a commercial purchaser. Somehow,
DoD must learn to make decisions about what it
wants—either by writing specifications, modifying
specifications, or carrying out procurements without
specifications-in a matter of a few months.

1dln ~cncra],  ‘Prescriptive stmdards”  speci  fy how somc~ing  is M bC made or what it is to be made from. [n contrast, ‘pcrfonmccstandards”  sPecifY
only lhc resulting capabi  Iity or pcrfw-rnancc  Icvel to be achicvcd.
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Industry executives and analysts point to sev-
eral key reasons why some optoelectronics and fiber
optics firms have difficulty in selling their products
to DoD, and others are reluctant to do business at all.
Those most often cited include: 1) DoD cannot
guarantee firms that funding will be available for
authorized projects; 2) DoD seeks to acquire data
rights that would compromise large R&I) invest-
ments; and 3) to do business with DoD, a firm must
fundamentally alter its corporate structure, policies,
and overall intentions. Each of these problems is
discussed below.

In a somewhat ironic case, a fiber optics company
licensed its technology from a university research
program funded by DoD, and is now unwilling to do
business with the government. It is a small, highly
profitable company that is limited in the extent of
money and technology that it can leverage for any
given purpose. Its executives are very reluctant to
take contracts with DoD, because they cannot afford
to hire specialists who can respond to DoD regula-
tions, contracting procedures, auditing practices,
and other requirements. They are unable to support
the cost of research and gearing up for production,
unless there is u definite market for the product in
question and the opportunity to realize substantial
profits.

In the civil sector, a company can develop
long-term relationships with its suppliers and cus-
tomers. Government notions of fairness and compe-
tition rules make it difficult to sustain such relation-
ships, a$ does the turnover of contracting personnel.

A second major problem, cited by some industry
analysts, is that government procurement officers
and regulations do not recognize the extent to which
fiber optic and optoelectronic technologies are
driven by R&D activity. Government agents tend to
demand as many data rights as they can get in any
given contract. Most fiber optics firms are unwilling
to share their data, because they believe that such
data can be used to reveal a core of proprietary
process information.

For optoelectronics and fiber optics companies,
the problem of protecting proprietary rights comes at

the very beginning of a decision to take a gover-
nment contract. If the company has not worked with
DoD in the past or if the military segment of the
business is small, many executives tend to skirt the
problem by avoiding government contracts.

A third major impediment between DoD and
civil-sector fiber optics firms is the perception on the
part of industry executives that they are simply
ill-equipped to do business with DoD. This is in part
a consequence of the divergence of business prac-
tices in the military and civilian sectors of the
economy. and partly a result of inflexibility on the
part of government. To do substantial business with
DoD, managers would have to learn  to live with and
respond to regulatory, reporting, accounting, and
auditing requirements that are largely incompatible
with their own systems, and that do not make sense
in the context of civil-sector business.

Software

Despite similarities in the technologies available
to the civilian and military software sectors, differ-
ences in their respective acquisition strategies ob-
struct the exchange of software technologies and
applications. Persistent barriers to the transfer of
technology, methodologies, and products between
military and civilian interests are identified below.

In 1987, a DSB task force reported that both
technical and management problems are evident in
military software development, with the latter being
more significant.15  These management problems
relate to the manner in which DoD procures soft-
ware, and they represent major barriers to the
exchange of software technology between the civii-
ian sector and DoD.

According to industry representatives, the princi-
pal problem is the bureaucracy and administrative
overhead associated with DoD acquisition proce-
dures. The requirements regarding procurement,
design, development, and maintenance of DoD
software are set forth in DoD-STD 2167A. As a
government review mechanism, DoD-STD 2167A
references and directly or indirectly requires compli-
ance with many additional standards, directives,
data item descriptions, and Federal Acquisition

lsDcfcnsc science  Bowd, “Repo~of~e  DSB  1987 Summer Study on Technology Base Management,” prepared for the Officcofthc Under  Sccrctq
of Defense for Acquisition, December 1987.
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Regulations (FAR). As is true of fiber optics
companies, in an attempt to comply with contractual
obligations, commercial software vendors must
employ specialists who are fluent in military regula-
tions, government reviews, documentation, and
accounting procedures. These requirements and
associated legal issues have forced many DoD
contractors to establish autonomous divisions for
conducting business with the government. As a
result, few civilian software firms regularly contract
with DoD.

Defense Depw-tment  acquisition procedures and
contracting practices limit the number of potential
vendors and discourage established contractors who
already work for the military. Civilian firms that
contract with DoD receive no guarantee of a
continued relationship with the government, achieve
poor profit margins, and often lose the rights-in-data
to their software.

Although software firms guard proprietary infor-
mation closely, this property is often transferred—
by contract—to the government. Despite the flexi-
bility allowed government contracting officers to
negotiate less-than-exclusive rights to data in soft-
ware acquisitions, commercial venders generally
lose most, if not all, of their intellectual property
rights to the software they develop. The gover-
nment’s  claim to unlimited data rights is based on the
notion that these rights protect the government and
ensure public dissemination of publicly sponsored
research efforts. In negotiating for unlimited rights
to data for its software, the government achieves the
ability to maintain and modify its software systems
in the future. This practice is intended to ensure fair
competition for future software maintenance and
reprocurement  contracts. Some analysts assert, how-
ever, that such policies weaken DoD’s ability to
negotiate for the best software at competitive prices,
because they drive away potential bidders.

Ada has been cited by some civilian software
firms as a barrier to doing business with DoD. The
directive stating that Ada shall be the “single,
common, computer programming language” used in
command and control, intelligence, and weapons
systems may help in the long run to alleviate the
military’s software crisis. But because of its relative
immaturity, the number of software firms proficient
in Ada is limited. The mandate to use Ada appears

to reduce the already limited number of firms willing
and able to contract with DoD.

Some experts cite Ada as an example of the
government’s tendency to standardize too much, too
early. Although the requirement to use Ada for
mission-critical applications was arguably prema-
ture in 1983, developments associated with Ada
have advanced significantly since that time. But
many commercial vendors, with the exception of
those in the avionics industry, still take a wait-and-
see attitude about Ada.

The merits of a single, standardized language,
such as Ada, will continue to be debated. Ada’s
benefits include its embodiment of engineering
techniques essential to the development of maintain-
able software, its support for modular (and reusable)
components necessary in the development of large-
scale, integrated systems, and its portability among
diverse computer architectures. Additionally, be-
cause it was standardized early and trademarked,
there are no incompatible dialects of the language;
such dialects tend to decrease the reliability and
complicate the maintenance of software systems.
These characteristics have the potential to bridge
some of the technological differences between the
civilian and military sectors.

Whether Ada becomes an area of convergence,
rather than a barrier, remains to be seen. Because
DoD is the single largest consumer of software and
is committed to the use of Ada, the language will be
an important factor in future software technologies.
Its potential, though, conflicts with the current
situation in which many military mission-critical
applications are required to be implemented in Ada,
while similar civilian applications will continue to
be developed in the language deemed best for each
particular project.

Polymer Matrix Composites

Advanced composites technology was first ap-
plied in the military sector. Although the PMC
industry envisions a very large commercial market
for advanced composites in the future, it sees limited
commercial opportunities today. PMC suppliers feel
that commercial development is the key to profit-
ability in advanced composites, and that sustaining
a presence in the military marketplace is a way to
pursue it.
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As in the other industries under review, military
contracting and accounting procedures, and the
potential loss of proprietary rights and patentability,
may be the costs of participation in the military
composites market. Loss of data rights is considered
by some commercial sector companies as a threat to
their survival in a competitive marketplace. Forfeit-
ing proprietary rights goes against the ‘‘corporate
culture” in many non-defense companies and fear of
such losses  inhibits the flow of technology between
the defense and commercial sectors. Indeed, tech-
nology developed in the commercial half of a
company may not be shared with the military half
due to proprietary concerns.

These barriers represent inhibitions, but not prohi-
bitions, to the transfer of technology between the
civilian and military sectors. Participation by com-
mercially oriented companies in recent defense
programs, such as the Low Cost Composite Weapon
Program and C-17 subcontracts, indicates that such
companies are willing to engage in military pro-
grams.

Government business rules and regulations have
inhibited the transfer of PMC technologies from the
commercial sector into military applications. For
example, in 1978 ACF Indusrnes  successfully de-
veloped an inexpensive glass-fiber composite rail-
road car based on aerospace technology. DoD
repeatedly approached ACF to use this technology
in an ongoing defense program. ACF management
declined to work with the government, because
putting up with government audit procedures was
more trouble for the company than it was worth.

Similarly, the teaming arrangement for the Low
Cost Composite Weapon Program was designed to
augment a military aircraft manufacturer’s capabili-
ties with the lower-cost commercial technology of
nonmilitary subcontractors. The lack of simple
purchase orders for commercial sector contractors
and the government accounting compliance require-
ments met with stiff resistance. The commercial
sector subcontractors expressed reluctance to par-
ticipate on this project, because of the required
forms, audits, and the justification of overheads.

In addition, personnel working on highly clmsi-
fied programs sometimes cannot obtain clearance to
share nonsensitive information such as generic
materials and process technology data. This infor-

mation is often embedded in classified reports. It is
costly for the military or the contractor to employ
personnel to extract generic types of information
from classified reports.

The DoD has similar problems internally. Some
analysts are concerned that there may be technology
under development in the “black world” that the
rest of DoD could build on but does not know about.
PMC industry representatives have indicated that
more attention should be placed on the transfer of
“black” technology into the “white” technology
base.

Industry representatives indicate that the pressure
to share data in military markets to reduce costs
conflicts with their competitive instincts. Some
companies feel that information disclosed to the
~overnment  would become public and might be used
by their competitors in a different market. Neverthe-
less, some sharing of materials databases is neces-
sary to reduce the currently excessive costs of R&D
and processing.

Aircraft manufacturers, parts fabricators, and
material companies that contract directly with DoD
(or that take subcontracts) often set up separate
divisions to comply with government regulations
and procedures. Although personnel can be trans-
ferred from the commercial divisions or hired from
other defense contractors, industry analysts state that
everybody in the defense division eventually thinks
“government contracting. ” The overhead charged
by that division is typically a great deal higher than
that charged by the rest of the company.

SUMMARY OF CASE STUDIES
The case studies send mixed signals about the

overall health of the three industries. Each exhibits
different strengths and vulnerabilities.  The U.S.
optical fiber industry is strong today, but it is
concentrated in two large companies. These compa-
nies face daunting competition in the future, both
from the EC nnd from .?apan.  In software, U.S.
companies clearly lead the world in both sales and
technology leadership. But the competition—
especially from Japan—is closing the gap, and the
United States is experiencing a growing shortage of
software engineers. The U.S. PMC industry is strong
and thoroughly internationalized. It is also ex-
tremely dependent on the Defense Department. DoD
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has supported PMC technology because it is both
pervasive and enabling for a large number of
military systems. But the cost to DoD is very great.
To date, there is little indication that U.S.-based
producers are willing or able to diversify into
civilian markets, so long as a lucrative military
market exists.

For each of the three technologies, a high degree
of technological convergence between civilian and
military applications is evident. There are also some
applications that are unique to the military for each
of the technologies. There is, however, significant
divergence between the military and civilian eco-
nomic sectors for each industry, and this occurs for
reasons that are not directly related to the technology
itself. In the fiber optics industry, the civilian sector
is far in advance of the military in most areas. The
software industry is increasingly divided into two
camps--one that serves the military and one that
does not. Such divergence is rooted largely in
differences in the way that military and civilian
business is conducted. Of the three technologies,
advanced materials shows the greatest divergence
between military and civilian applications. There are
significant differences in the molecular structure of
each end-product because each PMC material must
be individually designed. However, automation of
the production process and dissemination of data
bases would certainly reduce costs and aid in
diffusing PMC technology into a variety of civilian
applications.

In each of the cases reviewed, the barriers that
exist between the military and civilian sectors of the
economy are due largely to differences in organiza-
tion, administration, and business practices, rather
than to differences in the technologies themselves.
Indeed, this is a principal finding of this study. The
reality—that the military often buys less than
state-of-the-art technology—is disturbing, both from
a national security perspective and in terms of the
kind of efficiency that is associated with good
government. As we have seen, many companies that
produce fiber optic and optoelectronic technologies
are reluctant to do business with the government.
Barriers to the participation of civilian sector com-
panies appear to be largely generic across many
industries. In the case of software, DoD simply does
not have access to the best and most advanced

civilian talent and products, and there is very little
synergy between the military and civilian compo-
nents of this critical high-technology industry.
Advanced composites offer a different view of the
same sorts of problems. Because the industry was
developed largely by military aerospace companies
and other DoD contractors, it makes sense to look for
a ‘‘spin-off” effect. However, U.S.-based firms that
do significant business in advanced composites with
the DoD have generally not been successful in
marketing their products in a nondefense context.

FINDINGS
The general findings of the case studies are

presented below. While they are based on the three
cases, they have wider implications for the defense
technology base and for other high-technology
industries. Detailed findings that are more specific to
the individual technologies are presented in the
particular case studies, located in Volume 2 of this
report.

Overall Findings

1. Two relatively separate economic sectors have
evolved in the post-World War II period, one
military and the other commercial. Business prac-
tices in the two diverge significantly, and substantial
barriers impede the transfer of advanced technology
between one sector and the other.

2. Nevertheless, the ability of the military to
achieve and maintain leading-edge technology in the
future will depend in many cases on the health of the
corresponding indust~ in the commercial sector of
the economy. Machine tools and semiconductors are
well-documented examples.

3. The barriers that stand between the military and
the commercial high-technology sectors are largely
due to legal, institutional, and administrative factors,
and are not inherent in the technologies themselves.

4. The United States is failing to develop and/or
maintain a competitive commercial base for some
technologies that are important or even essential to
military procurement. It is likely that DoD either will
have to turn increasingly to foreign suppliers to
achieve or maintain state-of-the-art capacities in
such areas, or will pay a high price to maintain
in-house capacities.
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5. Ixmgstanding  industrial and trade policies may
have to be reformed if the United States is to achieve
and/or maintain world-class industrial capacity in
support of certain essential dual-use technologies.

Findings Relevant to the
Department of Defense

1. DoD faces two central problems in the area of
dual-use technology. First, government procurement
practices make it increasingly difficult for DoD to
obtain state-of-the-art technology in areas where the
private civilian sector is leading. Second, certain
essential high-technology industries are weak in the
United States, and others may not be located herein
the future.

2. Due to the magnitude of the investment that is
required to create advanced technological capability
in a number of critical areas, DoD cannot afford to
finance advanced technology and product develop-
ment across the full spectrum of technologies that
are important to the military. Instead, it must rely on
innovation and R&D in the civilian sector to pull
some technologies forward.

3. Initiatives to increase DoD’s access to and use
of commercial technology have tended to fail in the
past, largely because they did not address institu-
tional and structural factors.

4. Many firms are reluctant to do business with
DoD because they consider the government to be a
bad customer. Some commercial firms cite exces-
sive regulation, burdensome auditing and reporting
requirements, damaging competitive procurement
practices, rigid military specifications, compromise
of proprietary information, loss of data rights, and
corporate “culture shock” m reasons not to seek
DoD business. Some of these problems might be
resolved through DoD or congressional action.
Others are probably inherent in any industry-
govemment relationship,

5. The recent expansion of special access or
“black” programs reflects both an effort to increase
technological security and an attempt to circumvent
burdensome regulation and congressional oversight.
Because they are highly classified, such programs
present additional barriers to companies that are not
ordinarily engaged in defense work.

Findings Relevant to the
Defense Industrial Sector

1. In many high-technology areas, the defense
industries no longer lead the commercial sector, and
the disparity may be increasing.

2. The defense industrial sector has been shaped
by an ad hoc—yet extensive—system of regulation
and defense industrial policies that has tended to
stifle innovation and creativity over time. These
include nearly 400 different regulatory requirements
in the FAR alone, extreme and uncoordinated
government auditing activity, and pervasive over-
specification of developmental items. Some were
established pursuant to acts of Congress; others are
the result of internal DoD practices.

3. Congressional attempts to reform DoD and the
defense industries may be inappropriately aimed at
fixing an archaic military-industrial structure that is
out of step with a world economy radically trans-
formed by intense international competition. Com-
prehensive restructuring and elimination of ineffi-
cient elements and practices within DoD may be
necessary.

4. Strategic planning in the largest defense prime
contractors is based on the assumption that doing
business with the government is a slow and ponder-
ous process, and that it is not likely to get better. For
better or worse, corporate planning is married to the
DoD planning and budgeting cycle.

Findings Relevant to Congress

1. Congress plays a major role in shaping the
acquisition process, and with it, DoD’s access to
both the defense-specific and commercial technol-
ogy bases. But the acquisition system has built up
over time, and overriding national goals often
conflict with the particular program-specific objec-
tives of defense acquisition. These national goals
include efforts to ensure fairness, access for small
and minority firms, environmental protection, com-
petition, and the best product obtainable with the
taxpayers’ money.

2. The opportunity to interpret and amplify the
intent of Congress exists at many levels—in OSD, in
the Services, in the large prime contractors, and at
the sub-tiers-and is often acted on, particularly
where criminal sanctions might be imposed. The
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result is a risk-averse, highly conservative defense
industrial sector that has trouble taking advantage of
rapid technological change in the commercial sector.

3. The structure of the large defense companies
complements the legal, administrative, and bureau-
cratic form of the government. Such structures are
imposed on the defense firms by acts of Congress, by
DoD regulations, by military specifications, and by
auditing requirements. Every aspect of business in
these companies conforms to and is enforced by such
bureaucratic and administrative controls. Making
the defense industries more efficient and account-
able might entail radical alteration of the legal and
institutional structures that shape the DoD.

Findings Relevant to Civilian Industry

1. In many dual-use, high-technology industries,
the civilian sector leads the defense industries. This
civilian capacity may or may not be located in the
United States.

2. A company can organize to do business in
either the military or in the civilian sector of a
high-technology industry, but it is extremely diffi-
cult to do both under one administrative roof.
Companies that work in both sectors typically have
separate divisions that are organized, administered,
and staffed differently. In that case, the two divisions
usually cannot share staff, production lines, labora-
tory facilities, data, research, accounting procedures,
and other administrative systems.

3. These differences are profound. In large aero-
space companies, for example, the commercial side
of the firm responds to market conditions, whereas
the military side of the house responds to the nature
of the threat, to government directives, and to the
federal budget. Executives and engineers transferred
from a military to a commercial division often
experience a prolonged period of culture shock and
some are unable to make the adjustment. This is the
opposite of the situation in civilian industry, where
the chief executive officers of Fortune 500 compa-
nies are increasingly interchangeable.

4. Many entrepreneurial civilian companies—
large and small alike-are unable and/or unwilling
to conduct business with DoD because of the heavy
investment and reorientation in business practices
necessary to meet DoD requirements.

5. Antitrust policy and a rigid regulatory framew-
ork in some high-technology areas is adversely
affecting the competitiveness of U.S. industry.
Faced with foreign competition—specifically, with
governments that act to create advantages for their
firms in the U.S. market-U.S.  firms may well fail
to compete successfully with foreign businesses that
are presently gaining experience in these areas.

POLICY CONSIDERATIONS
FOR CONGRESS

The policy discussion that follows is divided into
two areas. The first deals with the question of
military dependence on foreign civilian technol-
ogy. It is addressed because an increasing number of
domestic high-technology industries that are impor-
tant to the military are losing technology leadership
and market share to foreign competition. The
military response has been to buy materiel from
high-technology firms located abroad. The second
area focuses on the problem of inadequate military
access to civilian technology in the United States.
In many industries, the military could improve its
access to civilian technology substantially, but
Congress would have to make changes in the
procurement system to stimulate DoD demand for
civilian products and to make it easier for civilian
companies to do business with DoD.

Military Dependence on Foreign Technology

The U.S. strategy of developing and fielding
better military technology than that of potential
adversaries requires that the DoD have access to
many technologies that are sold primarily in civilian
markets. The technologies of microelectronics, for
example, and those contemplated for optoelectron-
ics, require enormous and continuous investments in
R&D and production facilities. These investments
will be made only by companies that expect to sell
the resulting products in a civilian market that is
many times larger than defense purchases. That
market is generally one that innovates more rapidly,
because intense competition has compressed the
product life cycle, forcing the incorporation of
technological advances at the earliest possible date.
In most cases, DoD cannot afford to pay the price
associated with this kind of R&D and is unable to
induce private industry to develop it with the
promise of future orders. Therefore, if the Defense
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Department wants to acquire state-of-the-art tech-
nologies in these fields, it must purchase them from
companies that are producing for, and selling to, a
large civilian market.

Although it may be very important to U.S.
national security that the Defense Department have
access to such technologies, DoD can do very little
to influence the location, ownership, capitalization,
and fundamental directions of the commercial tech-
nologies and industries that it needs. These are
driven, instead, by domestic and international mar-
ket forces, financial opportunity, and the trade and
industrial policies of OECD and other producer
nations. The corporate structure that prevails will
ultimately be determined by fierce international
competition for civilian markets and by the national
trade policies of self-interested individual trading
nations.

Two policy problems arise in this context. First,
there are unmistakable signs that participation by
U.S. companies in the high-technology sector of the
international economy is weakening in important
respects. Significant loss of capacity by U.S. compa-
nies in these dual-use industries could ultimately
undermine our basic military strategy of countering
superior numbers of enemy troops and equipment
with superior technology. The second problem,
which follows from the first, is that DoD is
becoming increasingly dependent on advanced tech-
nology and products that are developed abroad or by
foreign-owned companies located in the United
States. Although DoD does not maintain systematic
records on the amount of foreign content in U.S.
weapons systems, military and civilian officials
agree that it is significant and growing. Failure to
address these problems would eventually leave the
U.S. military vulnerable to the self-interested ac-
tions of other nations upon whose technology the
U.S. may depend.

There are no easy solutions. DoD is a small and
relatively insignificant customer when compared to
aggregate consumer demand in most high-
technology, civilian-based industries. Accordingly,
a requirement that DoD systems contain products
made only by U.S.-owned companies located in the
United States would exert little influence on the
international marketplace. Instead, such a mandate
would be likely to produce a number of unintended

and dangerous consequences. It would, for example,
limit access to advanced foreign technology, heigh-
ten tensions with our allies and trading partners, and
create financial and administrative havoc in the
defense sector of the U.S. economy. The resulting
industries would have small, assured markets, and
accordingly, little incentive to press toward the
cutting edge of international technological competi-
tion.

If Congress wishes to address this problem, it will
find that the issues of eroding dual-use industries
and military dependence on foreign firms extend
well beyond the purview of the DoD as well as the
jurisdictions of the Armed Services committees of
both Houses. This is because the environment in
which policy must operate is the civilian sector of
the international high-technology economy. DoD
does not have the competence, the resources, or the
policy levers to approach the situation in a compre-
hensive manner. At best, it can attempt band-aid
solutions, such as funding Sematech  and research
into high definition television. What DoD might
usefully do is to help establish parameters for the
kinds of dependence that would be more or less
acceptable, even if it cannot take meaningful steps to
address the underlying causes of foreign depend-
ence. Similarly, the Armed Services committees are
constrained by custom and by the limits of their
jurisdictions. As a result, few if any policy choices
are available without the cooperation of the tax and
trade policy committees which most affect the rules
by which companies compete in America. Neverthe-
less, the nation and the Congress have a national
security interest at stake, because it is unlikely that
DoD, acting alone, will be able to keep pace with
worldwide technological developments and avoid
foreign dependence.

Policy makers will have to start with a clear
conception of what a U.S. corporation or industry is,
and will have to distinguish between the question of
ownership and that of location of manufacturing
facilities. Figure 10 indicates four different combi-
nations, each of which suggests the need for a
different policy response. In case 1, the simplest
case, a corporation or industry is largely owned by
U.S. interests and conducts most of its R&D and
manufacturing operations in the United States. From
a military perspective, this is the ideal situation, and
it was, in fact, a characteristic condition in the
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immediate post-WWII era. At the other extreme,
case 4, a corporation or industry is owned by foreign
interests and is physically located abroad. Here, a
flexible policy is needed that can calibrate the
degrees of risk associated both with different sup-
plier nations and with specific technologies of
military significance. It would, of course, be neces-
sary to make adjustments as international trading
and military relationships evolve.

Cases 2 and 3 suggest intermediate possibilities.
From a military perspective, case 2 (U.S.-based and
foreign-owned) generally represents the more ac-
ceptable condition, because the corporation and
most of its employees would be subject to the laws
of the United States and could be required to give
priority to U.S. national security needs in a crisis.
But from an economic perspective, creating incen-
tives for foreign-owned companies to locate manu-
facturing and R&D facilities in the United States
might enhance or detract from the competitiveness
of U.S.-owned companies with plants in foreign
nations. There are competing interests at stake in
these situations, but it is not necessarily a zero-sum
game.

It is necessary, moreover, to distinguish between
companies that merely assemble parts into finished
products and those that actually conduct R&D and
manufacturing operations in the United States. The
former contribute far less to the U.S. defense
technology base. In addition, DoD may need access
to R&D and manufacturing facilities. While many
analysts contend that the most efficient businesses
colocate R&D and production facilities, the two are
quite clearly separable. For example, Honda makes
and sells cars in the United States but conducts
research in Japan. And Coming Glass Works manu-
factures optical fiber in Australia but designs it in the
United States. It would be important to consider that
foreign-owned firms might produce less advanced
technologies in the United States, saving the leading-
edge R&D and production for their home bases. Care
would have to be taken in connection with any
policy that seeks to encourage foreign-owned firms
to establish R&D and production facilities in the
United States.

To the extent feasible, DoD would naturally
prefer to minimize foreign dependence in dual-use
industries that are important to the military (as in

case 1). However, doing so is not a simple matter; it
would require a variety of congressional actions, the
consequences of which would extend far beyond
their impact on foreign dependence for defense
technology. Therefore, Congress will want to take
many economic security considerations into account
in considering whether or how to act.

The basic strategy for minimizing military de-
pendence on foreign technology would be to extend
a variety of incentives to U.S. companies to carry out
R&D and manufacturing in the United States. A
second, and perhaps complementary, course would
be to establish incentives and sanctions to encourage
foreign (and U. S.) companies to locate their R&D
and manufacturing facilities in the continental Uni-
ted States (case 2). In high-technology industries
where these two approaches might be unavailable, a
realistic policy would rank technologies (according
to military necessity) and countries (according to
geopolitical factors). It would then be necessary to
proceed on an industry-by-industry basis, weighing
the risks of foreign dependence against the cost and
feasibility of maintaining a particular capability in
the United States. A policy framework for each of
the four cases is shown in figure 10.

Case 1: If the goal is to promote military security,
then it makes sense to establish policies to enhance
the dual-use portion of the defense technology base
that is U.S.-owned and located in the United States.
The question of foreign dependence arises when a
critical industry is failing in the United States or
when U.S. companies fail to enter the competition in
a particular technology at all. The policy problem is
how to stimulate and otherwise assist corporations
that produce technologies and products that are (or
could be) important to the U.S. military. Policies that
are intended to improve the defense capacity of these
largely civilian companies may simultaneously af-
fect their economic competitiveness. What is good
for the military may or may not contribute to the
health of any particular dual-use industry. It may be
necessary to set up one group of institutional
mechanisms to assist U.S. dual-use corporations and
another to enhance military access to, and procure-
ment of, technology and products developed in the
civilian sector of the economy. These mechanisms
are discussed at the end of this chapter.
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Figure 10-Military Dependence on Foreign industry Ownership v. Location
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Case 2: There will be some dual-use industries
of military significance that are located in the United
States, but which are partly or largely foreign-
owned. The advanced composites industry is a good
example. Roughly half of these companies are
foreign-owned, but their R&D and production facili-
ties are mainly based in the United States. This
critically important technology is enabling for many
defense aerospace applications. DoD has tended not
to discriminate among such companies on the basis
of national ownership, and has not promoted a
stronger U.S. presence in this industry. In most
cases, it makes little difference to the military
whether or not a corporation or industry is domi-
nated by foreign interests—so long as the critical
R&D capacity and production facilities are main-
tained at state-of-the-art in the United States. Yet,
distinctions would be necessary. For example,
would it be acceptable for a company to manufacture
products in the United States if all the machinery
used in the plant were foreign-built? Similarly, in
complex weapons systems, how far down the
parts-supplier chain should a requirement to manu-
facture in the U.S. reach’?
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Case 3: Cases 3 and 4 can be combined, with the
caveat that case 3 companies (those that are U. S.-
owned and foreign-located) would presumably be
more receptive to making concessions in the na-
tional interest, although still subject to host country
controls on their operations. In general, these
companies do not contribute significantly to the
domestic defense technology base (although profits,
if repatriated, may produce economic benefits for the
United States). However, some U.S. companies
conduct R&D in the United States, but have
manufacturing and assembly operations overseas.
Policy should be sensitive to this situation, acknowl-
edging that these companies do make a contribution
to the U.S. technology base beyond that of case 4 and
some case 2 companies. Policy may seek to remove
barriers that impede competitive domestic manufac-
turing.

Case 4: The defense implications of dependence
on industries that are foreign-based and foreign-
owned are more complex. Policy will have to be
sensitive both to the geopolitical relationship be-
tween the United States and the particular foreign
nation and to the specific technologies under consid-
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eration. Although it is an oversimplification, figure
11 displays some of the factors that would have to be
evaluated on a case by case basis. The United States
might, for example, tolerate foreign dependence for
some key technologies and products if they were
made in Canada, which shares technology base and
free trade agreements with the United States. Con-
trast this with an extreme case, in which the U.S.
military depends on a Warsaw Pact nation for a
technology that is enabling for a major weapons
system. While it is easy to discriminate between
friendly neighboring countries and some Eastern
European states, it is a matter of extreme delicacy to
assess the security risk associated with technological
dependence on a variety of nations, ranging from the
EC to the Persian Gulf and the Pacific Rim. There is
the further consideration that, for some technologies,
the United States might be forced to accept a foreign
supplier or do without. One alternative is to create
the capacity domestically, using grants, tax incen-
tives, guaranteed low-interest loans, R&D contracts
with the government, and other schemes—possibly,

but not necessarily, at expense to the taxpayer. There
are also models from other nations, including Japan,
where a portion of some domestic markets, both
civilian and defense, is reserved for domestic firms.

Congressional Action and
Institutional Mechanisms

Some analysts believe that new institutions will
be needed to address these problems. They think it
unlikely that Congress can effect such policies by
delegating the task of implementation to existing
agencies; no agency presently has the necessary
capacities or powers. From this perspective, if
Congress is interested in pursuing a policy on
dual-use technology and foreign dependence, it
could invest extraordinary powers and independence
of action in a high-level council or agency created
for that purpose. Such an agency would take steps to:
1) gather data on such essential items as foreign
content in defense systems and foreign investment in
high-technology companies, 2) assist U.S. dual-use
industries that are essential to U.S. military security,

Figure n-Military Dependence on Foreign Technology Located in Foreign Countries
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3) induce foreign-owned companies that are located
in the United States to conduct R&D and manufactur-
ing operations here as well, and 4) develop or attract
an indigenous capacity for dual-use technologies in
industries where foreign dependence is unaccept-
able, and the domestic private sector is unwilling or
unable to withstand or enter the competition.

As an alternative, Congress may wish to consider
mandating coordination between existing agencies
and offices such as the Department of Commerce,
DoD, and the United States Trade Representative.
There can be no assurance that such an approach
would work. Each agency has its own established
areas of business and expertise, and debilitating
battles over leadership, functions, and turf could be
expected. Congress might, of course, opt to require
further studies of this problem and various ap-
proaches to it.

If Congress decides that an institutional approach
to this policy area is inadequate, an array of
strategies, used by other nations with varying
degrees of success, is available. These include
incentives and sanctions, both positive and negative.
For example, Congress could require foreign-owned
companies to locate manufacturing and R&D ca-
pacities in the United States if they intend to sell
dual-use, high-technology products in this country.
In addition, Congress could substantially strengthen
the U.S. defense technology base through increased
funding of graduate education for scientists and
engineers, and by targeting the funds for American
citizens, who are more likely to make their careers in
the United States. Congress might require a policy of
reciprocal dependence—for example, the United
States might depend on Japan for DRAMs16 and in
return, Japan would agree to depend on the United
States for jet engines, with the intent of establishing
a regime of equivalent dependencies. Or Congress
could change the structure of the tax system to
encourage U.S. companies to make longer term
investments, and change the tax code so that it no
longer favors speculative investment by increasing
taxes on short-term capital gains.

These options require painstaking analysis that is
beyond the scope of this particular assessment. They
are raised here because they illustrate the point that

the solutions to the problems of eroding high-
technology capacity and increasing military depend-
ence, while critical to the national defense, fall
outside the usual jurisdictions of the requesting
committees of Congress. If the Armed Services
committees believe that there is a national security
interest in conserving the health of the defense
technology base in the United States, it may be
necessary to reorient the way in which the business
of the committees is conducted—i.e., to focus less
on the internal structure of DoD and more on taking
steps to build a consensus within the Congress that
can place these problems centrally on the national
agenda.

Institutional and Administrative Barriers

Unlike the problems discussed above, the issue of
military access to domestic technology falls
squarely within the purview of DoD and the
jurisdictions of the Armed Services committees of
Congress. DoD and the military-industrial sector
have become insulated from the rest of the economy
in ways that tend to weaken military access to
leading-edge civilian technology. This is largely the
result of a gradual accretion of regulations, auditing
requirements, paperwork, detailed specifications,
and inefficient business practices that constitute
substantial barriers between the military and civilian
sectors of the U.S. economy. Most of these rules
were instituted for good reasons and in response to
real problems. But the cumulative effect has been to
make defense procurement cumbersome and to
concentrate military buying in a relatively small
group of companies that have learned to conduct
business according to government rules and norms.

If Congress wishes to improve military access to
civilian technology, it will have to make some
extremely difficult choices. Congress has played an
integral role in establishing the structure of the
military-industrial sector, as well as the rules and
regulations under which it is run. To a large extent,
Congress already approves or disapproves many
important decisions that affect the defense technol-
ogy base in the United States, The problem is that
many isolated decisions and actions—taken not only
by Congress, but also by DoD and the executive
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branch—have built up over time, and the resulting
system is a patchwork of conflicting requirements
and goals. To remove barriers that impede military
access to the civilian sector, Congress will have to
balance competing interests—many of which are
supported by basic notions of fairness and other
values that have shaped the present system. The
most important barriers are outlined below, together
with discussion of the relevant policy choices and
problems.

Procurement Reform

In recent months, interest in the defense procure-
ment process has focused on allegations of criminal
activities by officials in the Pentagon and among
some of the large defense prime contractors. While
it is important to discourage such misconduct, an
exclusive focus by the 101st Congress on issues of
malfeasance will do little to address underlying
structural problems that inhibit DoD’s access to
advanced civilian technology. Indeed, if Congress
mandates several new layers of regulation and
auditing in response, it may inadvertently create
additional barriers.

Many civil-sector companies are already reluctant
to bid on contracts with DoD because they are not
organized and staffed to comply with the FAR, and
because they do not need government business.
Generally speaking, DoD has structured its procure-
ment process to deal with corporations that are
primarily or exclusively engaged in work for the
military. These regulations inhibit access to compa-
nies whose technology and business is largely
resident in the civilian sector of the economy. One
result is that DoD is often forced to pay a premium
for the development of a range of technologies and
products that already exist in the civilian sector.

If Congress acts to increase regulation and audit-
ing requirements, it may be able to reduce the
amount of fraud and misconduct within the procure-
ment system. But in so doing, it will almost certain] y
also reduce the efficiency of existing defense
companies, because they will have to increase their
paperwork load and internal audits to meet the new
requirements. At the same time, tightening up the
system to eliminate malfeasance would result in an
even more complex regulatory environment for
civilian firms, increasing the probability that such
firms would not choose to work with the government

in the future. One alternative is to do nothing, which
is a possibility when combined with rigorous
enforcement of criminal statutes already on the
books.

The opposite course is also a viable policy option.
Congress could take steps to reduce paperwork,
regulation, and auditing, with the intention of
increasing overall efficiency and DoD’s access to
high-technology companies and products in the
civilian sector of the economy. Such action might or
might not result in an increase of fraud and
mismanagement in the defense sector. But it might
expand the interaction with civil-sector firms that
are now reluctant to do business with DoD. Some
argue that the complexity of the defense regulatory
environment encourages defense contractors to find
ways to skirt the rules, simply because the prolifera-
tion of such regulations over time has made it
extremely difficult to conduct business in an effi-
cient and rational manner. Congress will have to sort
out these issues as it seeks a policy that discourages
misconduct without increasing the barriers of ineffi-
ciency and complexity that afflict the present
system.

If Congress is reluctant to act, it may wish to study
these problems in greater depth. To do so it could
establish an independent commission to explore
the effects of: 1) reducing or expanding procure-
ment regulations, and 2) exempting high-
technology civil-sector firms from some procure-
ment regulations. This commission would examine
the difficulties that civilian companies face in doing
business with DoD. It would evaluate the ways in
which the procurement system itself mitigates
against military access to civil-sector technology.
And it would weigh the costs and benefits of
expanding or reducing procurement regulation. A
central purpose would be to recommend changes in
the procurement system that would induce civil-
sector companies to sell their products to DoD or to
modify them to meet DoD’s needs.

A complementary and probably subsequent ap-
proach would be to create a market for civilian
products in DoD by mandating a preference for
commercial items that are not developed under
contract with DoD, using simplified and expe-
dited contracting and acquisition procedures. In
DoD, commercial products are referred to as non-
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developmental items (NDI) and commercial off-the-
shelf. The purpose of this preference would be to
ensure that program managers give careful consid-
eration to existing NDI/COTS technology before
beginning new development. Despite repeated cabinet-
level memoranda and executive direction to the
contrary, DoD rarely substitutes commercial prod-
ucts for milspec developmental items. This is due
partly to a historical bias in favor of contracting for
development, partly to a reluctance of program
managers to risk using items not designed to military
specification, and partly to the regulatory structure
that governs the procurement process. If Congress
decides to increase government access to civilian-
based technology and products, it will have to use
the blunt instrument of a direct and unambiguous
legislative mandate to overcome a large measure of
resistance within DoD and the military sector of the
economy.

It is likely that any reform of the procurement
process that encourages the use of civil-sector
technology and products will also require fundamen-
tal changes in the relationship between DoD and
some of the firms with which it does business.
Civilian sector executives who do not need DoD
business are unlikely to tolerate the heavy hand of
government regulators and auditors changing the
administrative policies and practices of their compa-
nies. Regulated profits, detailed military specifica-
tions, set-asides for small and minority firms,
affirmative action, specialized auditing procedures,
and competitive bids from sub-tier suppliers may
satisfy government notions of fairness and social
responsibility. But when they are imposed on
commercial operations, they tend to weaken the
efficiency and competitiveness of companies that
depend on sales in consumer markets for survival.
These companies are in business to make a profit.
Their managements are responsible to stockholders,
who expect shorter-term results than are typically
envisioned by government programs or international
competitors. Congress will have to make allowances
for the fundamental differences in the way business
is conducted in the defense and civilian sectors of the
economy, if it wants to increase military access to
advanced, commercially based technologies and
products.

Specifications Overhaul

In general, the DoD specifications process is too
cumbersome and too rigid to establish reasonable
and realistic standards for technologies that are
changing rapidly. Too often, prescriptive standards
are mandated where performance specifications
would be more appropriate. Although they are
necessary if DoD is to conduct procurement at all,
specifications can lock the military into a develop-
mental mode and block access to existing civil-
sector technologies, products, and systems. The
OTA case studies found instances where the military
could not use existing superior civilian technology
because DoD regulations mandated compliance
with outmoded specifications. Civil-sector compa-
nies, military prime contractors, and milspec spe-
cialists in the Services all agree that there are too
many specifications, referencing too many addi-
tional documents, and that there is no effective
process for eliminating outdated and unnecessary
documentation. Military specifications can exert the
largely unintended effect of creating divergence
between military and civilian applications of the
same technologies.

If Congress wishes to address this problem, there
are a number of steps it could consider. In high-
technology fields where civilian products and tech-
nologies are clearly at the leading edge, Congress
could require the harmonization of military
specifications with best practice in the civilian,
high-technology sector. Such a requirement would
apply to dual-use technologies where meeting ad-
verse training and battlefield conditions is not at
issue. In its study of fiber optics and software, for
instance, OTA found numerous examples where the
military could benefit from adopting best practice in
fast-moving civilian technologies. Such action might
encounter resistance from quarters within DoD
where there is a strong belief in the necessity of
designing systems specifically to meet user require-
ments and battlefield conditions. Nevertheless, where
the underlying technologies are similar in the
defense and civilian sectors, great cost savings might
be realized by tailoring military specifications to
take advantage of existing civilian products and
applications —as opposed to designing divergence
into the specification and codifying it.
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In addition, Congress may wish to mandate the
use of performance-type specifications in fast-
moving, high-technology fields. The alternative is
to nail down prescriptive standards that tend to
freeze military systems at or below present-day
levels of technological development, Performance
specifications have the advantage of introducing a
measure of flexibility into the system itself, and into
the procurement process, that could substantially
enhance military access to advanced technologies in
the civilian sector. They could be written broad] y to
encourage substitution of NDI or COTS products
where possible,

It is unlikely that specific policy options can be
implemented until the system of writing military
specifications and the culture that sustains it are
changed. With this caveat in mind, Congress might
require the review and consider the revision or
nullification of existing prescriptive specifica-
tions at some specified interval. The purpose of
such a review would be to make the process of
writing specifications more responsive to techno-
logical advances in the civilian sector, and to do
away with the proliferation of unnecessary or
outdated requirements and documentation. By the
time they are written, many military specifications
no longer reflect the state of the art in dual-use
technology industries. This is partly because the
product cycle is so much shorter in the civilian
sector. In order to reduce the multiyear process of
specification writing, it may be necessary to intro-
duce greater flexibility by reducing inter-Service
coordination and permitting the different Services to
use different specifications to meet their specific
needs.

Restructuring Data Rights

It is extremely difficult to strike an equitable and
appropriate balance in allocating data rights in
contracts between the government and the private
sector. Government agents tend to demand as many
data rights as they can get in any given contract
because they are under a fiduciary obligation to
protect the interests of the government. In many
cases, the contractors lose most, if not all, of their
intellectual property rights to the technology and
products they develop. DoD negotiators typically
demand the right to duplicate, use, and disseminate
such data without restriction. The claim to unlimited

data rights is based on three important considera-
tions. The first is that by securing complete data
rights, DoD is in a position to foster competition by
sharing the data among potential contractors. Sec-
ond, unlimited rights protect the government from
future costs and claims of infringement, and help to
ensure dissemination of publicly sponsored research
efforts. And third. full data rights to software ensure
that DoD will be able to modify and maintain
software in the field.

This orientation contrasts sharply with practice in
the civilian sector, where R&D and process data are
carefully guarded and no company could expect any
rights to another’s proprietary information. Many
executives of civil-sector firms believe that govern-
ment procurement officers and regulations do not
recognize the extent to which high-technology
industries are driven by R&D activity. These firms
are typically unwilling to share data, because they
believe it can be used to reveal a core of proprietary
information. In some cases, software and fiber optics
companies invest tens of millions of dollars to
develop a process or series of products. Conse-
quently, these civil-sector companies are unwilling
to contract with DoD, because it insists on extensive
data rights and may even set a competitor up in
business.

In the case of software, the most recent directives
and regulations enable DoD to accept limited rights
to intellectual property. For software developed
wholly with private funds, the contractor can negoti-
ate restricted data rights giving the government the
ability to modify software and make backup copies,
but allowing the developer to incorporate a typical
licensing agreement. The government hopes to
retain the ability to maintain its software systems
and to ensure that future maintenance and reprocure-
ments will be competitive. Despite these acknowl-
edgments and the flexibility granted government
contracting officers to negotiate less-than-exclusive
rights to data, DoD still insists on full transfer of data
rights in most cases.

If Congress wants to increase government access
to civilian high-technology firms, it will have to
reevaluate the principle of exclusive and unlimited
data rights. In part, this may require that DoD
distinguish companies that have developed a prod-
uct or process with private funds from those that
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have done so under contract with the government or private sector. Congress may wish to review existing
with funds that are reimbursed by DoD. In addition, data rights policies and procedures mandated inter-
Congress might require DoD to create different nally by DoD directives, and to assess the level of
categories of data rights—ranging from the unlim- training that would be necessary to enable contract-
ited to the narrowly specified-when it is buying ing officers to negotiate data rights and still protect
from firms that do most of their business in the the legitimate interests of the government.


