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The Honorable John H. Gibbons

Director, Office of Technology Assessment
United States CONQgr ess

Washington, D. C.  20510-8025

Dear Dr. G bbons:

_ _ Ve are witing to request that OTA conduct a_studﬁ to
identify and assess those technologies that could provide the
Nation with tools in the fight against terrorism

_ The past two decades have seen a steep rise in terrorist
actions, often directed at U S. targets, including civilians.
Attacks have included kidnappings, hijackings and bonbings of
civilian aircraft, as well as bonbings of US. economc or
mlitary targets. The case of Pan Am 103 is only the nost recent
and nmost striking of a long series of such incidents. Moreover,
statenents by Iranian |eaders |ead us to expect that terrorist
attacks against American citizens throughout the world may
i ncrease.

The practical difficulty of responding to terrorist
attacks has been apparent. Since terror consists of limted
actions often directed at civilians, mlitary tactics and
technol ogi es are freguently not applicable, either in preventing
an occurrence or in dealing with an ongoing one.

For exanple, highly intrusive and costly security
measures, which the mlitary or police agencies can employ,could
make the successful emplacement of explosive devices on civilian
aircraft very difficult. Butthey mght also paralyze air trave
and conmerce, as well as intrude on many Americans’ concept of a
free society. As another exanple, if passengers were taken
hostage aboard an aircraft, a classic nilitary assault to retake
the aircraft would seriously endanger the hostages.

One strong asset that the U S. possesses is its high
| evel of technol ogical devel opment. W would like to assure
ourselves that the Nation is taking full advantage of its
capabilities in this area. Wile we are aware that there is no
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technical fix for terrorismand that even the nost ingenious
technologies will not prevent all attacks, technology is a vital
tool, to be used along with intelligence-gathering, law
enforcement, and, where required, military or para-military
action.

Therefore, we would like OTA to review the current
status of research, federally-funded and other, ained at
devel oping counter-terrorist tools. The review should also assess
research and devel opnent that, while not explicitly devel oped for
counter-terrorism mght have apPIicatipns in that area.
should include, but not necessarily be limted to explosives
detectors, nethods of access and perineter control, non-lethal but
di sabl i ng weapons, incapacitating agents, and inproved data
exchange on terrorism and terrorist techniques. In carrying out
this study, classified research and devel opnent activities within
federal agencies should be exam ned, along with open sources.

The report should assess whether federally-funded
research in this area is well coordinated and sufficiently
focused. It should also identify those areas where increased
resources would be hel pful in producing positive results in the
short-term W do not expect the study to deal with intelligence
gathering or with police or mlitary tactics.

W anticipate that the final report will be
uncl assified. However, in order to avoid putting useful nateria
into the hands of potential terrorists, we expect that OTA will
al so produce a substantial classified annex that woul d acconmpany
the report. An interimreport should be provided to the Committee
b% March 1, 1990. The final report should be furnished no |ater
t han Decenmber 31, 1990.

Sincerely,
~~"Jonn/G1enn WlliamV. Roth, Jr.
“ Chai r man Ranking Mnority Menber

JHG /mkh
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O fice of Technol ogy Assessnent

600 Pennsyl vani a Avenue
Washi ngton DC 20510

Dear Dr. @ bbons:

As the tragic downing of Pan Am 103 denonstrated |ast

year,

terrorismcontinues to exact

its toll on Americans.

Combatting terrorismremains a difficult task for all

gover nment's,

significant target

and the United States and its citizens remain a
of a nunber of

terrorism organi zations.

As Chairman and Ranking Menber of the Senate Foreign
Relations Commttee Subcommttee on Terrorism Narcotics and

International Operations,
conduct a study
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current and possible future U S chn
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The review woul d assess those technol ogies now in place;
review the current status of research, federally-funded and
other, aimed at -devel oping counter-terrorist tools; and
assess research and devel opnent that, while not explicitly
dﬁveloped for counter-terrorism night have applications in
that area.

We woul d appreciate the study also including a review of
the capabilities of specific technolo%ges such as expl osives
detectors and incapacitating agents. believe it would also
be hel pful for the Congress to understand the current limts
and capabilities of data collection and exchanges on
terrorism (in terns of the technol ogies used to nove
information from one network to another), as well as the
techni ques used by terrorists in committing terrorist acts.

The report should assess whether federally-funded
research in this area is well coordinated and sufficiently
focused, and to identify those areaswhere increased
resources would be helpful in producing positive results in
the short-term To carry this study out properly, we believe
OTA should rely on both classified research and devel opnent
activities within federal agencies and open sources

W anticipate that thefinal report will be
uncl assified. However, in order to avoid putting useful
material into the hands of potential terrorists, we expect
that OTA will also produce a substantial classified annex
that would accompany the report. An interim report should be
providedt 0 the conmmittee by March 1, 1990. The final report
should be furnished no |ater than Decenmber 31, 1990.

We very nuch appreciate your attention to this request.

Mtch MConnell ohn Kerry !
Ranki ng Menber hairman
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August 3, 1989

The Honorabl e John H G bbons

Director, Of ice of Technol ogy Assessment
United States Congress

Washington, D. C.  20510-8025

Dear Dr. G bbons:

The bombing of Pan Am Flight 103|ast Decenber is only
the nost recent in a series of attacks on Anerican civilian
aircraft by terrorists. Gven our jurisdiction over aviation
security, we are concerned about protecting the safety of
Anerican travelers at home and abroad, particularly with
respect to utilizing the nost effective advanced technol ogi es
for airport security screening.

Al though we are aware that there is no certain technica
fix for terrorism we would like to assure that the Nation is
taking full advantage of its technol ogical capabilities.
Accordingly, we request OTA to review the current status of
Federal | y-tunded and other research aimed at devel oping tools
for providing airport security.

The study should assess research and devel opnent on
expl osive detection devices, including those capable of
detecting very small amounts of explosives; nethods of access
control; human factors; and inproved data exchange
Classified research and devel opment activities wthin the
Federal agencies as well as other sources should be
exam ned. = The study should al so address the degree to which
Federal | y-funded research in this area is coordinated and
focused, as well as those areas where increased resources
mght help to bring positive results in the short-term
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Ve anti ci pat he final report wll be .
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/1:) , { . Sincerely,
: WéNDELL H. FORD

Chai r man Chai r man
Avi ation Subcomm ttee
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SSC #90- 2534

br . John H. Gibbons

Director

Congress of the United States
Office of Technology Assessment
Washington, D. c. 20510-8025

Dear br. Gibbons:

We understand that the Office of Technology Assessment
is currently engaged in a study o f the uses of technology to

conbat terrorism This study is being “conducted at the
request o f the Senate Governnental Affairs Committee, the
Senate Commerce Committee s Subcommittee on Aviation, and the
Subcommittee on Terrorism Narcotics and International
(perations of the Senate Foreign Relations Commttee. It is
our understanding that the study will include an-exam nation
of federal research and devel opnent efforts in this area.
The Senate Select Committee on Intelligence endorses the
requests of these committees and strongly supports this work,
whi ch, we hope, wll provide useful information in assessing
the effectiveness and the degree of interagency coordination
of such activities.

Accordingly, the Senate Intelligence Committee wi shes to
be kept fully informed of the progress of oOTA'S work on this
project and to receive related publications and briefings as
soon as they are available. The point of contact on our
staff is Charles Battaglia at 4-1765.

Sincerely,

Dav_id L. Boren
Chai r man

NS Sy
wiflliams. Cohen
Vite Chairmn



