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Public Law 100-235
100th Congress
An Act

To provide for a computer standards program within the National Bureau of Stand-
ards, to provide for Government-wide computer security, and to provide for the
training in security matters of persons who are involved in the management,
operation, and use of Federal computer systems, and for other purposes.

Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled,

SECTION 1. SHORT TITLE.
This Act may be cited as the “Computer Security Act of 1987".

SEC. 2. PURPOSE.

(@) IN GENERAL.--The Congress declares that improving the secu-
rity and privacy of sensitive information in Federal computer sys-
tems is in the public interest, and hereby creates a means for
establishing minimum acceptable security practices for such sys-
tems, without limiting the scope of security measures already
planned or in use.

b) Speciric PURPOSES--The purposes of this Act are-

(1) by amending the Act of March 3, 1901, to assign to the
National Bureau of Standards responsibility for developing
standards and guidelines for Federal computer systems, includ-
ing responsibility for developing standards and guidelines
needed to assure the cost-effective security and privacy of sen-
sitive information in Federal computer systems, drawing on the
technical advice and assistance (including work products) of the
National Security Agency, where appropriate;
~(2) to provide for promulgation of such standards and guide-
lines by amending section ill(d) of the Federal Property and
Administrative Services Act of 1949;

(E) to require establishment of security plans by al operators
ofd ederal computer systems that contain sensitive information;
an

_ (@ wrequire mandatory periodic training for all persons
involved in management, “use, or operation of Federal conputer
systems that contain sensitive information.

SEC. 3. ESTABLISHMENT OF COMPUTER STANDARDS PROGRAM.

The Act of March 3, 1901 (15 U.S.C. 271-278 h), is amended—
(1) i n_section 2(f), by striking out “and” at the end of para-
r (18), by striking out the period at the end of paragraph
?1Siand inserting in lieu thereof: *; and”, and by inserting after
such paragraph the following: ) ) )
“(20) the study of computer systems (as that term is defined in
section 20(d) of this Act) and their use to control machinery and
rocesses.”;
(2) by redesignati n? section 20 as section 22, and by inserting
after section 19 the following new sections:
“SEC. 20. (a) The National Bureau of Standards shall—
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“(1) have the nission of developing standards, guidelines, and

assocl ated nethods and. techni ques for conguter s%/,stens' _

(2) except as described in paragraph (3) of this subsection
(relating to security standards), develop uniform standards and
guidelines for Federal conputer systems, except those systems
excluded by section 2315 of title 10, United States Code, or
section 3502(2) of title 44, United States Code;

"(3) have responsibility within the Federal Government f or
devel opi ng technical, nanagement, physical, and administra-
tive standards and guidelines for the cost-effective security and
privacy of sensitive information in Federal conputer systens
except — _ _

“(A) those systens excluded bg section 2315 of title 10,
United States Code, or section 3502(2) of title 44, United
States Code; and

“(B) those systems Wich are protected at all times by
procedures established for information which has been
specifically authorized under criteria established by an
Executive order or an Act of Congress to be kept secret in
the interest of national defense or foreign policy,

the primary purpose of which standards and guidelines shall be
to control loss and unauthorized modification or disclosure of
sensitive information in such systems and to prevent computer-
relaedf raud and msuse; S

“(4) subnmit standards and %m delines devel oped pursuant to
paragraphs (2) and (3) of this subsection, along with rec-
omendations as to the extent to which these should be made
conpul sory and binding, to the Secretary of Commerce for
pronul gation under section 111&d) of the Federal Property and
Adninistrative Services Act of 1949;

“(5) develop guidelines for use by operators of Federal com-
puter systems that contain sensitive information in training
their employees in security. awareness and accepted security
practice, as required by section 5 of the Computer Security Act
of 1987; and

e(.:61) develop validation procedures for, and evaluate the
effectiveness of, standards and guidelines devel oped pursuant to
para?raphs (1), (2), and (3) of this subsection through research
and liaison with other government and private agencies.

“(%) In fulfilling subsection (&) of this section, the National Bureau
of Standards is authorized—

“(1) to assist the private sector, upon request, in using and
applying the results of the programs and activities under "this
section;

“(2) to make recommendations, as appropriate, to the
Adni'ni’strator of General Services on policies and regulations
proposed pursuant to section |||§dg of the Federal Property and
Adm nistrative Services Act of 1949;

“(3) as requested, to provide to operators of Federal conputer
systems technical assistance in inplementing the standards and
gui delines pronul gated pursuant to section 111(df of the Fed-
eral Property and Administrative Services Act of 1949; .

“(4) to assist, as appropriate, the Office of Personnel Minage- Regulations.
ment in developing regulations pertaining to training, as re-
quired by section 5 of the Oo?uter Security Act of 1987

“(5) to performresearch and to conduct studies, asneeded, to
determine the nature and extent of the vulnerabilities of, and to
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devise techniques for the cost-effective security and privacy of

sensitive information in Federal computer systems; and ]

o ﬁ6) to coordinate closely with other agencies and offices
including, but not limited to, the Departments of Defense and
nergy, the National Securlt?/ Agency, the Genera Accountin

Office, the Office of Technology Assessment, and the Office 0

Management and Budget)-

“(A) to assure maximum use of all existing and planned
programs, materials, studies, and reports relating to com-
puter systems security and privacy, in order to avoid un-
necessary and costly duplication of effort; and

“( grto assure, to the maximum extent feasible, that
standards developed pursuant to subsection (a) (3) and (5)
are consistent and compatible with standards and proce-
dures developed for the protection of information in Federal
computer systems which is authorized under criteria estab-
lished by Executive order or an Act of Congress to be kept
secret in the interest of national defense or foreign policy.

“(c) For the purposes of—

(1) developing standards and guidelines for the protection of
sensitive information in Federal computer systems under
subsections (a)(I) and (8)(3), and ) )

“(2) performing research and conducting studies under
subsection (b)(5),

the National Bureau of Standards shall draw upon computer system
technical security guidelines developed by the National Security
Agency to the extent that the National Bureau of Standards deter-
mines that such guidelines are consistent with the requirements for
protecting sensitive information in Federal computer systems.

“(d) As.used in this section—

(2) the term ‘computer system’—

“(A) means any equipment or interconnected system or
subsyStems of equipment that is used in the automatic
acquisition, storage, manipulation, management, move-
ment, control, display, switching, interchange, trans-
mission, or reception, of data or information; and

“(B) includes—

“(i) computers;

“(ii).ancillary equipment; o

“ _|||; software, firmware, and similar procedures;

“(iv) services, including support services; and
. “(v) related resources as defined by regulations
issued by the Administrator for General “Services
pursuant to section 111 of the Federal Property and
Administrative Services Act of 1949;

“(2) the term ‘Federal computer system’—

“(A) means a computer system o rated by a Federa
agency or by a contractor of a Federal agency or other
organization that processes information (using a computer
system) on behalf of the Federal Government to accomplish
a Federal function; and

“(B) includes automatic data processing equipment as
that term is defined in section |IIS§)(2) of the Federa
Property and Administrative Services Act of 1949;

“(3) the term ‘ operator of a Federal computer system’ means a
Federal agency, contractor of a Federal agency, or other
organization that processes information using a computer
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syst em on behalf of the Federal Government to accomplish a
Federal function;, ) ) )

“(4) the term ‘sensitive information’ means any information,
the 10ss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the con-
duct of Federal programs, or the fpn_vacy to which individuals
are entitled under section 552a of title 5, United States Code
(the Privacy Act), but which has not been specifically authorized
under criteria established by an Executive order or an Act of
Congress to be kept secret in the interest of national defense or
foreign policy; an ) )

“ (% the term ‘Federal agency’ has the meaning given such
term by section 3(b) of the Federal Property and Administrative
Services Act of 1949, )

“SEC. 21. (a) There is hereby established a Computer System Isusc 278g-4
Security and Privacy Advisory Board within the Department of
Commerce. The Secretary of Commerce shall appoint the chairman
of the Board. The Board shall be composed of twelve additional
members appointed by the Secretary of Commerce as follows:

“(I) four members from outside the Federal Government who
are eminent in the computer or telecommunications industry,
at least one of whom is representative of small or medium sized

comganl% in such industries;

“(2) four members from outside the Federal Government who
are eminent in the fields of computer or telecommunications
technology, or related disciplines, but who are not employed by
or representative of apr oducer of conputer or telecomuni-
cations equipnent; and

“(3) four menbers fromthe Federal CGovernment who have
conputer systems management experience, including experi-
ence in conputer systems security and privacy, at least one of
whom shal | be from the National Security Agency.

“(b) The duties of the Board shall be- , o
““(l) to identify emerging managerial, technical, administra-
tive, and physical safeguard issues relative to conputer systems
security and privacy;

“(2) to advise the Bureau of Standards and the Secretary of
Commerce on security and privacy issues pertaining to Federal
computer systems; and

“(3) to report its findings to the Secretary of Commerce, the Reports.
Director of the Office of Management and Budget, the Director
of the National Security Agency, and the appropriate commit-
tees of the Congress.

“(c) The term of office of each member of the Board shall be four
years, except that—

“(1) of the initiad members, three shal be appointed for terms
of one ear, three shall be appointed for terms of two years,
three shall be appointed for terms of three years, and three
shall be appointed for terms of four years, and

“(2) any member appointed to fill a vacancy in the Board shall
serve for the remainder of the term for which his predecessor
was_appointed. _ _

“ ﬁd) The Board shall not act in the absence of a quorum, which
shall consist of seven members. ,

“(e) Members of the Board, other than full-time employees of the
Federal Government, while attending meetings of such conmi ttees
or while otherwise performng duties at the request of the Board
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Chairman while away from their homes or a regular place of
business, ma?]/ be allowed travel expenses in accordance with sub
chapter | of chapter 57 of title 5, United States Code. _

“(f) Toprovide the, staff ﬁerwceﬁ (Pecmrﬁ to assist thg ?oard in
carrying out its functions, the Board may utflize personnel from the
National Bureau of Standards or any cther agency of the Federal
Govern’r&uents\évolI th tr%%_consent of tfg}e htead of the agertmy.

! sused in this section, the terms ‘compu em’_an
I]feté%)rzflA gtqmputer system’ have tﬁwe meanings grln\Pen ?rr1 %%on 20((%
of this Act.”; an

d ) .
et Y g e e e ! Quinet ey section
Standards Act.”.

SEC. 4. AMENDMENT TO BROOKSACT.

. Section Illgiz of the Federal Property and Administrative Serv-
ices Act of 1949 (40 U.S.C. 759(d)5)|s amended to read as follows:
L(d)(l-) The Secretary of Commerce shall, on the basis of standards
and guidelines dev oged bé/ the National Bureau of Standards
ursuant to section 20(a (st) and (3) of the National Bureau of
andards Act, promulgate standards ‘and guidelines pertaining to
ederal computer systems, making such standards compulsory ‘and
binding to the extent to which thé Secretary determines necessary
to improve the efficiency of ogreranon or Security and privacy of
ederd computer systems. The President may disapprove or modify
such standards and guidelines if he determines such action to be in
the public interest.” The President’s authority to disapprove or
modify such standards and g%_LudeIm& may not be delegated. Notice
of such disapproval or moditication shall ‘be submitted promptly to
the Committee on Government Operations of the House of Rep
resentatives and the Committee on Governmental Affairs of the
Senate and shall be published promptly in the Federal Register.
Upon receiving notice of such disapproval or modification, the Sec-
retary of Commerce shall immediat z rescind or modify such stand-
ards or guidelines as directed by the President.

“(2) The head of a Federal agency may employ standards for the
cost-effective security and privacy of sensitive information in a
Federal computer system within or under the supervision of that
agency that are more stringent than the standards promulgated by
the Secretary of Commerce, if such standards contain, at a mini-
mum, the provisions of those applicable standards made compulsory
and binding by the Secretary of Commerce. o

“(3) The standards determined to be compulsory and binding may
be waived by the Secretary of Commerce in writing upon a deter-
mination that compliance would adversgl(}/ affect the accomplish-
ment of the mission of an operator of a Federal computer system, or
cause a mg or adverse financial .impact on the operator which is not
offset by Government-wide savings. The Secretary may delegate to
the head of one or more Federal agencies authority to waive such
standards to the extent to which the Secretary determines such
action to be necessary and desirable to alow for'time] and effective
implementation of Federal computer systems standards . The head of
such agency may redelegate such authority only to a senior official
designated” pursuant to section 3506‘§b3 of title 44, United States
Code. Notice of each such waiver and delegation shal be transmit-
ted prom#otllg/ to the Committee on Government Operations of the
House of Representatives and the Committee on Governmental



Appendix B Computer Security Act and Related Documents | 195

PUBLIC LAW 100-235-JAN. 8, 1988 101 STAT. 1729

éffairs of the Senate and shall be published promptly in the Federal
egister.
“(4) The Administrator shall revise the Federal information re- Regulations
sources management regulations (41 CFR ch. 201) to be consistent
with the standards and guidelines promulgated by the Secretary of
Commerce under this subsection.
“(5) As used in this subsection, the terms ‘Federa computer
system’ and ‘operator of a Federal computer system’ have the
R]%lngs given in section 20(d) of the National Bureau of Standards

SEC. 5. FEDERAL COMPUTER SYSTEM SECURITY TRAINING. 40 USC 759 not-g,

(a) | N GeneraL, —Each  Federal agency shall provide for the
mandatory periodic training in computer security awareness and
accepted ‘computer security practice of all employees who are in-
volved with the management, use, or operation of each Federal
computer system within or under the supervision of that agency.
Such training shall be—

(1) provided in accordance with the guidelines developed
pursuant to section 20(a)(5) of the National Bureau of Standards
Act (as added by section 3 of this Act), and in accordance with
the regulations Tssued under subsection (c) of this section for
Federal civilian employees; or

(2) provided by an alternative training program approved by
the head of that agency on the basis of a determination that the
aternative training prog%ram is at least as effective in accom-
plishing the objectives of such guidelines and regulations.

(b) TRAI NI NG OssxeCrives.—Training under this section shall be
started within 60 days after the issuance of the regulations de-
scribed in subsection (c). Such training shall be design

sl) to enhance employees awareness of the threats to and
vulnerability of computer systems; and

(2). to encourage the use of improved computer security
practices.

(C% RecuLaTi ons. —Wthin six months after thedate of the enact-
ment of this Act, the Director of the Office of Personnel Manage-
ment shall issue regulations prescribing the procedures and scope of
the training to be provided Federal civilian employees under subsec-
tion (&) and the manner in which such training is to be carried out.

SEC. 6. ADDITIONAL RESPONSIBILITIES FOR COMPUTER SYSTEMS 40 usc 759 note.
SECURITY AND PRIVACY.

8 IDENTIFICATION OF Svstems THAT CONTAIN Sensl TI VE INFORMA-
T —Within 6 months after the date of enactment of this Act,
each Federal agency shall identify each Federal computer system,
and system under development, which is within or under the super-
vision of that agency and which contains sensitive information.

(b). SEcuriTY Plan.—Within one year after the date of enactment
of this Act, each such agency shall, consistent with the standards,
%wdehn&e, policies, and regulations prescribed pursuant to section

11§d) of the Federal Property and Administrative Services Act of
1949, establish a plan for the security and privacy of each Federal
computer system identified by that agency pursuant to subsection
(a) that is commensurate with the risk and magnitude of the harm
resulting from the loss, misuse, or unauthorized access to or modi-
fication of the information contained In such system Copi es of each
such plan shall be transmitted to the National Bureau of Standards
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and the National Security Agency for advice and comment. A
summary of such plan shall be included in the agency’s five-year
plan required by section 3505 of title 44, United States Code. Such
plan shall be subject to disapproval by the Director of the Office of
Management and Budget. Such plan shall be revised annualy as
necessary.

40USC 759 note  SEC. 7. DEFINITIONS.

As used in this Act, the terms “computer system”, “Federal
computer system”, “operator of a Federal computer system”,
“sengitive information”, and “Federal agency” have the meanings
given in section 20(d) of the National Bureau of Standards Act (as
added by section 3 of this Act).

souscssnote SEC. 8 RULES OF CONSTRUCTI ON OF ACT.

Nothing in this Act, or In any amendment made by this Act, shall
be construed—
(1) to constitute authority to withhold information sought
pursuant to section 552 of title 5, United States Code; or
Public (2) to authorize any Federal agency to limit, restrict, regulate,
information. or control the collection, maintenance, disclosure, use, transfer,
or sale of any information (regardless of the medium in which
the information may be maintained) that is—
(A) privately-owned information;
(B) disclosable under section 552 of title 5, United States
Code, or other law requiring or authorizing the public
disclosure of information; or

(C) public domain information.

Approved January 8, 1988.

LEGISLATIVE HISTORY--H.R. 145:

HOUSE REPORTS: No. 100-153, Pt. 1 (Comm. on Science, Space, and Technology) and
Pt. 2 (Comm. on Government Operations).
CONGRESSIONAL RECORD, val. 133 (1987):
June 22, considered and %ﬁ ouse.
Dec. 21, considered and Senate.
WEEKLY COMPILATION OF PRESIDENTIAL DOCUMENTS, Vol. 24 (1988):
Jan. 8, Presidential statement.
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MEMORANDUM OF UNDERSTANDI NG

BETWEEN
THE DI RECTOR OF THE NATIONAL | NSTI TUTE OF STANDARDS AND TECHNOLOGY
AND
THE DI RECTOR OF THE NATI ONAL SECURI TY AGENCY
CONCERNI NG

THE | MPLEMENTATI ON OF PUBLI C LAW 100- 235

Recogni zi ng that:

Under Section 2 of the Computer Security Act of 1987
(Public Law 100-235), (the Act), the National Institute of
Standards and Technology ( NI ST) has the responsibility within the
Federal Government for:

1 Developing technical, management, physical, and
administrative standards and guidelines for the cost-effective
security and privacy of sensitive information in Federal computer
systems as defined in the Act; and,

2. Drawing on the conmputer system technical security
gui delines of the National Security Agency (NSA) in this regard
where appropriate.

B. Under Section 3 of the Act, the NNST is to coordinate

closely with other agencies and offices, including the NSA, to
assure:
1. Maximum use of all existing and planned programs,

materials, studies, and reports relating to computer systems
security and privacy, in order to avoid unnecessary and costly
duplication of effort; and,

2. To the maxi num extent feasible, that standards devel oped
by the NI ST under the Act are consistent and conpatible wth
standards and procedures developed for the protection of
classified information in Federal conputer systens.

C. Under the Act, the Secretary of Commerce has the
responsibility, which he has delegated to the Director of NI ST,
for appointing the members of the Conputer System Security and
Privacy Advisory Board, at |east one of whom shall be from the NSA

Therefore, in furtherance of the purposes of this MM, the
Director of the NIST and the Director of the NSA hereby agree as
foll ows:
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. The NIST will

1. Appoint to the Computer Security and Privacy Advisory
Board at least one representative nominated by the Director of the
NSA.

2. Draw upon conputer system technical security guidelines

devel oped by the NSA to the extent that the N ST determines that
such guidelines are consistent with the requirenments for
protecting sensitive information in Federal conputer systens.

3. Recognize the NSA-certified rating of evaluated trusted
systems under the Trusted Computer Security Evaluation Criteria
Program without requiring additional evaluation.

4, Devel op tel ecomuni cations security standards for
protecting sensitive unclassified conputer data, draw ng upon the
expertise and products of the National Security Agency, to the
greatest extent possible, in meeting these responsibilities in a
timely and cost effective manner.

5. Avoi d duplication where possible in entering into
nutual |y agreeable arrangenents with the NSA for the NSA support.

6. Request the NSA’'s assistance on all matters r el at ed to
cryptographic algorithns and cryptographic techniques including
but not limted to research, developnent, evaluation, or

endor senent .
[1. The NSA will:
1 Provide the NIST with technical guidelines in trusted

t echnol ogy, tel ecomunications security, and personal
identification that may be used in cost-effective systens for
protecting sensitive conputer data.

2. Conduct or initiate research and development programs in
trusted technology, telecommunications security, cryptographic
techniques and personal identification methods.

3. Be responsive to the N ST s requests for assistance in
respect to all matters related to cryptographic algorithms and
cryptographic techniques including but not limited to research,
development, evaluation, or endorsement.

4, Establish the standards and endorse products for
application to secure systens covered in 10 USC Section 2315 (the
Wrner Amendnent )
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5. Upon request by Federal agencies, their contractors and
ot her governnent —sponsored entities, conduct assessnments of the
hostile intelligence threat to federal infornation systens, and
provi de technical assistance and recomrend endorsed products for
application to secure systems against that threat.

1. The NI ST and the NSA shall:

L Jointly review agency plans for the security and privacy
of conputer systenms submitted to N ST and NSA pursuant to section
6(b) of the Act.

2. Exchange technical standards and guidelines as necessary
to achieve the purposes of the Act.

3. Work together to achieve the purposes of this menmorandum
with the greatest efficiency possible, avoiding unnecessary
duplication of effort.

4. Mai ntain an ongoi ng, open dialogue to ensure that each
organi zation renai ns abreast of energing technol ogies and issues
effecting automated information system security in conputer-based
syst ens.

5. Establish a Technical Working Goup to review and anal yze
i ssues of mutual interest pertinent to protection of systens that
process sensitive or other unclassified information. The G oup
shal | be conposed of six federal enployees, three each selected by
NI ST and NSA and to be augmented as necessary by representatives
of ot her agencies. Issues nay be referred to the group by either
the NSA Deputy Director for Information Security orthe NI ST
Deputy Director or may be generated and addressed by the group,
upon approval by the NSA DDI or N ST Deputy Director. Wthin 14
days of the referral of an issue to the Goup by either the NSA
Deputy Director for Information Security or the N ST Deputy
Director, the Goup will respond with a progress report and plan
for further analysis, if any.

6. Exchange work plans on an annual basis on all research
and devel opment projects pertinent to protection of systens that
process sensitive or other unclassified information, including
trusted technol ogy, technology for protecting the integrity and
availability of data, teleconmunications security and personal
identification methods. Project updates will be exchanged
quarterly, and project reviews will be provided by either party
upon request of the other party.

1. Ensure the Technical Wrking Goup reviews prior to
public disclosure all natters regarding technical systens security
techniques to be developed for use in protecting sensitive
information in federal conmputer systens to ensure they are
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consistent With the national security of the United States. If

NI ST andNSA are unable to resolve such an issue within 60 days,
either agency may elect to raise the issue to the Secretary of
Defense and the Secretary of Commerce. It is recognized that such
an issue may be referred to the President through the NSC for
resolution. No action shal be tken on such an issue wuntil it is
resol ved.

8. Specify additional operational agreements in annexes to
this MOU as they are agreed to byNSAand NI ST.

lv. Either party may elect to terminate this MOU upon six
months written notice.

ThisMOU is effective upon approval of both signatories.

RAYMOND G. KAMMER W. 0. STUDEMAN
Acting Director Vice Admiral, U S. Navy
National Institute of Di rector
St andards and Technol ogy National Security Agency

pate: Mer 24 45 99 pate: A3 Maeh 1987
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] R UNITED STATES DEPARTMENT OF COMMERCE
Desx National Inastitute of Standards and Technology

*, P {formearly National Bureau of Standards]

R
Trargs of et we ity TG Gt O3

OFFICE (OF TEaF DIFRECTOR

22 December 1989

Honorable John Conyers, Jr.
Honorable Frank Horton

Committee on Government Operations
2157 Rayburn House Office Building
House of Representatives
Washington, D.C. 20515

Dear Mr. Chairman and Mr. Hort on:

This is to answer certain questions raised at the hearing on

May 4, 1989 before your Committee regarding the Memorandum of
Understanding (MOU) between the National Institute of Standards
and Technology (NIST) and the National Security Agency (NSA). As
Chairman Conyers suggested during the hearing, representatives of
our two agencies have met with Mr. Milton Socolar and others of
the General Accounting Office (GAO) to better understand your
Committee's and GAO's concerns about the MOU and to clarify the
intent and proper interpretation of that document. Further, we
provided Mr. Sccolar with a draft of this letter tc ensure that
we have accurately identified the major points of concern raised
by GAO and your Committee.

Following another of the Committee's suggestions, we also con-
tacted witnesses who testified at the hearing to discuss their
concerns and explain the intent and proper interpretation of the
MOU. We have attempted also to respond as fully as possible in
this letter to the concerns raised by those parties.

One central concern of the witnesses at the hearing, including
GAO, was that the MOU may have sought to weaken the essential
purpose of the Computer Security Act of 1987 (the Act) -- i.e.,
to commit entirely to NIST, a civilian agency with the requisite
expertise, the full responsibility for security standards for
government computer systems containing unclassified but sensitive
information. At the outset, let us emphatically assure you that
our agencies had no such intent. To the contrary, we regard the
MOU as a document 1mplement1ng the Act by outlining areas of
necessary agency interaction in aupyu;t. of the NIST \,umyu\.cL
Security Program -- which Program involves many other activities
of NIST. But it is easy in retrospect to see that a document
focused solely on points of NSA/NIST interaction might cause a
false impression of the relative importance within the Program of
the two agencies' activities and roles. NIST's ungquestioned
Program direction, as well as the great bulk of activities which
are NIST's exclusive domain =-- like 9/10ths of an iceberg --
remained undisplayed in the MOU.
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Both NI ST and NSA are keenly aware of the significant changes in
the administration of N ST's program that were mandated by the
Computer Security Act, and fully support the Act and its intent.
The Act has strengthened the authority of the Secretary of Com-
merce in the preparation and promulgation of Federal Information
Processing Standards (FIPS) and guidelines for the protection of
unclassified information stored in federal computer systems.
Before the Act was passed, the basic authority for promulgating
FIPS rested with the President under the Brooks Act, with the
role of the Secretary of Commerce being delegated through Execu-
tive Order 11717. Delegated authority is inherently susceptible
of weakening or re-definition by the delegating official.

The Act not only placed the governnent conmputer security program
for systens that process sensitive unclassified information
explicitly and directly into the hands of the Secretary of
Commerce, but suppressed any erosion of the Secretary’s authority
that m ght have been threatened by the 1985 promnul gati on of
National Security Decision Directive (NSDD) - 145, “Nati onal

Pol i cy on Tel ecomruni cati ons and Autonated | nfornmation Systens
Security." NSDD- 145 obliged Commerce to subnmit to an interagency
review of FIPS just before they were to be issued by the Secre-
tary -- astep viewed by many as underm ning Comerce authority
to issue FIPS and as an intrusion of military-related agencies,
particularly NSA, into civilian matters. Finally, NSDD-145, and
more particularly certain policy documents i ssued pursuant to it,
had been interpreted by some to give the Departnment of Defense
and NSA authority to nake determ nations regardi ng what infornma-
tion in conputers required protection. Since passage of the Act,
it has been recogni zed that such policies have no applicability
to systems within the purview of the Act. This recognition is
reflected in the letter to Chairman Conyers fromthe Assistant to
the President for National Security Affairs, dated June 26, 1989.

Just as important as the direct authority the Act lodged with the
Secretary of Commerce was the Act’s careful, narrow definition of
that authority, which implies strict limits on the scope of the
NIST Computer Security Program. The power of the Secretary is
limited to promulgating standards and guidelines for hardware and
software to protect the unclassified but sensitive information
contained in federal computer systems. The Act confers no power
to issue any standard regulating the types of information such
systems may contain or who may be given access to such informa-
tion. These matters are entirely the responsibility of indivi-
dual agencies.

Indrafting the MOU, both agencies considered the intent of the
Conputer Security Act to be both paramount and plain. W ac-
cepted as a given that NIST, not NSA has the responsibility and
authority to set security standards applicable to Federal Govern-
nent conputer systenms that contain sensitive but unclassified
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information. Similarly clear in our mnds was that NSA's role
vis-a-vis the security of these systens is solely to provide the
benefits of relevant NSA technical expertise for NIST to use as
it sees fit. Having no confusion regarding the two agencies’
basic roles under the Act, we saw no need to recite themin the
MOU.  Nor, as we mentioned above, did we see a need to detail the
many specific activities or programs NI ST may undertake in inple-
menting the Act. Qur purpose was sinply to express positively
(1) the interrelationship between N ST and NSA to implement the
purposes of the Act, and (2) our understandings regarding NSA
programs or activities which overlap with or are affected by NI ST
activities under the Act.

The concerns of GAO focused on four areas in the MOU. In partic-
ular, GAO viewed the ‘scope of activities for the Technical
Working Goup it establishes to be unclear and to raise uncer-
tainties about the extent of NSA involvement in NIST functions.
In three other areas, GAO considered the MOU "not clear about the
respective roles of NSA and NIST.” All four areas of concern are
outlined below, and clarification is provided. The areas primar-
ily involving no nore than an apparent inbalance in the statenent
of agency roles are discussed first.

a. The inclusion of research and devel opnent activities
for NSA but not for N ST.

Clarification: As we explained earlier, the MOU was intended to
outline only areas of helpful agency interaction in support of
the NIST Computer Security Program. We did not undertake to
recite NIST’'s program direction or its many independent computer
security-related activities. Such a recitation would have been
particularly unnecessary in the R&D area because the Act <clearly
gives NIST the authority and duty to conduct research and devel -
opnent . Indeed, N ST does significant conputer security R&D and
expects to continue this work. The provision of the MO relating
to R&D was intended: (i) to acknow edge by inplication that NSA' s
R&D ained at securing systenms handling classified information may
apply to the systens whose protection is NI ST sresponsibility;
and (ii) to acknow edge that NSA will continue these R&D efforts
and affirm that NSA wll neke their results available to N ST as
appropri ate.

b. The automatic acceptance of NSA evaluations of Tr ust ed
Systens as sufficient for N ST program purposes.

Carification: This provision reflects the understanding and
intent of Congress in passing the Act that N ST (then NBS) woul d
not require conputer system developers to put their systens
through a certification process by N ST after they had passed the
stringent requirenents NSA inposes upon systems handling classi-
fied materials. Section 4 of the Act nandates the essence of
this policy by anending section I111(f) of the Federal Property
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and Administrative Services Act to include a subsection (2)
readi ng:

(@ The head of a Federal agency nay enploy standards
for the cost effective security and privacy of sensi-
tive information in a Federal conmputer system within or
under the supervision of that agency that are nore
stringent than the standards promulgated by the Secre-
tary of Commerce, if such standards contain, aa
minimum, the provisions of those applicable standards
made compulsory and binding by the Secretary of
Commerce.

As Senator Roth explained:

... The process of testing and validating [conputer
security] systems for use by the Federal Governnent,
particularly our defense and intelligence agencies, is
very rigorous and can take a long tine. Sonme [private
firmse which are in the business of devel Oﬁi n% such
systems] . . . were concerned that they mght be forced
to run the gauntlet twice: once through NSA's National
Conputer Security Center and then again through the
Nat 1 onal Bureau of Standards. | have been assured by
NBS that, once a system has passed nuster at NSA' S
Conputer Security Center, it would not have to go
through the NBS process for use by agencies with

uncl assified systens. If the system provides the

addi tional safeguarding required for classified
systens, it would clearly be sufficient for use by
agencies with unclassified systens. (Cong. Rec.
S18637, Dec. 21, 1987.)

The Committee may wonder why our two agencies decided to recite
in the MU a policy that prinmarily benefits third parties --
i federal "user” agencies and devel opers of NSA-certified
syst ens. The purpose was to assure NSA that N ST will accept

I.€e.

trusted system evaluations and burden neither

NSA

agency with consul -

tations on superfluous additional protections. Finally, we note
although this provision of the MOU indicates that N ST will
‘recogni ze the NSA-certified ratings . . . without requiring addi-
tional evaluation,” it is not neant to suggest an identity

between NIST's criteria and those of NSA Nor does it requi

t hat

t hat

NSA trusted systens criteria be met by systens subject

NI ST st andar ds.

re
to
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C. Mention int he MOU of NSA's threat
assessnents of information systems without
corresponding nmention of the NIST role in
assessing information system vulnerability.

Clarification: GAO indicated a concern that by mentioning only
the NSA role in conducting assessnments of the hostile intelli-
gence threat to federal infornation systens, the MOU “suggests a
dimnution of N ST responsibilities for assessi ng conputer
system vulnerability. As we will explain, your Committee can be
assured that it was not our intent in this or any other part of
the MOU to dimnish NIST' s |eadership or operating
responsibilities under the Act.

Once again we note that the MOU was intended to outline only
areas of agency interaction -- not to recite NIST's independent
computer security-related activities. As with R&D, this provi-
sion of the MOU relates to an area in which both agencies have
ongoing activities. The NIST responsibility to assess computer
system vulnerabilities is clear in the Act and its legislative
history. As then-Chairman Brooks said, the Act "sets up an
important research program within [NIST] to assess the
vulnerability of government computers and programs.” (Cong. Rec.
H6017, Aug. 12, 1986.) NI ST 1is pursuing these activities
diligently and will continue to do so.

NSA has a program that draws upon its unique expertise in assess—
ing hostile intelligence threats. As an adjunct of this program
NSA evaluates the vulnerability of computer systems to such
threats. NSA conducts its hostile intelligence threat and vul -
nerability assessments upon request of the individual agencies
that operate conputer systens. By noting in the MOU that NSA

wi Il continue to conduct such assessments upon the request of
‘federal agencies, thelr contract ors and qt her overnmenﬁ )
sponsored entities, sinply nmeant to nake cl to all con
cerned that in cases involving NSA s unique expertise, N ST will
not, and should not be expected to, duplicate NSA s special role
of evaluating hostile intelligence threats. The phrase ‘hostile
intelligence threats” is understood by both agencies as a refer-
ence to the threat of foreign exploitation.

d. The scope of activities of the Technical Wrking G oup.

This concern of GAO, shared by Committee staff, is more conplex.
As M. Socolar explained it in his testinony:

Section 111.5 of the MU establishes a Technical

Working Goup to review and analyze issues of nutual
interest pertinent to protection of systens that
process sensitive, unclassified information. The group



206 | Information Security and Privacy in Network Environments

will consist of six federal enployees, three each

sel ected by NIST and NSA. Under section 111.7, the
group will review, prior to public disclosure, all
matters regarding technical security systens techniques
to be developed for use in protecting sensitive infor-
mation to ensure they are consistent with the national
security. If N ST and NSA are unable to resolve an
issue within 60 days, either agency may raise the issue
to the Secretary of Defense and the Secretary of

Commer ce. Such an issue may be referred to the
President through the National Security Council (NSC)
for resolution. The MU specifies that no action is to
be taken on such an issue until it is resolved.

These provisions appear to give NSA nmore than the
consultative role contenplated under the Act. They
seem to give NSA an appeal process -- through the
National Security Council -- leading directly to the
President should it disagree with a proposed N ST
standard or guideline. The Act provides that the
President may disapprove any such guidelines or stan-
dards pronulgated by the Secretary of Commerce, that
this disapproval authority cannot be del egated, and
that notice of any such disapproval or nodification
nust be submitted to the House Committee on Government
Operations and the Senate Committee on Governnent al
Affairs. Under section 111.7 of the MOUJ, it appears
that an avenue has been opened which would invite
presidential disapproval or nodification of standards
and guidelines in advance of pronulgation by the Secre-
tary without proper notification to the Congress.

Here M. Socolar correctly noted that in NIST'S view (which is
shared by NSA) the provision defining the Wrking Goup's
function as being to “review natters . . . to be developed” limts
the scope of the ‘appeal process" to proposed research and devel -
opnment projects in new areas. However, he responded to this

poi nt by saying:

If this provision pertains only to research and devel -
opnment, it still gives NSA a significant role in what
were to be NI ST functions under the Act. NSA coul d
cause significant delay of a project N ST deems war-
ranted, and it would appear that in matters of disa-
greenent, Commerce has placed itself in a position of
having to appeal to the President regardless of its own
posi tion.

Carification: The Technical Wrking Goup provides the essen-
tial structure within which N ST and NSA can conduct the techni-
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cal discussions and exchange contenplated by the Act. As we
expl ai n bel ow.

(i) its balanced menbership reflects the bal anced, two-way
nature of technical consultations required by the Act: and

(i) t he “appeal mechanism” inthe MOU is consistent wth
normal NI ST procedures which the Act contenplates wll be
used in inplenenting the Conmputer Security Program and in
any case is a prudent exercise of Comrerce Department dis-
cretion to carry out the purposes of the Act.

Wth this explanation, we hope the Committee will understand that
neither the Working Group provisions of the MOU nor its “appeals
procedure” are intended to dilute NIST control over its Computer
Security Program or are likely to have that effect.

The Working Group is established within the framework of Section
Il of the MU, which addresses a nunmber of technical areas of
mutual N ST and NSA interest and responsibility under the Act.
Such areas within the Act include, for exanple, section6 which
requires operators of federal conputer systens containing sensi-
tive but unclassified information to forward their system
security plans "for advice and comrent” not only to N ST, but
directly to NSA as well. Even nore inportantly, the Act
contenpl ates two-way interagency conmunication of technical
conputer security information and ideas -- not just fromNSA to
NI ST or vice versa, and not just about N ST'S program

While the Act puts NIST in full charge of the Computer Security
Program it wsely avoids requiring interagency technical consul-
tations on conputer security matters to be exclusively one-way
conmuni cat i ons. In addition to NSA's consultative role to N ST,
the Act not only contenplates, but requires, that each agency
consult with the other 1n devel oping its"e\rhograns. As former OVB
Director James MIler assured Congress: en devel oping techni-
cal security guidelines, NSA will consult with [NIST] to deter-
mne how its efforts can best support [N ST s programnm require-
ments." (Cong. Rec. S18636, Dec. 21, 1987.)

If the Act had adopted a one-way approach, we would likely soon
find ourselves with unrelated and possibly inconmpatible sets of
conputer security standards, or at |east with considerable over-
| apping and duplication of effort in this area. As Senator Leahy
explained at the time of Senate consideration of the bill:

This | egislation does not mandate or even urge the
establishment of two sets of data security standards or
syst ens. Instead, it provides aframework for recog-
nizing and reconciling the sometimes differing security
needs of these distinct conmunities. (ld.)
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Apart fromthe need to establish a process for consultation on
technical systems security matters, the parties recognized that
the public development or promulgation of technical security
standards of specific types, particularly regarding cryptography,
could present a serious possibility of harm to the national
security. Such problems need to be identified and resolved
before the public becomes involved in the standards development
process.

Issues in this narrow class are the only matters to which the
‘appeal s process" of section 1%.1.7 %p?lles. These problems are
outside the category of Sensitive bu uncl assified matters
sole concern to NIST and well within the national security frane-
work of concern to NSA, other Executive Branch agencies and the
Presi dent. GAO, your Committee staff and others with whom we
have spoken in connection with the MO readily acknow edge the
potential national security inpact of premature or inappropriate
agency action in the conmputer security area.

The NI ST procedures all ow conplete public involvenment at a very
early stage in the standards research and development process --
usually years before a standard is promulgated as a result of a
particular effort. By and large, when NIST and NSA first discuss
a possible new standard or technique from a technical standpoint,
its actual promulgation is a very distant potential. Indeed, it
is at this stage that Commerce normally consults with OMB, and
potentially with the President, about funding for significant
research efforts. The appeals procedure is hardly distinguish-
able from those consultations -- since either procedure can
result in dropping or modifying a proposed course of action.
Although we fully understand GAQO’s and your Committee's concern
and careful oversight of this matter in light of the purposes of
the Act, the appeals procedure will not in practice "invite
Presidential disapproval or modification of standards and guide-
lines . . . without proper notification to the Congress.”

Nor has Commerce, agreeing to such a procedure, bound itself
to anything regar(?lyessg of 'Ps position. Under no circunstances
woul d Conmerce consider taking an action in the conputer security
area which, due to an unresolved issue involving technical

met hods, might harm the national security. Thus, only to the
nost trivial and theoretical degree can it be said that Commerce,
by agreeing to resolve such issues before acting in this area,
has diluted its responsibility for the promulgation of standards
and gui del i nes.

We wi sh to enphasize to the Commttee that the ‘national secur-
ity” nexus that must be present under paragraph 111.7 conpletely
precl udes appeals of issues of any other type. Finally, the
nmention of the National Security Council in paragraph 111.7 of
the MOU does not inply any role for the NSC staff in considering
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such issues and, nost enphatically, not in the conputer security
standard setting process. This reference to the NSC was nade
only to suggest that it is likely that this statutory body con-
sisting of the President, Vice President, Secretary of State, and
Secretary of Defense would be the appropriate body to advise the
president on the national security matters that may arise in this
cont ext . Moreover, for consideration of such issues, the
National Security Council would undoubtedly be augmented by the
Secretary of Commerce.

Wth this background, it should be ¢l ear, that tNe JF/DJ does not,
as some have suggested, give NSA a veto" over N ST activities or
over its promulgation of standards and guidelines. The appeals
procedure si nply ensures that certain issues can be resolved in a
timely fashion so that the Program can proceed snoothly.

Qur conversations with private sector wtnesses have reveal ed
that many of their concerns coincided with or were simlar to
those identified by the GAQ, and thus are addressed above.

One additional area of concern they raised, which was echoed by
sone of the staff of your Conmittee, was that the MOU might in
some way undercut existing legal controls on NSA's abilities to
conduct electronic surveillance, or otherwise empower NSA to use
theNI ST Conputer Security Program for purposes outside the scope
of that Program W can assure everyone concerned that such

m suse is sinply not possible -- because N ST, which has no
intelligence or mlitary functions, is in charge of this Program
and the Program does nothing nore than devel op standards for
protecting certain information systens. Mreover, the Program
has been, and will continue to be, inplenented in full conpliance
with all applicable laws, including the Privacy Act and the
Freedom of Information Act.

To ensure that our successors and others can read the MU in
light of our intent and the clarification we provide in this
letter, we are appending this letter to the MU W hope this
has fully answered the questions raised by your Committee and the
others who have indicated simlar concerns. W are confident
that the NI ST/ NSA i nplenentation of the MOU over the com ng
nonths and years will lay to rest concerns that N ST and NSA may
not adhere to their respective roles under the Act.

7 NIST 1 NSA \




210 Information Security and Privacy in Network Environments

% THE SECRETARY OF COMMERCE
L}?' s | washington. D.C. 20230
* ‘~Q>

FEB 3 gnnp

Honor abl e John Conyers
Chairman, Committee on
Governnent QCperations
House of Representatives
Washi ngton, D.C 20515

Dear M. Chairman:

This letter responds to your inquiry about the Menorandum of
Understanding (MOU) between the National Institute of Standards
and Technology (NI ST) and the National Security Agency (NSA)
relating to the Conputer Security Act.

We have worked diligently to address the concerns that you have
expressed about the MOU In a letter to you from NI ST and NSA dated
Decenber 22, 1989, we responded to each specific concern and expl ai ned
why we believe the MOU is consistent with the principles of the
Conputer Security Act. W have also fully considered additional
points that were raised orally by the Conmittee staff after our
submi ssion of the joint NIST/NSA letter to the Conmmittee. For reasons
explained in the enclosed paper, the concerns expressed by the staff
have not changed our opinion that the MO, particularly when read in
conjunction with our subsequent letter, properly carries out both the
letter of the law and the intent of the Congress.

| hope that the enclosed paper will allay your remaining concerns
about specific provisions of the MOU But in any event, because of
the inportance of this issue, | have asked Deputy Secretary Thomas
Mirrin to act on nmy behalf in this matter and to meet with you and
Congressman Horton to discuss the issues regarding this Department’s
commitnment to the principles of the Conputer Security Act.

Your letter also requests copies of all documents relating to
topi cs addressed by the Technical Wrking Goup established by the
MOU. | suggest that we await the outcome of your neeting with Deputy
Secretary Murrin before we address our response to your request.

| have asked ny Assistant Secretary for Legislative and Inter-
governmental Affairs, WIIliam [Frj to get in touch with your office
shortly to set up a time for t i

Robert A. Mbsbacher
Encl osure

cc: Honorabl e Frank Horton
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COVPUTER SECURITY -- N ST/ NSA MEMORANDUM OF UNDERSTANDI NG

Matters Raised by House Governnment Operations Committee Staff

at Meeting on Januany 3, 1990

On January 3, 1990, Commerce staff met with staff of the CGovern-
ment Qperations Committee, at their request, to discuss the_{oi nt
letter signed December 22, 1989, byNI ST and NSA. The Conmittee
staff expressed dissatisfaction with the joint N ST/NSA letter
and said they believed there were still substantive problens in
the MOU. The Committee staff’s concerns were:

0 that the MOU sets up a Technical Wrking G oup which
they believe serves only to delay N ST's conputer
security work, and which inappropriately has taken up
matters that are not limted to national security
i ssues.

0 that the MOU inappropriately "invites” NSA to initiate
R&D applicable solely to the N ST program

0 that the MOU should provide for N ST's oversight of the
"cost effectiveness" of agency decisions to e Systens
NSA has certified for handling classified materials

before accepting these highly-protected systens as
automatically neeting N ST standards.

0 that the MOU should provide that NSA cannot respond to
agency requests to assess hostile intelligence threats
to conputer systens without going "through” NI ST.

This paper addresses each in turn.

TECHNI CAL WORKI NG GROUP

The Committee staff indicated that they believe the Technical
Working Goup (TW5 set up by the MU serves only to delay N ST
in de&/el olpi ng standa(N%_s ﬁnd_ not %d t hat th? TYP has not en}er-
ﬁ%‘trt]%r)préoﬁ I(ermptr(%arssent Iac se(rlinouts epo\l\slosridbs| I?tyt oef Jhoe{r% t’\él StThé\ISA
national security."”

Comment.  Rather than being a source of delay, the TWG is a
critical aid to the NIST program As explained in the
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Decenber 22 letter, the TW5 ‘provides the essential structure
within which NIST and NSA can conduct the technical discussions
and exchange contenpl ated by the [Conputer Security] Act.” W
cited legislative history of the Act showi ng that Congress
recogni zed the need for technical consultations between N ST and
NSA toreconcile the differing security needs of the distinct
communi ties these agencies serve, While avoiding duplication of
effort or the devel opment of unrelated and possibly inconpatible
sets of standards. or these reasons we believe it clear that
the TW6G -- or sonething like it -- was not only contenplated by
the Conputer Security Act, but is indispensable to fulfilling the
Act’ s nandat e.

Al'so, the TWG does not consider only matters having special
national security inplications. The Decenber 22 letter explained
that the TWG considers al technica computer security matters of
mutual interest to NIST and NSA, while the national security
restriction serves only to limt the scope of matters subject to
the ‘appeals process." The TWG has considered several issues,
but the appeals process has not been used to date.

WHETHER THE MOU | NVI TES NSA R&D
W TH APPLI CABILITY SOLELY TO NI ST's PROGRAM

The staff re-affirmed its belief that the provision of the MU
relating to NSA conputer security research invites NSA to self-
initiate rR& solely to provide security neasures for conputer
systens under N ST' sjurisdiction.

Comment. As we noted in the joint NIST\NSA | etter, this rovi -
sion was intended sinply to acknow edge that NSA research may
have applicability to systenms whose protection is N ST s respon-
sibility -- and to affirmthat NSA will continue its research
efforts and nake their results available to N ST as appropriate.
Since the provision does not speak to the issue of NSA self-
initiation of R& solely for N ST program use, and since both
agenci es have disclained such a meaning in an official letter of
clarification of the MO, we see no remaining basis for this

i nterpretation.

Furthernore, research with applicability solely to computers
handling sensitive but unclassified materials would be rare.

Mbst conputer security research deals with technical problemns,
hardware, or methods whose applicability to a particular system
woul d not depend on the type of information the system contains.
Thus, alnost all research NSA m ght undertake would have at |east
potential applicability to both agencies’ prograns.
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ACCEPTANCE OF NSA- CERTI FI ED SYSTEMS
AS MEETI NG NI ST STANDARDS

The staff argued that instead of automatically accepting NSA-
certified systenms as nmeeting our standards, N ST has aduty to
determine (or set criteria for determ ning) whether the NSA-
certified systemis "cost-effective" for the agency involved.

e words “cost effective” in section 4 of the Conputer Security
Act were cited as supporting the existence of this duty.

Secti on 4amended section 111(d) of the Federal Property and
Admi nistrative Services Act to include a section reading:

(2) The head of a Federal agency nay enploy standards
for the cost effective security and privacy of sensi-
tive information in a Federal conputer system. . . that
are nore stringent than the standards pronul gated by
the Secretary of Commerce, if such standards contain,
at a mininum the provisionsof those applicable
standards nade conpul sory and binding by the Secretary
of Commer ce. (Enphasi s added; currently codified at 40
USC ill(d).)

Comment. At the hearing last My, the GAO w tness questioned the
general policy stated in the MOU concerning N ST s automatic
acceptance of NSA-certified systens. Qur letter responded by
showm ng that this was a positive legal requirement. The Commit-
tee staff did not challenge that denonstration, but inplied that
the cost effectiveness of an agency' s decision to use the nore
stringent NSA safeguard is an exception to this requirenent and
sonmet hing NI ST shoul d oversee.

First, we note that this issue really does notinvolvethe MOU,
which deals only with matters between NIST and NSA. If NIST were
to set cost-effectiveness criteria, it would do so through

rul eneki ng rather than by anending the MOU

Second, Congress clearly withheld from NIST the authority to
determne for other agencies the "cost effectiveness” of their
decisions to use NSA-certified systems. The relevant portion of
section 4 of the Conputer Security Act confers power on the heads
of agencies generally, and is not directed toward NIST. The Act
doesal | ow NI ST to waive its standards to avoid nmjor adverse
financial inpact on agencies. However, the Act wi sely avoids
conferring upon NI ST any general authority, nmuch less a duty, to
policeot her agenci es' spendi ng deci si ons. NI ST, as a science-
oriented agency, is not well suited for such a role. Also, the
Act could not require centralized policymaking that has inplica-
tions about which agencies may use which types of conputer
systenms without undermining its overall intent to keep such
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potentially sensitive decisions in the hands of individual
agenci es.

NIST is concerned with cost-effectiveness, but its responsibility
for this element is centered on its own standards and guidelines.
This is reflected in the wording of section 2 of the Act which
charges nsT with setting “standards and guidelines needed to
assure the cost-effective security and privacy of sensitive
information in Federal computer systens.”

NSA ASSESSMENTS OF HOSTILE | NTELLI GENCE THREATS

The MOU recites that upon the request of agencies or their
contractors, NSA will evaluate the susceptibility of computer
systems to hostile intelligence threats. The staff did not
question that this is an NSA function. However; ’'they argued that
NSA should not do this upon di rect agency request, but only
through NI ST, because a thene of the Act was to divorce NSA from
direct involvement with conmputer systens handling solely non-
classified materials.

Comment. To evaluate this suggestion, it is important to note
the fundamentally different nature of (a) assessments of the
vulnerability of computer systems as such, and (b) assessments of
hostile intelligence threats to such systems. he MOU provision
on this issue emphasizes that hostile intelligence threat assess-
ment is uniquely an NSA capability which NIST cannot and should
not be expected to duplicate.

The Committee staff suggestion would inject a NIST referral into
the process of agency requests for hostile intelligence threat
assessments by NSA. There would be no point in creating such a
step unless NIST had some basis for evaluating the need for this
NSA service. NIST has no expertise in this area and thus no
basis for judging whether an agency reasonably needs an assess-
ment of possible hostile intelligence threats to its system.



