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his chapter describes the legal and institutional structure

for control of money laundering at the national level.

Special attention is given to the Financial Crimes En-

forcement Network (FInCEN), an agency within the De-
partment of Treasury that provides intelligence and analysis for
federal, state, and local law enforcement agencies in control of fi-
nancial crimes. FiINCEN is a possible site for expanded monitor-
ing of wire transfers, under some of the technological alternatives
discussed in chapter 7.

LAWS AND REGULATIONS

Until 1970, many banks had no compunctions about accepting
large cash deposits even when the circumstances indicated that
the origin of the cash was probably illegal activity. Cgrency
and Foreign Transactions Reporting Aoctommonly known as
the Bank Secrecy Act of 1970 (BSA)as intended to deter tax
evasion and money laundering by creating an audit trail that
would allow law enforcement agents to track large cash transac-
tions2 Although it did not outlaw money laundering as such, it

1p.L.91-508, Title II, ( 31 U.S.C., Secs. 5311-5326)

2Eight years later, the Right to Financial Privacy Act directly regulated governmental

and private sector use of financial records. It provided that banks can release the records
only under subpoena or with customer consent, and except for special circumstances, the
customer must be notified of and have the opportunity to challenge a law enforcement re-
guest. The act also set conditions under which law enforcement and regulatory agencies
can share financial records—generally, the agency must have a legitimate need for the in-
formation, and the subject must be informed of the sharing of information and the justifi- | 35
cation of it.
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created an expectation that banks would be vigief 1986° This statute fully criminalized money

lant in identifying suspect customers and transadaundering, with penalties of up to 20 years and

tions. fines of up to $500,000 for each count. It also did
Under the BSA, the Department of the Treasuryseveral other things:

promulgated reporting requirements for financial_ made helping money launderers a crime,

institutions. For every cash transaction over : . o .
. .~ m outlawed structuring or “smurfing” operations
$10,000, banks must file a Currency Transaction . . A
(i.e., breaking large cash deposits into several

Report (.CTR); casinos similarly must report su_ch deposits of less than $10,000 in order to avoid

transactions with the Internal Revenue Service reporting requirements)

(IRS) on a Currency Transaction Report by Casi- b g requiren ' .

no (CTRC). Persons who export or import over extended criminality to persons knowingly en-

$10,000 in cash or monetary instruments must file gaging in flnanC|aI.tran_sact|ons with money
generated by certain crimes, and persons who

an International Transportation of Currency or o . N o
Monetary Instruments Report (CMIR). U.S. citi- :LE; willfully blind to” such unlawful activity:

zens or residents must report foreign bank ac- .
- ; . ._® mandated compliance procedures to be re-
counts by filing a Foreign Bank and Financial . i
o quired of banks; the procedures were spelled
Accounts Report (FBAR). In 1984, an additional . .
. ) i ) out in 1987 regulations.
IRS requirement was imposed; businesses other
than financial institutions (for example, automo- The Anti-Drug Abuse Act of 1988ncreased
bile dealers) must report cash transactions of ovehe civil and criminal penalties for money laun-
$10,000 by filing an IRS form 83G0Bank regu-  dering and other BSA violations, to include forfei-
lators monitor banks’ compliance with BSA rules.ture of any property or assets involved in anillegal
IRS is responsible for monitoring compliance bytransaction related to money laundering. The act
nonbank financial institutiorigsee table 3-1). gave the Treasury Department the power to re-
Although the BSA made a bank’s failure to file quire financial institutions in geographically de-
a CTR a crime, money laundering itself was not dined areas to file additional transaction reports for
crime until theMoney Laundering Control Act purposes of law enforcement. It also directed the

3 Arevised version of Form 8300 was issued in September 1994. The primary change, reflecting a change in statutory requirements, was the
expansion of the definition of “cash” to include foreign currency and certain monetary instruments as well as U.S. currency, and to require filers
to specify the kind of “cash” they received. Form 8300 is regarded as tax information and is therefore not available to law enforcement except
for federal tax investigators.

4 From 1988 through 1992, the number of Form 8300s filed steadily increased, as the IRS mounted well-publicized compliance checks.
After these were discontinued for budgetary reasons, the number of Form 8300s filed fell by nearly 15 percent in 1993-1994, at a time when
CTR filings strongly increased. In spite of a widely publicized prosecution of an automobile dealership that repeatedly accepted cash payments
for expensive automobiles from suspected drug dealers without reporting the transactions, only 117,000 Form 8300 forms were filed in 1994, a
16 percent decrease from the 1993 volume.

5 Title 1, Subtitle H of the Anti-Drug Abuse Act of 1986, P.L. 99-570.

6 Section 1957 (18 U.S.C. § 1957 (Supp. IV 1986), “Engaging in monetary transactions in property derived from specified unlawful activ-
ity,” applies to people with knowledge or reason to know that the funds were derived from illegal activity, but does not require an intent to
promote money laundering. It contained an exemption for bona fide attorneys’ fees until 10 days before the President signed the Bill. The Senate
had adopted the exemption because of concern about the right to effective assistance to counsel and the question did not arise during House
debate. However, the exemption was dropped from the bill during a late night conference to resolve differences between Senate and House
versions, not because conferees disagreed with the intent but because of the fear that other situations also might warrant special treatment. The
issue of statutory exemptions was explicitly left for a later Congress. (“Making Criminal Defense a Crime Under 18 U.S.C. Section 1957”), 41
Vanderbilt Law Revie\{1988) 843-849. It is now interpreted as not applying to fees for a lawyer defending a person indicted for money laun-
dering or drug trafficking.
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TABLE 3-1: Bank Secrecy Act (BSA) Reporting Requirements

Name of report Who must report Subject of report Receiving agency Form no.
Currency Transaction Financial institutions Cash Transactions Internal Revenue Form 4789
Report (CTR) $10,000 or over Service
International Person transporting Cash or monetary U.S. Customs Service Form 4790
Transportation of Currency funds from or into instrument of $10,000 or
or Monetary instruments country more being taken into or
Report (CMIR) out of country
Currency Transaction Licensed casinos Currency transaction in Internal Revenue Form 8362
Report by Casinos (CTRC) with annual gaming excess of $10,000 Service. Those in
revenue over $1 Nevada file with State
million Gaming Control
Board
Foreign Bank and Persons subject to All foreign bank, US Dept. of the Form
Financial Accounts Report jurisdiction of the securities, or other Treasury 90-22.1
(FBAR) u.s. financial account that
exceeds $10,000 during
calendar year
Report of Cash Payments Any trade or Cash payment in excess Internal Revenue Form 8300

Received in a Trade or

business

or $10,000

Service

Business

SOURCE. Office of Technology Assessment, 1995

Department of the Treasury to negotiate bilateral
agreements covering the recording of currency
transactions and the sharing of this information
among governments.

The Depository Institution Money Launder-
ing Amendment Act of 1990 gave the federal gov-
ernment authority to request the assistance of a
foreign banking authority in investigations and
law enforcement, and to accommodate such re-
quests from foreign authorities.

The Annunzio-Wylie Anti-Money Launder-
ing Act of 1992'requires financial institutions to
have compliance procedures and staff training.
Bank charters can be revoked, or their coverage by
Federal Deposit Insurance can be terminated, if
they are convicted of noncompliance." These
sanctions are so powerful that, according to bank
regulators, they are unlikely to be sought often.

"Part of the Housing and Community Development Act.

The huge volume of CTRs now far exceeds the
resources that law enforcement agencies have for
investigating them. The Money Laundering Sup-
pression Act of 1994 was designed to reduce the
number of CTRs by about 30 percent annually, by
mandating certain exemptions. This act aso re-
quires federa registration of al nonbanking
money transmitters, or business enterprises that
cash checks, transmit money, or exchange curren-
cy. This may include 10,000 American Express
agents, 14,000 Western Union agents, 45,000
agents of Traveler's Express, and al casas de
cambio (currency exchange houses) and giro
houses (money transmitters). The Treasury De-
partment can require the reporting of monetary
instruments drawn on or by foreign financial
institutions. States are asked to draft uniform laws

*The banking industry generally accepted and even supported this legislation because regulators were given the flexibility to consider a

broad range of factors and mitigating circumstances before closing a bank, according to a statement of the American Bankers Association
(ABA) on Current Trends in Money Laundering, for the United States Senate, Committee on Government Affairs, Permanent Subcommittee on

Investigations, Feb. 27, 1992 (ABA ins).

|
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covering the licensing of nonbank money transeral has probable cause to believe that property is
mitters. subject to civil forfeiture X3 Recently, however,
Since 1988, property or assets involved in spethere has been criticism of the aggressive use of
cified illegal transactions can be forfeited and paraisset seizure. In late 1992, three Supreme Court
of them can be used to pay for the prosecutiorcases significantly tightened the conditions for
Law enforcement agencies enthusiasticallyforfeiturel# This action may indicate that the
grasped this new weap8rand sharing of these Supreme Court disapproves of the Justice Depart-
seized assets was held out as an inducement to iment's and other prosecutors’ aggressive inter-
formers, and even to foreign governments to enpretation of forfeiture.
courage them to cooperate in anti-laundering law Perhaps most significantly, lhnited States.
enforcement effortd9 In 1994, total proceeds $405,089.23the Ninth Circuit ruled that a civil
from cash and property seized amounted to nearlprfeiture following a criminal conviction for drug
$550 million; from 1985 through 1994, the De-charges constituted a second punishment pro-
partment of Justice won forfeiture of more thanscribed by the Double Jeopardy Clause of the
$3.8 billion plus additional unsold property ap- Sixth Amendment and overturned the asset forfei-
praised at $277.7 millioft turel® This decision has spawned a slew of
Provisions related to asset seizure are frameDouble Jeopardy challenges in the Ninth Cir-
very broadly!? In United States/. Daccaretta  cuit.18 The flip side of this ruling would imperil
federal appellate court ruled that the warrantlessriminal prosecutions following civil forfeitures,
seizure of wire transfers does not violate thereatly undercutting one of the benefits of a wire
Fourth Amendment “. . . when the Attorney Gen-

9 U.S. Congress, House of Representatives, Committee on Banking, Finance, and Urban Affairs, “Federal Government’s Response to
Money Laundering,Hearings103rd Congress Ist Sess., May-25-26, 1993. Testimony of Peter Djinnis, Director of Office of Financial Enforce-
ment, Dept. of Treasury.

10 For a detailed discussion, see S.M. Warner, “Due Process in Federal Asset For@itomieal Justicey.8, No.4, Winter 1994, pp.
14-19, ff.

11 |nformation provided by the Executive Office of Asset Forfeiture, Department of Justice, Jan. 13, 1995. The provision allowing seized
funds to offset the cost of prosecution expired in December 1993 but was later reinstated.

12350me have even advocated that the tool be used to reduce environmental degradation, on the grounds that since it is a criminal offense to
knowingly engage in a financial transaction involving the proceeds of specified unlawful activity, a bank may be held liable if it funds corporate
activities of any corporation it knows to be in violation of the Clean Air Act. (Gordon Greenberg and Wobert W. Blanchard, “When Money
Laundering Law Meets Environmental RiskABA Banking Journaljuly 1992).

13Gregory Wilson, “The Changing Game: the United States Evolving Supply-Side Approach to Narcotics Trafffakidebilt Journal
of Transnational Lawy. 26, January 1994, 1163-1209.

14|n United States. 92 Buena Vista Avenutiie government argued that an “innocent owner” defense should not be allowed because the
title to the proceeds of crime is vested in government immediately on the commission of the crime (the “relation-back doctrine”). The Court
affirmed the “relation-back” doctrine but said the innocent-owner defense holds until the government is granted a judgment of forfeiture. In
Alexandev. United Stategcriminal forfeiture) and\ustinv. United Stategcivil forfeiture) the Court ruled that forfeitures may constitute pun-
ishment and may be subject to limitation under the Excessive Fines clause of the Eighth Amendment. The CdimitedI&iates. James
Daniel Good Real Properthat a right to notice and opportunity for a hearing in real estate forfeiture rests solidly on the due process clause of
the Fifth Amendment. The Court has still to hear arguments on whether convicted drug dealers are entitled to advance notice and a hearing
before seizure of their property, as the Ninth Court of Appeals has tinédq States. Good) Richard C. Reuben, “Putting the Brakes on
Forfeiture,” American Bar Association Journ8@D, February 1994, p.116.

1533 F.3d 1210 (9th Cir. 1994).

16 Including federal cases outside the Ninth Circuit, in the first six months of 1995, at least 40 cases have been decided alleging Double
Jeopardy violations.
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transfer monitoring system, namely, more effi-by informants and field agents, BSA reports, or re-

cient and effective asset forfeiture. ferrals from financial institutions or bank examin-
ers. There has often been a great deal of “turf

FEDERAL AGENCIES’ ROLES defending” on the part of the agencies. In part, this

AND RESPONSIBILITIES was inevitable because money laundering is re-

Agted to a great many “specified unlawful activi-
volved in control of money laundering. They in- ties or pred|cat(_a crimes, many of which are the
specific responsibility of a particular law enforce-

clude, within the Department of Justice, the " | * the tension is al b q
Federal Bureau of Investigations (FBI) and theMent agency. in part, the tension 1S also a byprod-

Drug Enforcement Administration (DEA): and, uct of the high value each law enforcement agency

within the Department of the Treasury, the Inter-places on protecting its undercover agents and op-

nal Revenue Service (IRS) and the U.S Cus,[omgrations and the identity of established informers;

Service information must be closely held to reduce inad-
Each of these law enforcement agencies has é/ﬁ:tegg:;slks. ¢ tered into by th
intelligence capability, but the agencies are furthe n » an agreement was entered Into by the
backed up by a shared information-developmen epartments of Treasury and Justice about their

unit—namely, the Financial Crimes Enforcementoverl"’lpping responsibilities, supplemented by a

Network (FINCEN) an analytical unit within the 1990 Memorandum of Understanding among

Department of the Treasury. There is also commut-hose Departrr_\ents and the US Postal Service.
nication between law enforcement and nationapther mechanisms _for cooperation ha"e. been de-
security agencies. FinCEN has been proposed Ioped_ for attemptlng to coordinate anti-money-
the locus for responsibility for monitoring wire aundering efforts:
transfers with the technical systems assessed i The Office of National Drug Control Policy
this report. For that reason, FINCEN is described (ONDCP) in the Executive Office of the Presi-
in detail in this chapter. dent attempts to develop overall policy direc-
The compliance of financial institutions with  tions for drug control and control of
money laundering statutes is monitored by five drug-related money laundering.
federal regulatory agencies: = The Multiagency Financial Investigations Cen-
ter (MAFIC) is a coordinating mechanism for
the DEA, IRS, FBI, U.S. Customs Service, and
the Postal Authority.
= There are several “High-Intensity Drug Traf-
ficking Area” (HIDTA) task forces made up of
IRS and DEA agents.
= The Organized Crime Drug Enforcement Task
Most large-scale money laundering control ini-  Force program, composed of federal, state, and
tiatives are intended to be multiagency efforts. In local agencies organized into 13 regional task
practice, investigations are usually initiated by forces, has conducted a number of successful
one agency on the basis of information provided and highly publicized operations known by

Several federal law enforcement agencies are i

= the Office of the Comptroller of the Currency,
the Board of Governors of the Federal Reserve
Systemt’

the Office of Thrift Supervision,

the National Credit Union Administration, and
the Federal Deposit Insurance Corporation.

17 The Federal Reserve regulates state-chartered banks, bank-holding companies, foreign banks operating in the United States, and Edge
Act corporations set up by U.S. banks to conduct foreign business, about 1,300 institutions. The Office of the Comptroller of the Currency
regulates federally chartered banks.
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colorful names—Polar Cap, Greenback, Din-areas that most affect society’—drugs, organized
ero, and Green IcE& crime, white collar crime, terrorism, foreign intel-

= A very successful New York City law enforce- ligence, and violent crimes—at least the first four
ment unit—the EIl Dorado task force—is madenearly always involve some money laundering,
up of Customs Service and IRS agents togetheand the FBI is increasingly alert to the financial as-
with state and local polic¥. pects of criminal organization. The FBI Laborato-

= Cooperation among the regulatory agencies ises’ Racketeering Records Analysis Unit
encouraged by the Bank Fraud Working Groupprovides support to field divisions with its ability
and the Bank Secrecy Act Advisory Group (ato trace the flow of illicit money through bank de-
nongovernmental panel of experts appointegosits, money orders, adding machine tapes, in-
by the Secretary of the Treasury). voices, receipts, checks, bills of lading, and other

. . 2
The ONDCP strongly encouraged increase&n?rp]uallerelco_rd@. daM d f Und
emphasis on the comprehensive collection, analy- € signed a viemorandum ot Linder-
sis, and sharing of information, especially thats'["’md!ng with representatl_ves_ of the Un_lted King-
which sheds light on the structure of drug trafﬁck-do_m In Iate_1993 establishing a White C_:ollar
Crime Investigative Team, to cooperate on inves-

ing operations and organizations. This is oftenre=" " : . .
sisted by the agencies, in part because (quatlons and prosecutions in matters affecting the

differences in their organizational cultures (seéWo COU”F”G.S anq the _Carlbbean British Depen-
table 3-2). Nevertheless, the law enforcemen ent Territories, including the Cayman Islands.

agencies insist that the historical problem of turf hgéﬁjr-rl)ers_ont;ealrjn IS btasedtlnfl\glar?. is th
protection “is being effectively addressed ; aisoin the Department ot Justice, 1S the

today."20 lead federal agency in enforcing narcotics and
The FBI has broad jurisdiction to investigatecomroued substances laws and regulations.

money laundering through a wide range of Statu'_l’hrough its Financial Investigations Section,
tory violations involving specified underlying PEA seeks to detect d_rgg-related money launder-
criminal activity.2t This agency tends to focus on Ing and encourage seizing th? assets of_drug traf-
the underlying criminal activities, attempting to fickers. Butits principal fOCl.JS IS on arrestlng drug
dismantle entire criminal organizations and ja”dealers, and DEA tends t0 judge its operations by

their top leaders. Of the agency’s six “priority number of arrest&? In general, the two Depart-

18Tthe first phase of Green Ice, in 1992, targeteshs de cambids the southwestern United States, and resulted in the arrest of 192 people
in the United States, Canada, the United Kingdom, Italy, and Spain. In a second phase of Green Ice, undercover DEA agents created front corpo-
rations and offered them to drug traffickers to be used in money laundering. Money was transported physically to Mexican banks and subse-
guently wired into accounts held by the DEA agents. In other operations, money was picked up from locations in the United States and Canada,
deposited in banks, and wire transferred to Colombia. The second phase of Green Ice ended in early April 1995, and resulted in the arrest and
charging of 80 people. In the course of Green Ice, the government seized $60.3 million, plus 14,000 pounds of cocaine and 17 pounds of heroin.
(Press Release from the Office of the U.S. Attorney for the Southern District of California, Apr. 3, 1995.)

19The participation of state and local officers is said to be especially valuable because they can arrest for some non-federal crimes such as
illegal possession of weapons.

20 Jeff Ross, Acting Chief of the Money Laundering Section of the Department of Justice (letter to OTA, Apr. 14, 1995) .

21 The Department of Justice has a Money Laundering Section within its Criminal Division; a proposal by the Attorney General (Dec. 9,
1994) to integrate this group into the Civil Assets Forfeiture Section, is pending before Congress.

22 OTA interviews with RRAU/FBI August 18, 1994; see also J.O. |l Beasley, “Analysis of lllicit Drug and Money Laundering Records,”
Narc Officer Oct. 1990, p. 31.

23 David KennedyDn the Kindness of Strangers: The Origins and Early Days of FinCEde Program, John F. Kennedy School of Gov-
ernment, Harvard University, 1991. Kennedy characterizes DEA as “street-smart door-kickers.”
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TABLE 3-2: Federal Law Enforcement Agencies:

Organizational Culture and Approaches to Money Laundering

Federal agency

Primary goals

Assumptions about money laundering

Federal Bureau of
Investigations

(Dept. of Justice)

Drug Enforcement
Administration

(Dept. of Justice)

Internal Revenue
Service, Criminal
Investigations
Division
(Dept. of the
Treasury)

U.S. Customs
Service

(Dept. of the
Treasury)

Financial Crimes
Enforcement
Network (FinCEN)

(Dept. of the
Treasury)

“Emphasis on wholesale and complete
dismantling of criminal organizations."a Tries
to attack the organization itself, through its
leadership. Requires much information about
structure and behavior of organization’s
leaders. Typical mode: long operations with
sudden, well-prepared wrapup.

Specialized to enforce laws against drug
trafficking. Emphasis on arrests of

malefactor and seizure of drugs and assets.
Typical mode: frequent street “busts.”
Emphasis primarily on good field work,
including undercover operations; secondarily
on centralized strategic intelligence

Objective is to stop tax evasion. Uses
undercover operations, etc., but primary
mode is financial intelligence.

Charged with enforcing customs and other
laws relating to collecting revenue from
imports (duties). Also charged with
interdicting and seizing contraband,
including illegal drugs. In addition to border
inspections, uses undercover operations and
“busts,” emphasizes arrests and seizures of
money and drugs.

Provision of strategic and tactical intelligence
about financial transactions and relationships
to law enforcement agencies (federal, state,
and local); based on analysis of BSA data
and mining of wide range of government and
commercial databases

Money laundering 1s a symptom of the
underlying disease,” Attention to money
laundering 1s primarily in order to track or
understand structure of the criminal
organization and locate its leadership.

Growing acceptance that emphasis on
money laundering is an effective way to
disrupt and harass drug operations.

Targets financial crimes (money laundering,
fraud, etc.) because they result in loss of tax
revenue, but also investigates Specified
Unlawful Activities often linked to money
laundering

Primary target is smuggling of currency and
monetary instruments, but also stresses use
of financial Intelligence (including wire
transfer data if available) as a means of
Identifying and locating criminals. Oriented
toward financial crime like other Treasury
agencies; oriented toward field work and
undercover operations like Justice agencies

Detection and analysis of money laundering
can provide the key to control of crimes for
profit. Sharing of information benefits all law
enforcement efforts.

*David Kennedy, On the Kindness of Strangers: The Origins and Early Days of FInCEN Case Program, John F Kenedy School of Government,
Harvard University, 1992. This table relies heavily but not exclusively on Kennedy's analysis.

SOURCE: Office of Technology Assessment, 1995

ment of Justice agencies see financia crime analy-
sis as important but subordinate to the larger battle
against drugs and organized crime.

Recognizing that crimes such as tax evasion
and money laundering threaten the nationa finan-
cia system and its institutions, the Department of
Treasury has an Under Secretary for Enforcement,
elevated from the level of Assistant Secretary in
1994. Three operating bureaus—the U.S. Cus-

toms Service, the Secret Service, and the Bureau
of Alcohol, Tobacco, and Firearms-have among
their responsibilities some aspects of control of
money laundering. The U.S. Customs Service has
the primary responsibility for stopping the illegal
crossborder flow of funds, both as smuggled cur-
rency (the Office of Inspections and Control) and
as wire transfers and funds transmittals (the Office
of Enforcement). The Secret Service and Bureau
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of Alcohol, Tobacco, and Firearms concentrategue that this is “targeting a special class of tax
more on counterfeiting but are sometimes calle@vaders for a special kind of tax enforcement by
on to assist in anti-money-laundering operationsarbitrary administrative fiat2” and they suggest

Elsewhere in the Department of Treasury, théhat such sanctions could be, and perhaps have
IRS has multiple responsibilities under the BSA.been, used against “political dissidents” such as
Its Criminal Investigations Division can initiate civil rights protesters or antiwar activists.
investigations of persons or organizations, includ-

ing banks and brokerage houses, for possibISTATE LAW ENFORCEMENT

criminal violations of the BSZ4 The Criminal Twenty-three states have laws against money
Investigations Division now has about 4,000 em1aundering; these differ somewhat as to the ele-

ployees, nearly a quarter as many as are in IRSgents of the offense and as to penaffesot all

Tax Collections Division. _ of the states with money laundering laws have ac-
The role of the IRS in pursuit of money laun-jye enforcement programs. The most long-stand-

derers has greatly increased in recent years, larggy and well-developed programs are in Arizona,

ly at the behest of Congre¥s.That role is Texas, and California®

however controversial. The justification for IRS oy a few states require currency transaction

enforcement is that most kinds of money launderzeporting by state-chartered banks. Under Fin-

ing result in tax evasion, and some money launcen's project Gateway, states are able to receive

dering is done for the specific purpose of taxg|ectronically all CTRs pertinent to their jurisdic-

of whether it is right that some tax evaders—scation of property obtained with funds from
namely, those suspected of other crimes that haygaga) activities. The Arizona Racketeering Act is
not been (and perhaps cannot be) proven—shoulghe of the most comprehensive and effeciive.
be selected and given high priority for especiallyayizona has an aggressive multiagency anti-
severe investigation and prosecutfSrthey ar-

24The exception is the smuggling of currency across borders, which is the responsibility of the Customs Service. Otherwise, the IRS shares
responsibility for investigations with other law enforcement agencies. A Criminal Investigations Division strategy statement provided to OTA
says that the IRS has the mission of “utilizing its statutory jurisdiction in concert with the financial investigative expertise of its special agents in
conjunction with the efforts of other federal law enforcement agencies.”

25 According to some IRS officials, in discussion with OTA staff.

26 This was the case, for example, when Al Capone was jailed for tax evasion.

27 David BurnhamA Law Unto Itself: the IRS and the Abuse of PdiNexv York: Vintage Books, 1991), p. 76. Burnham likens this to past
efforts to use IRS audits and prosecutions for general law enforcement purposes or, according to Burnham, for political purposes—against gam-
bling, in the early 1950s under pressure from Senator Estes Kefaufer; against organized crime in the 1960s under Attorney General Robert
Kennedy; against drug traffickers in the 1970s under President Nixon; and against war protestors and civil rights activists, also under President
Nixon (pp. 90-98). Robert E. Powis, Dep. Asst. Secretary of the Treasury for Enforcement from 1981-1984, notes (approvingly) that under
President Nixon “tax cases were successfully prosecuted where not enough evidence could be collected to make a drug case.” Robert E. Powis,
The Money Laundere(€hicago: Probus Publishing Co., 1992).

28 General Accounting OfficéMloney Laundering: State Efforts To Fight it Are Increasing but More Federal Help is Ne&4ex,
GGD-93-1, October 1992.

29 These programs were developed under demonstration projects funded by the federal Bureau of Legal Assistance, Dept. of Justice. (In-
formation provided by the Criminal Justice Project of the National Association of Attorneys General; Michael P. Hodge, Project Director, and
Thomas R. Judd, Special Counsel, discussion on Aug. 9, 1994).

30 At least seven states could do so at the end of 1994; the others are in the process of being brought online.

31Clifford Karchmer and Douglas Ruch, “State and Local Money Laundering Control Stratiigigs;ial Institutes of JustidResearch in
Brief, October 1992.
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money-laundering program that includes experitemporary detail from law enforcement agen-
ments with the screening of international wirecies33 It had been expected to grow steadily over
transfers. its first four or five years as its advanced computer
systems were developed or acquired and as federal
THE FINANCIAL CRIMES ENFORCEMENT  and state agencies became accustomed to calling
NETWORK (FINCEN) on its expertise. Budget restrictions and the move-
FinCEN was set up within the Department of thement to downsize the federal government have
Treasury by Executive Order in April 1990. The moderated FINCEN's anticipated growth some-
mission of FINCEN, described as a “multiagencywhat but the budget was $21.2 million in FY
support unit,” is to support and assist federal1994.
state, and local law enforcement agencies and reg- FINCEN analysts and agents support law en-
ulators by providing information and analysis,forcement in several ways:
and to identify targets for investigations of money,
laundering and other financial crimes. FINCEN’s
establishment reflected the conviction that the
most effective way of disrupting organized crime
is to cut off or seize the profits from illegal activi-
ties. FINCEN is “an intelligence operation dedi-
cated to the analysis of the financing of criminal
enterprises whatever their primary criminal activ-_
ity (drugs, racketeering, vice, etc.),”and “. . . hav-
ing the capacity and opportunity to ask deep
structural questions about trends and practices in
modern money laundering techniqué3.Fin- The targeting of suspects is the most proactive
CEN's organization and activities testify to theof FINCEN'’s activities. In the first year that the
dominant role that computerized information andproactive targeting system was in use, about 200
computer-supported analysis are coming to playeferrals were made; it is not known how many ac-
in law enforcement—an importance that is sometive investigations are underway as a re%tlt.
times resisted or denigrated by old line “street” In all of its work, FInCEN operates by integrat-
law enforcement agents. ing and analyzing information from a wide range
In late 1994, FinCEN absorbed the Treasuryf government and commercial sources, using ad-
Department’'s Office of Financial Enforcementvanced computer techniques—including many
and was given the expanded mission of overseaisually categorized as “artificial intelligence”
ing the full range of the Department’s regulatory(Al)—to link or relate disparate bits of data and
and enforcement responsibilities under the BSAhereby reveal relationships or patterns that are, or
(Bank Secrecy Act). FinCEN has a staff of 200, infmay be, indicative of illegal financial activities
cluding 87 intelligence analysts and 23 agents—{see chapter 4 for details).
of these, 12 analysts and 22 agents are on

by using database searches to answer the re-
quests of law enforcement agencies for in-
formation,

by identifying suspected offenders by analyz-
ing and relating multiple databases,

by providing evidentiary and analytical support
for ongoing investigations, and

by developing and disseminating research and
policy studies on money laundering enforce-
ment.

32Malcolm K. Sparrow, “The Application of Network Analysis to Criminal Intelligence: An Assessment of the Prospatd Networks
13 (1991), p. 261.

33 As of January 1995.

34 1n response to one inquiry from federal agents in “a large Western city,” FInCEN analysts identified 25 potential targets. After initial
investigations in the field, FInCEN was asked to do further searches on seven of these, and eventually two multiagency investigations began.
One of these has already resulted in identifying a narcotics ring for which money was being laundered, leading to arrests and seizure of cocaine.
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The basic source of data is Treasury’s financial Wire transfer records are not now accessible to
database made up of those reports required by tik@nCEN. The number of transfers made daily—
BSA, and described earlier in this chagfFin- now more than 700,000—is so large that the ca-
CEN now receives and monitors all CTRs subpacity of FInCEN's current systems would
mitted by financial institutions, about 10 million a undoubtedly be far overwhelmed. However, if it
year36|n proactive targeting of suspects, FinCENwere possible to reduce the amount of data to be
analysts use a system based on principles derivaedanipulated by three-quarters—for example, by
from artificial intelligence. The system links to- automatically exempting the records of transfers
gether transactions according to common subjectsf well-known corporations and financial institu-
and accounts. Combining a variety of clues otions—it might be possible to match the remain-
“rules” worked out by the developers, it then per-ing 25 percent against CTR records and where
forms an evaluation of suspiciousness for all subthere is an apparent match, call out additional in-
jects, accounts, and transactions. Analysts selet@rmation from FInCEN'’s other database sources.
the most suspicious subjects and accounts for fur- FINCEN systems developers base their systems
ther analysis, including matching them with in-on a modular client-server architecture with per-
formation in a score of other government andsonal computers as the primary analyst work sta-
commercial databases as shown in box 3-1, usingpn, and a local area network for connectivity.
link analysis. In this way an otherwise unknownThey emphasize the maximum use of off-the-shelf
subject, making a sizable cash deposit, may beommercial or government-developed software.
linked through his/her account number, addresslelecommunications channels into FinCEN and
social security number, or company name to othethe ability of outsiders to dial up FInCEN comput-
transactions or other bank accounts, perhaps heéts and databases is tightly controlled in the inter-
by persons who are already known to law enforcests of information privacy, security and integrity.
ers as suspects. Other computer projects developed by FinCEN

The computer program that supports this linkto support law enforcement include Project Gate-
ing activity is known as the FinCEN Artificial In- way and the Criminal Referral System. The first
telligence System (FAIS); itis a rule-based experallows State law enforcement coordinators (the
system. An early version was developed in thalesignated contacts between State agencies and
mid-1980s by investigators at the U.S. Custom$&inCEN) to access directly the IRS Financial Da-
Service. The Customs development group watabase of CTRs and other BSA reports. All but
transferred to FINCEN when it was created infour states are now online, and access is currently
1990, and the system came into use in Marcheing developed for those four. The Criminal Re-
1993 (see box 4-1 in chapter 4 for details). Develterral System will contain Criminal Referral and
opment continues; the 400 “rules” on which theSuspicious Transaction Reports (described in
targeting system works are steadily being revisedhapter 1) identifying bank employees, bank cus-
and improved. tomers, or others that have been the subject of

35 FinCEN'’s authority to receive and use Form 8300 data—data from the forms filed by nonfinancial institutions, such as car dealers, to
report large cash transaction—expired in November 1992. These data are considered to be tax information, and access is therefore legally lim-
ited. Legislation to renew FINCEN’s access has been proposed but is still pending. Currency and Monetary Instrument Reports (CMIRs), Cus-
toms Service forms for reporting funds being carried out of the country, are available to FinCEN electronically through the Customs Service's
Financial Databases.

36 About two years of CTR data are stored on the system; eventually there will be five years of data.
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BOX 3-1: Databases Used by FinCEN

Government Databases:

* Department of the Treasury Financial Database: Currency Transaction Reports (CTRs), Casino Currency
Transaction Reports (CTRCs), and other reports required under the Bank Secrecy Act (BSA)

+ Treasury Enforcement Communications System: individual travel records, private aircraft entry records,
importers and exporters

+ Postal Inspection Service: records of open and closed criminal cases involving postal fraud and related
crimes

» Interpol Case Tracking System: international criminal case records

* Narcotics and Dangerous Drugs Information System: case files of the Drug Enforcement Administration

* U.S. Customs Service Automated Commercial Data System: data on exports and imports

* Immigration Service: student visas held by nonimmigrants

* Department of the Treasury: lists of purchasers of U.S. Treasury bills and bonds

* U.S. Department of Agriculture: records of foreign nationals purchasing U.S. property

* Metromail: all U.S. mail directories, forwarding information, changes of address requests to major pub-
lishers, records of who lives at what address, and for how long

* Courthouse records: real estate information for many counties and cities in 11 states, listing owners
(name and address), sales, etc.

* Bureau of Public Debt records

Commercial Databases:

» Dunn & Bradstreet: U.S. corporate registrations, officers, etc.

* Dunn & Bradstreet International: same as above

» LEXIS/INEXIS: legal briefs, court decisions, public filings, newspaper and magazine articles

» National Association of Securities Dealers (NASDA):'licensed brokers/dealers of over-the-counter
stocks, disciplinary actions against them

* CBI-IDENT/DTEC: a credit bureau from which FInCEN can get identifying information on individuals, in-
cluding name, address (current and past), and social security number, but cannot access credit history

* InfoSouth: stores and searches news articles from many South American countries

» Information America: corporate records, including location, officers and partners, registered agents,
liens and judgments, SEC filings, bankruptcy records, etc.

» Invest/Net: Information about companies required to file with the Securities and Exchange Commission,
the Federal Deposit Insurance Corporation, and the Office of Thrift Supervision

* National Center for Missing and Exploited Children: cases.

+ Phonedisk: addresses and phone numbers in New York and New England

+ Printice Hall On Line: corporate information, bankruptcies, tax liens, judgments, foreclosures, plaintiff
and defendant listings

* TRW-Sherlock: a credit bureau from which FInCEN can get identifying information on individuals, includ-
ing name, address (current and past), and social security number, but cannot access credit history.

‘The National Association of Securities Dealers is a self-governing organization of dealers of over-the-counter (i.e., non-ex-
change-listed) stocks

SOURCE: Financial Crimes Enforcement Network (FinCEN), Annual Report, September 1993.

|
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BSA reports, investigations, or prosecutions. InFY 1994, its third full year of operation, Fin-
When the Criminal Referral System becomes ful-CEN received 6,153 inquiries from 158 law en-
ly operationaP’ it will first allow online access to forcement agencie®¥. In spite of some clear
five regulatory agencies overseeing financialsuccesses, evaluation of FinCEN's help to law en-
institutions38 A second phase of the developmentforcers is difficult. FiInCEN itself has little direct
will provide on-line access for federal law en-feedback from clients and thus little knowledge of

forcement agencies. the results of its referrals. Some field level law en-
Further down the road are other analytical supforcement agents are skeptical, some told OTA
port systems, including: that they have not been aware of any assistance

= An autoquery prototype that will allow users to fom the agency. IRS, Customs, DEA, and FBI
type in a name, account number, or other identi@9ents who have worked “on the street” or
fiers and automatically locate and abstract reMmounted active operations told OTA that they re-
lated information from all databases (thell€d much more heavily on their own agencies’ in-
system is intended to cut analysts’ time for perj[elllgence units, on undercover agents, or on tips

forming these tasks by two-thirds); and from informants. However, there may be reasons
= a text-retrieval system to scan in and searcfPr this; leads generated by FInNCEN may be
documents such as indictments. passed through higher levels of a user agency to its

- ) ) ] agents without being identified as to source. Fin-
In addition to direct services in response to laWweEN information may be discounted or ignored

enforcement inquiries, FInCEN services andyy, some agents who are not used to dealing with
products include: that kind of data. Some agents who talked with
» analyses of Federal Reserve Bank data on tHeTA had not been on the street for several years,
shipment of currency from and to member fi-and FINCEN's most sophisticated products have
nancial institutions (analyses are performed byeen introduced in the last year or two. Higher lev-
geographical region to identify “abnormali- el comments may well be intended to protect an
ties” such as an unexplained surplus of cash iagency’s own image and budget.
one location); Outside of law enforcement, some FinCEN
= “threat assessments,” or evaluations of likeli-critics have charged that the agency’s activities
hood of money laundering activity, for statesconstitute systematic violation of citizens’ priva-
that are considering anti-money-launderingcy.*? More moderate privacy experts still view the
programs, or are seeking to improve the allocamanipulation and matching of information from
tion of law enforcement resources; and many databases to reveal a complex pattern of fi-
= assessments of money laundering by country.nancial activity by an individual, as a substantial

37 The Criminal Referral System was to have become operational in early 1994 but was delayed by a series of decisions increasing the
number of agencies to be served, the data to be included, and the reporting thresholds. It is now expected to be operational in September 1995.

38 These are the Office of the Comptroller of the Currency, the Board of Governors of the Federal Reserve System, the Office of Thrift
Supervision, the Federal Deposit Insurance Corporation, and the National Credit Union Administration.

39 About 20 percent of these inquiries were from local and state agencies, 77 percent from federal agencies, and 3 percent (214 inquiries)
from international agencies.

40For example, Jeffrey Rothfeder, a journalist and privacy advocate, charges that FInCEN . . .“creates files on financially active individuals;
these files are then electronically overlaid with information on individuals taken from supposedly secure federal databanks, which FiInCEN has
immediate online access to . . ."” and, Rothfeder concludes, FINCEN may therefore have invaded the privacy of “millions of innocent Ameri-
cans” by putting them under surveillance. Jeffrey Rothféttaracy for Sale lew York: Simon & Schuster, 1992).
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intrusion on citizens privaéy (see chapter 5 for border transactions and federal bank system cash
discussion of financial privacy). Especially asreserves), 2) international wire transfers, and 3)
FINnCEN opens up its databases to state and locedports of suspicious transactions. Large cash
law enforcement officials, the possibility of grosstransactions are reported to the agency under the
violations of financial privacy may increa$On  Financial Transaction Reports Act (FTR), which
the other hand, there have been a number of legiss similar to the U.S. Bank Secrecy Act. The FTR
lative and administrative attempts to expand Finwas amended in 1992 to require records of in-
CEN's power by fully exempting it from the ternational wire transfers also to be forwarded to
provisions of both the Privacy Act and the Right toAUSTRAC 44 (Domestic and bank-to-bank trans-
Financial Privacy Act3 fers not on behalf of customers are excluded.) The
Because of the international dimension ofagency also integrates data that indicates the
much financial crime, FInCEN needs to cooperateamounts of cash that financial institutions are
with law enforcement agencies in other countriestransferring from and back to the Bank of Austra-
Such cooperation is often complicated by the faclia (Australia’s central bank). This helps to identi-
that some countries have privacy laws more strinfy institutions where large cash transactions are
gent than those in the United States, that prohibitot being accurately reported. AUSTRAC thus
or limit the sharing of financial data, even for lawuses much the same techniques that FInCEN relies
enforcement purposes. (These issues are dish—i.e., relating disparate bits of financial in-
cussed in chapters 5 and 6.) FinCEN can shafermation from multiple databases—»but has the
BSA data with other countries on the authority ofadditional capability of adding wire transfer in-
the FInCEN director; however, to share the information.
formation in the other government databases that The AUSTRAC system for analyzing wire
it uses, FINCEN must get permission from thetransfer appears to be a close analog to the pro-
agencies that own the data. posed U.S. wire transfer analysis system, al-
FinCEN has close liaison with the internationalthough operational problems imposed by scale
Financial Action Task Force (FATF), and Interpol differences in the two countries’ banking systems
(see chapter 6). It has cooperative agreements wiind economies are significant (see chapter 4).
agencies similar to itself in several countries—AUSTRAC receives reports of all international
AUSTRAC in Australia (described below) and wire transfers, known as International Funds
TracFin in France. Transfer Instructions, within 24 hours of their
AUSTRAC (the Australian Transaction Re- transmission. An Electronic Data Delivery Sys-
ports and Analysis Centre) is Australia’s federatem (EDDS) allows automated transfer of this
agency for recording and analyzing financial re-data to AUSTRAC from financial institutions,
cords, closely analogous to FInCEN. AUSTRACwhich run EDDS software on IBM-compatible
collects and analyzes three types of data: 1) larggomputers equipped with a modem. Data is down-
cash transactions (including domestic and cross-

41| Richard Fischeflhe Law of Financial Privacy: A Compliance Gu{@ad ed.) (Boston: MA: Warren, Gorham, & Lamont, 1991) 2:03
(1), 2-11.

42 professor Joel Reidenberg of Fordham University School of Law cautioned OTA workshop participants (Sept. 28, 1994) that the expan-
sion of FINCEN’s work in the area of data matching and transaction profiling may violate the spirit of the Right to Financial Privacy Act, to the
extent that law enforcement “seeks to re-create an individual’s transaction patterns” without the authority of a court order.

43 Matthew N. Kleiman, “The Right to Financial Privacy vs. Computerized Law Enforcement, a New Fight in an Old\Rattiey&stern
University Law Review6, no. 4, Summer 1992.

44 AUSTRAC was originally known as the Cash Transaction Reports Agency; the name was changed when analysis of wire transfers was
added to its mission in late 1992.
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loaded to AUSTRAC daily. The system imposesment organizations. Finally, feedback from
minimal requirements on financial institutions, AUSTRAC's clients has been positive.
according to AUSTRAC. The Australian Taxation Office (similar to the
AUSTRAC integrates all of the financial data U.S. IRS) and Australian law enforcement agen-
into a single database, and can retrieve it through@es have had online access to FTR information
single query through the Transaction Reportsince 1990, and access to International Funds
Analysis and Query (TRAQ) system. TRAQ Transfer Instructions (IFTI) and other FTR in-
consists of three subsystems: basic query, repdidrmation since the second half of 1993.
preparation, and automated screening. The latter It must be emphasized, however, that the prob-
subsystem, called ScreenIT, automaticalljem of monitoring of wire transfers in Australia
screens FTR information for unusual transactionand the United States is very different in scale. In
that may be of interest to Australian taxation orAustralia, there are approximately 20,000 wire
law enforcement agencies. transfers daily, as compared with perhaps 700,000
ScreenlT is a knowledge-based application thainh the United States. In Australia, moreover,
couples state-of-the-art computing with theapproximately 90 percent of all reportable interna-
pooled knowledge and experience of Australia’'dional wire transfers pass through only four large
law enforcement and tax agencies, by whom ibanks rather than the 10 to 20 money center banks
was developed® It extracts from the financial da- that participate in the United States.
tabases specific pieces of information that meet
criteria set by these agencies. The objective in deUMMARY
veloping the system was to have it “automaticallyLaw enforcement agencies traditionally at-
detect information on major unusual transactempted to track money laundering in order to de-
tions. . . ." The items that are flagged often have taect and document an underlying crime. The
do with shell corporations, tax shelter and bank seattractiveness of this strategy grew as frustration
crecy countries, structuring of deposits and irregudeveloped over failed attempts to stop drug traf-
larities in relation to international trade, especiallyficking, and further increased as the role of money
when related to persons already under investigdaundering in terrorism, illegal arms trading, and
tion or previously identified as suspicious. white collar crime was realized. A series of laws
AUSTRAC officials believe that the ScreenlT gradually criminalized activities related to money
system has proven valuable. There have beenlaundering, and expanded civil procedures—no-
number of informal indicators that the system istably asset forfeiture—provided other weapons
successful at identifying suspicious transactionsfor controlling money laundering. However, some
In some cases, suspicious activities by particulaof these tactics—including tax evasion prosecu-
individuals have been identified by both ScreenlITiion and asset forfeiture—together with proposals
and by suspicious transaction reports issued by ffor increased monitoring of financial records,
nancial institutions. ScreenlT has also identifiechave aroused criticism. This is an area where there
cases involving persons already under investigas strong tension between the need for effective
tion by domestic and/or international law enforcedaw enforcement and the desire to limit police

45 Graham Pinner, Deputy Director, AUSTRAC, personal communication, Aug. 1, 1994. The development of ScreenIT was supported by
several agencies, beginning in late 1992. These agencies were: the Australian Securities Commission, Australian Federal Police, National
Crime Authority, Australian Customs Service, Australian Taxation Office, and AUSTRAC. The agencies formed a management group to guide
development of the system and to evaluate the information produced by the system. In October 1993, the management group began evaluating
information produced by a prototype system. Five months later, the ScreenlT Management Group unanimously agreed that the system was
successful in identifying potentially nefarious activity and that use of the system should move into an operational phase.”
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power in the interest of individual privacy and au- One institution that could play a central role in
tonomy. The use of computerized surveillance oEomputer-assisted monitoring of wire transfer re-
financial transactions could exacerbate these terords is FINCEN, and a model for this involve-
sions. ment exists—Australia’s AUSTRAC. However,
The institutional responsibility for federal anti- giving this expanded responsibility to FInCEN
money-laundering efforts is dispersed, but thereould require an order of magnitude increase in
are a number of mechanisms for interagencyhe agency’s resources. Many law enforcement of-
cooperation. State and local anti-money-launderficers, especially those in the field, question
ing programs are for the most part at an early stagehether the results would justify the allocation of
of development. Because of the national and inresources; but this may reflect a parochial point of
ternational dimensions of money laundering, fedview. Other critics of FInCEN object because of
eral leadership in its control is critical, as isthe implied invasion of individual privacy and
coordination among federal civilian law enforce-corporate confidentiality.
ment agencies, intelligence agencies, local police,
and federal and state bank regulators.



