Conclusions

Policy Options

oney laundering is one of the most critical problems fac-
ing law enforcement today. International crime probably
cannot be controlled or reduced unless criminal orga-
nizations can be deprived of their illegal proceeds. At
present, they enjoy a swift, silent, almost risk-free pipeline for
moving and hiding money—international wire transfers.

OTA was asked to evaluate the possible use of computer pro-
grams based on artificial intelligence (Al) to detect money laun-
dering through wire transfer systems. Two configurations are
proposed below that singly or sequentially could meet this need
and give law enforcement a potent weapon against money laun-
dering? There would be unavoidable economic and social costs.

The OTA assessment team and the project’s many advisors and
contributors were unable to conceptualize any Al-based configu-
ration of technology that was likely to effectively support law en-
forcement and at the same time:

= would place no burden on banks,

= would involve no significant intrusions on the financial priva-
cy of legitimate businesses and law-abiding citizens,

= would raise no troublesome issues in international relation-
ships, and

= would not require expensive systems development.

1 The assessment is concerned with monitoring of large-volume wire transfer sys-
tems—Fedwire, CHIPS, and SWIFT. It is not concerned with consumer-oriented elec-
tronic funds transfer mechanisms such as automated teller machines (ATMs), point-of-
sale terminals, or automated clearing houses.

and
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The most direct and conceptually simplest ONEY LAUNDERING AND
form of Al-based configuration—continual, auto- THE WORLD ECONOMY

mated, real-ime computer screening of Wireag commerce and trade have become increasingly
transfer traffic or records alone—would probablyjnsernational and increasingly dependent on ad-
not be effective in detecting money launderingy,anced communications technologies, so too has

OTA concluded. organized crime. Criminal enterprises closely

The OTA team and its advisors then evaluateghior many legitimate, productive business prac-

several alternative technological Conf'gUrat'onstices—understandably, because both criminal or-

These configurations differed in technological cayanizations  and business corporations are
pabilities, in possible institutional locations,

_ . : in designed for financial gain. Most organized crime
data requirements, in degree of automation, and Hepends on bringing to market a product (e.g.

the likely monetary and social costs_ of de\{elop—drugs) or a service (e.g., gambling) and on return-
ment and deployment. They also differed in the, 4 nrofits to those who own and control the orga-
way they would support law enforcement;aiion. Many criminal organizations, like

—whether they would identify new suspects, suprggitimate businesses, now rely heavily on wire

portinvestigations by uncovering evidence burieq,;nsfers to move funds swiftly and securely be-

in financial records, or to do both. tween banks around the world. South American

These configurations offe_r significant pror_nisedrug cartels, for example, are organized and be-
for control of money laundering. All have 0bvious 4y jike multinational corporations. Because at-

limitations and raise serious policy issues aslistefgmptS to interdict the flow of drugs into the

above. Yet control of international crime appearg jnited States have met with only limited success,
to be nearly impossible so long as its profits can bg 45 hecome increasingly desirable to stop the
moved with impunity through wire transfers. o,y of profits to cartel leaders and to seize the
Some minimum level of social and economic COS{g, nings and assets of participants in all phases of

may therefore be acceptable in order to strengthefe g trade. The same enforcement strategies
law enforcement against the threat posed by fizre nromising in attacking other criminal activi-

nan_cial C”F"e- . _ _ ties, including racketeering, white collar fraud and
Viewed in this light, two of the configurations omnezzlement, and terroridisee box 7-1).
developed in this project look sufficiently attrac- | o\, enforcement agencies have usually at-

tive that prototyping and testing should be considg, ceq organized crime by attempting to incarcer-

ere_d under new spe(_:ifically and sensitivelyaia its workers. The newer, complementary
defined statutory authority. These two technologysm,itegy of disrupting its business practices by

options—*targeted access to wire transfer regemming the flow of profits and seizing assets re-
cords” and "two level screening of wire ransfer ,, ives more information about the behavior and
traffic’—are outlined in the concluding section of ;e rapilities of criminal organizations. Law en-

this chapter, along with two less acceptable congy cement must of necessity match the growing
figurations.

2 Terrorism, unlike the other crimes mentioned, is usually not aimed at financial gain. Terrorists may smuggle or wire money into this (or
other) countries to support themselves and their activities, however, and like other money launderers wish to conceal both the origin and the
destination of the funds.

3 Some experts have commented that the targeting of individual criminals and “individual-oriented prosecutions” may only “help to open the
promotion ladder within organized crime groups, moving new individuals into management positions while the group and the crime matrices
they engage in continues.” Peter A. Lupsha, “Steps Toward a Strategic Analysis of OrganizedoticesChief vol. 47 No. 5, May, 1980, as
guoted and expanded on by Malcom K. Sparrow, “Network Vulnerabilities and Strategic Intelligence in Law Enforé¢eteligehce and
Counterintelligenceyol., No. 3, 1991, p. 256.
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BOX 7-1: Terrorism And Money Laundering

Terrorism 1s “deliberate employment of violence or the threat of violence by sovereign states, or
by subnational groups possibly encouraged or assisted by sovereign states, to attain strategic or politi-
cal objectives by acts in violation of law Intended to create a climate of fear in a target population larger
than the civilian or military victims attacked or threatened." Increasingly, terrorism has religious, racial,
or ethnic as well as political motivations It may be purely domestic, as is suspected to be the case in
the Oklahoma City explosion in April 1995, or the terrorists may come from other countries. Terrorism
may range from one or a few violent actions meant to make visible some cause or grievance, to contin-
uing warfare against an entrenched regime.

Terrorists, as well as drug traffickers and other criminal organizations, need to launder money It
takes money for weapons and explosives It takes money to get terrorists to their targets, and then into
hiding. Continuing subversive organizations also need money for maintaining networks, and for the sup-
port and protection of active members, their dependents, and their survivors According to one expert,
the amount of money that the Irish Republican Army has required to support its nonactive units and to
contribute to the families of those killed or imprisoned, is “significantly greater than the funds required
for direct action.™

This money must be raised and hidden, and in many cases must be carried or sent across na-
tional boundaries. Both the origin and the destination of the funds must be concealed. Individuals or
small groups may try to handle this themselves, but it is thought that larger and more highly organized
terrorist organizations seek the help of specialized money launderers, whom they may contact through
organized crime.’

'U.S. Congress, Office of Technology Assessment,Technology Against Terrorism: the Federal Effort OTA-ISC-481 (Washing-
ton, DC U S Government Printing Office, July 1991, p 16-17) This definition is derived from comparison of several definitions used
by the U S Department of State, Department of Defense, and CIA See also, U S Congress, Off Ice of Technology Assessment,
Technology Against Terrorism: Structuring Security, OTA-ISC-511 (Washington, DC U S Government Printing Office, June 1992)

’Dr. Barry A K Ryder, in a Memorandum on Organized Crime submitted to the Home Affairs Committee of the British House of
Commons, Nov 16, 1994, reproduced in Money Laundering, Forfeiture, Asset Recovery Offshore Investments, and International Fi-
nancial Crime, a Conference Course Book, Feb. 23, 1995 Oceana Publications, p 129

*Some law enforcement experts argue that formerly sharp distinctions between traditional criminal organizations and terro-
rists may be breaking down (Ryder, op. cit., footnote 2) Terrorists not only need the money laundering expertise that criminals have or
know how to contract for, they are also sometimes willing to engage in non-political criminal activities to raise funds for terrorist activi-
ties. This leads them to collaborate with criminal groups, but it may also make them competitors Criminals, on the other hand, may
adopt some of the terrorist tactics, such as threat of product contamination, as a means of extortion Either group may have access to
weapons and ammunition—smce the breakup of the Soviet empire, even to weapons of mass destruction—and maybe willing to sell
them to the other,

(continued)

sophistication of international criminal activities.
Successful law enforcement now depends on fi-
nancial analysts as well as agents, databases as
well as weapons, and strategic assessments as well
as raids. The use of advanced information technol-
ogies and computerized databases as a shared re-
source among several law enforcement agencies,
is on the cutting edge of modern law enforcement.

All of the money generated by criminal orga-
nizations cannot—as cash—nbe efficiently used

for organizational maintenance or safely distrib-
uted as profits. In today’ s world of checks, credit
cards, and electronic funds transfer, a large bundle
of bills immediately draws the suspicion of bank-
ers and the attention of law enforcement agents.
The fastest way to move millions of dollars out
of sight of law enforcement is to use international
wire transfers, even though this requires first plac-
ing the money into a bank. With approximately
700,000 wire transfers every day, illegal transfers
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BOX 7-1: Terrorism and Money Laundering (Cont'd.)

Under the International Emergency Economic Powers Act‘and related legislation,’the President
can direct U S financial institutions to freeze the assets and block the accounts of persons and orga-
nizations belonging to designated hostile or renegade countries The regulations implementing this act,
which currently applies to Cuba, Libya, Iraq, Haiti, and the Federal Republic of Yugoslavia (Serbia and
Montenegro), are administered by the Dept of Treasury’s Office of Financial Assets Control (OFAC)
Over 2,000 people, groups, and companies are on the OFAC list of “Specially Designated Nationals
and Blocked Persons “

On January 23, 1995, President Clinton ordered that the assets of 30 Arab and lIsraeli groups be
frozen, “in an attempt to prevent terrorist groups or their supporters in the United States from using the
American banking system to finance terrorism. "

Administration officials said that they did not know whether these groups actually had assets in
the United States However. some officials estimated that as much as 30 percent of the financial aid
from supporters intended for Hamas, a Palestinian terrorist group, may pass through the United States ’
In late 1994, Israel sentenced Mohammed Salah, a used-car salesman from Bridgeview, lll., for carrying
orders and thousands of dollars to Hamas leaders in Israel and the occupied territories

Terrorism is not listed in U S anti-money-laundering statutes as one of the “predicate crimes” de-
fining money laundering, although FBI officials point out that terrorism usually involves murder, kidnap-
ping, robbery, or extortion all of which are predicate crimes for money laundering As a result of the
Oklahoma City and World Trade Center bombings in the United States, OTA has been told, proposals
are being framed to add terrorism to the list of money laundering predicate crimes

‘60 U.S.C. §§ 1701-06
*Trading with the Enemy Act, 50 U.S.C. App. 88 1-44, Iraq Sanctions Act, Pub L 101-513, 104 Stat 2047-55 United Nations

Participation Act, 22 U.S.C. § 287c, International Security and Development Cooperation Act, 22 U S C 2349 aa-9; 18 U.S.C. § 1001
°Elaine Sciolino, “Bankrupting Terror, ” The New York Times, Jan 26, 1995, Sec A

"Sciolino, op. cit., footnote 6

SOURCE: Office of Technology Assessment, 1995

are easily hidden. Their audit trails are obscured
within enormous databases that are generally safe
from law enforcement investigators. By compari-
son, physically smuggling cash and even paper-
based monetary instruments across national
boundaries—although often successful—is slow
and unacceptably risky.

Wire transfer systems—Fedwire, CHIPS, and
SWIFT*---are open conduits for the two-way flow
of illegally gained money from the United States
to drug kingpins and back to the United States for
investment or purchases. Making these conduits

less hospitable to money launderers is therefore a
high priority. At the same time, the efficiency of
wire transfers for the conduct of American and
world financial transactions must be maintained.

Inspection of the traffic through wire transfer
systems, or ready access to wire transfer records
after transmission, could make it possible to iden-
tify otherwise unsuspected operations or collect
additional evidence against suspects (figure 7-1).
Real-time inspection has been assumed to be im-
practical because of the speed and volume of
transmission, and because it is critically important

*See chapter 2 for description of these systems. As discussed in Chapter 2, SWIFT is not technically awire transfer system but a communica

tions system for transmitting book transfer instructions; Fedwire is a domestic transfer system but facilitates transfers among and between U.S.
banks and U.S. branches of foreign banks which have the effect of internationa transfers.
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that legitimate wire transfer traffic not be imped-
ed. After-the-fact inspection of wire transfer re-
cords is aso difficult; the databases containing
them are almost unmanageably large, and individ-
ual records have been difficult to retrieve. Once
found, the records have been relatively uninfor-
mative because of the sparse information con-
tained in a transfer message.

The Department of Treasury and the Federal
Reserve System have taken the first step in im-
proving this situation with wire transfer record-
keeping regulations that will take effect in
January, 1996. These regulations, discussed in
chapter 2, will require that a wire transfer message
carry essential information (originator bank,
beneficiary’s bank) in al segments of its journey.
This will make it somewhat easier for law enforce-
ment to find and retrieve evidence to be used
against suspects, but it offers no help in detecting
unsuspected operations. The existence of the
transfer and some facts about it must be known in
advance, in order to make retrieval possible and
legd.

To overcome the operationa difficulty of mon-
itoring wire transfers to detect money laundering
operations, several kinds of advanced computer
capabilities using artificial intelligence (Al) have
been proposed. These were explored in chapter 4.
Chapters 1 through 3, in describing the process of
electronic money laundering and its control, noted
explicitly and implicitly some of the requirements
for such systems, and some of the constraints on
their development. Chapters 5 and 6 pointed to

still other problems. In summary, these con-
straints include:

= problems in characterizing electronic money
laundering—in other words, how to specify
what the computers should look for;

= problems of designing systems that meet the
needs of, and will be effectively used by, law
enforcement agencies,

= concerns about individual financial privacy and
corporate confidentiality;

= international considerations, especialy foreign
bank secrecy and data protection laws;

= concern for the burdens that may be laid on fi-
nancia institutions and thence on the strength
and competitiveness of U.S. payments systems
and clearance mechanisms; and

= the costs of developing and deploying systems
compared to the possible benefits accruing to
law enforcement.

Most of these constraints are summarized be-
low with frequent reference to earlier chapters for
more detail; the last two are discussed in describ-
ing specific systems under consideration. This
chapter lays out severa alternative technological
and institutional configurations for considera-
tion by Congress and executive agencies. The
strengths and weaknesses of each aternative con-
figuration are described to provide a range of op-
tions for public policy makers. These options
include possible prototyping and trial of one or
more configurations.

I
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WHAT WOULD A COMPUTERIZED Not only is it difficult to recognize a specific
MONITOR LOOK FOR? wire transfer as illegitimate or suspect, but it is

There are nearly 500,000 wire transfers daily iSO difficult to recognize money laundering ac-
Fedwire and CHIPS with a total value of about $21Vily- Law enforcement agents, bankers, and
trillion, and some 200,000 more messages oRank regulators readily admit that they cannot at
SWIFT initiating book transfers in the United thiS time supply the sets of indicators that would
States. OTA estimates that about 0.05 percent GIOW an expert system reliably to tag suspect wire
the transfers represent money laundefirihe transfer activity.Constructing reliable “profiles”
one-in-two-thousand transfer that is illicit is diffi- Of Money launderers or money laundering opera-
cult or impossible to distinguish from ordinary tONS encounters several problems:

business transactions. Some reasons for this are hdlifferences in tactics according to the nature of
follows: the underlying crimes: drug-related, gambling

and prostitution, embezzlement, fraud or ter-
= Money laundering operations usually are kept rorism:
separate from other parts of the criminal orgax differences in tactics according to ethnic, cul-
nization (e.g., the drug handlers) so that there tyral, or geographical source (South American
are few identifiable links between money flow drug Carte|s’ the Asian heroin trade’ Vietnam-
and the activities that generate the money. ese gangs, ltalian Mafia, U.S. Mafia, etc.); and
= Many money launderers use shell corporations the readiness of money launderers to switch
or front Companies that cannot eaSin be distin- qu|Ck|y among alternative modes of money
guished from legitimate enterprises. laundering—for example, smuggling, wire
= Legitimate corporations and financial institu-  transfers, use of false invoicing—according to
tions, as well as money launderers, use banks \hat they perceive to be the current allocation

and hold corporations in “tax haven” and *bank  of attention and resources by law enforcers.
secrecy” countries, for a variety of reasons.

= Money launderers often use certain kinds of
specialized bank accounts for cash aggregalgESlGNlNG SYSTEMS FOR USE
tion, disbursing funds, or receiving funds be-BY LAW ENFORCEMENT
fore or after wire transfer; these bank accounté\ny monitoring system that is developed must
having been designed for similar uses by legitihave high credibility with field enforcement
mate corporate customers of large banks.  agents or it will tend not to be used. This is a seri-
= Many practitioners of money laundering areous problem, because screening systems applied
professionals, often accountants or lawyersto wire transfer records are likely to produce a high
well versed in sophisticated techniques of caslproportion of false positives (see box 4-5 in chap-
management, tax reduction, currency tradinder 4). This could reduce the system’s credibility,
and exchange, etc., and may serve both legitat least for some time, and the necessity of dis-
mate and illegal clients. proving the false positives and sorting out fruitful
= Banks have difficulty in applying “know-your- leads would meanwhile consume scarce re-
customer” indicators to users of wire transfers. sources.

S See box 4-4 for details of this estimate.

6 Most wire transfer instructions reach the funds transfer department of a money center bank electronically from the computers of branches,
other banks, or corporate customers. Wire transfers by individuals are generally originated at a local branch office of the bank, but money laun-
derers are likely to use several branches so that their patterns of behavior do not become apparent. In part for these reasons, voluntary reporting of
suspicious wire transfers has not proven effective in the past.
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From 1970 to 1995, Congress developed a leg- FInCEN, although located in the Treasury De-
islative framework for attacking money launder-partment, supports all of these agencies and also
ing, responding to the problems encountered ittocal and state enforcement agencies, with analyt-
law enforcement by enabling progressively morac services based on advanced information
stringent enforcement strategies: technology. FINCEN assesses Currency Transac-
tion Reports (CTRs) from financial institutions,

= first, creating an audit trail for certain kinds =~ .
. ; using Al and other techniques that would be ap-
of transactions through recordkeeping and re-

porting requirements imposed on financialpmpriate for monitoring wire transfers. FINCEN

institutions and some other commercial estab'gherefore gets detailed consideration in the op-

lishments: tions laid out below.

= secondly, by directly criminalizing money . The interaction of these two aspects of money

laundering and complicity in money launder- . undering control—direct enforcement and intel-
ing; ligence—creates tension and difficulties both

= subsequently, by increasing the penalties botRMONg the agencies and within each agency. Di-

for money launderers, and for financial and Oth_rect enforcement must protect its undercover op-

er institutions that fail to comply with reporting _eratlons_and informants through clpse C.OerI of
requirements; and information and guarantees of confidentiality. By
= finally, by extending civil asset seizure and for-contrast, intelligence and strategic analysis often

feiture provisions to money laundering pro- relies on sharing of data, interactive analysis, and
ceeds. dissemination of information. Although both the

willingness and the ability to cooperate among
At the federal level, as described in chapter 3agencies has greatly increased in recent years, ten-
efforts to control money laundering are distrib-sions remain. Field agents tend to disparage the
uted primarily among four law enforcement agenwork of intelligence units, both those within their
cies and the Financial Crimes Enforcemenipwn agency and FinCEN, and to resist any efforts
Network (FINCEN), a financial crime data analy-to reallocate resources from undercover opera-
sis and intelligence agency which is also responstions to strategic analysis or data analysis. To
ble for administering the Bank Secrecy Act. counter this, new mechanisms for detecting elec-
The Federal Bureau of Investigations and theronic money laundering must be highly credible

Drug Enforcement Administration, both part of o Jaw enforcement agencies and their field
the Department of Justice, have their primary foagents.

cus on underlying crimes such as racketeering and

drug trafficking, but have added strong attentio

to money laundering control. The Internal ReveI]DFWACY AND CORPORATE
nue Service's Criminal Investigations Division CONFIDENTIALITY

and the U.S. Customs Service, both in the TreaAdvances in technology often challenge the so-
sury Department, focus directly on money laun-<ially accepted balance between the power of the
dering because many financial crimes constitutstate to enforce laws and the autonomy and priva-
evasion of taxation and are considered a direaty of citizens. Communications and computer
threat to the integrity of the U.S. dollar. In spite oftechnologies in particular may inadvertently pro-
these subtle differences, all of these agencies havéle new opportunities for crime, new ways of
field offices and agents, conduct undercover opeoncealing crime, and new ways of evading appre-
erations, mount raids, and apprehend criminaldension. On the other hand, they also increase the
all four also increasingly use databases, intelligovernment’s power for intrusive surveillance of
gence analysts, and computer-assisted analysisall citizens.
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Supreme Court Justice Sandra Day O’Connonize wire transfers that cross its borders. In fact,
recently expressed this sense of a balance to Isection 1515 of the Annunzio-Wylie Anti-Money
maintained: Laundering Act of 1992 grants the Department of

In recent years, we have witnessed the advent the Treasury the authority to “request” records of
of powerful, computer-based recordkeeping international wire transfers from banks.

systems that facilitate arrests in ways that have Disclosure to law enforcement agents of bank

never before been possible. The police, of records of domestic transfers now requires some

course, are entitled to enjoy the substantial ad- form of judicial process. Most of the technologi-
vantages this technology confers. They may not, ca| options discussed below call for a more gener-
however, rely on it blindly. With the benefits of 5 grant of access to wire transfer records for law
more efficient law enforcement mechanisms oo rcement. The intrusion might be minimized
comes the burden of corresponding constitu- ., - |ais|ative regime restricting the uses of the

tional responsibilitieg. : Y .

data and further disclosure, limiting the duration

Money launderers now take full advantage ofyt retention, and providing safeguards for data se-

the efficiency of modern funds transfer systems. 'f:urity. A limited means of granting increased ac-

law enforcement agencies are given ready acceggss to domestic wire transfers would be to confer
to wire transfer data in an attempt to redress thgubpoena authority on FInCEN (see box 7A).

balance, for every money launderer identified ot 26 means of safeguarding the confiden-

suspect investigated, thousands of corporationg,jivy interests of corporations, the parties pre-
and individuals would see their financial Privacy qominantly using wire transfer systems, would be

reduced. How the balance between law enforc&, nermjt expedited dispute resolution for claims
ment and privacy is restruck is thus an importang . ~onomic detriment.

factor in assessing potential monitoring systems. - g \hsequent manipulation of the wire transfer
In striking this balance, several points should.qqq4s  relating them to financial, personal, or
be considered that undermine the claim to finanzorate data in other databases, is a form of
cial privacy in wire transfe_r records. First, Con-Comlouter matching, to which many people vigor-
gress has plen.ary aut.horlty over the stream Otgusly object on grounds of privaBMost of the
interstate and international commerce. Second,qnqayrations also call for retaining wire transfer
the Supreme Court has expressly noted the 1y,i5 on subjects classified as “suspicious,” many
duced privacy interests in financial records mains . hom will turn out to be innocent. This would
tained at banks as compared to such things g$eate a new database within the government, with

books, pamphlets, and private papers (see chaplgfy aitendant concerns about inaccurate or obso-
5). Finally, the U.S. Customs Service has virtuallyjete jnformation and use of information beyond
unlimited authority to search people, goods, ang,q initial purpose for its collection.

documents crossing U.S. borders. The right of & g,iqting federal and state legislation and judi-
nation to protect its borders and the integrity of itsj5| hronouncements on data protection have been
money supply arguably extends to mternatlonahkened to a “patchwork quilt” The Supreme

wire transfers as well. Thus, the United States haéourt has ruled that the Fourth Amendment does
a particularly strong case for the power to scruti-

7 Arizonav. Evans, DocketNo 93-1660) (March 1, 1995), Justice O’Connor, with whom Justice Souter and Justice Breyer join, concurring.

8 The Computer Matching and Privacy Protection Act (Pub. L. 100-503) limits government computer matching, although law enforcement
enjoys an exemption from its dictates. (5 U.S.C. §522a(a)(8)(B)(iii))
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| BOX 7-2: Subpoena Power

Conferring subpoena power upon FINnCEN or another federal agency to demand wire transfer re-
cords represents a considerable departure from the traditional model of criminal investigations-the
grand jury of citizens issuing subpoenas and indicting targets Nonetheless, federal administrative
agencies have accumulated a broad variety of subpoena and summons powers in order to ensure
compliance with their regulations and orders As some violations of agency regulations may also involve
criminal conduct, the distinction between civil and criminal investigations has blurred In addition, some
civil penalties have grown so large as to become nearly criminal in nature For Instance, the Department
of Justice has subpoena authority to investigate potential civil violations of law carrying penalties of a
million dollars a day As a result of this blurred distinction between civil and criminal investigations,
some have called for consolidating the form that subpoenas take.

Subpoenas in a Nutshell

All subpoenas must navigate constitutional and legislative requirements Generally courts will en-
force administrative subpoenas where the agency can make the prima facie showing that 1 ) the inves-
tigation is pursuant to a legitimate purpose; 2) the inquiry is relevant to that purpose, 3) the information
is not within the agency’'s possession; and 4) the administrative procedures in the authorizing statute
are followed Next, negative challenges to the subpoena must be withstood

The U.S. Constitution guards against overly broad, indefinite subpoenas the items sought must
be described with particularity A grand jury subpoena has been quashed where the court found that
there was no reasonable possibility that the subpoenaed materials would produce Information relevant
to the grand jury Inquiry. United States v. R. Enterprises, 498 U.S. 292 (1991). Likewise in the civil con-
text, a federal appellate court has quashed a subpoena issued by an agency evaluation before it had
Independently concluded that a violation was likely. SEC v. Wheeling-Pittsburgh Steel Corp., 648 F.2d
118 (3rd Cir. 1981) (en bane)

Another line of cases has spoken to the complex relationship of civil and criminal investigations,
in the context of challenges to Internal Revenue Service (IRS) civii summonses These decisions have
prohibited the use of the civili summons once a matter has been referred to the Department of Justice
for possible criminal proceedings Congress later codified this rule in the Internal Revenue Code °*
Speaking generally, use of IRS civii summonses has been enforced by the courts where the IRS is
deemed not to have a “solely” criminal purpose in issuing the summonses °This would appear to pres-
ent a victory of the traditional grand jury model of subpoena authority in solely criminal investigations,
but subpoenas issued by a FinCEN would also be aimed at uncovering potential targets for civil forfei-

ture.

*Hughes, Graham, “Administrative Subpoenas and the Grand Jury Converging Streams of Criminal and Civil Compulsory
Process," 47 Vanderbilt L. Rev 573-672 (April 1994) Legislation has increasingly conflated the form of subpoena—see, e g the
Electronic Communications Privacy Act, at 18 U S C 2705, adverting to the alternate use of either a grand jury subpoena or an
administrative subpoena. Look also to the fact that the Right to Financial Privacy Act expressly permits the use of “available” subpoe-
na authority to gain access to financial records, without requiring the use of a grand jury subpoena

‘26 U.S.C. 7602(c)

*Others take the diameterically opposing position: only the gravity of criminal violationsjustifies the use of subpoena authority
Support for this proposition is also found in RFPA, at 12 U.S.C. 3405, specifying that administrative subpoenas will permit disclosure of
records covered by RFPA only if “thereis reason to believe that the records sought are relevant to a legitimate law enforcement inquiry.”
This provision also acknowledges that administrative process may be used for criminal investigations.

(continued)
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BOX 7-2: Subpoena Power (Cont'd.)

Despite these limitations on subpoena powers, it should be noted that courts have never sug-
gested that a subpoena must be supported by probable cause, particularly for bank-held records ‘In
the floor debate incident to the passage of the Right to Financial Privacy Act (RFPA), two senators de-
bated the requirement of probable cause, rejecting it as a legislative standard for access to records
covered by RFPA.

While probable cause is not required, it might be argued that the grand jury still fills a vital role as
an intermediary, a panel of peers Interposed between the target of the Investigation and the investigat-
ing constabulary, to temper possible excesses But the federal right to an Indictment by grand jury
does not connote a right to criminal investigation mediated by the grand jury. That is, “nothing in the
Hughes

ns

tradition of grand jury practice supports the exclusion of material gathered by civil process.
stresses that the grand jury’s role in indictment serves as the ultimate trammel on prosecutorial abuses
in protecting the liberty of the innocent. °

Electronic Subpoena

In order to facilitate investigations and streamline the often slow process (also, reduce costs of
bank compliance once start-up costs are absorbed), it has been proposed that FInCEN be endowed
with subpoena power that could be exercised electronically, This creates several problems First, banks
may resist the electronic subpoena, necessitating drawn-out and costly enforcement actions in court,
however, should the federal government prevail, further bank resistance might be quelled, Second,
subpoenas currently served upon third parties, such as banks, generally require notification to the in-
vestigation’s target and opportunity to quash. 'RFPA provides for delayed notice, upon judicial finding
that 1) the investigation is within the lawful jurisdiction of the agency seeking the record, 2) there s
reason to believe that the records are relevant to a legitimate law enforcement Inquiry, and 3) there s
reason to believe that such notice will result in destruction of evidence, flight or otherwise Jeopardy to
the investigation.’In the case of wire transfer records sought by electronic subpoena, there would nei-
ther be opportunity to quash the subpoena on the basis of irrelevance or lack of a legitimate law en-
forcement purpose, nor the requirement of a showing that the records sought might jeopardize the in-
vestigation if notice is provided With the electronic subpoena, neither a grand jury nor the judiciary
itself would temper the administration of law enforcement investigations, a significant cost undermining
the benefit of rapid access to wire transfer records Of course, the mild remedy of delayed notice could
be required, as it is in RFPA’s section 3409(b),

‘“Since no Fourth Amendment interests of the depositor are implicated here, this caseis governed by the general rule that the
Issuance of a subpoena to a third party to obtain the records of that party does not violate the rights of a defendant, even if a criminal
prosecution Is contemplated at the time of the subpoena s issued “ United States v. Miller, 425 U S 435, 444 (1976)

*Hughes, 47 Vanderbilt L. Rev. at 625-26 See also, Costello v. United States 350 U.S. 359, 362 (1956).

*Ibid.

'See, e.g. rRePa, 12 U.S.C. 3405(2) (for administrative subpoenas) 26 U S C 7609(a) and (b) provide the special procedures
for I.R.S. third party summonses, although subsection (g) provides an exception in circumstances where there is reasonable cause to
“believe the giving of notice may lead to attempts to conceal, destroy or alter records relevant to the examination “

12 U S C 3409(a)

SOURCE Office of Technology Assessment, 1995
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not prohibit the government from obtaining finan-[INTERNATIONAL CONSIDERATIONS

cial information that has been revealed toabanl@iaW enforcement access to international wire

an individual or corporation has no legitimate X+ ansfer data raises additional questions about sev-
pectation of privacy in this financial informatién. eral things:

Congress partly compensated for this by passing
the Right to Financial Privacy Act (RFPAut = foreign bank secrecy and blocking laws,
courts have held that this act does not protect wire foreign data protection laws governing the
transfer information at all stages of its transmis- trans-border flow of data or precluding inclu-
sion. Nor does its protection extend to corpora- sion of some information on wire transfers,
tions and large partnerships. Most wire transfer potential effects on the international flow of
users are corporations, who fear the leakage of capital and on the role of the dollar in interna-
sensitive financial information to their competi-  tional payment systems, and
tors. = jssues related to unilateral, bilateral, and multi-
The Electronic Communications Privacy Act |ateral arrangements for cooperation in crime
(ECPA) limits government access to wire transfer control.
records, although this protection applies only un-
til the records are transferred from electronic form While U.S. law enforcement currently may
to another medi&® ECPA specifically bars a ser- subpoena records of international wire transfers
vice provider from monitoring communications held by U.S. banks, bank secrecy laws and block-
for evidence of criminal conduct. This provision ing laws in many countries may limit the useful in-
would have to be changed or new legislation writformation carried on incoming wire transféfs.
ten to allow the proposed wire transfer monitor-This problem is of growing interest to law en-
ing. forcement, as much money wired overseas for
Some argue that if wire transfer users are givetundering is thought to flow back to the United
effective notice of wire transfer monitoring or re- States, also by wire transfer, for investment. Some
cord searching, their continuing use of wire transcountries with strong bank secrecy laws are now
fer systems would imply consent. Others say thamore willing to cooperate with international law
intrusion is minimized because there are alternggénforcement. This cooperation through interna-
tive forms of payment, e.g., checks. In practicefional bodies such as the Financial Action Task
however, this argument lacks merit: the pace oForce (FATF) and the United Nations, could be
trading in world markets now requires almost im-imperiled by aggressive unilateral law enforce-
mediate transfer of funds. As alternative modes ofnent efforts (see chapter 6).
electronic payment, e.g., “digital cash,” develop, The practical problem remains that banks in se-
whatever precedents are set for access to wigecy jurisdictions or data protective countries
transfers might also be applied to these alternanay be compelled to protect their customer’s ano-
tives. If not, digital cash or “the electronic purse” nymity by not identifying the originator on a wire
may provide another channel for dirty money, sdransfer message, thus frustrating some screening
that monitoring of wire transfers will no longer be systems. Even if the United States, as was once
effective (see box 7-3). proposed, refused to permit its domestic banks to

9 United States. Miller, 1976. Some states (e.g., California) extend constitutional protection to financial privacy (see chapter 5).

10Fedwire converts the information to microfiche after six months, while money center banks may maintain the records on optical disk for up
to five years.

11Bank secrecy laws prohibit banks from releasing customer information to third parties; blocking laws prevent foreign law enforcement or
judicial authorities from obtaining access to protected data.
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BOX 7-3: Digital Money

A growing number of technologies are being devised for transferring payments over electronic
networks, These technologies, known under the general rubric of digital money, may dramatically alter
the environment within which policies on money laundering and wire transfers must operate, Although
the use of digital money sin its infancy, its use is likely to grow dramatically in the next several years,
Policy makers contemplating action on money laundering should consider how their policies will operate
in the world of digital money that is likely to emerge within the next five years,

Digital money offers both advantages and pitfalls, The new capabilities offered by the technolo-
gies could facilitate electronic commerce, assist the growth of new types of businesses, and allow con-
sumers to preserve privacy when they desire, At the same time, it could render existing policies and
laws obsolete by altering who can provide financial services, what records those services generate,
and whether those records are accessible to law enforcement,

Technologies

Most technologies for digital money are designed to escape limitations or drawbacks of existing
payment methods. For example, cash payments cannot be conducted over electronic networks and
large payments require handling bulky paper currency, Credit card payments can be made with only a
single number (allowing fraudulent use) and identify the person making the payment (perhaps sacrific-
ing individual privacy), Payments using checks cannot be made over electronic networks, can be coun-
terfeited, and identify the person making the payment,

Some approaches to electronic payment make minimum modification of existing payment
schemes. ‘For example, one approach involves the escrow and verification of conventional credit card
Information. This scheme is currently in use by First Virtual Holdings, Other systems are electronic ana-
logues to conventional payment methods, For example, NetBill is essentially a credit card service cus-
tomized to support electronic commerce. NetCheque is essentially a method of sending electronic
checks.

Methods based on credit cards and checks, however, have several disadvantages, First, pay-
ments with credit cards and checks provide vendors with information about the buyer This information
can be used by vendors to build up detailed profiles of their customers, particularly when the vendor
can purchase additional information to correlate with transaction records, In contrast, transactions car-
ried out with cash do not provide the seller with identifying information, Privacy advocates see this as a
key advantage of cash transactions, Second, credit cards and checks both require vendors to extend
credit to buyers and enter into a relationship with third parties such as the buyer's bank or credit card
issuer, In contrast, cash is “legal tender for all debts, public and private, ”

'The specific schemes mentioned in this box (and their Internet uniform resource locators (URLS)) are: First Virtual Holdings,

Inc., a corporation established in 1994 (http://www.fv.com); NetBill, developed by researchers at the Information Networking Institute

at Carnegie Mellon University (http://www. ini.cmu.edu/netbill/); NetCheque, developed by researchers at the Information Sciences

Institute at the University of Southern California (http://nii-server.isi.edu/info/NetCheque/); DigiCash, a Dutch corporation
(http://www.digicash.com/).

(continued)

process incoming wires that do not namethe origi-  avoidance to bank account holders create a hospi-
nator, foreign banks could still insert afictitious  table base for money launderers. But banking ha-
name. vens have legitimate as well as illegitimate uses

Banking haven countries—for example, the  and increasingly play an important role in the
Cayman Idlands—that offer secrecy and tax  world economy. Large corporations and banks le-
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BOX 7-3: Digital Money (C

Electronic analogues to physical currency are in development. For example, Digicash’'s ecash al-
lows payment in many of the same ways as physical currency. Every user of ecash must hold an ac-
count in a digital bank on a network. When users withdraw money from their account, their computers
generate a unique serial number for each digital “token” that represents a unit of currency. Those to-
kens are sent to the user's bank, which withdraws funds from the users account, authenticates each
token by encoding the serial number with its private key, and returns the tokens to the user.’The au-
thenticated tokens can now be transferred (much like physical currency) to a vendor. By using the
bank’s public key, the vendor can verify the authenticity of the tokens. The vendor then transfers the
tokens to the bank which verifies that the tokens have not already been redeemed and credits the ven-
dor's account.’Digicash’s ecash is currently being tested on the Internet prior to releasing the fully op-
erational service. As of January 1995, about 5,000 people from nearly 50 countries had applied to par-
ticipate in the test.

Other schemes for digital cash involve the use of smart cards. Smart cards are the size and
shape of standard credit cards, but contain a tamper-resistant electronic chip and magnetic storage.
The card acts as an electronic storage and processing device for electronic tokens. To deposit money
onto the card, a user would insert it into a machine similar to an automatic teller. To pay for goods or
services, the users would transfer tokens from their cards to a vendor's storage device (another card or
a different type of device incorporating the tamper-resistant chip). The chips ensure that electronic to-
kens are not duplicated or spent twice.

Effects

Digital money will make the Internet more attractive to vendors and to consumers. Digital money
will facilitate the sale of information over networks by allowing for the contemporaneous payment for
textual, photographic, audio, and video data as they are transmitted. This will facilitate electronic pub-
lishing by providing profits to the creators of intellectual property. Some forms of digital money may also
offer possibilities beyond those of paper money, such as providing a permanent link to the legitimate
owner or allowing the imposition of constraints on its use (e.g., parents could prevent children from us-
ing the digital money on cigarettes, or governments could limit the use of welfare payments).

Unfortunately, digital money could also facilitate money laundering. The problem of smuggling
bulky paper currency potentially evaporates: if millions of dollars may be stored on a smart card, then
an entire year's worth of drug revenues might only fill a wallet and could be transported quickly and
securely. If the digital money can be accessed via computer, then there need be no physical trans-
portation at all. Funds accumulated in one country could be accessed and downloaded in another. Dig-
ital money may render the Currency Transaction Report (CTR) irrelevant: if transactions are as simple
and anonymous as exchanging paper currency, then traffickers in narcotics may never need to place
their funds in banks at all. At the same time, existing laws and regulations may suffice to control the
possible criminal use of digital money: transactions over $10,000 could require generation of an elec-
tronic record, as is currently the case with paper currency.

“Like many network payment schemes, digital cash relies on public key encryption. Public key encryption functions by using
two keys A key is a long string of letters and numbers that can be used to encode a message. A message encoded with one key can
only be decoded with the other key (and vice versa). One key cannot be computed from the other key. Users make one key, called the
public key, available to anyone who wants to send them a message. Users then decode messages they receive by using the other key,
called the private key.

°Ecash does not reproduce one key advantage of physical cash, the ability to accept payment from consumers without hav-
ing to extend credit, Vendors must check with a digital bank before accepting payment to determine whether the tokens have already
been used and must immediately redeem electronic tokens at the bank.
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) BOX 7-3: Digital Money (Cont'd.)

Advocates contend that electronic payment systems are relatively safe from criminal uses, For
example, Digicash argues that their form of electronic cash (ecash) is “totally useless” for drug sales,
First, the anonymity of ecash s present only for the buyer, not for the seller of goods, Any one drug
buyer could Identify drug sellers if the buyer decided to cooperate with law enforcement authorities
Second, ecash must be deposited with a bank after a single transaction, it cannot be used repeatedly
in the same way as physical currency In theory, this would allow banks to report large deposits under
Bank Secrecy Act (BSA) requirements. Neither of these mechanisms guarantees legal transactions, but
they do provide some potential for identification and Investigation of illicit activities, Second, according
to David Chaum, tire CEO of Digicash and a major researcher in field, some digital cash schemes could
allow “tiered” privacy providing a level of anonymity appropriate to the transaction, Video rental and
book purchases could provide full anonymity to buyers, purchases of handguns or explosives could
require full disclosure on the part of the buyer; other purchases could fall somewhere in-between *

Will digital money’s widespread use undercut the utility that law enforcement could derive from
wire transfer Information? If wire transfers are monitored, presumably the criminal element could shift to
using digital money, with the result that confidentiality in the wire transfer system might be compromised
for little law enforcement benefit. In addition, digital money networks might then become attractive to
some corporate users, providing digital money with an unfair competitive advantage over wire transfer
systems Alternatively, law enforcement may seek to monitor digital money transactions as well as wire
transfers Today's legislative and regulatory decisions about wire transfers may set a precedent for the
monitoring of digital money, although it would appear that digital money networks will serve a distinct
clientele with more frequent transactions and with a lower value per transaction The Individual consum-
er's privacy argument will be considerably stronger with respect to digital money transactions, and the
volume of digital money transactions likely to be so large as to present a forbidding technological prob-
lem for meaningful law enforcement analysis.

It is still highly uncertain what particular impacts digital money will have on money laundering and
law enforcement. The technology of digital money is neither mature nor stable, What is certain is that
schemes for digital money will make it easier and faster to transfer payments over electronic networks
and will open new possibilities for both anonymity and record keeping It is vital to consider the impact
of digital money when examining approaches to using wire transfers to detect money laundering. This
may Involve extending existing requirements to cover digital money, or it may involve specifically ex-
cluding digital money so that new requirements do not Inadvertently cover this new technology

‘David Chaum, personal communication, Columbia University Seminar on Digital Cash and Electronic Money, April 21, 1995

SOURCE Off Ice of Technology Assessment, 1995

galy hold money offshore for a number of rea-
sons, adding to the difficulty of recognizing
money launderers (see chapters 1 and 5 for more
on this point). Some financiers argue that subject-
ing wire transfer records in the United States to
routine law enforcement scrutiny could increase
the tendency of corporations to hold money off-
shore, or cause the development of competing off-
shore netting mechanisms, thereby eroding profit

centers for U.S. banks, reducing tax revenues, and
exacerbating the problems of law enforcement.
This may not be a strong likelihood, but the risk
tends to undercut the acceptability of wire transfer
monitoring to the U.S. banking industry and to
corporate money managers.

Separate from bank secrecy laws, most Euro-
pean countries have data protection laws that al-
low or require the government to prohibit personal
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data generated within that country from beingAlthough sketchy in particulars, this proposal
transmitted to a country with inadequate privacyaroused congressional interest that led to the re-
laws12These data protection laws are encourageguest for this OTA assessment. This concept, with
or required by the Organisation for Economicsome necessary detailing, was used as the basis for
Corporation and Development's (OECD) Guide-the first configuration presented below, which is
lines and a Council of Europe convention. The Eurejected as impracticaf.More recent versions of
ropean Union (EU) also is finalizing a dataMITRE’s proposal depart from that modél.
protection directive that requires all member Alternative combinations or configurations of
states to harmonize standards of data privacy. Agchnologies for monitoring wire transfer data, as
drafted, the EU Data Protection Directive on dataleveloped by OTA applying technologies dis-
protection requires member states to bar the expussed in chapter 4, vary along several axes (see
port of data to a country with inadequate protectable 7-1), including:

tion standards upless the customer explicitly, {he purpose or appropriate use of the proposed
consents and desires the transfer to take place. It system;

should be noted that the EU Data Protection Dis {ne site or institutional location of the monitor-

rective provides exemptions for law enforcement ing system—banks, wire transfer system facili-
gg_thering and processing of data_, a limited recog- ties, a law enforcement agency, or FinCEN:
nition of the fact that data protection standards dQ the kinds of data used, including additional data
not dovetail with law enforcement’s mission and ¢4 he matched with funds transfer data: and
needs. Should Congress decide to implement ihe degree to which certain kinds of transfers

some form of wire transfer monitoring, tensions \yould be reported or automatically exempted
with the EU may be averted by negotiations in-  from reporting.

tended to result in an EU pronouncement that its ] ) o )
data protection principles are not meant to impede 1n€ Possible location of a monitoring system is
the detection of money laundering in internationaf Particularly important consideration. Each loca-

wire transferd3 tion would provide access to different dd&8anks

have data on the wire transfers that they originate,

receive, or transmit, as well as data on customer
TECHNOLOGICAL CONFIGURATIONS accounts and information gleaned from “know-
The MITRE Corporation, in the course of work your-customer” policies. Many wires passing
for federal drug control agencies, developed a prathrough money center banks may not relate to a
posal for bringing information technology to bearcustomer account, however, because the bank is
on the problem of electronic money launderingmerely serving as a conduit for another bank.

12 personal data includes any information relating to an identified or identifiable individual.

13y.S. corporations have already lost remote data processing business due to the European perception that the United States does not ade-
guately protect data (see chapter 6). Negotiations with the EU. over wire transfer monitoring would provide an opportunity to clarify the EU’s
stance towards the data processing and transborder flow of information issue.

14For example, the system would look for markers or indicators, such as code words like “Butterfly” used as the name of the transfer origina-
tor, or round dollar transfers (e.g. $5 million dollars). When OTA discussed these indicators with bankers, however, we learned that some of the
indicators (including round dollar transfers) were or resulted from common business practices. For example, most foreign exchange trades are in
round dollar amounts.

15various versions of the MITRE proposals appear in Jim Dear, “Toward a National Architecture for Detecting Money Laundering,” Unpub-
lished MITRE Technical Report, December 1991; DEA Strategic Information Resource Management Plan, Office of National Drug Control
Policy, March 1992; Jim Dear et al, “Development of an Automated Wire Transfer Analysis System,” Unpublished MITRE White Paper, April
1992.
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TABLE 7-1: Technological Configurations

3. Targeted access 4. Two-Level

1. Automated

2. Computer-Assisted
Examination by

to Records for
FinCEN

Screening and
Evaluation

Informant Bank Regulators

Purpose Detection of new suspects Detection of new suspects
or illicit activities or illicit activities

Technology  Knowledge-based Knowledge-based system
system; uses with supplementary
knowledge-acquisition, data-analysis tools
data analysis,
knowledge-sharing,

Site(s) Uncertain. Could be at Banks-either all with
banks, wire transfer access to Fedwire or
systems, law CHIPS, or all
enforcement agencies money-center banks

Data Wire transfer messages; Bank records: wire transfer
immediate copies records, account records

Exemptions None None

costs High High for banks and for govt.

Limitations Probably impossible now  Imposes new law
because of lack of enforcement role on bank
useful profiles; examiners. Conflict
unacceptably high between technological
number of false capacity needs and
positives, etc. Serious portability,
privacy issues May be impossible now

because of lack of useful
profiles

Evaluation Rejected Rejected

by OTA

Support for already
initiated
investigations and
prosecutions

Requires copying and
forwarding systems,
otherwise builds on
FinCEN’s existing Al
system

FinCEN

Specific (requested)
wire transfer records;
many govt. and
commercial
databases

All wire transfer
records unrelated to
already suspect
accounts or
individuals

Moderate for govt.,
moderate to low for
banks

Serious policy issues,
Requires legislation
granting
administrative
“electronic
subpoena” with
detailed safeguards

Potentially effective;
merits prototyping

Both detection and
support for ongoing
investigations and
prosecutions

Requires copying and
forwarding systems,
otherwise builds on
FinCEN’s existing Al
system

Money center banks
and FinCEN

Wire transfer records
not exempted by
banks under
guidelines; many
govt. and commercial
databases

Most wire transfer
records, according to
guidelines to be
developed

Moderate to low for
banks; high for govt.

Severe privacy issues,
but can be partially
alleviated by
safeguards

Greatest potential
enhancement of law
enforcement
intelligence
capability; merits
prototyping

SOURCE: Office of Technology Assessment, 1995.

For CHIPS, monitoring could be done (or tar-
geted access provided) at the 35 to 40 U.S. partici-
pating banks, all in New York; most of the wire
transfers pass through the 10 or 12 largest com-
mercial banks. Fedwire connects about 11,700 de-
pository institutions; it would probably be most

efficient to do any screening, monitoring, or re-
cord retrieval at the 12 Regional Federal Reserve
Banks. Most Fedwire transfers that involve in-
ternational transactions go through the New York
Regional Bank. SWIFT transfer instructions are
used by about 148 U.S. banks and 300 U.S. sub-
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sidiaries of foreign banks® Perhaps three-quar-  Regulatory authority over these systems dif-
ters of these transfer messages too are believedfers: Fedwire is government operated, but CHIPS
go through a dozen very large banks. is owned by a consortium of banks and SWIFT is a

If money launderers became aware that trandereign corporation which has a North American
fers through these banks were monitored, thepperations office in New York. CHIPS is effec-
might seek to move their funds through othettively unregulated now, although subject to state
banks. However, smaller banks not now havingegulatory authority. Imposing federal monitoring
access to CHIPS or SWIFT probably would be deebligations on this institution would be breaking
terred by the costs from joining these systems toew ground. The same is true of SWIFT. Also, as
serve a relatively few customers. CHIPS patrtici-pointed out in chapter 2, SWIFT transfers are en-
pation requires at a minimum having a New Yorkcrypted throughout their passage from bank to
office, plus approval by Clearing House bankcorrespondent bank, which would greatly compli-
members. SWIFT participation costs include acate screening.
membership fee of $20,000 to $30,000 annually, FIinCEN has access not only to financial reports
and interface equipment costing from $20,000 toequired by federal law (e.g., Currency Transac-
$100,000. tion Reports), but also to many other law enforce-

The additional compliance cost burden onment and commercial databases to support
banks would probably hurt least those banks witlinvestigations of money laundering. Other federal
the highest volume of transfer traffic and bearagencies lack FInCEN's data access, as well as the
most heavily on those with relatively low volume. expertise in artificial intelligence (Al) methods
Assuming those costs would be passed on to cuand the building of law enforcement detection
tomers, the most likely result would be to furthersystems. This is why FInCEN is given special
concentrate wire transfer traffic in a few very largeattention as a logical location for analyzing wire
money center banks. transfers.

Wire transfer systems keep electronic copies of Beyond the technological considerations, the
all of the transfers passing through their networksite chosen for the monitoring system can have
(although in the case of SWIFT, the informationlarge ramifications in terms of costs and who bears
not essential to routing the wire transfer is enthe costs. The costs of systems development, de-
crypted and not readable by the central computerployment, operation, maintenance and updating,
It is important to note, however, that there is ncand personnel training may differ by location, and
single centralized database of wire transfer redecisions will have to be made about the extent to
cords to be mined. For records earlier than 1994yhich these costs are covered by government or
there were 14 wire transfer systems to be considmposed on financial institutions. Throughout
ered (SWIFT, CHIPS, and Fedwire, the latter disthis analysis, there has been concern for the bur-
persed among the 12 regional Federal Resenaen that might be placed on private sector industry
Banks). By the end of 1995, Fedwire records willand institutions, especially bank&The potential
be aggregated in only two locations, and eventuaburden on the banking industry, however, must be
ly will be consolidated at one location. Fedwire re-weighed in the context of the obligations that U.S.
cords are kept on line for three days, on tape for sitaxpayers and the U.S. government assume on be-
months, and on microfiche for seven years.

16 |n addition, there are about 55 other nonbank financial institutions that use SWIFT, such as brokerage houses. As more emphasis is placed
on Bank Secrecy Act (BSA) compliance by nonbank financial institutions, monitoring might be extended to these wire transfer users.

17The Supreme Court has observed that imposition of costs through recordkeeping requirements do not deprive banks of due process of law;
see, for exampl€alifornia Bankers Ass’n v. Schul#l6 U.S. 21 (1974).
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half of banks—e.g., the recent salvaging of failede The number of money laundering transactions

and failing banks and savings-and-loan institu- constitutes a relatively small proportion of all

tions, the total cost of which has been estimated at wire transfers.

between $175 billion and $500 billion. None of=s Only small amounts of information are con-

the configurations discussed below create a bott- tained in a wire funds transfer message.

leneck that could impede the speed, efficiencys It is difficult to characterize or describe a

and security of wire transfers. “typical” money laundering transaction or a
The location of the screening systems will also  “typical” illicit wire transfer.

affect privacy and confidentialititach of thetwo = The many ways of cleaning or hiding money

alternatives presented as feasible would require would require the use of many different profiles

some modification or amendment of existing pri- of money laundering,

vacy lawsthe necessary modifications are spellede Money laundering transactions often resemble

out in detail for each option below. ordinary business activity.

OPTIONS [J Option 1: An Automated Informant

Five options, based on four technological configAn Al-based system would monitor all wire trans-

urations, are briefly set out below: fer traffic, comparing messages to profiles, or
characterizations, of illicit transfers. The Al-

based system would “recognize” some transfer
messages as suspicious (i.e., matching the profile)
and tag them for inspection by law enforcement

Option 1: An automated informant (this is
the closest to the MITRE proposals men-
tioned above).

Option 2: Computer-assisted examination
of wire transfer records by bank regulators.

Option 3:Targeted access to wire transfer re-
cords for FinCEN via subpoena.

Option 4: Two-level screening and evalua-
tion.

analysts. This configuration would be designed to
generate new leads for investigators. It would not
search for specific individuals or organizations,
even those already suspect, and thus would not be
used to support already initiated investigations.
The system would be fully automated, analyzing

copies of messages almost as soon as the original
was transmitted.
This would be aknowledge-based systéh.

Option 5: Incremental deployment of wire
transfer screening (i.e., a progression from

option 3 to a combination of options 3 and  giandard knowledge-acquisitionand  possibly

4). data-analysis techniquesiight be required to

The first two options, after full assessment, apconstruct the knowledge base. Rudimentary
pear to involve severe problems that almost certknowledge-sharing technologiesght be impor-
tainly outweigh the potential benefits of their tant for maintenance and updates of profiles. Se-
implementation. Options 3 and 4 are much moreure data transmission and storage are important.
promising, because they build on systems already When this concept was originally suggested for
in place, as well as take advantage of the new Tre®TA assessment, it was unclear where such a sys-
sury regulations on wire transfer recordkeepingem would be located: at three wire transfer sys-
(see figures 7-2 through 7-5). Technical problemsems, at 10 to 20 major money center banks, or at
common to all five options, as discussed abovepne or more federal agencies. The first two
are as follows: choices would impose burdens on private sector

18 please see chapter 4 for explanation of the italicized technical terms.
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Figure 7-2: Automated Informant

Bank

Bank | /
L
Money Knowledge Wire Money
Bank ———>  center based |——> transfer genter— ———> Bank
¥ bank system system bank \
W )
|
Bank Tips\

Law
anfn reamant

\A A4

CHIVIUVGIH Ie| LY
agencies

SOURCE Off Ice of Technology Assessment, 1995

organizations, particularly banks. Multiple sys-
tems at banks or wire transfer facilities also would
have to conform to different systems of recording
and retrieving records at each place. The latter
choice would require copying, transmission, stor-
age, and maintenance of records within govern-
ment, creating a new database.

This configuration is fatally flawed, because
there is insufficient information on which to base
the profiles required for this system. Even if pro-
files could be generated, the information carried
on awire transfer alone is insufficient to permit
matching to any profile of enough complexity to
be useful. If these obstacles could be partially
overcome, there would at best be an extremely
high proportion of false positives. The need for
frequent updating of profiles would be a continu-
ing problem, especialy if the system were distrib-
uted among a number of banks. In any location,
but especially banks, it would be necessary to
make sure that profiles did not fall into the hands
of money launderers, because the profiles would
be areliable guide to avoiding suspicion by law
enforcement agencies.

Costs would be high for development of a sys-
tem capable of handling the volume of traffic nec-
essary, and flexible enough to interface with
multiple ingtitutional systems. Maintenance costs
would be high because of frequent updating. Who
bears the costs could vary according to location;
all locations would impose at least some costs on
financial ingtitutions.

Intrusion on privacy would be a serious prob-
lem at all locations. ** The issue of secondary use
of financial data (i.e., use for purposes other than
that for which the data were obtained) would arise
at al locations, including banks. Problems of en-
suring data security and objections to unfounded
investigations of false positives would also arise
at all locations. At FinCEN, an additional issue
would arise-creation of a new government data-
base. Modification of the Electronic Communica
tions Privacy Act (ECPA) would be needed to
provide law enforcement with full access to wire
transfers. At the same time, to minimize the intru-
sion, the authorizing legislation would need to
spell out the precise purpose to which data maybe

“Thisis not to suggest that financia confidentiality is absolute today: banks monitor traffic for other reasons, such as foreign asset control.
Banks are required to refuse to execute unauthorized transfers out of certain accounts held in this country by nationals of certain hostile or suspect
countries (e.g., Libya, Irag) with whom it isillegal to do business. This regulation is administered by the Office of Foreign Asset Control in the
Department of the Treasury. See chapter 4 for a technical discussion of the system.
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put, to forbid other uses of data, to limit storage of Lack of knowledge for generating profiles is a
data, and to provide safe harbor for banks againsirtually insurmountable obstacle to this option,
customer suitg? as well as to option 1. In addition, patterns of
Evaluation: This option was rejected astech- ~money laundering activity involving several
nically difficult, probably impossible in the im-  banks would probably not be detected. Because
mediate future because of difficulties of bank examinations in most cases are scheduled
profiling; likely to have poor operating charac-  and not continuing, this configuration (in all but
teristics (excessive false positives); carrying the largest banks) would require examination of
high monetary costs; and being broadly and in-  records accumulated over periods of months. The
discriminately intru;ive !ntp individual privacy system would require banks to make changes in
and corporate confidentiality their recordkeeping and retrieval technology, at
(] Option 2: Computer-Assisted supstanfial costs, in order to interf_ace with the ex-
Examination of Wire Transfer aminers’ system. However, security would not bg
a major problem because the data would remain
Records by Bank Regulators within banks. These changes would likely be least
Bank examiners! using Al-based systems, pyrdensome for the money center banks.
would examine all wire transfers at all banks in the Bank examiners regard themselves as Supervi-
course of regular or continuing bank examinasgrs, not investigators. Although the Money
tions?2 The examiners would use government-| aundering Suppression Act of 1994 has already
owned hardware and software, which wouldexpanded the responsibility of bank regulators,
automatically compare transfer records to profileghig configuration would fundamentally change
developed by law enforcement experts. Theneir role, giving the regulators de facto new law
equipment would necessarily be portable in all bugnforcement functions far beyond their current
the largest banks. “safety and soundness” mission. The number of
Wire transfers identified as suspicious wouldexaminers would probably have to be expanded,
be transmitted to one or more law enforcemenjng a significant amount of new training would be
agencies for investigation. The primary product ofequired.
this system would be identification of new sus- costswould be high for technology develop-
pects, i.e., generation of leads. Subsidiary softment and maintenance in this configuration. De-
ware mlght however allow examiners to search f00e|0pment would be a Signiﬁcant Cha”enge given
additional records related to already identifiedihe needs for capacity, portability, and multiple in-
suspects, and possibly allow them to relatqerfaces. Standardization of data would be re-
“knOW-yOUI"CUStomer”information to the records quired far beyond what the new regu|ations
they identify as suspect. require. Primary costs would be borne by govern-
This would be &nowledge-based systelfo  ment, but banks could incur significant costs for

supplement the automated scan, analysts woulghapting their record storage and retrieval sys-
needdata-analysis softwarepossibly including tems.

visualizationand statistical tools.

20“safe harbor” is legislative protection against being sued, in this case by customers for violations of privacy.

21 The Office of the Comptroller of the Currency for federally chartered banks, the Federal Reserve System for most state-chartered and
foreign-owned banks, the Federal Deposit Insurance Corporation for state-chartered banks not members of the Federal Reserve System.

22 Bank examinations, now concerned primarily with the safety and soundness of the banks, are often as much as two years apart. However,
in very large money center banks such as those that handle nearly all international wire transfers, bank examiners are usually continuously on

premises.
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Banking regulators already have access to cus-
tomer records, but further privacy concerns again
include secondary use of financial data for law en-
forcement investigation, potential creation of a
new government database, unfounded investiga-
tion of false positives, and problems of data secu-
rity. Bank regulators are exempt from the Right to
Financial Privacy Act (RFPA); but they may need
an express waiver to permit them to access stored
wire transfers. ECPA would have to be amended
to provide an exemption for banks disclosure and
reporting to law enforcement agencies.

Evaluation: This option is rejected as techni-
cally difficult, institutionally disruptive (e.g., it
entails a fundamental change in role of regula-
tors), heavily intrusive, and likely to be ineffec-
tive because of lack of profiles, sparseness of
data, limited scope, and lack of timeliness. It
would be costly to both government and the
banking industry.

OOption 3: Targeted Access to Wire
Transfers for FInCEN

Banks and wire transfer systems would be re-
quired to provide wire transfer records electroni-
cally to FInCEN in response to its specific
requests, provided the data requested are from a
limited period (e.g., not over two years old). Fin-
CEN would hold legidatively conferred subpoena

power to make such requests on the basis of docu-
mented suspicion derived from a conflux of Cur-
rency Transaction Reports (CTRs) selected by its
existing Al system, law enforcement tips, and link
analysis. This configuration would have a built-in
procedural check on the exercise of law enforce-
ment power: the grounds for such suspicion would
be challengeable in court during a prosecution re-
sulting from such an inquiry. In some cases, a re-
quest for transfers associated with a suspect name
or account number would have to be issued to
many banks, but the number of relevant wire
transfers would still be limited because the sub-
ject, or target, is singular.

The wire transfer information would be ana-
lyzed in the context of other government and com-
mercial data bases, through link analysis. Use of
this system would primarily confirm and sharpen
leads already generated and provide support to
law enforcement investigations and prosecutions.
Few new leads would be generated by its use. Fin-
CEN would have authority to store and maintain
data, once received, for alimited period of time.
Normally, subpoenas require the timely return of
records.

Building on an already existing Al system at
FinCEN, this new system would target wire trans-
fer records to be requested. The selection would be
based not on information carried on the wire trans-
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Figure 7-4: Targeted Access
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fer but on other grounds, aready established.
Thus, it would be able to reduce enormously the
number of wire transfers to be examined. A rea-
sonably small number of fase positives should re-
sult, in comparison with those that would be
generated by option 1. The system would allow
FinCEN to be more responsive to local and state
enforcement agencies attempting to track funds
moving outside of their own jurisdictions.

This configuration most closely approximates
current law enforcement practice. As a conse-
quence, it is likely to be least objectionable to pri-
vacy advocates. Nevertheless, as indicated in box
7-2 it would require a nearly novel “administra-
tive” subpoena power for a law enforcement
agency, adeparture from the traditional model of
criminal subpoenaissued by a grand jury, setting a
potentially broad precedent. Moreover, an “elec-
tronic subpoena’ direct from FinCEN to the banks
would streamline the subpoena process and facili-
tate timely investigations. Careful sculpting of the
criteriafor issuing this subpoena may be able to
insulate it from constitutional attack, but parties
would likely have no opportunity to quash the
subpoena. Nonetheless, even civil libertarians and
privacy advocates may prefer it to other options.

Costs should be moderate for government and
for banks, compared to costs for option 1. This
system would build on systems already in place
for money center banks, which must already have
retrievable records (most on optical disks). Fin-
CEN'’s existing basic systems are utilized but new
capacity will be required to store and analyze an
increased number of records.

Evaluation: This option has the promise of
providing usable support to law enforcement at
the operational/field level, in a way not disrup-
tive of current law enforcement habits and cul-
ture, at moderate cost. It would require a new
and fundamentally different legislative mandate
of power to an executive agency (“ electronic
subpoena” ) to which privacy advocates are like-
ly to object. It would however have an addition-
al benefit of gradually generating much needed
knowledge of the way wire transfers are used in
money laundering and the patterns of behavior
that indicate illicit transfers+” . e, it could over
time contribute to the creation of the “ profiles’
that are now lacking.
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Figure 7-5: Two-Level Screening and Analysis -
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[IOption 4: Two-Level Screening and

Evaluation
Banks and/or wire transfer systems would operate
one level of screening of wire transfer traffic, us-
ing guidelines developed by the Department of
Treasury/FinCEN in consultation with banks. Al-
based systems adapted to interface with the banks
own record keeping and retrieval systems would
be employed. Banks would not select suspicious
records per se (avoiding the problems of profiling
and of sparse message data). Instead, they would
eliminate “nonsuspicious’ transfers+. g., those
originated by established and well-regulated
banks, national and international corporations,
and well-known customers.

The remaining, greatly reduced traffic-possi-
bly about 25 percent of the total, or 150,000 trans-
fers per day, which is till an enormous increase in
FinCEN’ s workload—would be copied and sent
to FinCEN where they would be further filtered by
an Al system”to identify suspect subjects and ac-
counts. The suspect records would then be ana-
lyzed by FinCEN'’slink analysis operations (i.e.,
matched with data from CTRs and from govern-
ment and commercia databases for contextual in-
formation).

The primary product here would be new leads.
Evidentiary support for ongoing investigations
might also be generated. The system might not
catch multibank laundering operations if differ-
ences in banks' implementation resulted in differ-
ent levels of screening.

Costs would be moderate to high for banks and
high for government. The system would require a
substantial increase in technology for banks to
screen transfers. Bank systems could build on ex-
isting Office of Foreign Assets Control systems
(see box 4-2), but these are far less complex. Pro-
cessing of 150,000 records daily at FinCEN
would require major new capacity and human re-
sources; this would be an order of magnitude in-
crease in current workload in spite of the huge
reduction in volume of transmissions monitored.

Privacy concerns are severe; they are amost the
same as those discussed under option 1, although
here they are better balanced by expectation of sig-
nificant benefits. It is likely that individuals and
closely held corporations would be least likely to
be exempted; hence those with the strongest pri-
vacy interests would suffer the greatest intrusion.
In this option, much “nonsuspect” data will not
leave the bank, and false positives should be

“See option 5, the option 4 Al system may use profiles developed through experience with option 3 if a phased approach has been adopted.
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somewhat fewer than in option 1. This is still secwith the patterns of commercial behavior that it
ondary use of financial data for law enforcementrepresents, might contribute significantly to the
investigation; it would create a new governmentability to recognize illicit transfers by their devi-
database, and result in some unfounded investigation from such patterns. If no significant differ-
tions of false positives. There are problems of datances appear, as many experts believe will
security, and there is large-scale computer matctirappen, this will provide further insight into the
ing of commercial and law enforcement data-potential practicality of proposed strategies for
bases. To partly offset these drawbacks, thecreening wire transfer data, including those laid
existence and extent of monitoring and analysisut above.

should be made publicTreasury guidelines Abuse of wire transfer systems for illicit pur-
should be expressly authorized by statute, whiclposes effectively undercuts law enforcement
should clearly spell out criteria. The existing safegoals for controlling drug trafficking, dismantling
harbor provision for banks in RFPA should becriminal organizations, attacking terrorism, and
broadened to include wire transfers in electronigeducing white collar crime and fraufiCongress
storage. ECPA and RFPA should be amended tie convinced that this problem requires efforts to
clarify that the reported wires may be used in evistrengthen the hand of law enforcement, even at
dence without tainting investigations or exposingthe cost of exceptions to existing privacy protec-
the government or banks to civil suit. Security willtions, a phased introduction of advanced informa-
be important at banks, at FinCEN, and in transtion technology, including the use of artificial
mission from one to the other. intelligence techniques, should be considered

Evaluation: This option is most likely to have Such a program might begin with prototyping

high payoff for law enforcement. It is capable of ~ Of option 3, which emphasizes targeted access to
incremental improvement; with experience, the Wire transfers for FinCEN. Option 3 is the lowest

Treasury guidelines and the knowledge-based cost configuration, places the least burden on
systems used at FinCEN should become much banks (giving them a reactive rather than proac-
more effective. Costs are potentially high but tive role), and probably allows the most adequate
may be balanced by increased asset seizure. safeguards for privacy and corporate confidential-
Privacy concerns are strong; the question is jty while significantly increasing the usefulness
whether detailed legislation and watchful con- ¢ e transfer records for law enforcement and
gressional oversight could make them accept- the amount of support that FinCEN and the bank-

able. ing industry can provide state and local as well as
. federal law enforcement.
[J Option 5: Incremental Deployment of Experience with option 3 at both the prototyp-
Wire Transfer Screening ing and implementation stages should contribute

All efforts to control electronic money laundering significantly to knowledge about how criminals
would greatly benefit from thorough research intoand criminal organizations use wire transfers and
how, why, and by whom legitimate wire transfersperform money laundering.

are used. Surprisingly little is known about this Option 3 cannot completely solve the interna-
subject. This is largely because wire transfer datdonal money laundering problem; even if highly
have been both legally protected and practicallpuccessful, it will support investigations or pro-
difficult to access. It should be possible, howeversecutions already initiated rather than identifying
to “sanitize” a body of wire transfer data (that is,new suspects or generating new leads. It may
strip off or disguise identification with specific therefore be deemed necessary later to implement
persons or organizations) in somewhat the samaption 4 as well as or to replace option 3. If so, the
way that census data is sanitized for demographiearlier steps will have provided a foundation of
and sociological research. Increased understandnproved information about money laundering
ing of legitimate usage of wire transfers, alongoperations and about both licit and illicit use of
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BOX 7-4: Comments of FinCEN on Technological Options

Options 4 and 5 would give FINCEN significant new responsibilites and new powers Once OTA
had conceptualized these approaches, therefore, it was appropriate to ask FINCEN managers whether
they would view these options as effective enhancements of their capabilites to support law enforce-
ment agencies,

With regard to option 3, targeted access to wire transfers for FINCEN, Director Stanley Morns says
that “this system [would] pose tremendous tactical value to FInCEN and the law community as a

ni

whole."" Director Morris explained that FINCEN s often asked by federal, state, or local Investigators to
search for any wire transfer activity related to a suspect The law enforcement officers are often reluc-
tant to subpoena bank records because the bank might inform its customers, might be conservative in
the records it would reveal, might be located overseas, or might even be in complicity with suspects
FINCEN currently does not have the capability of conducting such searches for Investigators “Accord-
ingly, ” Mr. Morris said, “giving FInCEN analysts the ability to enhance leads by querying specific banks
to obtain records of wire transfers Involving particular suspect accounts or individuals would be of tre-
mendous value to law enforcement efforts in piecing together the trails of highly complicated money
laundering schemes. " While acknowledging that privacy concerns would arise, Mr. Morris said that “it
appears that a strictly tailored system could be employed to ensure that wire transfers are only obtained
from a bank pursuant to a reasonable suspicion (i.e., they seem to relate directly to and are essential to
a pending money laundering investigation) *

Mr. Morris noted, nonetheless, that option 3 is “purely tactical” and would not lead to new detec-
tion or identification of new suspects. He commented that “from the intelligence analyst's perspective ”
this option should ideally coexist with one of the others, preferably option 4, in other words the progres-
sion envisioned as option 5 above.

Option 4, in Mr. Morris’s view, “offers the greatest advantages in providing intelligence analysts
with the comprehensive data and tools they need to accurately identify suspect wire transfer activity
patterns and eventually build the capability to detect suspect wire transfer transactions “ Mr. Morris
noted that a series of measures could be undertaken to reduce the amount of data that would be trans-
ferred to FiNCEN to a manageable volume, and that these measures need not “burden the banks with a
detection task. ” Because this option would allow analysts to “piece together complete paper trails and
[detect] emerging/shifting patterns,” it would offer “outstanding analytical advantages, ” and at the same
time create a learning process to help analysts in the future distinguish legitimate from illicit activities

Taken together, Mr. Morris concluded, these options would “make our efforts more productive and

”

goals easier to achieve.

*Quotations in this section are taken, with permission of FinCEN Director Stanley Morris from a letter he sent to Vary Coates,
OTA project director, on April 24, 1995, in response to her request that he review draft descriptions of the options proposed in this
chapter These descriptions were prepared before the chapter was written, and some details of the options were subsequently modi-
fied or clarified as the team and its advisors reworked the descriptions. Option 5 was created after thematerial reviewed by Mr. Morris
but before his letter was received. In all fundamental ways, however, the first four options are consistent with the material reviewed by
Mr. Morris and others at FinCEN.

SOURCE: Office of Technology Assessment, 1995

wire transfers. The support provided for investiga-  tor both options 3 and 4. If attention to security
tions and prosecutions by option 3 may havere-  and privacy have been meticulous, Congressional
suited in seizure of illegal assets sufficient to  and public trust may act to reduce resistance to im-
offset much of the cost of systems development ~ plementation of option 4. These factors would en-
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courage implementation of option 4 in the hope ofible. If Congress chooses to authorize one or
further tightening the noose on electronic moneyseveral of these options, it may also want to set
laundering. up special oversight arrangements to be sure that

On the other hand, it could become appareneach successive phase of implementation is ef-
that because of the success of option 3, large scdiective and beneficial before the next phase is
money laundering has tended to move away fromandertaken. Oversight arrangements would be
use of wire transfers and toward other modes gbarticularly important because money launderers,
moving money—possibly the use of new forms ofand criminal organizations in general, appear to be
payment such as digital money. In this case, it maffexible and adaptable in devising ways to counter
be sufficient to maintain option 3 as a continuinglaw enforcement initiatives and technological ad-
deterrence, without the additional investment necvances.

essary for option 4. The coming development of digital money (see
box 7-3), especially in connection with the Inter-
[1 Additional Considerations net and the “National Information Infrastructure,”

The technological options presented above woulé ©n€ example of a technological trend or future
be significant innovations in law enforcementuncertainty that could have a strong impact on the
strategies for control of electronic money launder€ffectiveness of these or other strategies for con-
ing (see box 7-4). The options recommended fofrol of elgctronlc money Iaunder_lng. A watchful
prototyping call for changes in legislation, institu- Y€ On this electronic money, as it develops, could
tional missions and procedures, and privacyP’eVent investment in wire transfer screening
protection policies, as well as for investment intéchnology that might thereby be rendered less ef-
technology. These steps are perhaps best a{;_ctlve, or_lt could permit timely adjustments to
proached as experiments in public administrationtn€ Screening technology and to the laws and regu-
with recognition that their direct costs, degrees ofations that structure its use, so as to maintain and
effectiveness, and potential secondary impacts _enhance its effectiveness for the foreseeable fu-
social benefits and costs—are not fully predictUre:



