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INTRODUCTION

All governments collect and use personal in-
formation in order to govern. Democratic gov-
ernments moderate this need with the require-
ments to be open to the people and accountable
to the legislature, as well as to protect the
privacy of individuals. Advances in informa-
tion technology have greatly facilitated the
collection and uses of personal information by
the Federal Government, but also have made
it more difficult to oversee agency practices
and to protect the rights of individuals.

In 1974, Congress passed the Privacy Act
to address the tension between the individual's
interest in personal information and the Fed-
eral Government’s collection and use of that
information. The Privacy Act codified princi-
ples of fair information use that specified re-
quirements agencies were to meet in handling
personal information, as well as rights for in-
dividuals who were the subjects of that infor-
mation. To ensure agency compliance with
these principles, the act enabled individuals
to bring civil and criminal suits if information
was willfully and intentionally handled in vio-
lation of the act. In addition, the Office of
Management and Budget (OMB) was assigned
responsibility for overseeing agency implemen-
tation of the act.

At the time the Privacy Act was debated and
enacted, there were technological limitations
on the use of individual records by Federal
agencies. The vast majority of record systems
in Federal agencies were manual. Computers
were used only to store and retrieve, not to
manipulate or exchange information. It was
theoretically possible to match personal infor-
mation from different files, to manually ver-
ify information provided on government ap-
plication forms, and to prepare a profile of a
subset of individuals of interest to an agency.
However, the number of records involved made
such applications impractical.

In the 12 years since the Privacy Act was
passed, at least two generations of informa-
tion technology have become available to Fed-
eral agencies. Advances in computer and data
communication technology enable agencies to
collect, use, store, exchange, and manipulate
individual records in electronic form. Micro-
computers are now widely used in the Federal
Government, vastly increasing the potential
points of access to personal record systems and
the creation of new systems. Computer match-
ing and computer-assisted front-end verifica-
tion are becoming routine for many Federal
benefit programs, and use of computer profil-
ing for Federal investigations is expanding.
These technological advances enable agencies
to manipulate and exchange entire record sys-
tems, as well as individual records, in a way
not envisioned in 1974. Moreover, the wide-
spread use of computerized databases, elec-
tronic record searches and matches, and com-
puter networking is leading rapidly to the
creation of a de facto national databasel con-
taining personal information on most Ameri-
cans. And use of the social security number
as a de facto electronic national identifier fa-
cilitates the development of this database.

These technological advances have opened
up many new possibilities for improving the
efficiency of government recordkeeping; the
detection and prevention of fraud, waste, and
abuse; and law enforcement investigations. At
the same time, the opportunities for inappro-
priate, unauthorized, or illegal access to and
use of personal information have expanded. Be
cause of the expanded access to and use of per-
sonal information in decisions about individ-
uals, the completeness, accuracy, and relevance
of information is even more important. Addi-
tionally, the expanded access and use make

‘The term de facto national database is used to distinguish
it from a national database that was created by’ law, i.e. ! a de
jure national database.



it nearly impossible for individuals to learn
about, let alone seek redress for, misuse of
their records. Even within agencies, it is often
not known what applications of personal in-
formation are being used. Nor do OMB or rele-
vant congressional committees know whether
personal information is being used in confor-
mity with the Privacy Act.

Overall, OTA has concluded that Federal use
of new electronic technologies in processing
personal information has eroded the protec-
tions of the Privacy Act of 1974. Many of the
electronic record applications being used by
Federal agencies, e.g., computer profiling and
front-end verification, are not explicitly cov-
ered by the act or by subsequent OMB guide-

lines. The rights and remedies available to the
individual, as well as agency responsibilities
for handling personal information, are not
clear. Even where applications are covered by
the Privacy Act or related OMB guidelines,
there is little oversight to ensure agency com-
pliance. More importantly, neither Congress
nor the executive branch is providing a forum
in which the conflicts-between privacy inter-
ests and management or law enforcement in-
terests—generated by Federal use of new ap-
plications of information technology can be
debated and resolved. Absent such a forum,
agencies have little incentive to consider
privacy concerns when deciding to establish
or expand the use of personal record systems.

POLICY PROBLEMS

OTA'S analysis of Federal agency use of elec-
tronic record systems, specifically for comput-
er matching, front-end verification, and com-
puter profiling, revealed a number of common
policy problems.

First, new applications of personal informa-
tion have undermined the goal of the Privacy
Act that individuals be able to control informa-
tion about themselves. As a general principle,
the Privacy Act prohibits the use of informa-
tion for a purpose other than that for which
it was collected without the consent of the in-
dividual. New computer and telecommunica-
tion applications for processing personal in-
formation facilitate the use of information for
secondary purposes, e.g., use of Federal em-
ployee personnel information to locate student
loan defaulters, or use of Federal tax informa-
tion to evaluate a Medicaid claim.

The expanded use and exchange of personal
information have also made it more difficult
for individuals to access and amend informa-
tion about themselves, as provided for in the
Privacy Act. In effect, the Privacy Act gave
the individual a great deal of responsibility for
ensuring that personal information was not
misused or incorrect. Technological advances
have increased the disparity between this re-

sponsibility and the ability of the individual
to monitor Federal agency practices. For ex-
ample, individuals may not be aware that in-
formation about them is being used in a com-
puter match or computer profile, unless they
monitor the Federal Register or questions
about them arise as a result of the application.
In computer-assisted front-end verification, in-
dividuals may be notified on an application
form that information they provide will be veri-
fied from outside sources, but are unlikely to
be told which sources will be contacted.

Additionally, new computer and telecommu-
nication capabilities enable agencies to exchange
and manipulate not only discrete records, but
entire record systems. At the time the Privacy
Act was debated, this capability did not ex-
ist. The individual rights and remedies of the
act are based on the assumption that agencies
were using discrete records. Exchanges and
manipulations of entire record systems make
it more difficult for an individual to be aware
of uses of his or her record, as those uses are
generally not of immediate interest to the in-
dividual.

Second, there is serious question as to the ef-
ficacy of the current institutional arrangements
for oversight of Federal agency compliance with



the Privacy Act and related OMB guidelines. Un-
der the Privacy Act, Federal agencies are re-
quired to comply with certain standards and
procedures in handling personal information—
e.g., that the collection, maintenance, use, or
dissemination of any record of identifiable per-
sonal information should be for a necessary and
lawful purpose; that the information should
be current, relevant, and accurate; and that
adequate safeguards should be taken to pre-
vent misuse of information.

OMB is assigned responsibility for oversight
of agency implementation of the Privacy Act.
Prior studies by the Privacy Protection Study
Commission (1977), the U.S. General Account-
ing Office (1978), and the House Committee
on Government Operations (1975 and 1983)
have all found significant deficiencies in OMB’'S
oversight of Privacy Act implementation. For
example, under the Privacy Act, information
collected for one purpose should not be used
for another purpose without the permission of
the individual; however, a major exemption to
this requirement is if the information is for a
“routine use’ ‘—one that is compatible with the
purpose for which it was collected. Neither
Congress nor OMB has offered guidance on
what is an appropriate routine use; hence this
has become a catchall exemption permitting
a variety of exchanges of Federal agency in-
formation.

Looking more specifically, OTA found that
OMB is not effectively monitoring such basic
areas as: the quality of Privacy Act records;
the protection of Privacy Act records in sys-
tems currently or potentially accessible by
microcomputers; the cost-effectiveness of com-
puter matching and other record applications;
and the level of agency resources devoted to
Privacy Act implementation. OTA also found
that neither OMB nor any other agency or of-
fice in the Federal Government is currently col-
lecting or maintaining this information on a
regular basis. Given the almost total lack of
information concerning the activities of Fed-
eral agencies with respect to personal informa-
tion, OTA conducted its own one-time survey
of major Federal agencies and found that:

+ the quality (completeness and accuracy)
of most Privacy Act record systems is un-
known even to the agencies themselves;
few (about 13 percent) of the record sys-
tems are audited for record quality, and
the limited evidence available suggests
that quality varies widely;

+ even though the Federal inventory of
microcomputers has increased from a few
thousand in 1980 to over 100,000 in 1985,
very few agencies (about 8 percent) have
revised privacy guidelines with respect to
microcomputers;

+ few agencies reported doing cost-benefit
analyses either before (3 out of 37) or af-
ter (4 out of 37) computer matches; author-
itative, credible evidence of the cost-ef-
fectiveness of computer matching is still
lacking; and

« in most Federal agencies, the number of
staff assigned to Privacy Act implemen-
tation is limited; of 100 agency components
responding to this question, 33 reported
less than 1 person per agency assigned to
privacy and 34 reported 1 person.

Additionally, OTA found that there is little
or no governmentwide information on, or OMB
oversight of: 1) the scope and magnitude of
computer matching, front-end verification, and
computer profiling activities; 2) the quality and
appropriateness of the personal information
that is being used in these applications; and
3) the results and cost-effectiveness of these
applications.

Third, neither Congress nor the executive
branch is providing a forum in which the privacy,
management efficiency, and law enforcement im-
plications of Federal electronic record system
applications can be fully debated and resolved.
The efficiency of government programs and
investigations is improved by more complete
and accurate information about individuals.
The societal interest in protecting individual
privacy is benefited by standards and protec-
tions for the use of personal information. Public
policy needs to recognize and address the ten-
sion between these two interests.



Since 1974, the primary policy attention with
respect to Federal agency administration has
shifted away from privacy-related concerns. In-
terests in management, efficiency, and budget
have dominated the executive and legislative
agenda in the late 1970s and early 1980s. Con-
gress has authorized information exchanges
among agencies in a number of laws, e.g., the
Debt Collection Act of 1982 and the Deficit
Reduction Act of 1984. In these instances, con-
gressional debates included only minimal con-
sideration of the privacy implications of these
exchanges.

A number of executive bodies have been es-
tablished to make recommendations for im-
proving the management of the Federal Gov-
ernment, e.g., the President’s Council on
Integrity and Efficiency, the President Coun-
cil on Management Improvement, and the
Grace Commission. All have endorsed the in-
creased use of applications such as computer
matching, front-end verification, and computer
profiling in order to detect fraud, waste, and
abuse in government programs. However, these
bodies have given little explicit consideration
to privacy interests. Some executive guidelines
remind agencies to consider privacy interests
in implementing new programs, but these are
not followed up to ensure agency compliance.

In general, decisions to use applications such
as computer matching, front-end verification,
and computer profiling are being made by pro-
gram officials as part of their effort to detect
fraud, waste, and abuse. Given the emphasis
being placed on Federal management and ef-
ficiency, agencies have little incentive to con-
sider privacy concerns when deciding to es-
tablish or expand the use of personal record
systems. As a result, ethical decisions about
the appropriateness of using certain catego-
ries of personal information, such as financial,
health, or lifestyle, are often made without the
knowledge of or oversight by appropriate agen-
cy officials (e.g., Privacy Act officers or inspec-
tors general), OMB, Congress, or the affected
individuals.

Fourth, within the Federal Government, the
broader social, economic, and political context
of information policy, which includes privacy-
related issues, is not being considered. The com-
plexity of Federal Government relations—
within executive agencies, between the execu-
tive and legislature, between the Federal Gov-
ernment and State governments, and between
the Federal Government and the private sec-
tor—is mirrored in interconnecting webs of in-
formation exchanges. This complexity and in-
terconnectedness is reflected in myriad laws
and regulations, most of which have been en-
acted in a piecemeal fashion without consid-
eration of other information policies.

Some of these policies may be perceived as
being somewhat inconsistent with others, e.g.,
the privacy of personal information and pub-
lic access to government information. Some
laws and regulations may only partially ad-
dress a problem, e.g., Federal privacy legisla-
tion does not include policy for the private
sector or for the flow of information across na-
tional borders. In other instances, issues that
are inherently related and interdependent, such
as privacy and security, are debated and legis-
lated in separate forums with only passing at-
tention to their relationship.

Additionally, the Federal Government in-
formation systems, as well as its information
policy, are dependent on technological and eco-
nomic developments. Federal funding for re-
search and development and Federal financial
and market regulations will have significant
implications for information technologies and
markets. Yet, under the present policymaking
system, there is no assurance that these im-
plications will be considered. Likewise, the in-
ternational information policy environment, as
well as international technological and eco-
nomic developments, affects domestic infor-
mation policy; again, these factors are not sys-
tematically considered in the existing policy
arenas.



POLICY ACTIONS

OTA identified a range of policy actions for
congressional consideration:

1. Congress could do nothing at this time,
monitor Federal use of information tech-
nology, and leave policymaking to case
law and administrative discretion. This
would lead to continued uncertainty re-
garding individual rights and remedies,
as well as agency responsibilities. Addi-
tionally, lack of congressional action will,
in effect, represent an endorsement of the
creation of a de facto national database
and an endorsement of the use of the so-
cial security number as a de facto national
identifier.

2. Congress could consider a number of prob-
lem-specific actions. For example:

. establish control over Federal agency
use of computer matching, front-end
verification, and computer profiling, in-
cluding agency decisions to use these
applications, the process for use and
verification of personal information,
and the rights of individuals;

. implement more controls and protec-
tions for sensitive categories of personal
information, such as medical and in-
surance;

. establish controls to protect the pri-
vacy, confidentiality, and security of
personal information within the micro-
computer environment of the Federal
Government, and provide for appropri-
ate enforcement mechanisms;

c review agency compliance with exist-

ing policy on the quality of data/records
containing personal information, and,
if necessary, legislate more specific
guidelines and controls for accuracy and
completeness;

® review issues concerning use of the so-
cial security number as a de facto na-
tional identifier and, if necessary, re-
strict its use or legislate anew universal
identification number; or

* review policy with regard to access to
the Internal Revenue Service's informa-
tion by Federal and State agencies, and
policy with regard to the Internal Rev-
enue Service's access to databases main-
tained by Federal and State agencies,
as well as the private sector. If neces-
sary, legislate a policy that more clearly
delineates the circumstances under
which such accesses are permitted.

3. Congress could initiate a number of insti-

tutional adjustments, e.g., strengthen the
oversight role of OMB, increase the Pri-
vacy Act staff in agencies, or improve con-
gressional organization and procedures for
consideration of information privacy is-
sues. These institutional adjustments
could be made individually or in concert.
Additionally or separately, Congress could
initiate a major institutional change, such
as establishing a Data Protection or Pri-
vacy Board or Commission.

. Congress could provide for systematic

study of the broader social, economic, and
political context of information policy, of
which information privacy is a part.

ABOUT THE REPORT

Chapters 2 through 6 of this report provide
technical and policy analyses relevant to elec-
tronic record systems privacy, and to proposed
legislation such as: the “Data Protection Act
0f1985” that would establish a Data Protec-
tion Board as an independent agency of the
executive branch; possible amendments to the

Privacy Act and Paperwork Reduction Act;
and management improvement legislation.

Appendix A to this report updates trends
and issues relevant to the privacy of informa-
tion in computerized criminal history record
systems, the subject of a prior OTA study. Ap-



pendix B describes the methodology of and re-
spondents to the OTA survey (known officially
as the OTA Federal Agency Data Request).
Appendix C lists the OTA contractor papers
relevant to this report. Appendix D lists the
outside reviewers and contributors. Appendix
E summarizes the Deficit Reduction Act reg-
ulations on front-end verification. Appendix
F describes the privacy and data protection
policies in selected countries.

Other components of this OTA assessment
include the October 1985 OTA report on Elec-

tronic Surveillance and Civil Liberties that dis-
cusses issues and options relevant to electronic
communications privacy, and the February
1986 OTA report on Management, Security,
and Congressional Oversight that discusses,
among other things, management, technical,
and legal issues and options relevant to pro-
tecting the security (and, hence, privacy) of
computer systems.



