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Chapter 6
Policy Implications

SUMMARY

All governments collect and use personal in-
formation in order to govern. Democratic gov-
ernments moderate this need with the require-
ments to be open to the people and accountable
to the legislature, as well as to protect the
privacy of individuals. In the United States,
these needs are recognized in the Constitution
and various public laws.

In 1974, Congress passed the Privacy Act
to address the tension between the individual's
interest in privacy and the government need
to know. Since the act was passed, there have
been dramatic changes in the scale and scope
of technological innovations applied to records
and record systems, primarily as a means to
detect fraud, waste, and abuse, and to aid in
law enforcement investigations. New techno-
logical applications—most notably the wide-
spread use of microcomputers, computerized
record searches, and computer networking—
have multiplied within Federal agencies, and
have expanded the opportunities for inappro-
priate, unauthorized, or illegal access to and
use of personal information. Individual rights
and remedies, as well as administrative respon-
sibilities, are not clear under current policies.
At the same time, there is stronger public con-
cern for privacy and more support for legisla-
tive protections than there was in the past.

OTA'S analysis of Federal use of electronic
record systems revealed a number of common
policy problems. First, new applications of per-
sonal information have undermined the goal
of the Privacy Act that individuals be able to
control information about themselves. Second,
there is serious question as to the efficacy of
the current institutional arrangements for over-
sight of Federal compliance with the Privacy
Act and related Office of Management and
Budget (OMB) guidelines. Third, neither Con-
gress nor the executive branch is providing a
forum in which the privacy, management effi-

ciency, and law enforcement implications of
Federal electronic record system applications
can be fully debated and resolved. Fourth,
within the Federal Government, the broader
social, economic, and political context of in-
formation policy, which includes privacy-re-
lated issues, is not being considered.

Overall, OTA has concluded that Federal
agency use of new electronic technologies in
processing personal information has eroded the
protections of the Privacy Act of 1974. Many
applications of electronic records being used
by Federal agencies, e.g., computer profiling
and front-end verification, are not explicitly
covered either by the actor subsequent OMB
guidelines. Moreover, the use of computerized
databases, electronic record searches and
matches, and computer networking is leading
rapidly to the creation of a de facto national
database containing personal information on
most Americans. And use of the social secu-
rity number as a de facto electronic national
identifier facilitates the development of this
database. Absent a forum in which the conflicts
generated by new applications of information
technology can be debated and resolved, agen-
cies have little incentive to consider privacy
concerns when deciding to establish or expand
the use of personal record systems.

Additionally, OTA’'S analysis of electronic
record systems and their effect on individual
privacy has confirmed once again the complex-
ity of Federal information policy. Its broad so-
cial, economic, and political implications need
systematic policy study.

OTA identified a range of policy actions for
congressional consideration:

1. Congress could do nothing at this time,
monitor Federal use of information tech-
nology, and leave policymaking to case
law and administrative discretion. This
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would lead to continued uncertainty re-

garding individual rights and remedies,

as well as agency responsibilities. Addi-
tionally, lack of congressional action will,
in effect, represent an endorsement of the
creation of a de facto national database
and the use of the social security number
as a de facto national identifier.

2. Congress could consider a number of prob-
lem--specific actions. For example: -

. establish control over Federal agency
use of computer matching, front-end
verification, and computer profiling, in-
cluding agency decisions to use these
applications, the process for use and
verification of personal information,
and the rights of individuals;

. implement more controls and protec-
tions for sensitive categories of personal
information, such as medical and in-
surance;

establish controls to protect the pri-
vacy, confidentiality, and security of
personal information within the micro-
computer environment of the Federal
Government and provide for appropri-
ate enforcement mechanisms;

. review agency compliance with exist-
ing policy on the quality of data/records
containing personal information, and,
if necessary, legislate more specific
guidelines and controls for accuracy and
completeness;

* review issues concerning use of the so-
cial security number as a de facto na-
tional identifier and, if necessary, re-
strict its use or legislate a new universal
identification number; or

+ review policy with regard to access to
the Internal Revenue Service's (IRS) in-
formation by Federal and State agen-
cies, and policy with regard to the IRS's
access to databases maintained by Fed-
eral and State agencies, as well as the
private sector. If necessary, legislate a
policy that more clearly delineates the
circumstances under which such access
is permitted.

3. Congress could initiate a number of insti-
tutional adjustments, e.g., strengthen the
oversight role of OMB, increase the Pri-
vacy Act staff in agencies, or improve con-
gressional organization and procedures for
consideration of information privacy is-
sues. These institutional adjustments
could be made individually or in concert.
Additionally or separately, Congress could
initiate a major institutional change, such
as establishing a Data Protection or Pri-
vacy Board or Commission.

4. Congress could provide for systematic
study of the broader social, economic, and
political context of information policy, of
which information privacy is a part.

INTRODUCTION

All governments collect and use personal in-
formation in order to govern. Democratic gov-
ernments moderate this need with the require-
ments to be open to the people and accountable
to the legislature, as well as to protect the
privacy of individuals. Advances in informa-
tion technology have greatly facilitated the col-
lection and uses of personal information by the
Federal Government, but also have made it
more difficult to oversee agency information
practices and to protect the rights of indi-
viduals.

In the 1960s, Congress and the executive
branch began the first modern reexamination
of the effects of government information col-
lection on individual privacy and agency ac-
countability. This occurred in response to two
factors: first, the explosion in information ac-
tivities necessitated by the Great Society pro-
grams; and second, the introduction in Fed-
eral agencies of large mainframe computers for
information storage and retrieval. This reex-
amination went on for a number of years, and
included, most prominently, the 1966 and 1967
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hearings on the reposal to establish a Nation-
al Data Center. the 1971 Senate Committee
on the Judiciary hearings on Federal data-
banks,’ the 1973 Department of Health, Edu-
cation, and Welfare's Advisory Committee on
Automated Personal Data Systems,’and the
1972 project on databanks sponsored by the
Russell Sage Foundation and the National
Academy of Sciences.’

The reexamination of government informa-
tion collection, computers, and privacy culmi-
nated in the 1974 joint hearings of the Senate
Committee on Government Operations, Ad
Hoc Subcommittee on Privacy-and Informa-
tion Systems and the Senate Committee on the
Judiciary, Subcommittee on Constitutional
Rights; '-and hearings of the House Commit-
tee on Government Operations.° These hear-
ings coincided with Watergate and its revela-
tion of how those in power could use and abuse
personal information, especially that held by
the IRS and the Federal Bureau of Investiga-
tion, for their own personal advantage. The re-

‘U.S. Congress, House Committee on Government Operations,
Special Subcommittee on Invasion of Privacy, The Computer
and Invasion of Privacy, hearings, 89th Cong., 2d sess,, July
26, 27, and 28, 1966 (Washington, DC: U.S. Government Print-
ing Office, 1966); U.S. Congress, Senate Committee on the Ju-
diciary, Subcommittee on Administrative Practice and Proce-
dure, Invasions of Privacy (Government Agencies), hearings,
89th Cong., 2d sess., part 5, Mar. 23-30 and June 7-9, 14, and
16, 1966 (Washington, DC: U.S. Government Printing Office,
1967); and Computer Privacy Hearings, 90th Cong., 1st sess.,
Mar. 14-15, 1967 (Washington, DC: U.S. Government Printing
Office, 1967).

‘U.S. Congress, Senate Committee on the Judiciary, Subcom-
mittee on Constitutional Rights, Federal Data Banks, Comput-
ers and the Bill of Rights, hearings, 92d Cong., 1st sess., Feb.
24-25 and Mar. 2,3,4,9, 10, 11, 15, and 17, 1971, part 1 (Wash-
ington, DC: U.S. Government Printing Office, 197 1).

‘U. S. Department of Health, Education, and Welfare, Secre-
tary’s Advisory Committee on Automated Personal Data Sys-
tems, Records, Computers and the Rights of Citizens (Wash-
ington, DC: U.S. Government Printing Office, 1973).

‘Alan F. Westin and Michael A. Baker, Databanks in a Free
Society (New York: Quadrangle/New York Times Book Co.,
19'72).

‘U.S. Congress, Senate Committee on Government Operations,
Ad Hoc Subcommittee on Privacy and Information Systems,
and Committee on the <Judiciary, Subcommittee on Constitu-
tional Rights, Privac,y—The Collection, Use and Computeriza-
tion of Personal Data, joint hearings, 93d Cong., 2d sess., June
18-20, 1974 (Washington, DC: U.S. Government Printing Of-
fice, 1974).

‘U.S. Congress, House Committee on Government Operations,
Privacy Act of 1974 (Report 93-1416), 93d Cong., 2d sess. (Wash-
ington, DC: U.S. Government Printing Office, 1974).

suit of these hearings was the enactment of
the Privacy Act of 1974, which established
rights and remedies for individuals who are the
subjects of agency recordkeeping and speci-
fied requirements that Federal agencies were
to meet in handling personal information. In
addition, OMB was assigned responsibility for
overseeing agency implementation of the act.

Technology. —At the time the Privacy Act
was debated and enacted, there were techno-
logical limitations on how agencies could use
individual records. The vast majority of Fed-
eral record systems were manual. Computers
were used only to store and retrieve, not manip-
ulate or exchange, information. It was theo-
retically possible to match personal informa-
tion from different files, to manually verify
information provided on government applica-
tion forms, and to prepare a profile of a subset
of individuals of interest to an agency. How-
ever, the number of records involved made such
applications impractical.

In the 12 years since enactment of the Pri-
vacy Act, at least two generations of informa-
tion technology have become available to Fed-
eral agencies. Advances in computer and data
communication technology enable agencies to
collect, use, store, exchange, and manipulate
individual records, as well as entire record sys-
tems, in electronic form. Specifically:

e Microcomputers were not used at all by
Federal agencies in the 1970s. Agencies
responding to the OTA survey reported
a few thousand microcomputers in 1980,
with a dramatic increase to over 100,000
in 1985.

e Computer matching was not used by Fed-
eral agencies until 1976, and from 1980
to 1984 there was almost a threefold in-
crease in the number of computer matches.
Computer matching has become routine
in a number of programs, especially eligi-
bility benefit programs.

e Use of computer-assisted front-end veri-
fication, especially with on-line computer
searches, has intensified in the 1980s, par-
ticularly following the requirements of the
1984 Deficit Reduction Act.

¢ The widespread use of computerized data-
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bases, electronic record searches and
matches, and computer networking is
leading rapidly to the creation of a de facto
national database containing personal in-
formation on most Americans. And use
of the social security number as a de facto
electronic national identifier facilitates the
development of this database.

« In the 1970s, manual profiling was used
by a few agencies, especially for law en-
forcement purposes. In the 1980s, com-
puters can be used to generate profiles,
and software programs can search data-
bases on the basis of these profiles. The
use of computer profiling is expanding
beyond law enforcement per se to include
various management programs, such as
those designed to detect fraud, waste, and
abuse.

These technological advances have opened
up many new possibilities for improving the
efficiency of government recordkeeping; the
detection and prevention of fraud, waste, and
abuse; and law enforcement investigations. At
the same time, the opportunities for inappro-
priate, unauthorized, or illegal access to and
use of personal information have expanded. Be
cause of this expanded access to and use of
personal information in decisions about indi-
viduals, the completeness, accuracy, and rele-
vance of information becomes even more im-
portant. Additionally, it is nearly impossible
for individuals to learn about, let alone seek
redress for, misuse of their records. Even
within agencies, it is often not known what ap-
plications of personal information are being
used. Nor do OMB or relevant congressional
committees know whether personal informa-
tion is being used in conformity with the Pri-
vacy Act.

Information Technology and Fair Information
Principles.—The core of the Privacy Act of
1974 is the code of fair information principles.
Twelve years later, it is important to review
these principles in light of current information
technology applications and administrative
practices. Although there are a number of iter-
ations of the code of fair information princi-
ples, the model for the Privacy Act was the

one developed by the Department of Health,
Education, and Welfare's Advisory Commit-
tee on Automated Personal Data Systems, and
hence will serve as the basis for the analysis
here.

The first principle is that there must be no
personal data recordkeeping system whose very
existence is secret. Ensuring that all record sys-
tems containing personally-identifiable infor-
mation are cataloged for the public record de-
pends on each agency carefully monitoring its
record systems. In an age of electronic record
systems, it is difficult for an agency to keep
an accurate catalog of all record systems, both
because of the number of systems and because
of the continual electronic changes and manip-
ulations. Additionally, the multiplication of
personal data systems makes it difficult for
an individual to be aware of all the systems
whose existence is public.

There are two types of record systems whose
status under the Privacy Act is unclear. The
first is a personal information system main-
tained on a microcomputer. Privacy Act of-
ficers are unsure of their responsibilities in this
area and are looking for either legislative or
OMB clarification.” The question is whether
records maintained on microcomputers are
analogous to ‘desk notes, which are not cov-
ered by the Privacy Act, or whether they are
of a different character because they can be
retrieved by others and easily disseminated.

The second type of record system whose sta-
tus is unclear is one that is developed as a re-
sult of electronic record searches-primarily
computer matches, computer profiles, or com-
puter screens. All electronic record searches
generate a new file of those who appear in both
systems or who meet the criteria of a profile
or screen. Agencies argue that the Privacy Act
notice procedures would not apply to these be-
cause they are only temporary systems that
are destroyed in the process of verification,

‘Panel on “Privacy Problems Relating to Computer Security,
Seventh Annual Symposium on the Freedom of Information
and Privacy Acts, sponsored by the Office of Personnel Manage
ment Government Executive Institute, Washington, DC, Au-
gust 1985,



and, therefore, are not record systems under
the Privacy Act.

The second principle of fair information prac-
tice is that there must be a way for an individ-
ual to find out what information about him or
her is in a record and how it is used. Technol-
ogy makes the first requirement of this prin-
ciple even more important for individuals be-
cause more information is being collected from
third parties as a result of computerization and
on-line searches. While technology could offer
individuals more ways to learn what is in their
records, OTA found that no agencies have yet
offered individuals computer access to their
personal information.

Technology has also affected the require-
ment that there must be a way for an individ-
ual to find out how personal information is
used. With computerization, the matching of
records, searching of files based on profiles,
and verifying of information with numerous
other record systems have become routine for
many record systems. The fact that the uses
of information in government databases are
increasing does not necessarily mean that in-
dividuals will not find out about such uses;
however, OTA'S research indicates that agen-
cies have generally not informed individuals,
at least not in a direct fashion.

The third principle, that there must be a way
for an individual to prevent information about
him or her that was obtained for one purpose
from being used or made available for another
purpose without his or her consent, is affected
most dramatically by new applications of tech-
nology. The principle includes not just knowl-
edge of the uses of information, but also a
means to prevent uses. Given the scale of gov-
ernment recordkeeping and the number of ad-
ministrative uses of information, it appears to
be extremely difficult for an individual to take
action.

In computer matching, front-end verifica-
tion, and computer profiling, information that
was collected for one purpose, such as person-
nel or tax, is being used for another purpose,
e.g., detection of fraud, registration for selec-
tive service, or payment of child support. In
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some cases, this principle has been overriden
by legislation that has authorized the exchanges.
In these instances, the legislative history re-
veals little explicit consideration of the effect
on the fair information principles of the Privacy
Act. In the majority of cases, these new uses
of information have not been authorized by leg-
islation, but instead have been justified under
the routine use exemption of the disclosure pr~
visions in the Privacy Act. This exemption has
been used for such a large number of informa-
tion exchanges and for so many types that it
now appears to mean that all uses of Federal
records are permitted except those that are ex-
pressly prohibited.

The fourth principle of fair information prac-
tice is that there must be a way for an individ-
ual to correct or amend a record of identifiable
information about him or her. This principle has
become even more important in an age of elec-
tronic recordkeeping because more information
is collected from parties other than the indi-
vidual and because information is added to files
at indeterminate periods. The increased ex-
changes and uses of information by Federal
agencies make it more difficult to determine
what information is maintained and how it is
used; therefore it is harder for an individual
to corrector amend records. On the other hand,
in an age of electronic recordkeeping, it is pos-
sible that corrections to individual files could
be negotiated via a home computer or agency
computer, and agreed upon changes made di-
rectly into the system. Based on OTA'S re-
search, it appears that no agency is using com-
puters and telecommunications to provide new
ways for an individual to amend records.

The fifth principle is that any organization
creating, maintaining, using, or disseminating
records of identifiable personal data must assure
the reliability of the data for their intended use
and must take precautions to prevent misuse of
the data. It is from this principle that the
maxim that information must be accurate,
timely, relevant, and complete has been taken
[Public Law, 93-579, Sec. 3(e)(5)]. With elec-
tronic record systems, data are collected, ma-
nipulated, and exchanged much more quickly
than in paper systems. The speed of exchanges
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and large number of users make it more diffi-
cult to determine who is responsible for data
reliability and use. Once again, the technology
offers at least a partial solution in that audit
trails can be built into systems. In addition,
systems can be programmed to automatically
purge records or separate data elements after
a specified period of time. OTA found that
agencies were not, on the whole, making use
of the technology to ensure record quality, and
were conducting few reviews of record quality.

Public Opinion.— In general, Americans do
not believe that there are adequate safeguards
for protecting the privacy of information about
people.” The percentage of the public believ-
ing that personal information about them is
being kept in files not known to them has in-
creased from 44 percent in 1974 to 67 percent
in 1983. Most Americans, from two-thirds to
three-fourths, believe that agencies that release
information they gather to other agencies or
individuals are seriously invading personal
privacy. Yet, a significant percentage of the
public believes that public and private orga-
nizations do share personal information. Most
Americans, 84 percent, believe that master

files of personal information could be compiled
“fairly easily, ” and 78 percent would regard
this as a violation of their privacy.

There is increasing public support for addi-
tional government action to protect privacy.
In 1978, two-thirds of the public responded
that laws could go a long way to help preserve
privacy. Sixty-two percent thought it was very
important that there bean independent agency
to handle complaints about violations of per-
sonal privacy by organizations. In 1982, over
80 percent of the public supported the major
principles of the code of fair information prin-
ciples. In 1983, large majorities of the public
supported the enactment of new Federal laws
to deal with information abuse, including laws
that would require that any information from
a computer that might be damaging to people
or organizations must be double-checked thor-
oughly before being used, and laws that would
regulate what kind of information about an in-
dividual could be combined with other infor-
mation about the same individual.

*For a more complete discussion of public opinion and privacy,
see ch. 2.

POLICY PROBLEMS

OTA'’s analysis of Federal agency use of elec-
tronic record systems, specifically for comput-
er matching, computer-assisted front-end ver-
ification, and computer profiling, revealed a
number of common policy problems.

First, new applications of personal informa-
tion have undermined the goal of the Privacy
Act that individuals be able to control informa-
tion about themselves. As a general principle,
the Privacy Act prohibits the use of informa-
tion for a purpose other than that for which
it was collected without the consent of the in-
dividual. New computer and telecommunica-
tion applications for processing personal in-
formation facilitate the use of information for
secondary purposes, e.g., use of Federal em-
ployee personnel information for locating stu-
dent loan defaulters, or use of Federal tax in-
formation for evaluation of a Medicaid claim.

The expanded use and exchange of personal
information have also made it more difficult
for individuals to access and amend informa-
tion about themselves, as provided for in the
Privacy Act. In effect, the Privacy Act gave
the individual a great deal of responsibility for
ensuring that personal information was not
misused or incorrect. Technological advances
have increased the disparity between this
responsibility and the ability of the individ-
ual to monitor Federal agency practices. For
example, individuals may not be aware that
information about them is being used in a com-
puter match or computer profile, unless they
monitor the Federal Register for notices of
such uses or unless questions about their per-
sonal information arise as a result of the ap-
plication. In computer-assisted front-end ver-
ification, individuals may be notified on an
application form that information they provide
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will be verified from outside sources, but are
unlikely to be told which sources will be con-
tacted.

Additionally, new computer and telecommu-
nication capabilities enable agencies to ex-
change and manipulate not only discrete records,
but entire record systems. At the time the
Privacy Act was debated, this capability did
not exist. The individual rights and remedies
of the act are based on the assumption that
agencies were using discrete records. Exchanges
and manipulations of entire record systems
make it more difficult for an individual to be
aware of uses of his or her record, as those uses
are generally not of immediate interest to the
individual.

Second, there is serious question as to the ef-
ficacy of the current institutional arrangements
for oversight of Federal agency compliance with
the Privacy Act and related OMB guidelines. Un-
der the Privacy Act, Federal agencies are re-
quired to comply with certain standards and
procedures in handling personal information—
e.g., that the collection, maintenance, use, or
dissemination of any record of identifiable per-
sonal information should be for a necessary and
lawful purpose; that the information should
be current, relevant, and accurate; and that
adequate safeguards should be taken to pre-
vent misuse of information.

OMB is assigned responsibility for oversight
of agency implementation of the Privacy Act.
Prior studies by the Privacy Protection Study
Commission (1977), U.S. General Accounting
Office (1978), and the House Committee on
Government Operations (1975 and 1983) have
all found significant deficiencies in OMB’S
oversight of Privacy Act implementation. For
example, under the Privacy Act, information
collected for one purpose should not be used
for another purpose without the permission of
the individual; however, a major exemption to
this requirement is if the information is for a
“routine use’'—one that is compatible with the
purpose for which it was collected. Neither Con-
gress nor OMB has offered guidance on what
is an appropriate routine use; hence this has
become a catch-all exemption permitting a va-
riety of Federal agency information exchanges.

More specifically, OTA found that OMB is
not effectively monitoring such basic areas as
the quality of Privacy Act records; the protec-
tion of Privacy Act records in systems current-
ly or potentially accessible by microcomputers;
the cost-effectiveness of computer matching
and other record applications; and the level of
agency resources devoted to implementation
of the Privacy Act. OTA also found that nei-
ther OMB nor any other agency or office in
the Federal Government is, on a regular ba-
sis, collecting or maintaining information on
Privacy Act implementation. Given the almost
total lack of information on Federal agency per-
sonal information activities, OTA conducted
its own one-time survey of major Federal agen-
cies and found that: -

+ the quality (completeness and accuracy)
of most Privacy Act record systems is un-
known even to the agencies themselves,
few (about 13 percent) of the record sys-
tems are audited for record quality, and
the limited evidence available suggests
that quality varies widely;

« even though the Federal inventory of
microcomputers has increased from a few
thousand in 1980 to over 100,000 in 1985,
few agencies (about 8 percent) have re-
vised privacy guidelines with respect to
microcomputers;

« few agencies reported doing cost-benefit
analyses either before (3 out of 37) or af-
ter (4 out of 37) computer matches; author-
itative, credible evidence of the cost-ef-
fectiveness of computer matching is still
lacking; and

« in most Federal agencies the number of
staff assigned to Privacy Act implemen-
tation is limited; of 100 agency compo-
nents responding to this question, 33 re-
ported less than 1 person per agency
assigned to privacy and 34 reported 1
person.

Additionally, OTA found that there is little
or no government-wide information on or OMB
oversight of: 1) the scope and magnitude of
computer matching, computerized front-end
verification, and computer profiling activities;
z) the quality and appropriateness of the per-
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sonal information that is being used in these
applications; and 3) the results and cost-effec-
tiveness of these applications.

Third, neither Congress nor the executive
branch is providing a forum in which the privacy,
management efficiency, and law enforcement imp-
lications of Federal electronic record system
applications can be fully debated and resolved.
The efficiency of government programs and
investigations is improved by more complete
and accurate information about individuals.
The societal interest in protecting individual
privacy is benefited by standards and protec-
tions for the use of personal information. Public
policy needs to recognize and address the ten-
sion between these two interests.

Since 1974, the primary policy attention with
respect to Federal agency administration has
shifted away from privacy-related concerns. In-
terests in management, efficiency, and budget
have dominated the executive and legislative
agenda in the late 1970s and early 1980s. Con-
gress has authorized information exchanges
among agencies in a number of laws, e.g., the
Debt Collection Act of 1982 and the Deficit
Reduction Act of 1984. In these instances, con-
gressional debates included only minimal con-
sideration of the privacy implications of these
exchanges.

A number of executive bodies have been es-
tablished to make recommendations for im-
proving the management of the Federal Gov-
ernment, e.g., the President’s Council on
Integrity and Efficiency, the President Coun-
cil on Management Improvement, and the
Grace Commission. All have endorsed the in-
creased use of applications such as computer
matching, front-end verification, and computer
profiling in order to detect fraud, waste, and
abuse in government programs. However,
these bodies have given little explicit consid-
eration to privacy interests. Some executive
guidelines remind agencies to consider privacy
interests in implementing new programs, but
these are not followed up to ensure agency com-
pliance.

In general, decisions to use applications such
as computer matching, front-end verification,

and computer profiling are being made by pro-
gram officials as part of their effort to detect
fraud, waste, and abuse. Given the emphasis
being placed on Federal management and effi-
ciency, agencies have little incentive to con-
sider privacy concerns when deciding to es-
tablish or expand the use of personal record
systems. As a result, ethical decisions about
the appropriateness of using certain catego-
ries of personal information, such as financial,
health, or lifestyle, are often made without the
knowledge of or oversight by appropriate agen-
cy officials (e.g., Privacy Act officers or inspec-
tors general), OMB, Congress, or the affected
individuals.

Fourth, within the Federal Government, the
broader social, economic, and political context
of information policy, which includes privacy-
related issues, is not being considered. The com-
plexity of Federal Government relations—
within executive agencies, between the execu-
tive and legislature, between the Federal Gov-
ernment and State governments, and between
the Federal Government and the private sec-
tor—is mirrored in interconnecting webs of in-
formation exchanges. This complexity and in-
terconnectedness is reflected in a myriad of
laws and regulations, most of which have been
enacted in a piecemeal fashion without consid-
eration of other information policies.

Some of these policies may be perceived as
being somewhat inconsistent with others, e.g.,
the privacy of personal information and pub-
lic access to government information. Some
laws and regulations may only partially ad-
dress a problem, e.g., Federal privacy legisla-
tion does not include policy for the private
sector or for the flow of information across na-
tional borders. In other instances, issues that
are inherently related and interdependent, such
as privacy and security, are debated and legis-
lated in separate forums with only passing at-
tention to their relationship.

Additionally, the Federal Government in-
formation systems, as well as its information
policy, are dependent on technological and eco-
nomic developments. Federal funding for re-
search and development and Federal financial
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and market regulations will have significant
implications for these developments. Yet, un-
er the present policymaking system, there is
no assurance that these implications will be
considered. Likewise, the international infor-

mation policy environment, as well as inter-
national technological and economic develop-
ments, affects domestic information policy; yet
these factors are not systematically considered
in the existing policy arenas.

POLICY ACTIONS

Overall, OTA has concluded that Federal
agency use of new information technologies in
processing personal information has eroded the
protections of the 1974 Privacy Act. Many of
the electronic record applications being used
by Federal agencies, e.g., computer profiling
and front-end verification, are not explicitly
covered by either the act or subsequent OMB
guidelines. Even where applications are cov-
ered by statute or executive guidelines, there
is little oversight to ensure agency compliance.
More importantly, neither Congress nor the
executive branch is providing a forum in which
the conflicts-between privacy interests and
competing interests, such as management effi-
ciency and law enforcement—generated by new
applications of information technology can be
debated and resolved. Absent such aforum,
agencies have little incentive to consider pri-
vacy concerns when deciding to establish or
expand the use of personal record systems.

OTA has identified arange of policy actions
for congressional consideration, including
maintaining the status quo, problem-specific
actions, institutional changes, and considera-
tion of a national information policy. These pol-
icy actions are discussed below.

Action 1: Maintaining the Status Quo

Congress could do nothing at this time,
monitor Federal use of information technol-
ogy, and leave policymaking to case law and
administrative discretion.

The implication of maintaining the status
qguo is that the present policy problems and
confusion will continue. It is likely that the pol-
icy emphasis on management efficiency; on de-
tection and prevention of fraud, waste, and

abuse; and on effective law enforcement will
continue to take precedence over privacy-
related concerns. This emphasis will most
likely result in an increased use of current ap-
plications of information technology in Fed-
eral agencies for record searches such as com-
puter matching, computer-assisted front-end
verification, and computer profiling. In addi-
tion, it is likely that new applications will be
developed.

Without congressional action, individuals
will continue to be unaware of the majority of
uses and disclosures of personal information
by Federal agencies because there will be no
notice other than that which appears in the
Federal Register. If an individual has a ques-
tion about agency practices and procedures,
it is difficult for him or her to find the appro-
priate person to contact in a Federal agency.
If an individual wishes to challenge an agency
use of personal information, he or she will not
have clearly defined or effective recourse be-
cause of the problems with the damage reme-
dies of the Privacy Act.

Additionally, absent congressional action,
there will be a lack of information available to
Congress and the American people, as well as
within agencies, concerning the scale and scope
of technological applications applied to records
and record systems in Federal agencies. This
will make it even more difficult for Congress
to be aware of current or proposed agency prac-
tices in order to exercise effective oversight.
Moreover, the lack of information will aggra-
vate the existing difficulties in monitoring the
guality, e.g., accuracy and completeness, of
personal information that is used and exchanged
by Federal agencies.

If Congress does not address the problems
resulting from Federal agency applications of
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new information technology in processing per-
sonal information, then Federal agency staff
will be left to interpret the meaning of the fair
information principles in an electronic age. This
would undermine a primary goal of the Privacy
Act because it would increase the discretion
of administrative agencies in handling personal
information. Additionally, this would not meet
the need expressed by some agency staff for
more specific guidance from either OMB or
Congress.

Most importantly, lack of congressional ac-
tion will, in effect, represent an endorsement
of the creation of a de facto national database
containing personal information on most
Americans, and an endorsement of the use of
the social security number as a de facto na-
tional identifier. Current legislation, such as
the Deficit Reduction Act of 1984, has acceler-
ated what had been the gradual development
of a national database because of the increased
data searches and creation of computerized
databases authorized by this legislation. In-
dividual authorizations such as these have
been largely unnoticed by the public. However,
without consideration of the overall societal
and political implications, these authorizations
taken together could lead to personal informa-
tion practices that most of the American pub-
lic would find unacceptable.

Action 2: Problem-Specific Actions

Congress could also consider a number of
problem-specific actions, dealing with com-
puterized record searches, specific catego-
ries of information (social security number,
tax information, and medical or other sen-
sitive information), microcomputers, and rec-
ord/data quality.

There are a number of procedural and sub-
stantive changes that Congress could legislate.
In fashioning such changes, it would be easi-
est for Congress to deal with specific problem
areas. Each of these will be discussed below.
These changes are not mutually exclusive. In-
deed, to provide the most comprehensive pro-
tection for personal information, it maybe nec-
essary to legislate in all of these areas.

A. Establish control over Federal agency
use of computer matching, front-end
verification, and computer profiling,
including agency decisions to use these
applications, the process for use and
verification of information, and the
rights of individuals.

In order to do this Congress could, in effect,
require congressional approval for every rec-
ord search involving personal information.
This would entail amending the “routine use”
provision of the Privacy Act to eliminate
matching and other record searches from this
exemption. As a result, agencies would need
to obtain congressional authorization each
time they wished to search records containing
personal information. Although this approach
would enable Congress to monitor record
searches and to limit agency discretion in
deciding to search records, it may involve a
prohibitive time investment for Congress or
be a de facto prohibition on such searches. Fed-
eral agencies likely would be opposed to such
an approval process, as they might perceive
it as unnecessary interference in internal agen-
cy affairs.

Alternatively, Congress could authorize gen-
eral record searches, but establish explicit
standards and procedures. This would require
amending the Privacy Act in at least three pos-
sible ways:

1. Amend the “routine use” provision to al-
low record searches under specific circum-
stances and with specific types of records.
In this way, Congress would establish the
criteria under which matches and other
searches could be done, and the types of
records that could not be used in these
searches (e.g., medical files or tax and secu-
rity clearance records).

2. Specify the due process protections (e.g.,
notice, right to a hearing, right to confiden-
tiality of results, or right to counsel) for
persons whose records are to be searched,
and the time when due process protections
come into effect (e.g., before the match,
after the match but before verification,
and after verification).

3. Require a cost/benefit analysis before and
after every match.
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Although establishing standards and pro-
cedures may be more workable and realistic
than requiring congressional approval for
every record search, it does not provide any
mechanism to ensure that agencies have com-
plied with the general standards. Based on the
experience of agency record searches to date,
it appears that oversight and enforcement are
essential.

In addition to any of the above amendments,
or as an alternative, Congress could require
agencies to adopt a 5-year plan for detecting
fraud, waste, and abuse. In this way, agency
proposals to search record systems would be
placed within a context. Agencies would then
need to justify record searches as a technique
according to criteria such as purpose, cost, and
alternatives considered. Such plans could be
subject to congressional approval. Again, this
would likely be ineffective without critical re-
view, oversight, and enforcement.

Also, in addition to the above, Congress
could amend the Privacy Act to require the
social security number on all Federal, State,
and local government forms. This might im-
prove the accuracy of information used in
matching, and might reduce the costs of verify-
ing hits. However, it seems unwise to adopt
this action without considering the problems
with using the social security number as an
authenticator and identifier, and the problem
of endorsing a national identifier.

B. Implement more controls and protec-
tions for sensitive categories of per-
sonal information, such as medical and
insurance.

Statutes provide specific protection in many
areas where personal information is collected
and used—e.g., banks, credit agencies, educa-
tional institutions, and criminal history repos-
itories. Based on United States v. Miller, 425
U.S. 435 (1976), if there is no specific statu-
tory basis for an individual's right with respect
to a particular type of personal information
held by another party, the individual may not
be able to assert a claim about how that infor-
mation is used.

The Privacy Protection Study Commission
(PPSC) analyzed the privacy implications of
the recordkeeping practices in a number of
areas, including insurance, employment, and
medical care, and made recommendations for
policy. Very few of these recommendations re-
sulted in legislation, although some were em-
bodied in voluntary codes by organizations
such as insurance companies and employers.

Medical information is still an area in which
an individual’s interests are not protected by
statute. In 1977, PPSC recommended that
“now is the proper time to establish privacy
protection safeguards for medical records. "g
The Commission was led to this conclusion by
the changing conceptions of the medical rec-
ord and increased automation. Although many
bills to protect medical information have been
introduced, none has yet passed. The Federal
Government collects, maintains, and discloses
a great deal of sensitive medical information.
Agencies involved include, for example, the
Department of Health and Human Services
(HHS), the Occupational Safety and Health
Administration, the Environmental Protection
Agency, and the Veterans Administration.
Agencies collect medical information for pur-
poses such as delivering services, providing
cost reimbursements, and conducting research.
Legislation could address these and other
needs.

Legislating for a specific type of information
or specific organizational entity on a piecemeal
basis is not without its problems. OTA'S re-
search indicates that it is difficult to isolate
collection of personal information in this way.
Instead, the information infrastructure is com-
plex and constantly overlapping. Needs, inter-
ests, and programs converge at many points.

C. Establish controls to protect the pri-
vacy, confidentiality, and security of
personal information within the micro-
computer environment of the Federal
Government and provide for appropri-
ate enforcement mechanisms.

‘Privacy Protection Study Commission, Personal Privacy in

an Information Society (Washington, DC:U.S. Government
Printing Office, 1977), p. 290.
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Agencies appear to be dealing with micro-
computer policy on an ad hoc basis. This ap-
proach results in variation in the protection
afforded personal information by Federal agen-
cies. In establishing policy for the use of mi-
crocomputers withing Federal agencies, it is
necessary to address the management, data
integrity, security, confidentiality, and privacy
aspects.

OTA'S companion report, Management, Se-
curity, and Congressional Oversight,”ana-
lyzes in detail the management, data integrity,
and security aspects of information systems
policy, including for microcomputers. Briefly,
there are four general kinds of measures to pro-
tect information systems. First are adminis-
trative security measures, such as requiring
that employees change passwords every few
months; removing the passwords of termi-
nated employees quickly; providing security
training programs; storing copies of critical
data off-site; developing criteria for sensitiv-
ity of data; and providing visible upper man-
agement support for security. Second are phys-
ical security measures, such as locking up
diskettes and/or the room in which microcom-
puters are located, and key locks for microcom-
puters, especially those with hard disk drives.

There are also numerous technical measures
to assure security, including audit programs
that log activity on computer systems; secu-
rity control systems that allow different layers
of access for different sensitivities of data; en-
crypting data when they are stored or trans-
mitted, or using an encryption code to authen-
ticate electronic transactions; techniques for
user identification; and shielding that prevents
eavesdroppers from picking up and deciphering
the signals given off by electronic equipment.

Lastly, there are legal remedies to discourage
information system abuse, generally known as
computer crime, and to prosecute perpetrators.
Because computerized information is intangi-
ble, its abuses do not fit neatly into existing
legal categories, such as fraud, theft, embez-

°U.8S. Congress, Office of Technology Assessment, Federal
Government Information Technology: Management, Security,

and Congressional Oversight, OTA-CIT-297 (Washington, DC:
U.S. Government Printing Office, February 1986).

zlement, and trespass. This makes computer
crime a different kind of criminal act needing
special legislative attention. Concern with pro-
tecting the privacy of personal information is
related to computer crime in that such crimes
may involve unauthorized access to personal
information.

However, there are important aspects of pri-
vacy protection that are not addressed by the
security measures discussed above. The Pri-
vacy Act establishes individual rights of
knowledge, access, and correction, and places
requirements on agencies to maintain records
in a certain fashion, and to use and disclose
records for certain purposes. These procedural
and substantive protections are limited to rec-
ords containing personal information that are
“contained in a system of records. ” A system
of records is defined as “a group of any records
under the control of any agency from which
information is retrieved by the name of the in-
dividual or by some identifying number, sym-
bol, or other identifying particular assigned
to the individual” [See.3(a)(5)]. It is unclear
which records maintained on microcomputers
come under this definition. Once this has been
determined, it will be necessary to provide a
means of monitoring these records to ensure
that the individual rights of knowledge, access,
and correction are provided.

D. Review agency compliance with exist-
ing policy on the quality of data/rec-
ords containing personal information,
and, if necessary, legislate more spe-
cific guidelines and controls for accu-
racy and completeness.

A central aspect of Federal records policy,
as embodied in the Privacy Act and Paperwork
Reduction Act, is that records should be com-
plete and accurate. Through the provisions in
these acts, Congress has recognized the impor-
tance of record quality both to management
efficiency and to the protection of individual

'For further discussion of computer crime issues and policy
options, see ibid., especially ch. 5. Also see U.S. Congress, Of-
fice of Technology Assessment, Federal Government Informa-
tion Technology: Electronic Surveillance and Civil Liberties,
OTA-CIT-293 (Washington, DC: U.S. Government Printing Of-
fice, October 1985).
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rights. Agency decisions based on inaccurate
or incomplete information can lead to waste-
ful or even harmful results. Many Federal rec-
ord systems are now computerized. While com-
puterized systems offer the potential to
improve record quality, undetected or uncor-
rected errors can be disseminated more quickly
and widely—with potentially serious conse-
quences.

Based on available evidence, including the
results of the OTA survey, OTA has concluded
that most Federal agencies do not maintain
statistics on record quality or conduct audits
of record quality. While many agencies have
policies and procedures intended to ensure rec-
ord quality, they do not measure actual qual-
ity levels (by comparing record contents with
primary information sources), and thus do not
have a complete basis for knowing whether or
not problems exist.

OTA asked Federal agencies (major compo-
nents of all 13 cabinet departments plus 20 in-
dependent agencies) for the results of any rec-
ord quality audits conducted on Privacy Act
record systems and for record quality statis-
tics on all computerized record systems main-
tained for law enforcement, investigative, and/
or intelligence purposes. Only one agency pro-
vided any statistics, and very few of the other
agencies indicated that such statistics may
exist.

With respect to audits of the quality of Pri-
vacy Act records, only 16 of 127 (or 13 per-
cent) agencies responding indicated that they
conduct such audits; none provided the re-
sults. “ Only one agency provided record
quality statistics (for three systems under its
jurisdiction) for law enforcement, investiga-
tive, and intelligence record systems. No sta-
tistics were provided for any of the other 82
systems reported. |;j Subsequent to the data

12A total of 142 agencies were surveyed; 5 did not respond
at all, and 10 others responded that the question was not appli-
cable or that the information was not available, for a net total
response of 127 agencies.

1*Again, 142 agencies were surveyed; a total of 85 computer-
ized law enforcement, investigative, or intelligence record sys-
tems were identified. Agencies responded as follows: record qual-
ity statistics maintained (3 systems); no record quality statistics
(63 systems); no response (17 systems); not applicable or infor-
mation not available ( 1 system); and classified ( 1 system).

request, the FBI was asked for and did pro-
vide the results of partial audits of the National
Crime Information Center (see app. A for fur-
ther discussion).

Should Congress wish to address the record
quality problem directly, the appropriate con-
gressional committees could conduct oversight
on Federal electronic record quality, and, if
satisfied that a significant problem exists, con-
sider amendments to the Privacy Act and/or
Paperwork Reduction Act to provide stronger
guidance to the executive branch on this topic.
Congress could also ask for General Account-
ing Office and/or Inspector General audits of
record quality of selected Federal agency rec-
ord systems in order to provide additional
independent confirmation of Federal record
guality. Finally, Congress could direct one or
more of the central agencies responsible for in-
formation technology management (Office of
Information and Regulatory Affairs, OMB;
National Bureau of Standards; or Office of In-
formation Resources Management, General
Services Administration) to develop audit
packages and techniques that could be used
by Federal agencies to measure and monitor
record quality.

E. Review issues concerning use of the
social security number as a de facto
national identifier and, if necessary,re-
strict its use or legislate a new uni-
versal identification number.

The Privacy Act makes it “unlawful for any
Federal, State, or local government agency to
deny to any individual any right, benefit, or
privilege provided by law because of such in-
dividual’s refusal to disclose his social secu-
rity account number’ unless disclosure is re-
quired by law or unless the system of records
was in existence prior to January 1, 1975 (the
grandfather clause). Although the General
Accounting Office, HHS, and numerous task
forces all agree that “the social security num-
ber is, at best, an imperfect identifier and
authenticator, 14 its use has expanded since
1974. The social security number is an impor-

“Privacy Protection Study Commission, Personal Privacy in

an Information Society, op. cit., p. 609.
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tant component in the matching process, and
HHS has developed a software program, which
will detect erroneous social security numbers,
that is to be used in conjunction with a match.

Contrary to the stated intent of the Privacy
Act, the trend in the use of the social security
number appears to be towards its adoption as
a de facto national identifier. Federal, State,
and local agencies, as well as the private sec-
tor, have increased their requests, as well as
their requirements, for disclosing one’s social
security number (or Taxpayer ldentification
Number). In hearings on the Privacy Act, con-
cern with the possibility of the adoption of a
universal identifier was voiced. Much of the
concern focused on the record searches that
a universal identifier would allow. Congress
considered setting severe restrictions on the
use of the social security number, but was dis-
suaded by testimony that the costs and impli-
cations of such restrictions were unknown.
Since enactment of the Privacy Act, Congress
has passed numerous laws authorizing Federal
agencies to collect the social security number
and requiring State agencies to collect it in ad-
ministering Federal programs.

PPSC was asked to study restrictions on the
use of the social security number and to make
recommendations. The major finding of PPSC
was “that restrictions on the collection and use
of the social security number to inhibit ex-
change beyond those already contained in the
law would be costly and cumbersome in the
short run, ineffectual in the long run, and would
also distract public attention from the need to
formulate general policies on record ex-
changes. '* PPSC went on to recommend
that “the Federal Government not consider
taking any action that would foster the devel-
opment of a standard, universal label for indi-
viduals, or a central population register, until
such time as significant steps have been taken
to implement safeguards and policies regard-
ing permissible uses and disclosures of records
about individuals. ” Such a comprehensive
study has not yet been conducted.

“Ibid., p. 614.

If the social security number is being used
as a de facto standard universal identifier in
the United States, both the benefits and haz-
ards of having a national identifier need to be
evaluated. The General Accounting Office,
PPSC, congressional committees, and the So-
cial Security Administration itself have all dis-
cussed parts of these issues. Congress could
make a comprehensive review of issues con-
cerning use of the social security number as
a de facto national identifier and establish a
clear policy for the electronic age, with appro-
priate enforcement mechanisms.

F. Review policy with regard to access to
the Internal Revenue Service's infor-
mation by Federal and State agencies,
and policy with regard to the Internal
Revenue Service’s access to databases
maintained by Federal and State agen-
cies, as well as the private sector. If
necessary, legislate a policy that more
clearly delineates the circumstances
under which such access is permitted.

IRS files are valuable sources of information
for many record searches because of the vari-
ety of information on file (e.g., address, earned
income, unearned income, social security num-
ber, number of dependents) and because the
information is relatively up to date. As a gen-
eral rule, returns and return information are
to remain confidential, as provided for in Sec-
tion 6103 of the Tax Reform Act of 1976. Un-
der this section, information may be disclosed
for tax and audit purposes and proceedings,
and for use in criminal investigations if cer-
tain procedural safeguards are met.

Additionally, Section 6103(1) allows for the
disclosure of tax return information for pur-
poses other than tax administration. The list
has grown considerably since 1976, and in-
cludes: the Social Security Administration and
Railroad Retirement Board (Public Law 94-
455, 1976); Federal loan agencies regarding tax
delinquent accounts (Public Law 97-365, 1982);
the Department of Treasury for use in person-
nel or claimant representative matters (Pub-
lic Law 98-369, 1984); Federal, State, and lo-
cal child support enforcement agencies (Public
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Law 94-455, 1976); and Federal, State, and lo-
cal agencies administering certain programs
under the Social Security Act or Food Stamp
Act of 1977 (Public Law 98-369, 1984). Section
2651 of the Deficit Reduction Act also amends
Section 6103(1) of the Tax Reform Act and al-
lows information from W-2 forms and unearned
income reported on 1099 forms to be divulged
to any Federal, State, or local agency admin-
istering one of the following programs: Aid to
Families With Dependent Children; medical as-
sistance; supplemental security income; unem-
ployment compensation; food stamps; State-
administered supplementary payments; and
any benefit provided under a State plan ap-
proved under Titles I, X, XIV, or XVI of the
Social Security Act. Section 6103(m) of the Tax
Reform Act also provides for disclosure of tax-
payer identity information to a number of
agencies, including the National Institute for
Occupational Safety and Health and the Sec-
retary of Education.

In all instances, Sections 6103(1) and (m) spe-
cify procedures that other parties are to fol-
low in order to gain access to IRS information.
Moreover, Federal, State, and local employees
outside of IRS who handle IRS information
are subject to the same criminal liabilities as
IRS employees for misuse or disclosure of the
information. The IRS also puts out a publica-
tion, Tax Information Security Guidelines for
Federal, State and Local Agencies (Publication
1075; Rev. 7-83), that describes the procedures
agencies must follow to ensure adequate pro-
tection against unauthorized disclosure.

Pressure to extend the list of agencies that
can access IRS information has intensified
with interest in record searches to detect fraud,
waste, and abuse; to register men for the Selec-
tive Service; and for any program that requires
a current address for an individual. The IRS'’s
position is that its goal is to maintain a vol-
untary tax system and that the public’'s per-
ception that tax information should remain
confidential is important to maintaining a vol-
untary system. Thus, the IRS is, in principle,
opposed to disclosing tax information.

Technological advances, however, may make
voluntary disclosure of tax information by the

affected individual less important and thus re-
duce the IRS'’s concern for confidentiality. For
example, the IRS is moving towards a system
where information provided by the individual
would be phased out of the tax return process
and replaced with information disclosed di-
rectly to the IRS by the sources, e.g., em-
ployers, banks, credit agencies, investment
companies, mortgage companies, etc. If this
becomes the case, the IRS will not need to be
concerned with maintaining a voluntary tax
system or with protecting the confidentiality
of tax information.

Congress may wish to legislate a general, but
enforceable, policy regarding the circumstances
under which tax information may be disclosed
and procedures for such disclosure. The ad hoc
process of amending Sections 6103(1) and (m)
when the political situation allows, as reflected
in the long list of congressionally authorized
disclosures, may not be the most effective ap-
proach to maintaining the confidentiality of
tax information.

Congress may also wish to examine IRS ac-
cess to other agency and private sector data-
bases, and legislate a more clearly delineated
policy for such access. This becomes more im-
portant as the IRS relies increasingly on sources
of information other than the taxpayer. Addi-
tionally, IRS access to other databases may
result in inaccurate or irrelevant information
being included in IRS records.

Action 3: Institutional Changes

Congress could initiate a number of insti-
tutional adjustments, e.g., strengthening the
oversight role of OMB, increasing the Pri-
vacy Act staff in agencies, or improving con-
gressional organization and procedures for
consideration of information privacy issues.
These institutional adjustments could be
made individually or in concert. Addition-
ally or separately, Congress could initiate
a major institutional change, such as estab-
lishing a Data Protection or Privacy Board
or Commission.

Strengthening the institutional framework
for information privacy policy could achieve
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three purposes, either singly or in combination.
First, an institution could play the role of an
ombudsman in assisting individuals to resolve
individual or class grievances with a Federal
agency about personal information practices.
Second, it could oversee Federal agency com-
pliance with the Privacy Act and related OMB
guidelines. Third, an institution could provide
a forum in which proposals to alter personal
information practices and systems (e.g., to con-
duct a computer match or to set up a new com-
puterized database) could be discussed in the
context of the implications for personal privacy
and consistency with the principles of the
Privacy Act.

In the increasingly complex, technological,
and bureaucratic environment of the late 1980s,
the fair information principles of the Privacy
Act are even more important, but the Privacy
Act scheme of enforcement and oversight ap-
pears to be increasingly anachronistic. For in-
stance, it may not be realistic to ask individ-
uals to control information about themselves
in view of the cost and time burdens entailed.
Also, the number of organizations that retain
personal information is large, and the intricacies
of their uses and disclosures of information are
such that it appears almost impossible for most
individuals to monitor how information is be-
ing used.

Moreover, the implicit assumption that each
individual has a discrete interest in protect-
ing his or her privacy, and that there is no larg-
er societal interest, can be challenged. Many
researchers and practitioners believe that there
is also a social interest in maintaining certain
boundaries of personal information collection
and use. As discussed in chapter 2, the results
of public opinion polls implicitly support this
view.

There are three weaknesses in a personal in-
formation policy that provides for enforcement
primarily through individual grievances and
requires little direct oversight of agency
practices.

First, the policy relies on individuals to pro-
tect their interests. The Privacy Act requires
that individuals be aware of their rights, under-

stand the potential threats posed by Federal
agency collection and use of personal informa-
tion, and be willing to invest the time and mon-
ey necessary to protect their interests. These
requirements place a burden on the individual.
Every time one comes in contact with an agen-
cy seeking personal information, he or she
would need to question the purposes for which
information is sought and the necessity of each
piece of information.

To ensure that information is not misused,
the individual would need to follow up to make
sure that no new information was added to the
file, and that the uses and disclosures of infor-
mation were in keeping with the agency’s
stated purposes. If individuals find that files
contain inaccurate or irrelevant information,
or that information was used for improper pur-
poses, then they would need to know what le-
gal remedies are available and take action
against the Federal agency. Such a procedure
means that individuals would need to be con-
scious of their rights at every stage of the
information-handling process. Most people are
so accustomed to disclosing information that
they rarely think through all of the possible
consequences. As Michael Baker suggests:

What we can expect in the way of self-pro-
tective action on the part of individual citizens
is severely limited by the fact that record-
keeping practices are of relatively low visibil-
ity to and salience for the individual.”

The second weakness in the enforcement
scheme of the Privacy Act is that it only pro-
vides remedies once misuses have been iden-
tified. If an individual has the right to correct
inaccurate information or make a case for delet-
ing or amending information in his or her rec-
ord, the right only “rights” a wrong already
committed against the individual. It does not
protect the record from further errors or mis-
uses, nor does it prevent similar wrongs from
being committed against other individuals. It
provides no preventive protection unless the
granting of new rights to individuals can be

“Michael A. Baker, “Record Privacy as a Marginal Problem:

The Limits of Consciousness and Concern, Columbia Human
Rights Law Review, vol. 4, 1972, p. 89,
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viewed as a means of deterring agencies from
engaging in questionable information prac-
tices. But the time and money necessary to
take action against a Federal agency make it
unlikely that many individuals will take advan-
tage of these rights. Thus, the deterrent effect
of such rights on agency information practices
is likely to be minimal.

The third weakness is that the personal in-
formation policy is not sensitive to the exist-
ing imbalance of power between the individ-
ual and Federal agencies. Under the Privacy
Act, the interests of individuals are placed in
opposition to the needs of the government for
information. In most situations, the individ-
ual is dependent on the government for em-
ployment, credit, insurance, or some other ben-
efit or service. Therefore, the individual is not
likely to “afford” the risk of questioning an
agency’s information practices. Some view this
as the most significant policy weakness and
argue that:

[the] enormous imbalance of power between
the isolated individual and the great data col-
lection organizations is perfectly obvious: un-
der these conditions, it is a pure illusion to
speak of “control.” Indeed, the fact of insist-
ing exclusively on means of individual control
can in fact be an alibi on the part of a public
power wishing to avoid the new problems
brought about by the development of enor-
mous personal data files, seeking refuge in an
illusory exaltation of the powers of the indi-
vidual, who will thus find himself alone to run
a game in which he can only be the loser."”

Strengthening an existing institution or es-
tablishing a new one would bring more visibil-
ity to the issue of personal information col-
lection and use; provide a central place for
individuals to bring complaints and for agen-
cies to seek advice; and enable Congress, the
agencies, and the public to get more complete,
accurate, and timely information on agencies’
practices. The institution could also place limi-
tations on the initial collection of information;
review, and possibly approve, proposals to link

“S. Rodota, “Privacy and Data Surveillance: Growing Pub-
lic Concern, ” OECD Information Studies #10-Policy Issues

in Data Protection and Privacy (Paris: OECD, 1976), pp. 139-140.

record systems; and set standards for and over-
see data quality in all systems.

A number of institutional changes available
to Congress are discussed below:

A. Strengthen the role of the Office of
Management and Budget in the en-
forcement and oversight of the Pri-
vacy Act.

Under the Privacy Act, OMB is responsible
for providing guidelines and regulations, pro-
viding assistance to the agencies, overseeing
the procedural mechanisms, and preparing the
President Annual Report on Implementation
of the Privacy Act. OMB has issued a number
of guidelines, most significantly with respect
to computer matching and the Debt Collection
Act. However, in at least one instance—the
guidelines released under the Debt Collection
Act—OMB issued its g]uidelines without time
for public comment.”” In another instance,
OMB did not issue guidelines as promised in
a judicial action.” In addition, OMB has not
yet acted on a requirement in the Paperwork
Reduction Act to “submit to the President and
the Congress legislative proposals to remove
inconsistencies in laws and practices involv-
ing privacy, confidentiality, and disclosure of
information.

From the enactment of the Privacy Act in
1974 until 1980, OMB provided assistance
through a separate office with a few staff mem-
bers within its Information Policy Division.
At this time, as the Privacy Protection Study
Commission found, “neither OMB nor any of
the other agencies with guidance responsibili-
ties have subsequently played an aggressive
role in making sure that the agencies are
equipped to comply with the act and are, in
fact, doing so.””

“See comments of Christopher DeMuth, Administrator, Of-
fice of Information and Regulatory Affairs (OIRA), Office of
Management and Budget (OMB), and Robert Bedell, Deputy
Administrator, 01 RA, OMB, in Oversight of the Privacy Act,
House Committee on Government Operations, Subcommittee
on Government Information, Justice, and Agriculture, 1983,
pp. 123-124.

*See Bruce v. United states, 621 F.2d 915 (8th Cir. 1980).

2See House Report No. 98-455. = . . .

Z} Privacy Protection Study Commission, Personal Privacy in

an Information Society, op. cit., p. 21.
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The Paperwork Reduction Act created the
Office of Information and Regulatory Affairs
with desk officers to oversee the implementa-
tion of information-related policies (including
the Privacy Act) within an agency. Although
this style of oversight does not necessarily
mean that Privacy Act concerns receive less
attention, it appears that this has been the
practice. Testimony from Christopher DeMuth
of OMB at the 1983 hearings on oversight of
the Privacy Act”indicates (and interviews
with OMB confirm) that the desk officers spend
little time on Privacy Act matters.

OMB has focused its attention on the review
of systems of records, as provided for in the
Privacy Act. The act does not offer OMB any
other specific guidance and OMB has not taken
the initiative—e.g., by reviewing agencies’
mechanisms for providing individual access
and correction or for maintaining the accuracy
of records.

OMB prepares the President’s Annual Re-
port on Implementation of the Privacy Act.
Annual reports for the years 1975 through
1978 were well-documented studies of agency
practices under the Privacy Act, and included
descriptions of Federal personal information
systems and agency administration, as well as
data on use of the access and correction provi-
sions of the act. The information contained in
1980 and 1981 reports was not as complete and
focused mainly on systems that agencies des-
ignated as exempt from the Privacy Act. In
1982 debates on the Congressional Reports
Elimination Act, OMB recommended that the
Privacy Act Annual Report be eliminated. Con-
gress rejected this suggestion.” The 1982-83
Annual Report on Implementation of the Pri-
vacy Act was not delivered to Congress until
December 1985. This report synthesized Fed-
eral agencies’ administration of the act over
the past 10 years, and suggested areas for con-
gressional action.

The goal of the Paperwork Reduction Act
of 1980 was to reduce paperwork and improve
information technology management. The act

“Oversiaht of the Privacy Act, ibid., pp. 123-124.
23Gee House Report No. 5%3'4§5. PP

was designed to coordinate information-related
activities of Federal agencies—specifically,
automated data processing, telecommunica-
tions, office automation, information systems
development, data and records management,
and, possibly, printing and libraries. The act
also acknowledged the importance of informa-
tion as a resource and made a commitment to
the management concept of information re-
sources management, popularly known as
IRM.*

Concern with protecting the confidentiality
and security of personal information and pro-
viding individuals access to that information
is part of the IRM concept. However, privacy
has not been centrally integrated into IRM as
presently implemented in Federal agencies. In
part, this can be attributed to the fact that the
Privacy Act and Paperwork Reduction Act are
distinct pieces of legislation, with different
public, congressional, and agency constitu-
encies.

Another reason for the lack of integration
and coordination is that OMB was somewhat
slow to take a lead role in formulating IRM
policy. In December 1985, OMB issued Circu-
lar A-130, “Management of Federal Informa-
tion Resources, ” which sets basic guidelines
for the collection, processing, and dissemina-
tion of information by Federal agencies, and
for the management of information systems
and technology. The circular also revised and
coordinated existing directives on privacy and
computer security. Although the circular suc-
ceeds in centralizing information policy in one
document, it does not contain any significant
changes from previous congressional and OMB
policies, and, in general, does not provide
detailed guidance to agencies.

In terms of strengthening OMB'S role, Con-
gress could to do three things. First, it could
amend the Privacy Act, giving OMB the au-
thority to issue regulations-not merely guide
lines-and the authority to enforce them. Such

*For a more complete discussion of IRM, see U.S. Congress,
Office of Technology Assessment, Federal Government Infor-
mation Technology: Management, Security, and Congressional
Oversight, op. cit.
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additional authority would put OMB in the role
of policing agency personal information prac-
tices. The advantage of strengthening OMB
authority is that it could be achieved with mi-
nor institutional change and minimal overhead.
The major disadvantages are that agencies
may resist this expansion in OMB'’S author-
ity, and that continued congressional oversight
would be required to ensure that OMB was ful-
filling its new responsibilities. Given OMB'’S
prior attention to this area and its other respon-
sibilities, some of which may conflict with data
protection/privacy, it may be questionable
whether OMB could improve its oversight role
even with additional authority.

Second, Congress could enhance OMB'S in-
stitutional base for dealing with the Privacy
Act. This could be done by setting up a sepa-
rate office with responsibility for data protec-
tion/privacy. In order for this office to be ef-
fective, Congress would need to ensure that
adequate staff and budget are provided. Al-
ternatively, Congress could increase the staff
in the Office of Information and Regulatory
Affairs and provide a separate staff person per
agency who would be responsible for the pri-
vacy issues of that agency. Although the in-
stitutional framework is in place to achieve
these changes quickly, the problem of ensur-
ing OMB commitment to ensure compliance
with the Privacy Act remains.

Third, Congress could upgrade the Office of
Information and Regulatory Affairs, possibly
by taking it out of OMB and establishing it
as anew Office of Federal Management, as pro-
vided for in S. 2230, the “Federal Management
and Reorganization and Cost Control Act of
1986. ” This would have the advantage of re-
moving the conflict that exists within OMB
between budgetary constraints and manage-
ment interests. However, it would be impor-
tant to ensure that privacy be accorded equal
importance with other management interests.
The principal disadvantage of such a change
is that it would be controversial, as it repre-
sents a major institutional reorganization.

B. Increase the size, stature, and author-
ity of privacy staff in agencies.

Under the Privacy Act, each agency has des-
ignated an official who is responsible for Pri-
vacy Act matters. In many agencies, this offi-
cial is also responsible for the Freedom of
Information Act. In most agencies, there is lit-
tle or no staff support for Privacy Act mat-
ters. The OTA survey revealed that 67 percent
of agency components responding (67 out of
100) reported one FTE (full-time equivalent)
staff person or less assigned to Privacy Act
matters. Only 7 percent of agency components
(7 out of 100) responding reported having 10
or more FTEs assigned to Privacy Act mat-
ters. Five of these components were located
in the Department of Justice and included the
Drug Enforcement Agency, Immigration and
Naturalization Service, Federal Bureau of In-
vestigation, and Criminal Division. The other
agencies with more than 10 FTEs assigned to
the Privacy Act were the Social Security Ad-
ministration and the Office of the Secretary
in the Department of Commerce.

Congress could amend the Privacy Act to
require agencies to provide a certain level of
professional and staff support for Privacy Act
matters. Such an amendment could provide for
adequate training conducted by both related
agency staff (e.g., Freedom of Information Act
officers, General Counsel staff, staff in the In-
spector General’s Office, and IRM personnel)
and external groups (e.g., OPM'S Government
Executive Institute and the American Soci-
ety of Access Professionals).

In amending the Privacy Act, Congress
could also specify the responsibilities and au-
thorities of the Privacy Act officers, e.g., to
serve as liaison between individuals and agen-
cies in resolution of problems or grievances;
to approve, or be consulted about, new record
applications; and to maintain information on
agency practices. If Privacy Act staff are to
be effective in protecting privacy interests
from within the agency, their authority must
be stated in the legislation; otherwise it is pos-
sible that upper management will thwart their
efforts.

The primary problem with this action is that
enforcement and oversight responsibilities are
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left within the agencies. Therefore, in addition
to statutory changes, intensified congressional
oversight of each agency may be required.

C. Improve congressional organization
and procedures for consideration of in-
formation privacy issues.

At present, Congress does not have a mech-
anism for coordinated oversight of public laws
and bills having privacy implications. Indeed,
almost every committee has responsibility for
some aspect of the personal information prac-
tices of Federal agencies. For example, issues
related to the Privacy Act and privacy in gen-
eral are of interest to the House Committees
on Government Operations and on the Judici-
ary and the Senate Committees on Govern-
mental Affairs and on the Judiciary; privacy
issues involving school records are sent to the
House Commi‘ttee on Education and Labor and
the Senate Committee on Labor and Human
Resources; issues involving privacy of credit
records are sent to the Committees on Bank-
ing in each House; privacy issues arising under
the Freedom of Information Act are consid-
ered by the House Committee on Government
Operations and the Senate Committee on the
Judiciary; issues involving cable subscriber
privacy are sent to the House Commi ttee on
Energy and Commerce and the Senate Com-
mittee on Commerce, Science, and Transpor-
tation; in the House, medical records confiden-
tiality has been discussed by the Committees
on Government Operations, Energy and Com-
merce, and Ways and Means, as well as by the
Senate Committee on Energy and Commerce;
and tax record confidentiality comes under the
purview of the House Committee on Ways and
Means and the Senate Committee on Finance.

Because of the fragmentation of the commit-
tee system and the primacy of substantive con-
cerns in individual committees, privacy inter-
ests are often not given thorough considera-
tion. Moreover, it is difficult for interest groups
who define their roles as protecting privacy to
keep track of relevant legislation and to moni-
tor all pertinent congressional hearings.

If Committees with crosscutting privacy jur-
isdiction were established in both Houses, ei-
ther as permanent committees, new subcom-

mittees, or select committees, and all bills
having privacy implications were referred
jointly or sequentially to those committees,
privacy issues could be debated and resolved
in a more deliberate and focused manner. It
is theoretically easy for Congress to make a
change of this nature, but politically it is likely
to be difficult as reform efforts of the past dec-
ade indicate.”

An easier alternative would be for Congress
to retain the existing committee structure, but
provide for better monitoring of bills having
information privacy implications, and joint
referral of such bills to committees with pri-
vacy jurisdiction.

D. Establish a Privacy or Data Protec-
tion Board.™

The proposal to establish an entity to over-
see the personal information practices of Fed-
eral agencies is not new. The original Privacy
Act that passed the Senate provided for the
establishment of a Privacy Protection Com-
mission with powers to:

« monitor and inspect Federal systems and
databanks containing information about
individuals;

+ compile and publish an annual U.S. Infor-
mation Directory so that citizens and
Members of Congress will have an accu-
rate source of up-to-date information
about the personal data-handling prac-
tices of Federal agencies and the rights,
if any, of citizens to challenge the contents
of Federal databanks;

+ develop model guidelines for implementa-
tion of the Privacy Act and assist agen-
cies and industries in the voluntary devel-
opment of fair information practices;

+ investigate and hold hearings on viola-
tions of the act, and recommend correc-
tive action to the agencies, Congress, the

#See, for instance, Steven S. Smith and Christopher J. Deer-
ing, Committees in Congress (Washington, DC: Congressional
Quarterly Inc., 1984).

*%The term “data protection” is a more precise term for the
issues that arise from the collection and use of personal infor-
mation. It is the term adopted by many European countries.
However, privacy is the more easily understood term in the
United States.



President, the General Accounting Office,
and the Office of Management and Budget;
. investigate and hold hearings on proposals
by Federal agencies to create new personal
information systems or modify existing
systems for the purpose of assisting the
agencies, Congress, and the President in
their effort to assure that the values of
privacy, confidentiality, and due process
are adequately safeguarded; and
make a study of the state of the law
governing privacy-invading practices in
private databanks and in State, local, and
multistate data systems. ¥

The Senate’'s Privacy Protection Commis-
sion was to be composed of five persons who
were expert in law, social science, computer
technology, civil liberties, business, and State
and local government.

A professional staff would have been pro-
vided for the commission. The Senate Commit-
tee on Government Operations concluded:

There is an urgent need for a permanent
staff of experts within the Federal Govern-
ment to inform Congress and the public of the
data-handling practices of major governmental
and private personal information systems. *

The Senate considered three alternative in-
stitutional placements for the commission—
in the U.S. General Accounting Office, in
OMB, or in an independent commission—-and
concluded that an independent commission
was, on balance, the best solution. The House
did not approve the establishment of a Privacy
Protection Commission as it did not see the
need for outside oversight of agency practices.
As a compromise, both Houses approved the
establishment of a Privacy Protection Study
Commission to study further the personal in-
formation systems and practices of govern-
ment and private organizations, to make rec-
ommendations as to whether the principles of
the Privacy Act should be extended beyond

“U.S. Congress, Senate Committee on Government Opera-
tions, “Protecting Individual Privacy in Federal Gathering, Use
and Disclosure of Information, ” Report No. 93-1183, 93d Cong.,
2d sess., 1974, pp. 23-24.

*1bid, p. 24.
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Federal agencies, and to make other recommen-
dations as the commission deemed necessary.

The Privacy Protection Study Commission
released its report in 1977, and also recom-
mended the establishment of a Federal Privacy
Board or some other independent entity with
responsibilities similar to those approved by
the Senate in 1974. These include the respon-
sibility to: monitor and evaluate the implemen-
tation of statutes and regulations; participate
in agency proceedings; issue interpretative
rules; continue to research, study, and inves-
tigate areas of privacy concern; and advise the
President, Congress, government agencies,
and the States on privacy implications of pro-
posed statutes or regulations.”

Since 1977, there have been a number of bills
creating a Privacy Commission or Data Pro-
tection Board, including H.R. 1721, the “Data
Protection Act of 1985, " introduced in the 99th
Congress. None has received serious congres-
sional attention.

Many Western European countries and Can-
ada have established boards or commissions
with responsibilities for the protection of per-
sonal information. Because these may serve
as a model for such an agency in the United
States, descriptions of several countries are
found in appendix F.

The advantages and disadvantages of a new
privacy authority in the United States would
be determined by the design of the agency and
the powers with which it is vested. In this
respect, a number of policy choices are im-
portant.

1. Whether such an agency should have regu-
latory authority or advisory authority. The data
protection agencies in Sweden and France are
regulatory agencies, with power to determine
the personal information systems that govern-
ment and private sector agencies can create,
the information that can be retained, and the
parties that can have access to the informa-

*Privacy Protection Study Commission, Personal Privacy in
an Information Society, op cit, p. 37.
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tion. The data protection agencies in West Ger-
many and Canada have advisory authority and
act as ombudsmen, serving as intermediaries
between individuals and agencies, rendering
advisory opinions, and lobbying for protection
of personal information across a range of pol-
icy areas.

In the United States, it is likely that a regu-
latory agency would be resisted by existing
Federal agencies because it would be perceived
as having too much control over internal and
day-today agency affairs. A regulatory agency
may also become unwieldy and obstructive. An
advisory/ombudsman authority may be more
compatible with American philosophical and
institutional traditions. It also has a precedent
at the State level, e.g., New York. Based on
the European and Canadian experience, the
advisory/ombudsman model appears to have
provided effective oversight of agency prac-
tices. Another possibility would be to estab-
lish an agency that is primarily advisory, but
give it some veto power overparticular agency
practices.

2. The institutional placement of such an au-
thority. The major choice here is whether to
make it independent of the executive branch
and responsible to the legislature, or to make
it part of the executive branch. If it were to
be a new office or domestic council within the
Executive Office of the President, it could have
a great deal of visibility and stature if the Presi-
dent decided to make protection of personal
information a priority. However, the stature
of such a new office might well change with
changes in administrations. Also, it could be
politicized, especially if budgetary interests
were given higher priority or if senior White
House officials were interested in using per-
sonal information for political purposes—e.g.,
getting access to IRS information on political
opponents or political activists.

Another possibility would be to have the au-
thority established as a bureau within an ex-
isting executive department. The advantages
of this option would be that it probably would
be easier to establish and the overhead costs

would be minimal. But, there are significant
disadvantages. Inevitably, the power of the
new authority would be dependent in part on
that of the department, and its character
shaped by the department. Additionally, any
staff or line department, e.g., the Office of Per-
sonnel Management or the Department of
Health and Human Services, collects and uses
personal information, and, therefore, may have
a conflict of interest in the resolution of infor-
mation collection and disclosure policies.

A third possibility would be to have the au-
thority established as an independent agency
of the executive branch. While the agency head
presumably would still report to the President,
top officials could be made subject to Senate
confirmation and even given statutory terms
of office. These measures would help protect
the authority from inappropriate political pres-
sures and strengthen its institutional indepen-
dence, as discussed later.

Alternatively, the new authority could re-
port to Congress, either directly or through a
special joint committee. The advantage of this
approach is that an independent, nonoperat-
ing authority would have no stake in the ex-
isting personal information exchanges of ex-
ecutive agencies and might be more objective
in resolving future conflicts. Moreover, an
authority reporting to the legislature would
increase the means Congress has to directly
oversee the activities of executive agencies.
Theoretically, a data protection/privacy au-
thority reporting to the legislature, rather than
to the executive, would have independence
from the day-to-day operating constraints, as
well as the political constraints, of executive
agencies.

The disadvantage of having the new agency
report to the legislature is that it might be sub-
ject to competing political interests, especially
if there were different partisan majorities in
the two Houses or if the executive and legisla-
ture were controlled by different parties. But,
even if the authority became politicized, the
political maneuverings might be more visible
to Congress and the public if the authority re-



121

ported to Congress than if it were part of the
executive. This would seem to ensure a certain
degree of accountability.

In determining the placement and powers
of a new agency, it will be important to con-
sider the Supreme Court’s recent decision in
Immigration and Naturalization Service v.
Chadha, 103 S. Ct. 2764 (1983), as well as its
pending decision on the constitutionality of the
Gramm-Rudman deficit reduction proposal.

3. The scope of issues for which the agency
would be responsible. Some have proposed that
such an authority should be responsible for all
privacy issues, e.g., information privacy, sur-
veillance, autonomy/life choices, and “chilling
effects” on first amendment rights. If this were
the case, information privacy would receive
less sustained attention. Also, the size of the
authority would, by necessity, be larger.
Others have proposed that such an authority
should be responsible for all information tech-
nology issues, for example, research and de-
velopment, security, technology transfer, and
industrial competitiveness. The same difficul-
ties of focus and size would also apply to an
authority with these responsibilities.

The uniqueness and complexity of problems
presented by personal information collection
and use argue that if an authority is estab-
lished, it should be solely responsible for per-
sonal information issues—not all privacy is-
sues or all information technology issues.
However, the growing interrelationships be-
tween Federal and State personal information
systems, and between public and private sys-
tems, argue that, to be effective, an authority
would need the power to address all aspects
of personal information exchanges. Limiting
its purview to Federal agencies could narrow
its effectiveness.

4. Outlining the agency’s specific authority
and responsibilities. Generally, such an agency
is given some authority to require other agen-
ciesto register, or list, their persona informa-
tion systems, with details on the information
held, the sources of information, the uses, the
period for which information is retained, and
the exchanges and disclosures of information.

This process of registration is supposed to en-
sure that there are no secret systems of per-
sonal records. Alternatively, the agency could
be given the authority not only to register the
systems, but also to approve their existence
through a process of licensing. Additional re-
sponsibilities that could be considered include:

« some role in settling disputes over issues,
such as access and accuracy, that develop
between individuals and agencies;

« some role in formally making recommen-
dations on proposed systems or new leg-
islation that have implications for person-
al information;

« establishing guidelines and standards for
specific personal information issues, e.g.,
what is an acceptable “routine use” or
what is “accurate, timely, and complete’
information;

« compilation and submission of an annual
report on present and anticipated trends
in personal information practices; and

« monitoring technological developments
and assessing their implications for per-
sonal information practices.

5. Staffing a new authority. Two models ex-
ist for the organization of government agencies.
One is to follow the independent regulatory
agency model and have multiple commission-
ers appointed for staggered terms. Another is
to have a single head for a fixed term of office.
The advantage of the former is that partisan
influences are minimized, while the advantage
of the latter is that responsibility is clear and
visible.

An additional issue is the size of the staff.
The maximum number of staff reported for
Western European and Canadian counterparts
of such an authority is 30. Given the greater
population and complexity of Federal/State re-
lations, a somewhat larger staff may be nec-
essary in the United States; however, there are
advantages to keeping it small and well or-
ganized.

Congress might anticipate two arguments
against a proposal to establish a new entity.
The first is that it might entail another layer
of bureaucracy. However, the purpose of a new
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entity is to serve as a check on Federal agen-
cies, not to become a part of the bureaucratic
establishment. Additionally, the agency could
be kept small and its style and organization
nonbureaucratic. The second anticipated argu-
ment against a new entity would be that the
costs associated with privacy protection may
increase. This argument may be somewhat spe
cious because, at present, there is no account-
ing of the costs associated with privacy pro-
tection. In calculating these costs, one would
need to include agency administrative costs
(e.g., the time of Privacy Act Officers, Gen-
eral Counsels, Inspectors General, program
managers, and administrative judges); judicial
costs (e.g., Department of Justice time and
court costs); and the time of individuals.

Action 4: Consideration of a
National Information Policy

Congress could provide for systematic
study of the broader social, economic, and
political context of information policy, of
which privacy is a part.

OTA'S analysis of Federal agency electronic
record systems and individual privacy has con-
firmed once again the complexity and inter-
relationships of Federal information policy.
The broader social, economic, and political con-
text of information policy is in need of system-
atic policy study. This discussion could occur
in existing executive offices or congressional
committees. Alternatively, or in concert, a na-
tional study commission could also provide a
forum for discussion and examination of a na-
tional information policy.

A 1981 OTA study®found that there were
numerous laws and regulations, some overlap-
ping and some potentially or actually conflict-
ing, that directly and indirectly affect the oper-
ators and users of information systems, the
consumers of information services, and the
subjects of personal information databanks.
OTA concluded that continuation of this situ-
ation could inhibit many socially desirable ap-

‘U.S. Congress, Office of Technology Assessment, Computer-
Based National Information Systems, OTA-CIT-146 (Washing-
ton, DC: U.S. Government Printing Office, September 1981)

placations of information systems or could cre-
ate even more intractable policy problems in
the future. At that time, OTA found that few
policymakers were interested in a uniform Fed-
eral information policy that would encompass
the problems that could arise from the many
possible uses of data systems.

OTA identified the need for consideration
of an “information policy” that would address
the confusing array of laws and regulations—
and their strengths, overlaps, contradictions,
and deficiencies—within some overall policy
framework. This need has not yet been met.

There have been numerous proposals for the
establishment of new organizations to study
information-related policy problems (see table
15 for a summary) .3' Over the last several
years, a growing number of Members of Con-
gress and industry leaders, while not neces-
sarily endorsing specific policies, have ex-
pressed concern about the lack of coordinated
focus on national information policy issues and
the absence of adequate institutional mecha-
nisms. For example:

* Representative George Brown (with Rep-
resentatives Don Fuqua and Doug Wal-
gren) has introduced legislation to estab-
lish an Institute for Information Policy
and Research and a Special Assistant to
the President for Information Technology
and Science Information;®

+ Senator Sam Nunn (with Senator Frank
Lautenberg) has introduced legislation to
establish an Information Age Com-
mission;*

* Representative Cardiss Collins has intro-
duced legislation to establish a new Of-
fice of Telecommunications Policy in the
Executive Office of the President;*

O ——

“For a more complete discussion of information policy, see
U.S. Congress, Office of Technology Assessment, “ Institutional
Options For Addressing Information Policy Issues: A Prelimi-
nary Framework for Analyzing the Choices, staff memoran-
dum prepared by the Communication and Information Tech-
nologies Program, Nov. 29, 1983.

“H.R. 744, “Information Science and Technology Act of
1985”, 99th Cong.,1st sess.

8. 786, “Information Age Commission Act of 1985”, 99th
Cong., 1st sess.

*H.R. 642, “Telecommunications Policy Coordination Act of
1985”, 99th Cong., 1st sess.
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Table 15.—Selected Institutional Changes for

Information Policy Proposed in the 99th Congress

Problem or issues to
which change directed

Organizational ~ form

Functions

Information  Age
Commission, S 786
(Nunn and Lau-

ten berg)

Off Ice of Federal
Management,
S 2230 (Roth)

Off Ice of Critical
Trends Analysis,
S 1031 (Gore)
H R 2690 (Gingrich)

Institute for informa-
tion Policy and Re-
search, H R 744
(Brown)

National Technology
Foundation, H R
745 (Brown)

Data Protection
Board, H R 1721
(English)

Department of Inter-
national Trade and
Industry, H R 1928
(Watkins)

Advanced  Technolo-
gy Foundation
H R 2374 (LaFalce)

Impact of computer
and communication
systems on society

Management of the
Federal Government

Identification and

analysis of critical
trends and alterna-
te futures

Broad range of infor-
mation policy
concerns

High-technology
small business.
technology  transfers,
and international
activties

Personal records
held by Federal
agencies

International trade
and Industry

Technology inbusi-
ness. commerce,
and Industry

SOURCE Off Ice of Technology Assessment

Commission

0ff lce

Off lce

Institute

Foundation

Board

Department

Foundation

Research, policy formula-
tion and information dis-
semination

Strengthen overall Federal
management and, in partic-
ular financial management
and Information resources
management, and reduce
the costs of administration

Publish reports, advise
President establish advisory
commission, and promote
public discussion

Research policy formula-
tion Information dissemina-
tion and promotion of
innovation

Analyze and make grants
and contracts for develop-
ment of high-technology
small businesses, conduct
technology assessments,
promote technology transfer
and international cooperation

Develop guidelines, provide
assistance, publishguides
Investigate compliance, Is-
sue advisory opinions, inter-
venen agency proceedings

Full range including advis-
Ing. negotiating, and regu -
lating

Promote the commercial ap-
plication and diffusion of
advanced technology within
Industrial sectors

Membership

Resources and

23 members-6 from Con-

gress 6 from executive

branch and 11 from private
sector

From OMB will be trans-
ferred to the Off Ice of Fed-
eral Procurement Policy,
Off Ice of information and
Regulatory Affairs, and
other appropriate functions
of OVB A new Off Ice of
Financial Systems Will also
be established

15 member board represent-

ing government industry
and commerce, and aca-
demic and professional
organizations

Transfers to the Foundation
the following agencies Pat-
ent and Trademark Off Ice,
NBS, NTIS, parts of NSF,
and other specified agency
sections

Three members appointed
by President with advice
and consent of Senate for
7-year terms

Travel and Tourism Admin-
istration Patent and Trade-
mark Off Ice, NBS, NTIS,
Off Ice of Telecommunica-
tions and Information, Off Ice
of Small Business Trade As
sistance. and Off Ice of Com -
petitive Analysis

Location authority Duration
Independent- Hold hearings, negotiate 2 years
reporting to Presi- and enter into contracts,
dent and Congress and secure cooperation and

assistance from other ex-
ecutive agencies
Executive Off Ice of Provide central policy Permanent

the President

Within  Executive
Off Ice of the
President

An Independent
structure  within the
executive branch
Director to coordi-
nate with other
agencies

Independent govern
mental agency

Independent execu-
tive agency

Independent
department

Within executive
branch

direction and leadership in
general management
maintain oversight of
managerial systems and
processes, advise Presi-
dent and Congress

Legislation requires Presi-
dent to submit report to
Congress and requires
Joint Economic Committee
to prepare report on similar
topic

Award grants, loans, and
other assistance, conduct
assessments, promote
technology transfers

Conduct inspections, hold
hearings 1ssue subpoenas

Legislation requires Presi-
dent under certain condi-
tions to submit statement
on impact on International
economic  competitiveness
of significant domestic
product and Service
Industries

Create referral service
coordinate programs pro-
vide grants, and develop
Information management
system

On-going—prepare
report every 4 years
beginning in 1990

10 years unless ex-
tended by Congress

Authorizes appropri-
ations for FY 1986
through FY 1988

Permanent

Permanent

Authorizes appropri-
ations through FY
1989

ect
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+ Representative Glenn English has intro-
duced legislation to establish a Data Pro-
tection Board;”

« The American Federation of Information
Processing Societies has formed a panel
of experts on National Information Issues,
and the Association of Data Processing
Service Organizations has proposed a
Temporary National Information Com-
mittee.”

Most of these proposals view information pol-
icy within the context of an information soci-
ety, i.e., one in which the creation, use, and com-
munication of information will play a central
role. There are numerous, interconnected is-
sues arising from the following factors:

+ the need to have a greater understanding
of the changing role of information and
its impact on society;

+ the economic and political transition to an
information society;

+ the effect that the information revolution
may have on the governmental process;

+ dealing with information as an economic
resource, a commodity, and a property;

+ the importance of managing information
and in trying to assure its accuracy and
high quality, especially insofar as it is gen-
erated, used, and disseminated by the Fed-
eral Government;

+ the need to protect individual civil liber-
ties and rights to privacy;

+ ensuring access to information and equity
that may arise when information is treated
more and more as a commodity and less
and less as a public good; and

+ the enhanced ability of information to
travel across nation-al boundaries.

In most discussions of information policy,
the relative importance of these issues has not
been noted. Indeed, numerous Federal agen-
cies have a role in aspects of information pol-
icy, but there is no office or agency providing
integration across multiple information policy
issue areas. Agencies that might provide such

Tbhi}i.?ﬂ, “Data Protection Act of 1985", 99th Cong., Ist
sess.

“AFIPS, Washington Report, July 1985, p. 5.

integration, such as the National Telecommu-
nications and Information Administration (in
the Department of Commerce) and the Office
of Science and Technology Policy (in the Ex-
ecutive Office of the President), have not been
provided the necessary mandate and resources,
nor do they appear, at least at present, to have
the desire to carry out such activities.

Proponents of a national information policy
argue that it is just as important as national
economic or environmental or defense policy,
and deserves a clear focus at the highest levels
of government. Beyond this, proponents point
to the need for a mechanism to encourage high-
level identification and understanding of and
leadership on issues arising from the transi-
tion to an information society-including is-
sues of protecting individual civil liberties and
social equity and the development of informa-
tion as a valuable economic as well as public
good.

Opponents in the past have expressed con-
cern about the dangers of centralizing too
much authority over information policy in one
place, and have favored continuation of a de-
centralized policy apparatus with coordination
provided through interagency and White
House working groups. Some of this concern
reflects the experience with the old Office of
Telecommunications Policy (created in 1970
in the Executive Office of the President and
terminated in 1977). OTP was perceived in part
as attempting to influence the content of
broadcast news. This raised the specter of a
high-level government censorship office.

Realistically, it maybe necessary to divide
the information problem into more manageable
pieces. Because of the urgency of the emerg-
ing privacy-related information problems and
because there is no inherent group constitu-
ency for privacy rights, it may be timely to
establish a study commission with responsi-
bility for examination of these interrelated
issues.

Two recent proposals for new study commis-
sions in the information policy area include a
“National Commission on Communications
Security and Privacy” proposed in 1984 by
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Representative Dan Glickman, of the House
Committee on Science and Technology Sub-
committee, and the “Information Age Com-
mission” noted earlier. Any national commis-
sion on information policy would most likely
be broad in scope and encompass many of the
issue areas previously identified. A commis-
sion established along the lines of these pro-
posals would have a finite lifetime, modest
budget, and broad composition (e.g., with rep-

resentatives from industry, labor, academia,
State/local government, and Federal Govern-
ment). Establishing a new commission need
not be a substitute for other congressional pol-
icy actions. Indeed, a commission could be
viewed as complementing related activities by
Federal agencies and could help to improve
public understanding of and focus on current
and emerging information policy issues.



