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NSDD-145, "National Pclicv on Telecommunications and
Autcomated Infcocrmation Systems Security," signec by the
President on 17 September 1984, in part provides policv and
cdirection fcr svstems protection and safegquards for telecom-
munications and autcmated informaticn svstems that process or
communicate sensitive but unclassified information. The
NSDD-145 Svstems Security Steering Group has established that
sensitive,‘but unclassified informetion that could advexrsely
affect national securitv cr other Federal Government
interests shall have svstem protscticn and safecuards;
however, the determinaticn of what is sensitive, but
unclassified information is a resconsibility cf Agencv heads.
Executive Order 12356 prescribes reguirements for classifying,
declassifying, and safeguarding national securitv information.

This policy ané the principles and procedures contained
in Office of Management and Budget (OMB) Circulars Ncs. A-123

and A-130, "Management of Federal Information Resources," are
complementary.

John M. Poindexter
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NATICNAL POLICY
ON
PROTECTION OF SENSITIVE, BUT UNCLASSIFIED INFORMATION IN
FEDERAL GCVERNMENT TELECOMMUNICATIONS AND AUTOMATED
INFORMATION SYSTEMS

SECTION I - POLICY

Federal Departments and Agencies shall ensure that
tel ecommuni cations and automated information systens handling
sensitive, but unclassified information will protect such
information to the level of risk and the nmagnitude of |oss or
harm that could result from disclosure, |oss, msuse,
alteration, or destruction,

SECTION Il - DEFINITION

Sensitive, but unclassified infornmation is information
the disclosure, loss, msuse, alteration, or destruction of
which could adversely affect national security or other
Federal Governnent interests. Nati onal security interests are
those unclassified matters that relate to the national defense

or the foreign relations of the U S. CGovernnent. O her
government inNnterests are those related, puyt not limted to the
wi de range of government or governnent-derived economic,
human, financial, industrial, agricultural, technological, and

law enforcement information, as well as the privacy or
confidentiality of personal or commercial proprietary
information provided to the U.S. Government by its citizens.

SECTION 11l - APPLICABILITY

Thi s policy applies to all Federal Executive Branch
Departments and Agencies, and entities, including their
contractors, which electronically transfer, store, process, or
comuni cate sensitive, but unclassified information;

SECTTON v - RESPONSI BI LI TI ES

This policy assigns to the heads of Federal GCovernnent
Departnents and Agencies the responsibility todeterm ne what
information is sensitive, but unclassified and to provide
systens protection of such information which is -
el ectronically communi cated, transferred, processed, or
stored on tel ecomunications and automated information
systems. The Director of Central | ntelligence shall, in
addition, be responsible for identjfying sensitive, but
uncl assified informati on bearing on intelligence sources arnc
met hods and for establishing the system security handling
procedures and the protection requiued for such information.
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Federal Governnment Departnment and Agency heads shal

a. Determine which of their department * s or agency ‘ s
information is sensitive , but unclassified and may warrant
protection. as sensitive during comunications or processing
via telecomunications or automated information systens. This
determ nation should be based on the departnent’s or agency’s
responsibilities , policies, and experience, and those require-
ments inposed by Federal statutes, as well as National Manager
gui dance on areas that potential adversaries have targeted;

b. Identify the systens which electronically process,
store, transfer, or communicate sensitive, unclassified
information requiring protection;

C. Determ ne, in. coordination wth the National Manager ,
as appropriate, the threat to and the wvulnerability of those
identified systens and;

d. Develop, fund and inplenent telecomunications and
automated information security tO th.extent —consistent Wth
their mssion responsibilities and in coordination wth the
National Mnager, as appropriate, to satisfy their security or
protection requirenments.

e. Ensure inplenentation of teleconmunications and
automated information systens security consistent with the
procedures and safeguards set forth in OVMB Grcular A-123 and
A- 130.

The National Manager shall, when requested, assist
Federal Government Departments and Agencies to assess the
threat to and vulnerability of targeted systems, to identify
and document their telecommunications and automated 1 nforma-
tion systens protection needs, and to devel op the necessary
security architectures.



