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| NTRODUCTI ON

This report discusses the potential nuclear non-State adversary.
This sonewhat awkward term is nmeant to entompass any individuals or
nongover nnent groups who seek toacquire a nuclear capability -- a
nucl ear expl osive or dispersal device -- and those who might help
them  Nuclear non-State adversaries include those who mght attenpt
to steal a nuclear weapon; topilfer or steal nuclear nmaterial to sell,
ransom or use to make a nuclear explosive or dispersal device; to
illegally purchase, fence, or smuggle nuclear material or otherwse
participate in a nuclear black market; or who claimto possess nuclear
devices to extort concessions or cause alarm The Ofice of Technol ogy
Assessnent, for the purpose of this report, has also included in the
definition of the nuclear non-State adversary those who mght undertake
mal evol ent actions against nuclear facilities. This would include
those who might threaten or actually attenpt to sabotage a nuclear
reactor or other nuclear facility or transport vehicle, or who m ght
sei ze tenmporary control of anuclear facility. Appropriately we shoul d
limt this to serious sabotage resulting inthe potential release of
toxic radiological materials and exclude token actsof violence and
m nor incidents of vandalism or sabotage that do not inperil the public,
al though we want toexamine the latter for indications of trends in the
direction of nore serious sabotage

These adversaries are often referred to collectively as crimnals
and terrorists although all are crimnals in that their actions violate
an existing law--for exanple, against arson, theft, extortion. The
term crimnal, however, generally inplies apurely profit notive while
the term terrorist inplies political objectives. The spectrum of
potential adversaries who night sonehow participate in the actions
descri bed above actually isnuch broader. It may include:

a. crininals, who are considered tobe primarily profit-notivated

and theoretically apolitical. They may or may not be part of organized
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crime, and they are nore likely to be interested in theft than sabotage.
They are likely to avoid publicity. They are skilled burglars and arned
robbers. They are willing to use armed force, but try to avoid taking
too many risks of armed confrontation and capture.

h. terrorists, who are considered to be primarily politically,
not profit-motivated. They may be interested in sabotage of facilities
or the theft of SNM to build bonbs or dispersal devices and to do or
threaten damage. They are probably nore interested in using nuclear
terror to obtain concessions than in causing destruction for its own
sake. They nmight seize political hostages at a facility or engage in
extortion. They desire publicity. Their capabilities include know edge
of tactical operations, weapons, and explosives. They are probably not
as skilled in the techniques of theft as professional crimnals, but are
likely to be nore heavily arned and nmore willing to take risks and to
engage in gunpl ay.

c. ‘“eco-guerrillas,” whose desire would be to halt nuclear prograns

or construction at specific sites by denonstrating inadequacies of secur-
ity, threatening damage, or carrying out lowlevel acts of sabotage.
d. disgruntled enployees, who nmight be a potential danger during

periods of |abor strife,
e. lunatics, who are those individuals with personal notives of
revenge, for example, of saving the world, or following God s instructions.

Abonb threat or nuclear hoax is the nost likely form or action.
f. foreign agents and saboteurs, who mght becone an adversary in

anticipation of war or during wartine. In peacetime, they are nore
likely to be concerned with intelligence than sabotage. On the other
hand, they conceivably might secretly instigate terrorist or crininal
groups to engage in acts of sabotage to disrupt nuclear power prograns
or turn nuclear weapons into political liabilities.

g. political factions within government, who are included for the

sake of conpleteness. This category of adversary really approaches the

| evel of diversion by a governnent.
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The non-State spectrum of potential actions ranges from sinple
hoaxes to the construction and detonation of a homenade nucl ear explosive
device which could kill thousands of people.

At the low end of this spectrum are bonb threat calls, hoaxes,
token acts of violence not ainmed at producing serious casualties or
damage, but which, if publicized, could disrupt essential routines, alarm
the public, and discredit nuclear progranms and safeguards measures. How
ever, these actions pose little direct danger to public safety.

Further up the scale are actions that could result in serious
damage, perhaps the disabling of a nuclear facility, and could endanger
on-site personnel, although they would not necessarily pose a threat to
public safety.

At the high end of the spectrum are actions, the ultimte conse-
quences of which could be civilian casualties and significant material
damage and radioactive contamnation. It is the latter we are nost concerned

with here.

The threat posed by the non-State adversary has become an issue of
consi derabl e discussion and debate. Many see it as the principal argu-
ment agai nst increased reliance on nuclear energy in the United States
and the spread of nuclear technology abroad. Qhers counter that the
danger of crimnals or terrorists going nuclear is grossly exaggerated,
and that adequate safeguards can be provided. Mich of this debate is
theological. Arguments are advanced about the inherent nalevol ence of
Man or the perfectibility of social institutions. \Whatever position
one adopts nust be accepted largely on faith for there is virtually no
evi dence.

Apart from a handful of lowlevel incidents, none of them involving
any deaths, no incidents of nuclear terrorism have occurred. No nucl ear
facilities have been seriously sabotaged to the point that public safety
was in peril (in France two nuclear reactors were damaged by bonbs in
1975, and in 1973 in Argentina a reactor under construction was briefly
occupied by urban guerrillas), no overt thefts of nuclear weapons or

of weapons grade material have occurred, and insofar as anyone knows,
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no amounts of special nuclear naterial are known to have been secretly
diverted, although large quantities are unaccounted for. But this is
negative evidence; the lack of a history of incidents does not allow
the inference that no such event will occur, especially in light of
the increased level of violent crime and political violence and increased
public attention to nuclear issues.

This report exanines sone of the reasons why, despite the |ack of
any serious incidents, the threat posed by the non-State adversary has
in recent years become a topic of increasing public concern. I't |ooks
at the worldwide increase in terrorism and explores the various reasons
why political extremists mght be attracted to nuclear targets or use
nuclear material as well as at sonme of the disincentives. The report
then looks at the incidents that have occurred thus far involving nuclear
facilities or material as well as at nuclear hoaxes. The report identi-
fied current schools of thought on the subject, the areas of apparent
consensus, and the areas of continuing debate. It discusses the specific
probl ens of enployee surveillance and response planning and concludes with
general observations on the potentiality of nuclear actions by non-state
adversari es.



[I.  CAUSES OF | NCREASED CONCERN ABQUT
THE POTENTI AL NUCLEAR NON- STATE ADVERSARY

If there is an unwitten law of human behavior that no serious
preventive nmeasures will be taken until after the first catastrophe
occurs, that law does not apply in the area of nuclear safeguards.
Concern about the potential non-State adversary grew in the late
1960s although no crimnal or politically-nmotivated terrorist had
ever carried out any action against nuclear prograns or involving
nucl ear material. Concern has continued to grow, although, apart from
a handful of minor incidents, no serious action has occurred. Judgi ng
by the nunber of hearings, studies, reports, and articles on the topic,
and by the increased security neasures, the possibility that terrorists
or crinminals mght carry out sone action is being taken seriously.

This is not to say that security neasures are adequate. Nor is it to say
that all those in governnent agencies and the private conponents of

the nuclear industry equally accept the notion that there is a real
threat, or that they have enthusiastically supported neasures to inprove
security.  They have been enbarrassed by some obvious deficiencies that
have been revealed, and in sone cases they have been forced to adopt new
security nmeasures. Many, however, still view their problem as one of
conpliance, not one of security against a threat they are not convinced
exists. Asked what he regarded as the biggest threat to his nuclear
facility, one director of security replied, “A dedicated and detern ned
band of NRC inspectors.”

The fear that some subnational group or private individual mght
“go nuclear” is not a new one, as Roberta Whlstetter pointed out in
her recent article in Survival. “I'n a menorandum to President Truman
of 25 April 1945, Henry Stimson predicted that ‘the future may see a
time when such a weapon may be constructed in secret and used suddenly

and effectively with devastating power by a willful nation or group
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agai nst an unsuspecting nation or group of much greater size and material

power . "I

The current concern seens to result from a confluence of several devel op-
ments in the late 1960's and early 1970's. Forenobst anong these is the rapid
growth, actual and projected> of nuclear power plants and the attendant
fuel -making, reprocessing and nuclear waste disposal facilities. Increased
demands for energy, the inpact of the Arab oil enbargo in 1973, the rapid
rise in oil prices, all have given inpetus to devel oping nuclear power as an
alternative source of energy. In the United States, at the end of 1974, it
wasantici pated that there would be over 1000 nuclear reactors in the
country by the end of the century. The 1975 CECD and | AEA projections
anticipated over 2000 nuclear reactors world wide by the year 2000. (See
Vol ume 1, Chapter X, page 244).

Reactors produce plutonium as a by-product. Wth the increase in
the nunber of reactors will cone an increase in the worldw de production
of plutonium the stuff atomic bombs are made of. In 1975, the annual
wor | dwi de production of plutonium was 20,000 kilograms. By 1983, it has been
estimated that annual production will reach 70,000 kilograns (plus or
m nus 15-20 percent to provide for uncertai nties).2 By the year 2000,
annual plutonium production may reach 400,000 kilograns, a quantity
roughly sufficient for 40,000 bonbs. The proliferation of nuclear
facilities with the increasing availability of and traffic in plutonium
will, it is feared, provide nunerous opportunities for sabotage and theft.

Al'though diversion of plutonium by a governnent for nilitary pur-
poses may be nore likely than diversion or theft by a non-State, it is
the latter which nay be perceived as the nmore worrisome problem by the
general public. That Argentina or Pakistan may eventually acquire a
nucl ear weapon does not seem to cause great alarm (except perhaps to
citizens of neighboring countries). People have cone to accept the
presence of nuclear weapons and have grown accustoned to living with
the possibility of nuclear war. One nation nmore or less with nuclear

weapons does not seemto make a ot of difference. In contrast, the
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possibility that some band of crimnals or terrorists may acquire a
nucl ear capability causes a great deal of anxiety. This is no matter
of rempote debate by military deterrence strategists. Cine and terror-
ism affect people very personally at a daily-life level. They come to
us nightly in the form of human dramas on our television screens in
whi ch the audience participates as vicarious victins.

Concurrent with the expansion of nuclear power, the environnental -
i st novenent gained strength and was something new. The word
“environnental ist” does not even appear in dictionaries that are ten
years old. “Environnentalists,” although they were not called that,
have always existed in America primarily as a local phenonenon to pre-
serve a specific piece of landscape. A national environnental nmovenment
is a relatively recent devel opment and represents a new and powerful
voice in nodern society. Environmentalists have challenged sone of the
basic tenets of nodern society: continuous economc growth, industrial
expansion, the concept of progress itself which had somehow cone to be
synonymous wi th technol ogi cal advance. Although at first nuclear power
seenmed to be a solution to environnentalists concerns about the poll u-
tion resulting fromthe use of fossil fuels, many began to question the
effects of nuclear power on the environment. They worried about thermal
pollution, the amount of radiation emtted during normal operations or
that might accidently be released, the disposal of radioactive wastes
The initial focus on the adverse side effects of nuclear energy shifted
to concern about accidents. How safe were nuclear reactors? Wat woul d
happen if the system designed to nmeet energencies failed? Later, they
gave increasing attention to the possibilities and consequences of

del i berate mal evol ent actions by terrorists or crimnals. Man's

mal evol ence became a major philosophical prenise of the foes of nuclear
energy, or, as David Coney put it, “No longer is one calculating the
chances of malfunctioning machines; one is guessing the probability of

mal functioning human beings. One does not have to be a psychiatrist

to realize that probability is high: one need only read the nevvspaper.113
Nucl ear power is bad because man is bad.

This struck a responsive chord in the public mind. There is unde-

niably a degree of anxiety in the mnd of the public concerning nuclear



power. Nuclear power is guilty of original sin. The nuclear age began
with a bonb not a power plant, and the word “nuclear” recalls Hiroshim
not Indian Point. Nuclear power is the nmost potent, and to many the
most sinister, force known to man. However, nuclear power plants (light
water reactors) are not nuclear bonbs. Successful sabotage could theo-
retically result in a release of radioactive material, but a reactor
cannot be turned into a nuclear bomb. Only recently has some of the
public come to understand this point.

If people are already uneasy about nuclear power and worried about
terrorists, it is not difficult to frighten themwith a forecast of sone
kind of nuclear action by terrorists. The nere proxinmty of the words
“terrorist” and “nuclear” induce fear.

If there was any doubt about nman’s naliciousness, it could be dis-
pelled by reading the newspapers or turning on the television -- news
or drama. There is no convincing evidence that violence on television
or in the novies causes people to be violent, but it may affect one's
view of the world. Those who are regularly exposed to violence on the
screen tend to see the real world as a nore violent place. 4

It is, however, not sinply the portrayal of violence that altered
perceptions in the 1960s. Crime, particularly violent crine, often
random needlessly violent cring,increased by epidenic Proportions.
Political violence in the form of international terrorism also increased
in the late 1960s and by the early 1970s had become a serious worldw de
problem  Assassins, kidnappers, and bonbers were no longer rempte figures
associated with the Russian Revolution and wartinme serials. They regu-
larly kidnapped government officials and businessnen, hijacked airliners,
gunned down passengers in airline termnals, murdered Oynpic athletes,
set bombs off in restaurants and railroad stations. Their violence was
no longer confined to guerrilla struggles in renote colonies or insurgences
in Third Wrld countries. Terrorists crossed national borders to carry
out their attacks on virtually every continent. No country was neutral,

no citizen safe.
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Events of the past fifteen years also have nmade it difficult not
to have |lost some confidence in our social, political, and econonic
institutions. Social nores were challenged. Basic lifestyles were
changing. Wthin 13 years, five nen have held the office of president:
one was assassinated, one virtually abdicated, one resigned in disgrace,
and one was not el ect ed. In addition to one successful assassination
of a president, there were two nore attenpts against a president’'s life,
and two presidential candidates were shot, one fatally. American mli-
tary involvement in the war in Indochina led ultimately to disaster.

At horme, news from Indochina triggered and provided the rationale for
violent protests, bonbings, and ultimately the appearance of genuine
domestic terrorist groups. For the first time, it seemed (though not
in reality for the first time) that there was political violence in the
United States. Looking back, the passage to Anerica's third century
was a very rough ride.

This turbulence was not a uniquely American phenonenon. Japan
and the nations of Wstern Europe suffered from bad cases of political
scandal and upheaval, and also from donestic political violence unprece-
dented since the thirties. Corporations too were shown to have I|ied,

m sl ed, bribed, and yielded to blacknail.

Such revelations do not inspire confidence in clains by governnent
or industry that nuclear safeguards are adequate now, or that the in-
creased neasures of security considered necessary to protect nuclear
prograns would not be abused or that governnents indeed would be able
to prevent diversion or theft or protect their citizens against nuclear
terrorists. There was and is reason for doubt and fear. Doubt and
fear are selling well anyway. There seens to be a popular market for
doom whether the “light doonf of, for instance, the Club of Rone, or
the “heavy doonf of those who warn people to have a year's supply of
food and a shotgun at hone, or the religious groups who firmy believe

that Armageddon is just around the corner.
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[I1. GROMH OF | NTERNATI ONAL TERRORI SM

Terrorism can be described as the use of actual or threatened
violence to gain attention and to create fear and alarm which in turn
will cause people to exaggerate the strength of the terrorists and the
inportance of their cause. Since groups that use terrorist tactics
are typically small and weak, the violence they practice nust be
del i berately shocking.

Repeatedly, during the last few years, small groups of extremsts
have denonstrated that by using terrorist tactics they can achieve
di sproportionate effects. They attract worldw de attention to thenselves
and their causes; they arouse worldwi se alarm and can create interna-
tional incidents that national governments are conpelled to deal with,
often before a worldw de audience.

Terrorism has in recent years becone an international phenonenon.
Modern jet air travel provides terrorists with worldw de mobility and
conveni ent targets. Mss conmunications give them access to worldw de
audi ences through the alnost instantaneous broadcasting of the violent
dramas they create. New weapons have increased their capacity for
violence, while society has becone increasingly vulnerable because of
growi ng dependence on conplex systems and often fragile technol ogy
(civil aviation is an exanmple) or technology, such as nuclear energy,
that is potentially dangerous if exploited nalevolently.

International terrorismis sinply terrorismthat has clear inter-
national consequences. It includes incidents in which terrorists go
abroad to strike their targets (as in the Lod Airport massacre), or
select victims or targets because of their connections to a foreign
state (as in the assassination or Kkidnapping of a diplomat), or attack
international lines of communication and comerce (as in the hijacking
of an airliner).

International terrorismtook a sharp upswing in the late 1960s.
Latin American guerrillas noved into the cities and adopted terrorist



tactics as a neans of gaining international attention; the Palestinians
initiated an international canpaign of terrorism against Israel; and
smal | terrorist groups appeared in Japan, Western Europe, and the United
St at es. Once the utility of terrorist tactics was denonstrated, new
groups — South Mdluccans, right-wing Cubans, etc. -- were inspired t.
empl oy them and instructed how.

The following figures illustrate this increase. The first, reprinted
from an unclassified CIA report “International Terrorism Di agnosi s and
Prognosis,” shows the total nunber of international terrorist incidents
that occurred between 1965 and 1975. ° The second is based on figures
conpi led by The Rand Corporation: wusing slightly different criteria
from those of the CIA which accounts for the slight difference in totals
it shows the total nunber of international incidents by year from 1968 to
the end of Septenmber, 1976. Both figures show a peak in the years 1973 and
1974, a decline in 1975, and an increase again in the first nine nonths
of 1976.

The third figure, a record of the casualties incurred in these
incidents, shows a simlar increase to the year 1974, a decline in 1975
and a ris,again in 1976

These are incidents of international terrorismonly. Local incidents
of terrorism-- the nmurder of Irishnen by Irish extremsts in Northern
Ireland, for exanple -- are not included (although incidents in which
|RA extrenmists planted bonbs in London were arbitrarily counted; although
not international, they did represent an effort to carry out the Irish
struggle “overseas”)

To respond to the concern that these increases did not reflect an
increase in international terrorism but only inproved reporting of a
continuing phenonenon as governnents became nore disturbed about the
problem the following graph of “mmjor incidents” of international
terrorismwas conpiled (Figure 4). The criteria for inclusion as a
major incident were that the incident resulted in at |east one fatality,
if a hostage incident that it involved a government official or diplonat
or if a hijacking that the hijacker demanded nore than sinply changing

the destination of the airplane. These criteria excluded the nunerous
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token acts of violence -- little bonbs planted in front of enbassies,
nuner ous ki dnappi ngs of business executives, and a lot of hijackings
to Havana. Even by thus excluding nost bombings, the category which
has shown the greatest increase, the overall trend is still upward.
Some observers have found encouragenment in an apparent decline
of international terrorismin the last year. Judging from the figures
presented here, however, it would be dangerous to conclude that
international terrorism has leveled off or mght even be declining;
the data for 1976 show no such decline. If decrease there was, it is
in the eyes of the audience, for terrorismis largely a matter of per-
ceptions. It is not measured solely by the number of incidents or body
counts. Neither sum accurately reflects the anount of terrorism which

comprises not only the actions of terrorists but also the effects -- the
publicity, the shock, the terror -- that these actions generate.
To illustrate the point, fewer incidents of international terrorism

occurred in 1972 than in 1970; however, two particularly shocking epi-
sodes in 1972, the Lod Airport massacre in My and the Minich incident
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in Septenber, appalled the world and provoked many governnents to under-
take serious neasures to conbat terrorism In the United States, it led
to the creation of the Cabinet Committee to Conbat Terrorism

Simlarly, many people |abeled 1975 as the “year of the terrorist.”
Certainly, 1975 seemed to surpass previous years in the nunber of
dramatic and shocking episodes, particularly in Wstern Europe, and thus
closer to us. Two attenpts to shoot down airliners at Oly Field in
Paris, the kidnapping of a candidate for mayor of West Berlin, the seizure
of enbassies in Stockholm Kuala Lunpur, and Madrid, the IRA bormbing cam
paign in London, the assassination of Turkish anbassadors in Austria and
France, the hijacking of a train in The Netherlands, the takeover of the
I ndonesi an consulate in Ansterdam and the seizure of the OPEC oil min-
isters in Vienna, all conbined to produce a spectacular effect. However,
measured by the number of incidents and by the nunber of casualties,
international terrorism had, in fact, declined in 1975. Fewer incidents
of terrorism occurred than in 1973 or 1974, and fewer persons were
killed than in 1974.

To repeat, there were no fewer incidents of international terrorism
in 1976 than in 1975, and 1976 was no |less bloody. The primary differ-
ence was that 1976 saw nore assassinations and nurders and fewer hostage
incidents. A hijacking, kidnapping, or other kind of hostage incident
may be in the news for days, even weeks; nurder is usually in the news
for a day. Probably nore people recall that Croatian terrorists hijacked
an airliner on which no one was killed than recall that Cuban extrem sts
planted a bonb abroad an airliner that killed 73 passengers.

The actual amount of terrorist violence overall has been exagger-
ated -- evidence of its success in gaining worldw de attention. Measured
against the world volume of violence, terrorist violence is trivial.

About a thousand persons have died in international terrorist incidents
since 1968; another two thousand have been injured. [f we add the
casualties of domestic political violence (as in Belfast or Buenos Aires),
the total number of deaths may ascend to ten thousand at the nost. More
than twice that many are nurdered every year in the United States. Since
1968, six mllion people in the world have died in 13 wars.
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But terrorismis nore appropriately neasured by the amunt of
attention it receives, by its ability to create national and inter-
national crises, by the enornous costs of protection against terrorist
attacks, by the alarmit creates, and the consequences these have for
society. Terrorist tactics are calculated to rivet attention and
create alarm In this they succeed. This point is inportant when
exam ning the incentives and disincentives to nuclear action by
terrorists.

Wil e any forecasts about terrorismin the future are conjectural
some trends are discernible. Although few terrorists have reached their
stated long-range goals, and in that respect terrorismis a failure
terrorism has proved useful in getting publicity and occasionally ob-
taining sone political concessions. These linmted tactical successes
may encourage terrorists, who are typically short-sighted politically,
to continue to use terrorist tactics. Terrorismis likely to persist
and perhaps increase as a node of political expression.

Terrorists will remain highly nobile, able tostrike targets
anywhere in the world. Recent developments in explosives, small arns,
and sophisticated man-portable weapons wll provide terrorists with an
increased capacity for violence. They appear to be getting nore
sophisticated in their tactics, their weapons, and their exploitation
of the nedia. they will continue to emulate each other's tactics, espe-
cially those that win international publicity. Terrorist groups appear
to be strengthening their links with each other, forming alliances, and
providing nutual assistance. One result is the energence of mltina-
tional freelance terrorist groups that are willing to carry out attacks
on behalf of causes with which they are synpathetic, or to undertake
specific operations or canpaigns of terrorism on conmission from client
groups or governnents. Nations or groups unable or unwilling to nount
a serious challenge on the battlefield may enploy such groups or adopt
terrorist tactics as a means of surrogate warfare against their opponents.
The problem of terrorismwll continue to require a major diversion of
resources to internal security functions. W have already w tnessed
this developrment in the area of civil aviation, and we are now seeing

the sanme thing in the nuclear industry.
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V.  WLL TERRORISTS GO NUCLEAR?

There is no discernible trend in the direction of nuclear action To
date, no terrorist group has denonstrated that they possess nuclear weapons

material or radioactive wastes, or hasclaimed they have such material to extort
concessions. Apart from a few incidents of sabotage in France, poli-

tical extrenmists have not attacked nuclear facilities, and there is no

evi dence that they have sought to acquire special nuclear material.

In attenpting to predict whether in the future terrorists will go

nucl ear, we nust consider a spectrum of potential nuclear actions

that terrorists could carry out. W can then discuss these in terns

of capabilities and intentions.

Only a telephone call or a postcard are needed to carry out a nuclear
hoax. An individual can do it. Acts of saborage can be carried out by one
person but success requires sone linited technical know edge and involves
some risks. The seizure of a control room or other portion of a nuclear
facility could conceivably be carried out by one man, but is nmore likely
to involve several. Seizures of enbassies or other buildings, which
we have seen terrorists do, seemto require a mininumof three nen to
guard any hostages, maintain a |ookout, negotiate, sleep, etc. The
operation also requires reconnaissance, sone planning, the acquisition
of weapons, and the penetration of the security apparatus. But it still
woul d be within the range of many snall groups, for example, a gow

the size of the "Symbionese Liberation Arny." The overt theft of a
nucl ear weapon or special nuclear material would require asmal amed assault,

quite possibly the use of automatic weapons and expl osives, a neans of escape,
and possibly a hideout. Wile such an operation could conceivably be
carried out by a small group - say,ahalf-dozen people -- it is likely to
require nore in various supporting roles.

The manufacture (asopposed to the design) of a nuclear bonmb is a
conmpl ex operation demanding considerable effort and continued success through
anunber of difficult steps. It would require the accunulation of
sufficient fissionable material (either by diverting small amounts over

along period of time in order to avoid detection or by overt thefts),



the acquisition of convention explosives, a neans of noving the radio-
active material and storing it, a place to manufacture the bomb without
mshap, its delivery, and its detonation. It would take weeks or nonths
to do and the entire task would require a nunber of people, including a few
with technical know edge. (See Chapter VI of Volume 1).

Acquiring sufficient fissionable naterial is seen as the principal
obstacle to fabricating a clandestine nuclear explosive device. Wth
sufficient material, there is a consensus that a crude explosive device can be
made.  For plutonium and urani um 233 about 5-10 kilogranms are needed
for U235 about 15-30 kilograms. Light water reactor fuel, which is 3

percent enriched uranium 235, cannot be made into a fission explosive device

Pl utonium and fully enriched uranium 235 are the nost practical materials
for the clandestine fabrication of a bonb. (Uranium 233 is a by-product of
hi gh tenperature, gas-cooled reactors which have not yet come into w despread
use.) Highly enriched 235, can be found in governnent weapons progranms and
adsoisused as fuel for research reactors and nucl ear-powered naval vessels.
Plutoniumis also found in the present nuclear fuel cycle, although it is
currently not being comercially separated in the United Stat-es (it is
in several countries in Europe and Japan), and is available in larger quantities
than either 233,or 235,

It has been asserted that commercial plutoniumis useless for naking bonbs.

This is not correct. See Chapter VI of Volume | for a discussion of the design

and construction of Nuclear Fission Explosive \Wapons
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The notion that soneone outside of governnent programs can design
and build a crude nuclear explosive is nuch nore plausible now. In the beginning, the
secrets of fission were closely guarded. However, much of the requisite technical
know edge has gradually conme into the public domain. A growi ng number of
technically competent people understand this material, and, even without
detail ed know edge of nuclear weapons design, theoretically could design and
fabricate a nuclear explosive. |Its detonation and performance would be uncertain.

Its yield would be low, probably in the tenths of a kilotan range.

A fornmer designer of nuclear weapons asserts that “under conceivable circum
stances, a few persons, possibly one person working alone who possessed about
10 kilograns of plutonium and a substantial amunt of high explosive, could,
within several weeks design and build a crude fission bonb.”6 Three noted
scientists, in a statement to the National Council of Churches, maintained that
it was inpossible for a single person to make a bomb. “At least six persons,
highly skilled in very different technol ogies, would be required to do so,

! They may put it beyond the grasp of any “bright

even for a crude weapon.”
lunatic,” but the perinmeters of the debate are still significantly limted.

[t could be done. See the conclusions of Chapter VI, Volune |.

For a dispersal device, the technical and material requirenments are
less. Some plutonium or a quantity of some other available radioactive
material, spent fuel for exanple, and a nechanism for dispersal would
suffi ce.

Assunming for the nonent that it could be done; that there exist in the
worl d today groups that possess or could acquire the resources necessary
to carry our the actions described, we are left with the question of

notivations and intentions.



111 - 20

A nuclear capability would give terrorists unprecedented destruc-
tive power. The detonation of even a crude nuclear device in a popu-
|ated area would kill tens of thousands of persons. This is orders of
magni tude greater than the casualties involved in the largest terrorist”
inci dents to date. Deliberate attempts, outside of war, to kill large
nunbers of people in a single act are rare, and instances in which
politically notivated terrorists have deliberately attenpted to kill
| arge nunbers of people are very rare. In no single incident in the
past half century have terrorists killed nore than 150 persons and
incidents involving nmore than 20 deaths are extremely rare

If we exclude acts that took place during wars, battles with or
raids by guerrilla groups which produced heavy casualties, or instances
of mass executions of government collaborators by revolutionaries or
of suspected enenmies of the state by governnents, then in the past half
century there have been perhaps fewer than a dozen instances in which
terrorists have deliberately sought to kill a |arge number of civilians
(that is, sonething approaching a hundred). Such incidents would include
the detonation of a bomb at the Sofia Cathedral in Bulgaria in 1925
which killed 128 and wounded 323; the bomb planted by the Irgun at the
King David Hotel in Jerusalemin 1946 in which mre than 200 were killed
or injured (although there is some evidence that the terrorists made an
attenpt to have the hotel evacuated before the explosion); the bonbs
pl aced aboard an aircraft in which 47 were killed one tine and 88 anot her,
the Lod Airport massacre in 1972 in which 25 were killed and 76 were
wounded; and sonme of the bonbings in the United Kingdom in which large
nunbers were injured but few were killed. The nost recent incident of
"mass nmurder" occurred on Cctober 6, 1976, when a bonb placed aboard a
Cubana Airlines jet exploded causing the airliner to crash; 73 persons
were killed. Anti-Castro Cubans claimed credit for the act

Apart from these rare incidents, the record of nodern international
terrorism shows that terrorists have, for the npbst part, not sought to
carry out mass murder. O 861 incidents of international terrorism that
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occurred between 1968 and Cctober 1976, 178 (or 21 percent of them in-
volved one or nore deaths. The rest were token acts of violence, for
exanple, small bonbs planted outside enbassies, or hijackings without
casualties, or other acts that did not result in any deaths. O the
178 incidents in which one or nore persons were killed, nore than half
(95 of them involved one death; 26 resulted in two deaths. Approxi-
mately 11 percent of the incidents with deaths, or about two percent
of the total nunber of incidents of international terrorism involved
10 or nore deaths, many of these the result of shoot-outs between
terrorists and menbers of security forces, both of whom are included
in these totals. Figure 5 illustrates the number of incidents with
deaths and the nunber of deaths.

To repeat, these are incidents of international terrorism Local
contests could be more bloody, but a prelinmnary exam nation of politi-
cally-motivated violence in places |ike Argentina, Northern Ireland,
and in the United States shows little evidence that terrorism equals
mass nmurder. The vast mjority of the incidents involve none or one
or two casualties.

It is apparent that if any of several large known terrorist groups
had wanted to kill hundreds or even thousands using chem cal, biologi-
cal weapons, or sinply conventional explosives, they could have done so.
If we were to examne all past incidents aimed deliberately at causing
wi despread casualties -- such as attenpts to poison water supplies --
we woul d probably discover the perpetrators for the nost part to be
deranged individuals or tiny groups sharing serious nental problens.

As an exanple, two youths were arrested by police in Chicago in 1972.
They had planned to poison the city's drinking water with typhoid
bacteri a. The youths were organizers of a “group” which planned to
inoculate its own nenbers against the disease “to formthe basis for

a new master race” after the rest of the population had been w ped out.
It is noteworthy that the police discovered the plot after being tipped
off by a person whom the boys attenpted to recruit.

Mass murder may be considered counterproductive for terrorists.

It could alienate synpathizers and potential supporters, provoke



Figure 5

Figure V-3.
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severe crackdowns that public opinion would demand and support, and
threaten the survival of the organization itself. For these reasons,

any scheme of this type is likely to create disagreement and dissen-

tion within the organization contenplating it, thuS expsing the opera
tion and the organization to betrayal. In sum nmass murder appears
unlikely to be contenplated by groups capable of neking elenentary politi-
cal judgnents.

Wiile we cannot rule out the possibility of a ‘agesae v
the wanton killing of large nunbers of civilians, the detonation of a
nucl ear device in a popul ated area appears unlikely, at |east on the basis
of the historical record. And the reasons cannot be explained in terms
of limted capabilities. Political extortion based on some type of
nuclear threats, a real one or a clever fabrication, seems nore attrac-
tive to terrorists. possessing a nuclear device, it seens terrorists
could demand anything. But the idea of nuclear blacknmail has some weak-
nesses.

The whole area of motivations, incentives, demands and conceivably
negotiations in the area of nuclear blackmail by non-State adversaries
merits systematic examination, which it has not received. At present,
we can do no nore than specul ate about the types of demands non-State
adversaries can, cannot, and are nost likely to nake. [t does not seem
| ogical that non-State adversaries would resort to nuclear nmeans to make
demands that they have a good chance of achieving without escalating
the threat to that |level or naking the investment and taking the risks
necessary to obtain SNM and fabricate a nuclear device. If current
tactics are successful nost of the time they are unlikely to alter them
If there is an easier way, they will take it. If they can fabricate
a nuclear threat without fabricating a nuclear device, they will prefer
it. Therefore, nuclear blackmail to obtain a fewnillion dollars ransom
or spring a few prisoners does not seemlikely. If they really possess
a nuclear capability, it seens reasonable that they would certainly ask
for sonething nore than they can get now by less difficult neans.

However, it is not entirely clear how the enormous capacity for
destruction associated with a nuclear weapon could be converted into

commensurate political gains. Even with a nuclear device, terrorists
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could not nmke inpossible demands. They probably could not permanently
alter national policy or conpel other changes in national behavior. To
do so would require at a minimumthat they maintain the threat. It s
not clear under what conditions and how long they could do so without
being discovered. They could not creat a honeland, at |east not without
at the same time offering the victins of the blackmail a set of hostages
of their own. The probably could not persuade a governnent to |iquidate
itself. To carry out a coup d etat with a nuclear bonb still requires
that the conspirators at some time surface to take control. Then they
becone vulnerable. They could not realistically expect to be given nore
nucl ear weapons by claimng or even denbnstrating that they had at

| east one. \What then could they demand?

They might be able to deter certain acts by threatening nuclear
action. As a hypothetical exanple, Palestinian leftists, with a credible
nucl ear capability, conceivably mght have been able to deter Syria from
i nvadi ng Lebanon.

We nust also consider bizarre demands such as the release of all
prisoners in Cklahoma or the distribution of food to the poor. It is dif-
ficult to see how the satisfaction of these demands woul d be seen to
contribute to the achievement of the threatening group’s goals. However,
they could be operating within a mnd-set that is totally alien to our
owm. No one would deny that such individuals, conceivably even some snall
groups whose nenbers share these characteristics, do exist in the world.
However, we are now dealing with the lunatic fringe, not the iuge-
rorist groups who are conceived to have the capability for nuclear theft
and the fabrication of nuclear weapons.

Indeed, there seens to be an inverse relationship between intentions
and capabilities. At the one end are those who in the same of sone
bi zarre cause, are willing to threaten or cause mass casualties. I ndi vi -
duals or groups that make universal appeals--in the nane of “brotherhood,”
“economic justice,” or “world peace”--generally lack any real constituency.
Such a group would not necessarily be constrained by fears of alienating
world opinion. The group’s nenbers would place thensel ves above world

opinion. An essential ingredient of such a group’s philosophy would
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permt the negation of existing human val ues, allow ng w despread and
indiscrimnate nmurder. They might claim divine inspiration (or at |east
tacit approval by God) to destroy the w cked or the weak--'"the good will
survive" --or mght adhere to a racist ideology that would permt genocide
We are describing here the authors of npbst hoaxes, and of the few mass
nurder schenes that are known to have occurred. Individuals with nental
or enotional disorders, and a certain charisma, have on occasion nanaged
to become heads of state——Adolph Htler— or at least of gangs--CJarl(~s
Manson.  Fortunately, nost such individuals usually lack the capability
to successfully carry out their intentions

At the other end, we have the large political organizations who
probably can muster the resources to carry out such operations but who
must carefully weigh the benefits and risks: they are conpelled to make
political judgnments that inpose constraints. The sane is true of |arge
crimnal organizations which must nake economc judgnents

There is sone theoretical crossover point where intentions neet
capabilities. As the opportunities for nuclear theft increase, that
point may nmove toward the lunatics. This perhaps is the nmobst frightening

consequence of nuclear proliferation.

The prinmary attraction to terrorists in “going nuclear” may not be
that nuclear sabotage or possession of nuclear devices would enable
terrorists to cause mass casualties, but rather that alnost any nuclear
action by terrorists would attract wi despread attention and cause w de-
spread alarm  The words “nuclear” and “terrorist” in close proximty
achieve a synergistic effect. A terrorist group mght threaten to start
fires in highrise office buildings and send authorities a set of blueprints
and a book of matches to denobnstrate its capability. But a terrorist be-
lieved to have a nuclear device is automatically a successful terrorist.

It would not be necessary for terrorists to take risks and make
the investnent necessary to steal SNM and fabricate a nuclear explo-
sive or dispersal device to create an alarming situation. \Wth a degree
of imagination and intelligence, terrorists could do things that demand
| ess technical skill and less risk on their part but still achieve the
desired publicity or intended coercive effect. A well-publicized hoax
could be as alarnming as if the terrorists actually possessed a real

weapon, provided that there is no way of verifying that it is a hoax
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Terrorists who seized control of a nuclear weapons storage site or a
nucl ear power reactor night present little threat to public safety but
the situation would be frightening. Despite the assurance of scientists
and engineers (who in such a situation can be relied on to disagree with
each other), few would want to test their capabilities. The sanme would be
true of terrorists who claimed to possess a nuclear device bolstered their
credibility with the enclosure of a small sanple of SNM It might be
their entire stash; they might not be able to fabricate a weapon; the de-
vice mght not work, but again, few would want to run the test.

If we were to lay all of the potential scenarios of nalevol ent
acts involving nuclear facilities or nuclear material out in order
of increasing consequences (see Figure 6), the curve representing
potential casualties and destruction would sweep up sharply as we nove
through the list. This curve would begin with the hoax which would
directly endanger no one but which if publicized mght cause panic,
move through the seizure of hostages at a nuclear facility which night
directly endanger the hostages but probably would not result in wde-
spread casualties, through contanination scenarios Wwhich mght jeo-
pardize the health of hundreds of people, and finally end with the manu-
facture and detonation of a nuclear explosive device which potentially

could kill thousands. Terrorists typically have operated at the |ower

Spectrum of potential “nuclear actions” b, terrorists

Figure 6
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end of the spectrum where the actual nunmber of casualties is low, but
the dramatic inpact, the fear and alarmthey create is high.

In sum the possibility of lowlevel but alarming incidents in which
nucl ear facilities or nuclear material figure as the backdrop or prop
for terrorist action certainly exists. The possibility also exists for
some alarmng mass hostage situations in which there is considerable
uncertainty about the capabilities and willingness of the authors of the
threats to carry themout. Mss nurder schemes still seemto be the
product of individual |unatics.
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v. ORGAN ZED CRI ME AS A POTENTI AL NON- STATE ADVERSARY

Ten years ago, the nmenbers of the Lunb Panel exam ning nucl ear
safeguards for the Atomic Energy Conmission identified organized crininal
as well as terrorist groups as potential threats to nuclear prograns. In
discussing crimnal adversaries, they had in mnd the thefts and illegal
di versions that take place in other internationally-traded commdities.
I f whol e shiploads of wheat could be diverted, why not nuclear material?
The nenbers of the Panel no doubt also had in mind the theft of the
fuel rods fromthe Bradwel | nuclear plant in England, which took place
in 1966. A report on the incident is listed in the bibliography of
the Panel’s own report.

\Whet her organi zed crime should be counted anong the potential sub-
nati onal nuclear threats remains a matter of sone debate. Organi zed
crime here is defined as an organi zation dedicated to illegal activities;
its existence transcends any single act; the organization survives its
menbers. It is nore like a business corporation than a gang. Organized
crime should be distinguished fromindividual groups of crimnals that
organi zed thensel ves to carry out specific crines. In the United States
organi zed crinme is generally considered to be a nationw de alliance of
twenty-sone “fanilies” of crimnals (not all of the menbers of the fanmlies
are actually related). The fanmilies are variously referred to as the
Mafia, the Mob, Cosa Nostra, or “the syndicate.” In addition to the
Mafia famlies, there are non-Mafia crimnal syndicates, though by com
pari son these appear to be of l|esser inportance. The Mafia fanmlies
are linked to each other and to non-Mafia syndicates by understandi ngs,
agreenents, and treaties, and by rmutual deference to a “Conm ssion”
made up of the leaders of the nost powerful fanilies.

Menbers of organized crinme allegedly "control all but a tiny part
of illegal gambling in the United States. They are the principal. |oan
sharks. They are the principal inporters and whol esal ers of narcotics.
They have infiltrated certain labor unions. . .have a virtutal nonopoly
on sone legitimate enterprises, such as cigarette vendi ng machi nes and
boxes. They own a wide variety of retail firms, restaurants

and baI’S, ConStI’UCti on CorT'pani es, trucking companies, food companies
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meat packi ng conpanies, laundries, linen-s upp 1y ho us es, garbage col -
leer.ion routes, and factories. They are alleged to own or indirectly
control a large share of the legal gambling in Las Vegas. More
recently, they have noved into the manufacture and whol esal e distribution
of pornography. They also reportedly control a large share of prostitution.
The annual take fromthese enterprises is estinmated to be in the area
of $50 billion with about half of that as net profit.

In addition to organized crime in the United States, there are,
of course, simlar crimnal syndicates in other countries and these
to varying degrees have connections with each other and with organized
crime in the United States. There are also “famlies” of snugglers
who each tend to specialize in certain commodities, and there are
illegal international arns traders who conceivably could becone in-
volved in the transfer of intact nuclear weapons or SN\M Al of these
organi zations collectively could be considered as part of vaster
intimation network of organized crime. There is, however, no known
central directorate.

Al though sone of the npbst spectacular criminal capers, the Geat
Train Robbery in England, the Brinks Robbery in Boston, were not carried
out by nenbers of organized crine as described above, it is generally
thought that only organized crine, With its vast resources and connections,
has the organization, capital, access to the skills, and international
connections necessary to steal, fence, smuggle special nuclear material,
organi ze and operate an international black market. in stolen nuclear
material, or acquire the material and fabricate its own weapon. O, it
is believed that at least at some point, even a band of independent thieves
woul d have to seek organized crinme’s approval for a nuclear heist, fence
the stolen material to organized crine, or seek the assistance of organized
crime in sonme manner. This presunption is challengeable.

At issue is not the capability of organized crine to steal nuclear
material or fabricate 3 nuclear device, but their interest in doing so.
L. Douglas DeN ke suggests, “Armed with plutoniumor high |evel waste
in storage, organized crinme night denmand federal assurances of non-inter-

ference with their operations. Punishment for non-cooperation mght be
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theloss of Washington, D. C, as a habitable center. Nuclear thieves
could demand |arge suns of cash, ﬁ$ntrol over policy or special conces-
sions from national governnents.” W IIlrich and Taylor offer a sinilar

Vi ew,

. possession of a few fission explosives or radiologica
weapons mght place a crimnal group rather effectively
beyond the reach of law enforcenent authorities. A crimna
organi zation mght use the threat of nuclear violence against
an urban popul ation to deter police action directed against
its nuclear theft operations. The organization night also
use nuclear threats to extort fromthe government a tacit
or explicit relaxation of |aw enforcement activities direc-
ted against a broad range of other lucrative crimnal opera-
tions."

Wllrich and Tayl or, however, go on to point out that “crimna
groups primarily interested in noney are likely to be politically conser-
vative, and that they would not develop a black market in a comodity
such as nuclear material which could have revolutionary political inpli-
cations. Moreover, a large nuclear theft might pronpt a nassive govern-
nental crackdown and |lead to a w despread public outcry, whereas the
continued existence of organized crime on a large scale nmight depend on
the susceptibility of some government officials to corruption and on a
degree of public indifference.”

Jenkins agrees that:

Extortion is a classic crime and nuclear prograns certainly
open new avenues for extortion. Plutonium and certain
other fissionable naterials would be highly marketable
commodities raising the possibility of a profitable black
market traffic in these itens. . however, one should be
cautious about overestimating the attractiveness of engaging
in nuclear extortion ortrafficking in fissionable nmaterial
to the crimnal underworld, especially to organized crine.
organized crinme is a conservative service-oriented indus -
try. It provides ganbling, prostitution, and narcotics,

The profits fromthe provision of these services are good
and, perhaps nore inportant, steady.. There is a willing
mar ket for such services, and despite the social harmthey
cause , they my not be perceived by the public as a direct
threat to individual or collective security. | ndeed , the
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exi stence of organi zed crine depends a great deal on
tacit public acceptance or at |east indifference and
therefore it has tended to avoid criminal ventures--

for exanple, in this country ki dnappings for huge
ransons-- that are likely to arouse public anger. Nu-
clear blackmail would bring trenmendous heat on the
organi zation and provoke crackdowns that could interrupt
the flow of large steady profits fromsocially nore
acceptable crinmes.”

James E. Lovett is very skeptical of the Iikelihood of organized

crime involving itself in nuclear diversion.

Organized crime will attenmpt nucl ear diversion under one
and only one condition, that it will bring nore noney
Organi zed crinme has no use for nuclear material either

as a blackmail threat or as a potential defensive or of-
fensive weapon system Nucl ear material is of value to it
only if it has a buyer.™

Lovett, however, concedes that a non-weapon State or a terrorist group
m ght enploy an organi zed crinme syndicate to divert nuclear naterials
in return for financial paynent. But a non-weapon State or wealthy
enough terrorist group would not necessarily have to rely on organi zed
crime. The could also recruit a band of independents.

In 1969, the Atomic Energy Commission asked Wight, Long & Conpany
to study the possibility of nuclear cargoes being hijacked by the Mfia
and other organized groups. Since the researchers were likely to have
little direct contact with nenbers of the Mafia, they used an indirect
approach, interviewing police chiefs. The study itself is classified
but speaking before a nmeeting in Los Al anpbs, New Mexico, one of the
investigators said that “the Mafia appeared nore interested in cigarettes
and television sets than in uraniumand plutonium” He noted, however,
“I't is possible. . . that sone foreign tyrant might offer a deal of sone
kind to any racketeer who would divert enriched uranium” Hijacking
trucks was something organized crine is skilled at. Orinously the
researcher told the audience that “on a list of 735 so-called Mfia
nenbers, 12 are or were owners of trucking firns, two are truck drivers

and at |east nine were union officials." 15



I - 32

In private discussions with Jenkins, |aw enforcenent officials

generally found it hard to inmagine organized crine going into nuclear

extortion or theft. "It would bring too much heat on them" "They
work with the people in power not against them" "In a case of nuclear
theft or nuclear blackmail, judges are likely to becone rather |ibera

in authorizing wiretaps, searches, and arrests. They wouldn't like that."
"Their annual take is in the billions. Wat do they need nuclear for?"
If not nuclear extortion or theft, wu d organized crime fence stolen
nucl ear material? |If there was a market for it, possibly they would
so long as it was not likely to be used where they lived.

The authors of the 1975 study by the Mtre Corporation, seven of
the twelve of whomwere former rBl officials disagree that organized
crime’s alleged conservatismin politics or business woul d dissuade it
from action involving nuclear material. In a florid style that charac-
terizes the entire report, its authors concl uded:

A veritable arnmy of crinmnals and hoodluns in this country
is waiting and willing to undertake any activity, including
murder, if the profit justifies it. Their ruthlessness

and sophisticated techniques and nmethods have been con-
vincingly denonstrated in thousands of skillfully executed
crimes. ...They have corrupted and conpronised nmen in all

wal ks of |ife. They have links with many foreign countries
Their greed knows no bounds

.They are interested solely in acquiring nore noney and
power for thenselves and there is no evidence that they
have or ever had any notivation such as patriotism
There is little question that, for a sufficient anpunt
of noney, menbers of organized crime would take a contract
to acquire special nuclear material for another pany.

.*..Organi zed crinme shows little interest in its puic
image and woul d not be likely to be deterred fromstealing
nucl ear material because the public mght be outraged.

If there is any area of consensus within the debate, it is that no
one who has commented on the topic seriously believes that organized

crime lacks the resources, skills, patience and force necessary to steal



M- 33

special nuclear nmaterial or engage in an illicit international trade

of the conmodity. Putting it another way, no one views current safe-—
guards as sufficient to deter or prevent nuclear theft by organized

crime. The deterrents, if there are any, lie elsewhere in fears by

the | eaders of organized crinme that such actions would provoke public
outrage and |lead to severe responses that would seriously damage organi zed
crime’s other profitable enterprises. The idea that organized crinme would
attenpt to deter such counterneasures with a nuclear threat is apparently
accepted by only DeNike. WIIlrich and Taylor point out that “like nuclear
war between nations, if the deterrent failed and a crimnal group either
used nucl ear weapons or failed to use them the group itself would prob-
ably not survive the crisis as an organization." !

At the same time, even those who believe that the risks to organi zed
crime of involvenent in nuclear theft or nuclear extortion probably
exceed the perceived benefits appear unconvinced that if a worldw de
mar ket for nuclear material develops, and if the price is right, organized
crime, wthout becoming directly involved in the theft of nuclear nmateria
m ght act as a “fence” or broker for the stolen goods.

It seens not surprising that the attraction of nuclear material to
organized crinme is its intrinsic nonetary value as a comodity, not its
strategic attribute, which only increases the handling risks. Thus, the
possi bl e invol venent of organized crime in nuclear theft or illicit trade
in nuclear nmaterial would seem contingent upon (1) the continued expansion
of the nuclear industry worldw de-—a seeming certainty; (2) a restricted
market in special nuclear material, which will keep the value of the com
modity high; (3) the consequent necessity and profitability of anillicit
trade; (4) a sufficient nunber of suppliers and buyers to sustain a
mar ket as opposed to an occasional one-shot deal; and (5) sufficient |axness
in the area of security and safeguards to allow a sufficient seepage of
material for trade.

If the deterrents to nuclear theft or other nuclear action hy
organized crinme lie in its natural concern about its other investments and
its own survival, that may be an approach to explore. The question might

be asked, apart fromincreasing security and safeguards, which nmany at



present consider to be woefully inadequate nmeasured agai nst the capa-

bilities attributed to organized crine, what could be done to insure

that the | eaders of organized crine fully understand that any involve-

ment in nuclear action, like an arned attack upon the nation itself,

woul d inevitably provoke an unprecedented attack on organi zed crine

which it would not survive.
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VI.  THE RECORD OF NUCLEAR | NCI DENTS

Bet ween 1969 and 1975, there were 288 recorded threats or incidents
of violence at nuclear facilities in the United States. This figure
does not include nuclear hoaxes. The vast mpjority of these (240) were
bonb threats against governnent or l|icensed nuclear facilities. Twenty-
two were incidents of arson, attenpted arson, or suspicious fires.

Most of the arson in idents occurred in office buildings where the
Atom c Energy Conmission rented space, or were directed agai nst univer-
sity research facilities such as the Lawence Radiation Laboratory at
Berkel ey, California. Ten of the arson incidents took place at this

| ocation. The sane facility also received five bonb threats. I nvesti -
gators believed the perpetrator or perpetrators to have been an indi-
vidual, perhaps a forner enployee with a personal grievance, or mlitant
students.

The nost serious incident of arson occurred at Consolidated Edison’s
nucl ear generating plant at Indian Point, New York. On Novenber 4, 1971,
a fire caused $10 nillion in damage to the facility, but did not affect
the reactor. Later, in a letter to the New York Tines, a group calling
itself “Project: Achilles’ Heel” clained that “Indian Point guerrillas”
were responsible for the incident. The letter inplied that the action
had been motivated by concern for the environment; however, the arsonist
who was | ater apprehended turned out to be a former enployee of the
conpany who was undergoi ng psychiatric treatment at a | ocal veterans
hospital. The fire delayed the plant’'s opening for three nonths.

There were four incidents in which bonbs or explosives were found
at nuclear facilities. Again, research facilities were the principa
target. There were 10 actual bonbings. Eight of the bormbs expl oded
at federal office buildings or university research facilities, and it
is not clear in all cases that nuclear prograns were the target. (One,
for exanple, exploded at the Hi gh School in Gak Ridge, Tennessee; it is

not at all clear why this incident is included in the governnent’s |ist
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of incidents other than the school’s proximity to the government’s
research facilities at Cak Ridge.)

However, in two episodes, the targets clearly were nuclear. On
Decenber 7, 1971, two bonbs expl oded near the experinental |inear
accel erator at Stanford University in California causing heavy damage
to the electronics equipnent that controls the facility. A caller
later claimed credit for the explosions, but no manifesto were issued
and no suspects were ever arrested. It was, however, g period of student
unrest and there had been other incidents of violence on canpus by stu-
dent militants.

The other action was carried out by an avowed foe of nuclear power.
On February 22, 1974, a 400-ft. neteorol ogical instrunent tower at a
proposed nucl ear power plant site in Mntague Center, Mssachusetts, was
toppl ed by a saboteur who sinply |oosened the turnbolts on the tower.
The perpetrator, who turned himself in to the police, claimed in a
witten statenent that his action was notivated by opposition to the
future construction of a nuclear power plant at the site and t-o the
danger this would inpose on the comunity. “I held no nalice toward
the tower itself. . . ,“ he wote. “Synbolically, however, it repre-
sented the nost horrendous devel opment this community coul d i magine.”

The remaining incidents consist of forced entries and intrusions,
shots fired at guards or at transmission towers, or deliberate breaches
of security. In one incident, a student with a record for doing odd
things cut through a fence to gain access to the area around a univer-
sity research reactor sinmply to prove that it could be done.

The only known diversion of nuclear material in the United States
occurred at the Kerr-MGee fuel. fabrication plant in Clahoma. On
November 5, 1974, a plant enployee who had previously conplained that
wor ki ng conditions at the plant were unsafe, was found to have been
contaminated with plutonium Put on adnministrative duties the follow
i ,day, she was, when routinely checked, found again to be contaninated.
A further check of her apartment, 25 miles from the plant, revealed

some contamination, and her roonmate. was also found to have a | ow | evel
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of contamination on her body. Uine and fecal sanples taken after
the first contamination also reveal ed contanination but not at |evels
consistent with that found |ater during an autopsy.

She was
killed in an autonobile crash eight days after the first incident
while on her way to a meeting with a union official and newspaper
reporter. Her death left numerous questions unanswered and the epi-
sode was investigated by the Nucl ear Regul atory Conmmi ssion and the
Government Accounting Ofice.

A nonth later at the same facility, uranium dioxide pellets (con-
taining | owenriched uranium were found on the grounds O the Plant
outside the production area. There was no way they could have gotten
there accidentally. The perpetrator was suspected to be a plant
enpl oyee who wished to enmbarrass the conpany. \Wile neither incident
i nvol ved nore than mnute quantities of nuclear material, they did
rai se serious questions about the security of the facility and the
possibilities of a nore serious diversion.

None of these incidents, With the exception of the fire at the
Law ence Radiation Laboratory, the fire at Indian Point, the bonbing
of the Stanford |inear accelerator, and possibly the renoval of nuclear
material fromthe Kerr-MGee facility could be called “serious.” There
were no casualties; public safety was not inperiled. (Douglas DeN ke
in “Radi oactive Ml evol ence” states that in August 1971 an intruder
entered the grounds of the Vernont Yankee nucl ear power plant and fled
after wounding the night watchman. 8 This would be the only casualty.
Curiously, the incident is not included in the lists released to the
public by the Energy Research and Devel opnent Administration and the
Nucl ear Regulatory Commission.) Wth the exception of the Indian
Point, Lawrence Laboratory, and Stanford incidents, all could be clas-
sified as minor incidents -- bonb threats, token acts of violence,
| ow-| evel sabotage, etc. Many are nuclear incidents only in the adm n-
istrative sense, for exanple, office buildings, campus science buildings.

There is no evidence that such incidents are occurring with in-
creasing frequency. They go up sharply in 1970, probably due to better
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reporting, and remain relatively steady until 1975 when the total nunber
of incidents again increases, again perhaps due to better reporting.
(Figures for 1976 are not yet available.) They tell us that the nuclear
industry is not inmmune to the bonb threats that have becone commonpl ace
in all businesses and industry, to arson, to incidents of |owlevel
sabotage, and to an occasional bonbing. The Bank of America and

Safeway Stores fare no better.
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Fig.1 —Threats and incidents at nuclear facilities in the United States

The governnment list is not conplete. It is unbelievable that
no incidents of any type took place before 1969. There is the om ssion
of the Vermont incident referred to by DeNike. During the summer of
1974 there were sone incidents of |owlevel sabotage at the Zion
nucl ear power plant in Illinois which are not included in the |ist.
They appear to have been the work of angry enployees. There were also
several bonb threats reported at the Zion plant in 1974, but the |ist
mentioned only one that year. It appears that not all bormb threats
are reported. The list nmakes no nention of several known thefts of
radi oactive material. (Not all such threats come under NRC or ERDA
jurisdiction.)

In August 1973, 21 capsules of radioactive lodine-131 were stolen
froma hospital in California. In June 1974, a device was stolen con-
taining strontium90 which is used to neasure the density of roadbeds.

The thief, Wwho was never apprehended, was in clear danger because pro-

| onged exposure to strontium90 can be fatal. In August 1974, nine



radi oactive radi um needl es were stolen froma hospital in California.
This theft was carried out by a night porter who worked at the hospi -
tal. He was later apprehended. In Septenber 1974, approxinately

100 radi oactive copper plates were stolen fromthe Lawence Radiation
Laboratory. They had just been renmoved fromthe |aboratory’ s cyclo-
tron. No perpetrators were apprehended. I n Decenber 1974, two cesi~um
137 gauges were stolen froma plant in New Jersey. These were found

in danmaged condition after an anonynous phone call led to their |oca-
tion. Oher such thefts are known. Often it is reported that burglars
involved in these thefts may not always know what they are stealing

and may ditch the instrunments or material when they are found not to

be marketabl e.

Several nore serious incidents of theft have occurred abroad. In
Novenber 1966, twenty uranium fuel elenents in canisters were stolen
fromthe Bradwel | nuclear power station in the United Kingdom  The
theft was carried out by two men, one of whom worked at the plant
Both were later arrested and the fuel elenments were recovered. They
said that a man in London had offered them “twenty quid” for the ele-
ments.  The London connection was never identified. The rods contained
only lowenriched uranium and could not have been used to nmake a bonb.

In April 1974, a uranium smuggling operation was uncovered in
India. Al of the details of the incident are not available, but it
appears fromthe rather sketchy press accounts that uraniumwas being
renoved fromthe Jaduguda plant in Bihar, India, and was being smuggl ed
to Nepal. From Nepal, it was snuggled to Hong Kong where reportedly
Chinese or Pakistani agents took delivery. It is believed that as nuch
as $2.5 mllion worth of uranium may have been involved. The plot cane
to public attention when five persons involved in the operation were
arrested in India and 3.5 kilograns of |owenriched uraniumwere re-
covered. In Cctober of the previous year, a scientist attached to the
pl ant di sappear ed. It was specul ated that his di sappearance had sone-
thing to do with the snuggling ring. Another nman believed somehow

connected with the operation was killed near Katmandu. The episode is
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extremely interesting for it reveals the possible existence of an
enbryonic international black market for nuclear naterial.

There are no conplete chronol ogi es of incidents involving nuclear
facilities or material elsewhere in the world. Fromthe reports of the
incidents that are known, they do not differ markedly fromthose in
the United States and consist mainly of bonb threats, hoaxes, incidents
of vandalism and |owlevel sabotage. In the last few years, however,

a few nore serious incidents have occurred in Europe.

Several serious incidents of sabotage occurred in France in the
last two years. On May 3, 1975, two bonbs expl oded at a nuclear power
station under construction in Fessenheim France. The expl osions
started a fire which danaged a nonoperative area of the nuclear reactor
complex. The reactor itself did not contain fissionable material. In
the months preceding the bonbings there had been sonme | ocal opposition
to the construction of nuclear power stations in the area. The bomb-
ings, however, could also have been politically notivated. Shortly
before the bonmbs exploded, a caller identifying hinself as a nenber
of the "Meinhof-Puig Antich Goup" warned everyone at the site to
evacuate the area. The "Meinhof-Puig Antich Goup" had never been
heard of before. U rike Minhof was one of the |eaders of the anarchist
Baader - Mei nhof Gang in West Gernmany. Puig Antich was an anarchi st
executed by the Spanish governnent. It is possible that anti-nuclear
extrem sts used the cover of political extremsmto gain publicity
for their act.

Two nore bonbs were detonated at French nuclear facilities in June.
A group calling itself the "Garmendi a- Angel o Lut her Conmando, " al so
previously unheard of, clained credit for the incident. Again, the
group may have been a political cover for foes of nuclear power. One
bonb was placed at Framatone’s mmin computer center in Courbevoir,
France; it destroyed half of the input termnals. The second bonb
was planted at Framatone’s workship in Argenteuil and caused sone

damage at the valve testing shops.
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In August 1975, two bonbs expl oded at a nucl ear power plant at
M. D Arree in Brittany, France. The bonbs caused m nor damage to
an inlet for cooling water for the reactor and to an air vent on the
building in the power station. The reactor itself was not damaged,
but it was ordered shut down pending an investigation. No one clained
responsibility for the attack, but police suspected that the attack
had been carried out by a Breton separatist group responsible for other
acts of sabotage in the area

In early Novenber 1976, abomb expl oded at the Paris offices of
Cerca, a manufacturer of nuclear fuel elenents. The bl ast caused
heavy damage but no casualties. Responsibility for the attack was
clainmed by a man identifying hinself as a nenber of the “Commando of
Opposition by Explosives to the Self-Destruction of the Universe” --
COPEAU

Less than a week after the Paris blast, two bonbs were detonated
at the Margnac Uranium M ne in Southwestern France. The bonbs destroyed
four punp conpressors causing an estimated $2 mllion danage. The mine
woul d have been flooded had not workers been able to get energency
punps working within three hours. At any rate, the mine, which accounts
for about one-eighth of France’'s annual production, was put out of action
for about two rmonths. COPEAU claimed credit and warned of further action

Further incidents of violence against nuclear programs in Europe
may be anticipated. Denpnstrations against the construction of new
nucl ear power stations in West Gernmany, where anti-nuclear forces appear
to have nerged with extrem st political novenents, have resulted in
violent confrontations with police. (We are not quite sure here whether
political radicals have adopted the anti-nuclear cause, or politica
radi cal s and anti-nuclear forces overlap in nenbership or what the
nature of the |eadership of the denmonstrations is, if any.) On one
occasion, police used water guns and tear gas to prevent sone 3000 denon-
strators armed with clubs, rocks, and Ml otov cocktails from storning
the construction site. A nunber of people were arrested and injured.

In Sweden, where nuclear power has met sinmilar resistance, a bomb

contai ning 44 pounds of dynamte was found next to a nucl ear power
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station at Ringhals in Novenmber 1976. A note to a |ocal newspaper
told police where to locate the device. The note, which was signed
“M” said, “This is the last warning. Next tinme we will level the
station to the ground.” The bomb, which was defused by police, would
have danmaged transforners but not the two reactors.

There have been two incidents involving the use of radioactive
material as contamnants. On April 16, 1974, an anonynous caller in
Austria calling himself a “justice guerrilla” warned that certain
train coaches had been deliberately contanmi nated with radi oactive
material . I nvestigators found strong but not lethal traces of radio-
active material of a type nornally used for nedical diagnosis (Ilodine-
131). The episode attracted wi despread publicity in Austria and pro-
voked a nunber of hoax calls and threats. The “justice guerrilla” who
was |ater arrested, turned out not to be a menber of any extrem st
group as was first feared, but rather an individual with a history of
insanity. He intended his actions to be a protest against the treat-
nment of the nmentally disturbed in Austria.

In Cctober 1974, Italian governnent officials announced that they
had di scovered a plot by rightwing terrorists to poison Italy’'s aque-
ducts with radi oactive waste material stolen froma nucl ear research
center in Northern Italy. The alleged threat was associated with
revel ations of a planned assassination and political coup by rightw ng
el enents. An engi neer at the research center was named as a conspira-
tor, but the allegations were never substantiated and the case becane
tangled in legal technicalities. Wether the alleged plot, which re-
ceived widespread publicity in Italy, was real has never been determ ned

A single incident is known to have occurred in Latin America. On
March 25, 1973, fifteen nmenbers of the People’'s Revolutionary Arny, a
Trotskyi st urban guerrilla group in Argentina, occupied an atomc power
pl ant under construction at Atucha, 62 mles north of Buenos Aires.
They overpowered the guards, painted slogans on the walls, raised their
own flag over the facility, and stole weapons, but they nade no demands
for the release of hostages and did not attenpt to enter the reactor area

or damage the facility itself.
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Whatcan we conclude from these incidents? For the npst part
they were not serious: only one incident involved a mnute quantity
of plutonium (the Kerr-MGee episode); public safety was not inperiled. Mst
were |lowlevel incidents -- vandalism token acts of violence, |ow
| evel sabotage, minor thefts. W can safely predict nore of such
incidents as the nuclear industry continues to expand. The publicity
surrounding the incidents was not that extensive. 1In only a fewinci-
dents did the incident attract international attention. The perpetra-
tors were diverse. They included disgruntled enpl oyees, common t hieves,
political extrem sts, foes of nuclear power, and a few authentic |una-
tics. Their notives included protest, greed, revenge, or desire for
attention. The perpetrators included insiders, external groups, and
conbi nati ons of confederates.

For the nost part, however, the perpetrators were probably indi-
viduals; a few were small groups. The snuggling ring in India with
contacts in at least three countries shows the npst organization

The conbination of anti-nuclear elements with political extremsts,
as in France and Germany, seens to be the nost dangerous conbination, that
is, the one nobst likely to lead to violence. Further violence and per-
haps sonme escal ati on seenms possible, particularly in Europe. On the other
hand, there is no evidence in these incidents that any crimnal or terror-
i st group has nade any attenpt to acquire special nuclear material or
radi oactive waste for use in an explosive or dispersal device. And no

i ndi vidual or group has denonstrated such a capacity.
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VI1. NUCLEAR HOAXES

“On 27 Cctober 1970, the Olando Police Departnent received

a note threatening the Cty of Olando, Florida, with destruc-
tion by a ‘hydrogen bonb.’ The note was accompani ed by a

di agram of the bomb. The anonynous author of the threat de-
manded $1 million in cash and a guarantee of safe passage out
of the country. The city was given 24 hours to conmply -- or
risk annihilation. Authorities judged the threat to be a hoax,

and police later apprehended a 10 h grade student who admitted
aut horship.  There was no nuclear device.” 19

This threat and others, including those made in other parts of the
world, exenplify that portion of the spectrum of adversary actions
classified as hoaxes. For the purpose of this report a nuclear hoax
is defined as a threat to cause harm by detonation of either a
radiol ogi ¢ dispersal device, a honenade atonic bomb, or a nuclear
weapon, but where the threatener |acks the capacity of which he boasts
or the dedication necessary to carry out the threatened action. Al-

t hough persons have made threats alleging that they indeed had a nucl ear
capability, there is no evidence to date that any of themactually
possessed such a capability. Wile it is theoretically possible that
someone had a nucl ear device, but for sone reason changed his nind

and decided not to follow through with the threatened action, there

is no basis in fact to believe that this has been the case. None of

the threats to use nuclear material studied to date have proven credible.
Therefore, they have all been classified as nucl ear hoaxes.

Nucl ear hoaxes have been seen in the formof extortions containing
a range of denmands from political concessions to $40 mllion in cash.
However, the threat was not always coupled with a denmand. In some
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cases it was in the formof a warning that damage woul d be done using
a nuclear capability. Excluding the cases of extortion for noney,
justifications for the threatened damage were often given (such as
opposi tion to nuclear devel opnent or testing and protest against U S.
participation in the Vietnam war). Qher reasons or justifications
gi ven were vague, irrational, or poorly developed, and in a few cases
no reason was given.

Whet her the threat was an extortion device or a warning, the
apparent intent of the perpetrators could be generally categorized under
one of three major headings: expressive, disruptive, or coercive. Sone
threats appeared to be poorly thought out, nonspecific, and often irra-
tional and confused. It was as if the author of the threat was struggl -
ing with an intrapersonal problem which he externalized and which took
the formof a threat to cause harm using the fantastically devastating
force of a nuclear bomb. The delivery of such a threat especially if
it lacked provision for communication between the adversary and the
reci pient of the threat seens to have been for the purpose of express-
ing a strong feeling? making a political statenent, or eliciting sone
sort of reaction.

The second category of hoaxes is made for disruptive purposes
These hoaxes, as a group, were nore organized than the first type in
design, rationale, and content. Theyspecified targets, dates, nature
of the action threatened, nuclear capability, time frane (how nuch
time t-he recipient had to comply with the demands), and if denands were
made, t-hey were nore carefully described. Since the adversary committing
a hoax lacks the capability to follow through with his threat, one
cannot be certain of his level of dedication. Even a hoax, however,
inflicts a certain cost on a sector of society in the formof investi-
gation, public anxiety, work stoppage, etc. There is a similarity between
this type of hoax and a “conventional” bonb scare in that both threats
are structured to force a response by the recipient which usually results
in disruption of the normal state of affairs for persons involved with
the threat-.
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The third type of hoax may be described as coercive in that the
perpetrator is serious in his intent to carry out an extortion using
a nuclear threat as the means for coercive conpliance to his demands.
Since he lacks the capability stated in his threat, the perpetrator
nmust rely upon the way he has structured his nessage and i npl enented
the threat to “con” the “extortionee” into conpliance. Since his intent
is to have his demands nmet, provision is usually nade for communication
with the extortioner to ensure conpliance. The major problem faced by
the perpetrator who is “conning” the extortioner is to convince the
extortioner that he, the perpetrator, has the nuclear capability and
| evel of dedication necessary to carry out the threat if his demands
are not net.

It is difficult to determine the notivation for naking a nucl ear
threat. Wthout direct observation and study of perpetrators who en-
gaged in nuclear threats, one nust be cautious about attributing notives
to these adversaries. Those who woul d engage in nuclear threats may be
different from or a special subset of, non-State adversaries. An assunp-
tion prevalent in the literature is that the non-State adversary woul d
use nuclear capability if it were available to him based nmainly upon
the logic that any adversary might utilize new technical advances for
hi s purposes. The advantages and constraints associated with a nucl ear
capability are more conplex than just increased destructive capability
and the adversary who woul d contenplate the use of this level of force
may have conpletely different perceptions of the world and different
val ues or political objectives than have been denonstrated by adver-
saries thus far. It is sufficient for this section to raise questions
about “nuclear” notivation and insert a caution against projecting the
use of a nuclear capability by what are generally regarded as non-State
adversari es. (The foregoing is not neant. to inply that there are not
persons who would carry out a nuclear threat if the means to do so were
available to them)

Based upon a study of nuclear hoaxes, apparent notivation can, |ike

apparent intent, be classified into three categories: political, crininal,
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psychotic. A careful reading of threat messages and study of the related
ci rcumstances indicates mixed notivation in nmost of the cases studied.

In addition to the likely presence of nore than one notive in a given
hoax, there is also the possibility that the initial notivation wll
change as the event unfolds. Existing data do not pernit the concl usion
that a nuclear hoax extortion, which initially appeared to be politically
inspired, was in fact just that and not of crinmnal origin. For classifi-
cation purposes, a it MOtive was ascribed to the perpetrator when
he denmanded that certain political actions be taken or concessions made.
In cases of political extortion, the coercion was directed against the

U S. Government (except for a couple of instances when certain foreign
governments were cited to share with the U S. the possible consequences
if the threat demands were not met). There were no instances of a threat
nmade agai nst one government where conpliance was denmanded from a second
gover nnent .

Demands for money, with or wthout safe passage to a foreign country,
were assessed as a crimnal notivation (personal gain) especially if there
were no associ ated political denands. However, sone of these cases had
threat nessages that denonstrated disordered thinking by the author

A significant percentage of the nuclear hoax nessages were disor-
gani zed in content, contained irrelevant statenents or had other bizarre
f eat ures. This group was eval uated as having a psychotic notivation
Sone of these threats were inplenented in such a way that the identity
of the perpetrator was not difficult to establish--several of the perpe-
trators identified had a history of diagnosed major mental illness or
hospi talization

An interesting question for which there is not yet a good answer
is, does the adversary perpetrate a hoax because he has nonuclear capa-
bility? |If he had the capability to carry out a nuclear threat, would he
choose to nake a “real threat” rather than a hoax? |Interpretation of
avail able data is that there are those who would carry out a real nuclear
threat if they had the capability. For exanple, in August of 1974, a

| arge expl osion at the Los Angeles International Airport killed three
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persons and wounded thirty seven others. Shortly thereafter, the
Los Angel es Police Departnent received a taped nmessage

listing a series of
demands which were to have been nmet or further bonbings woul d occur.
Demands ranged from easing restrictions on U S. immigration laws to
liberalization of sex laws. Because he was attenpting to draw atten-
tion to injustices suffered by immgrants, the selected |ist of targets
spelled out the word ALIEN, the first target, an airport corresponding
to the letter “A” He was subsequent|ly nanmed the “Al phabet Bonber” by
the pr ess.

It was later learned that prior to the airport bonbing he had pl aced
an incendiary bonb in the car of a police conm ssioner and set
fire to his home. There were additional acts of fire bonbing that he
commtted which served to denpnstrate his dedication to carry out his
threats. He had access to all of the ingredients to nake
nerve gas at the tinme he was arrested by the Los Angeles Police Depart-
ment. There is little doubt in this author’s mind that he woul d have
used it or any other capability which could cause much destruction if it
had been available to him

These hoaxes denobnstrate that persons are at |east thinking seriously
about using nuclear nmaterial as the coercive basis of a threat. I't also
appears that while the psychotic individual more attracted to a
nuclear threat than the politically or crimnally notivated person, his
ability to acquire SNM and carry out such a threat is greatly compromised
However, there have been instances (such as the Al phabet Bonber) when a
person, although basically psychotic, has had the know edge and skill to
use nmaterials available to himin a rather spectacul ar and destructive
manner .

To date, it would appear that those who are dedi cated enough to carry
out a real nuclear threat have not been able to gain access or to acquire
the necessary nuclear material . The nuclear hoax offers an alternate
way for tistpe OF person to pursue his objectives still within the

context of a nuclear threat. Neurologic or bacteriologic agents as the
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basis of a “massive threat” have not been popul ar thus far, although

more easily available than nuclear material. Wiy the threatened use of
nucl ear material rather than these other agents as a basis for threat

is an interesting question that should be studied. It is inportant to
note that the hoaxes studied were all threats to use nuclear material
However, it is interesting that none of these weredouble threats--

that is, threats to use nuclear material against a nuclear target. If

a future threat is nade to use nuclear material against a nuclear target,
itwoul d represent a significantly different type of threat.

It is obvious and logical that if the intent of an adversary is to
damage or destroy a target that he would alert the target only in those
i nstances when he was so confident of his capability to cause such
damage that an alert could not neutralize his action. Therefore a
warni ng-type threat is either a hoax or the perpetrator has laid his
plans in such a manner that even with prior notification he believes no nmeasures
can be taken to stop his action. An extortion threat includes prior
notification and the inplication that the target cannot protect itself
because the adversary has successfully placed at risk sonething highly
val ued (such as human life). In addition, the threat is created to be
dramati c and cause high levels of fear in those associated with the
target. Placing human life in the balance or causing terror are tactics
used by adversaries. In both cases, the terrorist (especially the poli-
tical terrorist) and the perpetrator of a hoax, as initiators O these
acts, have limted resources conpared to the |evel of possible conse-
quences. The use of tactics which terrorize tend to conpensate for
the lack of resources and maxinize the capability possessed by the adver-
sary, The observations about the types of adversaries who have made
nucl ear hoaxes, their notivations and objectives, strongly suggest that
hoaxes will continue to be used by individuals who | ack sufficient capa-
bility to nount real threats, but who wish to carry out an action within
the neans available to them

It is a serious and often a difficult problemto assess the credi-

bility of nuclear threats and to distinguish a real threat froma hoax.
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In Decenber 1976, the Canberra Police Department investigated “.. .a
threat to explode nuclear devices in Australia's two largest cities as
a protest agai nst continued mning and export of uranium” “The bonb
threat was contained in letters to Prine Mnister Ml colm Fraser and
Labor opposition |eader Gough Wiitlam . . from a group of environmental -
istscal i ng themselves the Goup of Six.” The nessages “further
threatened to contam nate water supplies in the two cities if attenpts
toexpl ode nucl ear devices failed.” The police states: “W have no
option but to take it seriously.”20

The devel opment of procedures and techniques to assess credibility
and differentiate a real threat froma hoax have been and continue to
be the responsibility of ERDA and NRC. The FBI by federal statutes is
the lead investigative agency in all cases where threats are nade invol -
ving radioactive material. The nuclear aspects of threat assessnent
have been del egated to the Energy Research and Devel opnent Administration
( ERDA) .

Current assessment of a nuclear threat consists of both a technica
evaluation of all information related to the alleged nucl ear device by
ERDA nucl ear scientists and a psychol ogi cal evaluation of the threat
nessage and the context in which it originated by the FBI backed up by
ERDA capability.

ERDA is currently involved in augnenting and enlarging its capability
for nuclear threat assessnent and increasing the parameters for eval ua-
tion. This will also be available for direct support, at the field |evel
of the FBI's investigative responsibilities of an incident and of the
deactivation of any device by explosive ordnance disposal teans which may
be associated with a threat.

As part of the total threat assessment process, an inventory of SNM
is carried out, when relevant; however, there is sone question as to the
significance of a finding that "all SNMis accounted for." Because of
thepr obl em of measurenment and checking SNM or any other substance, an
unavoidable error is introduced into the accounting procedure. This

error produces a calculation which is referred te as the "MUF" factor
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(material unaccounted for). Only a very snall percentage of the total
material is reflected in this nmeasurenment error. If, however, that
material is special nuclear material, that small amount “unaccounted
for” could be extrenely significant. The inference is drawn that the
adversary does not have the nuclear capability of which he boasts if
the inventory check shows that all SNMis accounted for. This appears
to have been the case thus far.

In any event, the usual approach has been to rule out the possi-
bility of a credible threat. If the assessment found that the threat
was not credible, an assunption was usually nade that it was a hoax.
Positive criteria for diagnosing a hoax are being devel oped. \Wen this
has been acconplished, the “default” approach (i.e., if the threat is
not found credible, it nmust be a hoax) will be replaced by specific

criteria for establishing that a threat is in fact a hoax.

Because of the diversity of notives and objectives attributed to
perpetrators, it is not useful to identify any particular hoax as typi-
cal of the group. However, there are certain characteristics shared by

nucl ear hoaxes which can provide a basis for a conposite hoax:

Targets identified in the various hoaxes ranged fromcapitals
of several countries, including the United States, to major

US. cities. Federal buildings and certain large corporations
and banks were also naned as targets. Sone hoaxes specifically
identified the target while others nmade general references

to “a big city in the US. ,“ for exanple. Miltiple targets

were spelled out in a small percentage of the cases.

Associated with the denmand was usual ly an expl anation or

justification for the threatened action and ranged from con-
cise specific statements to long and ranbling diatribes. A
few hoaxes specifically nmade reference to nuclear matters as

being the cause of the perpetrator’s concern
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Representatives of the news nedia and | aw enforcenent agencies
and certain major political figures were the nost frequent
recipients of threat messages

The U.S. Mail Service was the nost frequently used neans for
delivery of the nessage. In a fewinstances the threat was

nmade via tel ephone and on one occasion the caller was appre-
hended while still talking to the recipient of his threat in
a distant state.

I n a little over two-thirds of the cases studied, the perpetra-
torsallegedan i dentity and two-thirds of these clainmed to be
a group.

The amount of tinme granted by the perpetrator for conpliance
with his demands or before the alleged device woul d be detonated
ranged fromone day to several nonths with two to 15 days the

most frequently mentioned period

The perpetrator did not validate his allegations of possessing

a nuclear capability by sending a sanple of his SNM or hy

denonstration by detonation. However, he usually attenpted, in some way, to
convince authorities that he did in fact possess the alleged device. In a
few instances, crude drawi ngs of the device were included with

the threat message which were easily assessed by experts as not

capabl e of fission.

In a few of the cases, the mediacarried stories dealing with
things nuclear within a two-week period prior to receipt of the
threat. In one instance, the diagram of the alleged nuclear
device included with a threat was simlar to the diagram of an
atomic bonb contained in an article of a national news maga-

zine. The perpetrators who seened to be set off by media stories
about nuclear matters denonstrated a significant degree of



di sorgani zation and confusion in the content of their hoax
message. Some of these individuals had a history of nental
i Il ness.

The cost of evaluating, investigating and reacting to nuclear threats
is not insignificant. An increasing nunber of persons are acquiring in-
formation and technical expertise in nuclear natters as a result of the
growth of the nuclear industry. If one such person
were to initiate a hoax, it would be difficult to negate its credibility
from a technical and behavioral assessment only. In instances of non-
nucl ear extortion, where the perpetrator did in fact possess the capa-
bility or valued comodity (such as a kidnapped victimor prized painting)
whi ch was the basis for his coercive threat, the extortionist usually
did provide evidence of that fact and thereby renmoved all questions as
to whether the basis for coercion was real

In those cases, the question of the adversary' s determnation to
carry out the threat, should his denmands not be net, becane a critica
aspect of threat assessnent. If we are unfortunate enough to encounter
an adversary who denmpnstrates that he actually has the capability which he
describes and his threat is therefore verified as credible, then the
ability toassess notivation, intent and dedication will becone essenti al
in order to conduct successful communications or negotiations--should that
prove necessary.

At this tine, we are still concerned with distinguishing between rea
threats and hoaxes. A great deal of enphasis is placed upon eval uating
techni cal aspects of the threat and accounting for current supplies of
SNM  Even if it were possible to rely heavily on inventory nethods and
ignore the problenms of "MJF," we still have the problem of a possible
foreign source of SNM being used in a threat nmounted in the U S. The
enphasis of u's. nuclear security has been on nuclear materials under
direct control of the US. at hone and abroad. The production of SNM
or high-level wastes by foreign governments potentially constitutes a
source of supply of nuclear material to the non-.State adversary of both
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the domestic and foreign variety.An effective security system nust
deal with the possibility of a foreign source of nuclear material and
any conprehensive system of nucl ear threat assessnment nust al so recog-
nize that even if all U S. sources of nuclear material are accounted
for, the adversary could have inported material from abroad,

In a spectrum of adversary actionshoaxes can be viewed as entry
| evel acts used by the enmerging or relatively unsophisticated adversary.
However, this does not nean that a hoaxer will graduate to a perpetra-
tor of a real nuclear threat. Just as synbolic bonbing is used by ad-
versaries because it is easy to dodoes not require a high degree of
exposure or risk of death or capture (except in the assenbly, transport
and pl acement of the explosive) allows a wi de range of target selection,
multiplies linmted capabilities into |large payoffs in terms of publicity,
and is very difficult for |aw enforcenment to prevent, so too nuclear
hoaxes allow an adversary with |linmted capability to levy a cost on the
social systemin excess of what his real capacity is (see Figure 6).
If one were to project the gradual increase of sophistication and capa—
bility in adversary capability which has been observed over tinme in other
situations, we can assune a simlar learning curve in the production and
use of hoaxes as weaponst-0 create high levels of fear in the public or
toattenpt to disrupt growth or devel opnent of the nuclear industry.

To date, no adversary in the US. has been successful in using the
nmedia to escalate the public's fear or alarm associated with a nucl ear
hoax. It is not difficult to conceive how the media could be conpelled
toi nform the general public of a nuclear threat and thereby increase the
amount of fear and disruption. Cooperation of the nedia with |aw enforce-
ment in this regard is an essential part of a reasoned response to a
nuclear threat. The alleged purpose of a nuclear threat is to cause
harmto a | arge nunber of people, destroy cities or render |arge areas
of land unusable; however, some of those things can be done without the
use of atomc devices. It seens then that the choice of a nuclear capa-
bility with which to threaten harm has an added di mensi on whi ch ot her
capabilities lack, that is, the culpability to instill fear and terror in
the general population who may not be the direct target of the adversary

t hreat.
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Rel ationship of Effectiveness of a hoax wit-h its Purpose
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Wiile it may be possible to anticipate adversaries who would use
nucl ear terror asameans of coercing a political response froma
nation or as a neans of obtaining large suns of noney, it would be
extrenely difficult to predict what psychotic person may be attracted
to nuclear power as a capability for w despread damage whatever his
irrational beliefs. It seens that the attractiveness of a nuclear
threat (real or hoax) for an adversary with political or crimna

notivation is use as a tactic of terror rather than terrible destruction
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MIl. —RESPONSE PLANNI NG FOR THREATS

A major problem area not addressed by the literature surveyed for
this report is response planning for a nuclear extortion or nuclear
warning threat. Qher facets of adversary actions are discussed but
the problens associated with threats to cause damage using nucl ear
material have not received adequate attention, at |least in the open
literature. A nuclear extortion or a nuclear warning is that threat
where an adversary clains to have the nuclear nmeans to cause great damage
either by detonation or dispersal of nuclear material. The significance
for this section on Response Planning is that an adversary claims to
have a capability to inflict danage and not whether his threat is credi-
ble or a hoax. The determnation of validity of a nuclear threat is
di scussed in the section on nucl ear hoaxes (section VII).

An el enent common to both these types of threats is notification
prior tthethreatened act, but only in the case of extortion is it
theoretically possible to avoid the destruction alleged by the adver sary.
The situation where an adversary clains responsibility for a nuclear
act already carried out is not discussed here. However, because of the
magni t ude of possible destruction and disruption, the notivation for
initiating such an act, its purpose, and post-event consequences warrant
careful study.

The focus of this section is on extortion (those threatened acts
where prior notification is given and the opportunity exists to exercise
options either to neutralize the threat or to take dammge-limting
action). Cbviously, if the threat is a hoax, it is extremely inportant
to assessitas such before protective neasures, for exanple mmssive
searches or w de scale evacuations, are inplenmented,

Preenptive action directed at potential nuclear non-State adver-
saries does not appear to be a feasible approach for protection of the
public at this tine. Although there is little disagreement that it would
be better to stop an adversary before he can make a threat or take action
it is difficult to acquire the information about such potential adver-

saries. The problens associated with identifying individuals or snal



closed cells of adversaries operating within society but not necessarily
havi ng the dom nant values and beliefs of that society and the problens
associ ated with conducting an investigation wthout violating |laws pro-
tecting personal privacy create real barriers to devel oping the option

of preenptive action. The argunments for rights of personal privacy versus
the rights of society to be protected from harm should be bal anced by

an assessnent of the availability of plutoniumand other SNMin a world
econony increasingly in need of energy. Another possibility which should
not be overlooked is the use of a foreign source of nuclear naterial to
launch an adversary’'s threat in the US. (The author is not addressing
those debates dealing with societal risks where the |ocation of nuclear
power facilities near population centers is postulated as a threat.)

In addition to preenptive action, another general category of re-
sponse planning is the prevention or deterrence of adversary actions to
steal, by force or guile, SNMor to sabotage facilities (SNMin transit
is recognized as a target with peculiar characteristics). The enphasis
inthis category of response planning appears to be placed upon defen-
sive capability and tactics designed to defeat, contain, or delay an
adversary once an action has started to allow time for additional assis-
tance (response forces) fromlocal |aw enforcenment to arrive at the scene.
One aspect of response planning as it relates to nuclear extortion is
to consider including nuclear threats--both extortions or warnings--in
the Atom ¢ Weapons and Special Nuclear Mterials Rewards Act (Public
Law 93-377; 88 Stat. 472). Currently, the legal basis for prosecuting
a person who perpetrated a nuclear threat rests nmainly upon whether an
extortion has been committed. PL 93-377 does “not” contain a provision
for paynment of a reward to assist in dealing with nuclear threats. It
is beyond the scope of this section to deal with |egal issues; however,
the useful ness to | aw enforcenent of including nuclear threats in the
Atomi ¢ Weapons and Special Nuclear Mterials Rewards Act should be con-
sidered, if it has not already been done.

A third category of response planning, which is the primry concern
of this section, is the response to a threat to use nuclear material as
part of an adversary action. The capability to assess whether a nuclear
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threat is real or a hoax is extrenmely inportant to the devel opnent of

a response plan for these types of threats. Deploynent of special search
teans or the evacuation of even a very limted area within a city, such
as a nmulti-story office building, is both costly and disruptive. The
initiation of dammge-limting procedures in response to a threat is in
itself a mmjor decision, potentially containing serious consequences.

If a nuclear extortion threat is assessed as credible and not a
hoax and the target is identified as a large U S. city, decisionnakers
coul d be faced with a mass extortion/ mass hostage situation. Although
the adversary may not directly restrain any citizen fromleaving the
city, an adversary who threatens to detonate a nuclear device in a large
city, for all practical purposes, has created a nmass hostage situation
The task of carrying out an orderly evacuation of a major U S. city is
| aden with numerous problens.

There are those who believe that successful evacuation of a large
urban area as a neans for protecting its citizens from consequences of
nuclear mshap is not realistic when all facets of the problem are exam ned.
David D. Coney discusses various problens associated with evacuation and
cites specific instances where there has been | ack of conpliance to es-
tablished guidelines for evacuation procedures and where nock drills
reveal ed gaps and breakdowns in carrying out simulated evacuation exer-
ci ses ®

Because of the problens associated with evacuating citizens froma
large city, a nuclear threat assessed as credible does potentially hold
captive tens of thousands of people and could require hostage negotiations
at a level not yet seen. The general area of negotiating or bargaining
for large nunbers of persons who are held as virtual hostages is a topic
about which there is little information. Part of the response planning
for nuclear threats should include devel opment of policy and guidelines
for deciding whether to inplement evacuation plans. The planning work
to date has dealt nostly with clarifying areas of responsibility and

points of communication.



111 - 60

Questions which should be addressed are

0 Whatare the criteria for deciding to evacuate a large
bui I ding or large urban area in the face of a nuclear
t hreat ?

0 VWat is the extent of the liability of public officials
if they do initiate evacuati on procedures and under what
ci rcunstances can they force citizens to conply?

0 \Wat risk does a public official take if he fails to
order an evacuation and some untoward event occurs?

0 \Wat is applicable to mass hostage situations of what
we al ready know about hostage negotiations?

0 Wat are the simlarities and dissinmlarities between
the perpetrators of kidnap/hostage situations (where
one or two persons are involved) and mass hostage situa-
tions?

0 If large nunbers of residents evacuate their homes and
are relocated in adjacent counties, who provides such
things as food, shelter, nedical support, etc. , and who
pays the bhill?

A response plan for dealing with nuclear blackmail or threat has
recently been devel oped for the State of California. Its purpose is
“to summarize federal, state and local responsibilities in the event of
attenpted [nuclear] blackmil, threats, attacks involving radioactive
materials, or nuclear weapons.” It also attenpts to provide planning
assunptions and guidelines for |ocal agencies to devel op operation plans
and SOPS for responding to a nuclear threat; and to protect tile Public
health and safety in the event a nuclear threat is carried out.'22
This plan focuses on delineating responsibilities and establishing |ines
of authority and coordination but does not deal with policy issues. It
was devel oped with the participation of a wide range of agencies, each

representing its own particular area of jurisdiction and responsibility.



Shortly before the first neeting of various agencies engaged in
devel oping the plan, a nuclear threat was made against a major corporate
facility, located in the Southern California area. The threat was for-
warded to the FBI which has primary jurisdiction for investigation of
nucl ear threats. Their evaluation of the threat and the technical assess-
nment made by ERDA (which provides, at the request of the FBlI, technica
assessnent of nuclear bonb and radiol ogic dispersion threats) was that
the perpetrator |acked the alleged nuclear capability. It could not be
ruled out, however, that the perpetrator might have planted hi gh explo-
sives at the target facility. Mnagenent of the corporation was under-
standably concerned with this threat and requested assistance fromthe
| ocal police department. The Nucl ear Energency Search Team (NEST) of
ERDA was activated at the request of the FBI and was depl oyed to conduct
a search of the target area with special nonitoring equipnent. The
depl oynent of NEST provided an opportunity to test its response capability
in coordination with activities of law enforcenent under actual field
conditions. \While the operation and perfornmance of the scientific instru-
nments was satisfactory, the interaction between various agencies raised
numer ous questions.

One controversy, at that tine, was jurisdictional. The FBI conducted
the investigation but who would gather and retain evidence and who woul d
handl e the prosecution should the adversary be identified? The event
occurred within the city limts, but the sheriff had previously been
assigned a central coordination role for energencies throughout the
county. Although the FBI was conducting the investigation, the mayor of
the city looked to his chief of police to keep him conpletely inforned
since the event could have wi despread effects upon the health and safety
of his constituents. The information, if any, that should be given to
the media and who shoul d nake press rel eases when, could have been nore
of a problemthan it was. These and many other issues regarding questions
of jurisdiction and authority surfaced as the incident unfolded. The
probl ens which arose were handl ed well because of the experience and
professional attitude of the participants rather than because of any
established policy or guidelines. (The California response plan had not
yet been devel oped.)
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The experience of having recently dealt with a nuclear threat
in vivo was of great assistance to this group when they convened to
draft the response plan for California. They had successfully faced
an anxi ety-provoking reality and now they were making plans to dea
more effectively should it happen again. Because of the |ow probab-
ility of a nuclear threat being made and because of the potentia
| arge scale destruction and disruption which could attend execution
of such a threat, there is a tendency on the part of some persons
faced with planning for this problemto feel that nothing can be done
toprevent or limt damage caused by such an act. Wth this mnd-set,
damage-limting options and responses to conserve resources are not
appeal ing and often planning this type of mmjor energency or disaster response
isnot attended to or conpleted. This was not the case of the group
that developed the California plan. Because of their experience, the
awesone reality for which they were devel oping a response plan could
notbe denied. This experience served to keep the group focused on the
task and may be one reason why sone potentially difficult jurisdictiona
probl ens were resolved (this is in no way nmeant to detract fromthose
who | ed the work neetings and the manner in which differences were
resol ved). This group’s experience with a real event may be useful to
others who are devel opi ng response plans for devastating events which
they believe highly unlikely and fromwhich there is a natural tendency
to shy away.

Because the incident was a hoax, operational issues of a greater
magni tude were not encountered, such as, if large nunbers of residents
had to evacuate their homes and be transported to adjacent counties,
who woul d provide transportation, food, shelter, and nedical support?
Wiile it is necessary to work out procedures for such logistics, it is
al so necessary to devel op guidelines for making these decisions in the
first place.

The identification of issues operating at regional levels and for
whi ch responses nust also be planned at regional levels is critica
because until now, nost response planning has been done by |ocal or nore
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traditional geopolitical levels of government. However, the conse-
guences from a nucl ear detonation pose conplex problens which include
jurisdictional questions crossing traditional boundaries of many agen-
cies and city and county governnents. In a way, the Tennessee Valley
Authority had to deal with simlar inter-agency and inter-regiona

i ssues because the “river of concern” inpacts nunerous geopolitica
entities. It was clearly not a concern solely for the Federal Govern-
ment or any single local governnent. A noving body of water represents
a good analogy for visualizing the inpact that a nuclear detonation
coul d have on various levels of governnent and various |ocal governing
bodies. The extent of the “area of concern” will change in both mag-
nitude and direction; it will not be bound by geopolitical considerations
within a locale and nay even inpact several states. The decisions made
by one group confronting the threat (equivalent to the source of this
“river of concern”) may be nade on data relevant to their immediate
situation but the consequences of their decision may adversely inpact
another group of persons at a different location and at a later tine
(equivalent to introduction of contaminants upstream from a popul ation
center supplied by water fromthe “river of concern”). A regiona
approach to the response planning for nuclear energencies should involve
all entities who potentially would be harned, in the devel opment of in-
formation, discussion and selection of damage-limting options. A strong
i npetus for establishment of the TVA was a real river; the possibility
of devastating outcones froma threat not yet nade may not be sufficient
to coerce simlar action to organize regionally for response to threats
or to limt damage associated with nuclear energencies.

Di saster planning in peace time usually involves preparation for
serious damage which is wi despread or for extreme danage to a linited area
The requirements to deal with either of these forms of disaster can usually
be nmet by sonme form of naterial assistance; nanely, food, clothing, shel-
ter and econom c assistance

Tile consequences of nuclear damage introduce new di mensions for
crisis managenment which nmust respond with know edge, skills, and equi pnent,

some of which are highly specialized and of linmted availability. In
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addition to the need for specialized and scarce resources, a unique
managenent systemis necessary to assure that tinely conmmunication will
occur between those who nust share information for appropriate decision-
meking and inplenentation. One such systemis “Crisis Managenent.”

Al though not an entirely new concept, crisis management principles

could be applied to a regional approach for dealing with the untoward
consequences of nuclear threats. A discussion of crisis managenent,
especially as applied to national (and international) issues and dealing
with large natural disasters can be found in Science, Volune 187, by
Robert H.  Kupperman, et al. The enphasis of tinely and damage-limiting
actions, the ordering of conpeting objectives, and the use of conputers
to assist in the analysis of data and conmmunication of information are

a few of the ideas which could find application in a regional managenent

system todeal with the nuclear consequences discussed in this section.
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IX.  APPROACHES TO THE STUDY AND ANALYSI S
OF THE NON- STATE ADVERSARY

Vari ous approaches have been taken with regard to anal ysis of the
potential non-State adversary. A nunmber of the reports and articles
have taken for granted that an adversary exists--profit-notivated
crimnal., politically-notivated terrorist, demented individual--and
have reconmended security measures be increased accordingly. The
report of the Lunb Panel is an exanple. According to this school of
thought the identity of the potential burglar or his possible notivations
matter little in the design of bank vaults. H's existence is assuned,
his objective is presuned (to get in, renove sonething of value, and
escape); and the problemis prevention or apprehension

A large portion of the reports and studies are descriptive cata-
| ogues of potential adversaries and the possible adversarial actions.
These show the existence of a potential threat; sone then recomend
counter-neasures. The Mtre Study of The Threat to Licensed Nucl ear
Facilities is an exanple. Sonme of Theodore Taylor's work al so would
fall in this category. So would nost of the clearly anti-nuclear pieces
and nost of the journalistic pieces. Sonme of these begin with bits of
history--the 14 year old boy in Olando, a real hijacking--and then
proceed to the possible nuclear actions.

Scenarios have been projected to show possible nodes of action by
different adversaries and reveal possible deficiencies in safeguards and
security neasures. Sone of Theodore Taylor’'s classified and unclassified
work and the Rosenbaum report provide scenarios. “Adversarial sinulation”
or “black hatting” is taking scenarios one step further. Safeguards and
security nmeasures are tested by setting a team of adversaries (scientists,
engi neers, security specialists) against them Playing the role of the
bad guys, or “wearing black hats,” the adversary team actually tries to
bypass barriers, pick locks, and so on. O course, the actual use of
arned force in a contest is not possible; so the “black hats” pr esent
their det ai | ed plan of operations or scenario. The plan is then
tested against the defenses, settling the outcone of hypothetical

conbat between guards and adversaries, if the plan calls for the use
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of arned force, by conputerized nodels. “Black hatting” is probably
one of the nobst useful approaches in actually testing safeguard and
security nmeasures. However, it is not always clear that the specialists
who make up the “black hat” team although usually very know edgeabl e about
nuclear facilities and material, are always that know edgeabl e about
the thinking and planning characteristics of burglaries, arnmed robberies,
and sabotage. Second, the conposition and skills given to the “black hats”
must be derived from some actual data. Do the “black hats” have too few
or too many members, are they given too much or too little time to carry
out their action, etc.? Finally, the engagenents tend to be restricted
by the rules of the game. The “black hats” are not always allowed to give
free rein to their imagination. They are sonetinmes conpelled to do
rather stereotyped things. Nonetheless, “black hatting” is probably the
surest way of testing security hardware

Anot her approach to identifying possible vulnerabilities is hy
surveying persons engaged in nuclear nonitories activities. They are
asked questions about possible nuclear thefts, nmuch |ike asking bank
security officers about how their banks might be robbed. The results of
one such survey are contained in L. H Rappoport and J. H Pettinelli,
“Soci al Psychol ogi cal Studies of the Safeguards Problem” in Preventing
Nucl ear Theft. 23 Confidence in the results of such surveys is sonewhat
limted because nucl ear security personnel usually lack a general under-
standing of crininal operations. (G ven the highly technical nature of
the target, nuclear security personnel at the managenent |evel, as opposed
to the rank and file guards, generally have nuclear industry backgrounds
rat her than crimnol ogi cal or |aw enforcenent backgrounds. It would
appear that they are drawn from managenent of the industry rather than
recruited from the outside. Safeguards were initially viewed as a tech-
ni cal problem of detecting and preventing diversion by insiders, not
crimnal or politically motivated threats fromthe outside. This is not
to say that those with engineering backgrounds are necessarily |less effec-
tive than those with |aw enforcenent backgrounds.)

St udyi ng anal ogous; events is yet another approach. Several of the

studies have sought toO infer wuw u«pPOSSible adversaries of
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nucl ear prograns by exam ning non-nuclear events that are sonehow
anal ogous to possible nuclear actions. For exanple, although no known
thefts of nuclear material have occurred, crimes are conmmitted in which
adversaries by neans of stealth or force of arms penetrate well-protected
and wel | —guarded facilities to renmove val uable commodities.  Thus, major
thefts may provide insights about the capabilities and nmethods of opera-
tion of crimnals. Several studies have taken this approach. In “Details
of Crimnological Investigations of Large-Valued Thefts Related to Nucl ear
Materials,” a study carried out for the National Science Foundation
Leachnan and Cornella exanine najor thefts of narcotics, data, precious
metal s and gems, objects of art, and weapons. 24 The MCullogh study exam nes
the history of industrial sabotage an an anal og to possible sabotage agai nst
t he nucl ear industry.ZSA study conpleted by the Historical Evaluation and
Research Organi zation conpiled a chronol ogy of some 4,000incidents of
political violence and the record of one major terrorist group (the FLN in
Algeria) to extract inferences regarding possible nuclear actions by ter-
rorists. The BDM study of threats to licensed facilities |ooks at
several thousand bombing incidents. 26,study currently Underway by the
Rand Corporation is |ooking at several categories of anal ogous events
including major thefts and burglaries, assaults by terrorists, incidents
of industrial sabotage, synbolic bonbings, incidents the objective of
whi ch has been to cause nass casualties or w despread danmage, and inci-
dents of large scale extortion. \Wile such an approach is based on
“real life” data, it is sonetines a breathtaking inferential |eap from
non-nucl ear to potential nuclear actions. Studies of anal ogous events
provide a useful basis for scenario forrmulation and “black hat” testing.

A sonewhat different approach is that of the “design basis threat”
in which a hypothetical adversary is arbitrarily assigned certain strengths
and capabilities which becone the basis for designing protective measures.
The shortcomings of this approach to adversary analysis is that it tends
to become a matter of straightforward assaults, bpecause these are the
easiest to evaluate. The adversaries are accorded little ingenuity or

i mgi nation. The “design basis threat” also tends to |ead to a somewhat
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sterile debat e about nunbers.  Never the less, design basis threats do
provide a reference point for setting and justifying security require-
ments and for measuring perfornmance.

A conbi nation of anal og study plus “black hatting” may offer the
surest way of developing a clear idea of the capabilities of adversaries
as well as providing for testing these against security systens.

Little attention has been devoted to the subject of notivations and
intentions. Although the notives of adversaries may be considered trivia
once an action is initiated, such studies would be hel pful in assessing
the overall threat and in possible nmeasures to deter woul d-be adversari es.
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X. HOW MANY ATTACKERS -- HOW MANY DEFENDERS?

How much security is enough? Assuming for the noment that someone
wants to sabotage a nuclear reactor or steal nuclear naterial, the
answer to that question depends on the capabilities of the potentia
adversary. How many might participate in an act of sabotage or theft?
How wi I | they be arned? WII they possess explosives? Wat special
equi pment will they have? What level of crimnal or mlitary skills
(the circunvention of alarm systens, the use of explosives, elenentary
tactics) will they possess? How know edgeable will they be about the
| ayout of the target, operating procedures, obstacles they are likely
to encounter? How willing are they to risk capture or death?

O all of the attributes of the potential adversary, nunbers has
received the nost attention. How many external attackers are likely to
participate in an act of sabotage or theft? Possibly this is because
t he nunber of possible assailants is the easiest attribute to deal wth
in designing a security system An estimate of how many is also con-
sidered to lead directly to the answer to the question: How nmany guards
are required?

It is this connection which nakes the size of a potential attacking
force a topic of sone debate. Cuards at government facilities nmust be
paid for by the governnent, or in the case of licensed facilities, by
private industry which tends to view the guard force solely in terns
of added costs. An estimate of a large potential attacking force, if
i posed on governnent programs or on the nuclear industry as a perform
ance requirement, neans neans guards, which costs nrore noney. A require-
nment to maintain a large guard force could even shut down sone facili-
ties, which would not be able to pay the costs and renain profitable.
Naturally, arguments are made for a snaller or nmore “reasonable” esti-
mate. Toincrease the design basis threat fromthree or six to 12
attackers probably woul d bring considerable protest fromthe nuclear industry.

although it has been calculated that the costs of tile added security
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necessary to neet such a threat woul d represent a nminiscule increase
in the overall cost of energy. Deternined foes of nuclear energy
recognize this as a vulnerability of the nuclear industry and tend to
argue for a larger estimate of the potential attacking force, hoping
thereby to make the industry shut down because it sinply cannot neet
the requirements, or because it cannot profitably remain in business if
so many guards are required. The debate thus tends to reflect, in part, notives
that have little to do with the actual. determnation of the threat size
By using different data bases, it is possible to reach different con-
cl usi ons.
The first public study to nmention the nunmber of potential attackers
was the Rosenbaum report witten in 1974, Its authors estimted that
“the maximum credible threat to any facility or element of transporta-
tion handling special nuclear materials is 15 highly trained nmen, no
nore than three of whomwork within the facility or transportation
conpany from which the nmaterial is to be taken.” Presumably, the
authors nmeant any facility or element of transportation in the United
States. An estimate of the nunber of assailants who might be assenbl ed
for an assault in Argentina or Lebanon under recent or current politica
conditions in those countries, of course, mght be considerably nore than
that in the United States. It is not clear what evidence the authors of
t he Rosenbaum report used to arrive at their estinmate of 15ori12out-
siders and three insiders. They admtted that their estimte was “both
subjective and inprecise” but they also believed it to be “informed and
conservative.” “It was arrived at,” they wote, “after informal dis-
cussions with the FBI and CCA . . . and [al so based] on prior relevant
experiences of the nenbers of this study.'27
Looking at the historical record, the Nuclear Regul atory Conmi ssion
made a |ower estimate of the threat size. Testifying before the House
Subcommittees on Energy and the Environment of the Committee on Interior
and Insular Affairs, the Director of the Ofice of Nuclear Mterial
Safety and Safeguards said, “H storical data on the size of terrorist

groups indicates that terrorist assault groups larger than six persons



are not likely to be formed. W have exam ned over 4,000 incidents of
terrorism and other anti-social behavior and were able to find 1,271
cases where the nunber of perpetrators could be identified. The nunber
of incidents involving groups of nore than six persons account for only
about 2.5 percent of the cases. Goups with as many as 12 persons have
been very rare. By far, the |argest percentage -- 86 percent -- involved
groups of three persons or fewer.”

The 4,000 incidents to which the director referred were conpil ed
by the Historical Evaluation and Research Organization and conprise
an exhaustive chronol ogy of acts of sabotage and political violence
going back to 1870. The chronol ogy includes assassinations of presi-
dents and other public officials, as well as many other acts which are
of questionable relevance to assaults on nuclear facilities and nay
distort the inpression of group size

The BDM Corporation, under contract to the NRC, conducted a sur-
vey of 1,204 incidents of “worldw de terrorism and antisocial behavior”
whi ch took place between 1965 and 1975.29 These included incidents
of arson, arned attacks, borbings, hijackings, kidnappings, “psych-
ological terrorisnf (sic), and theft. US. bonb data, which had been
collected in the course of previous studies by BDM were deliberately
excluded in order to avoid “the high number of unknowns associ ated
with the U S. bonb data base.” In 702 of the incidents exam ned, the
size of the attacking force was unknown, |eaving 502 to be anal yzed
O these, 247 were hijacking of aircraft (and a small nunber of truck
hijackings), 77 were bonbings, and 5 were incidents of arson. Since
many airline hijackings were carried out by lone hijackers, and arson-
ists and bormbers tend to work alone, although bonbers may be nenbers
of a larger group, one could argue that such a data base is not en-
tirely relevant. And since such acts nake up better than 65 percent
of the data base, their inclusion would tend to skew findings toward

smal | er nunbers.



Ml - 72

The study includes no breakdown of the nunber of perpetrators
by category of action and thus does not allow this possibility to be
exam ned; however, one of the figures in the study does plot type of
target with group size. It shows that in 128 of the cases in which
“aircraft” were the target (i.e., hijackings), only one perpetrator
wasi nvol ved. Further figures show that individuals acting al one
account for alnobst half (240) of the incidents in which the nunber of
perpetrators was known.

At the same time, the data base used by BDM includes some incidents
in which large groups were involved, but which took place in a poli-
tical context that is not conparable to conditions in the United States
today. Anpng these would be a number of attacks on rural garrisons
and other targets by guerrillas in Argentina, or against rural villages
in Israel by Palestinian Commandos. In both places, guerrilla warfare
has been going on for a nunber of years and large guerrilla organizations
conprising thousands of menbers have devel oped. Such conditions do not
prevail in the United States today. However, these constitute so few
incidents of the total that they probably would not warp the findings.
Noting that some of the incidents, particularly some of the |arger ones,
took place in environnments that do not apply to political conditions
prevailing in the United States, the authors estimate that if these were
elimnated, there would be a less than 1-2 percent total probability for

an attack by a group of seven or nore.
The study concludes that very few incidents, |ess than 5 percent,

involve nore, than six attackers and less then 1 percent involve nore
than 12 attackers. (Oddly, this point is enphasized as a refutation
of “those who maintain that terrorists are likely to attack in 10--12
men groups. 301t is not clear who, if anyone, ever asserted that ter-
rorists are likely to attack in 10-12 person groups. Rather it was
general ly stated that 10-12 person groups represented somewhere near the
maximum’ t hr eat .

The BDM report includes a reference to material compiled by The
Rand Corporation which is offered as confirmation of its conclusions.

The material consists of chronolopics of jucidents of interrational
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terrorism that occurred between 1968 and 1974. It includes 422 inci-
dents; in 110 of these the number of perpetrators was known. It shows
a simlar sharp decline in incidents where the group size approaches
Si X. The authors of the Rand work, however, for reasons already nen-
tioned, would argue that this data base includes many bonbings, air-
line hijackings, and other incidents which are not pertinent, and
which tend to push the group size estimte down.

Current research at The Rand Corporation which involves a sel ected
number of events that are nore closely anal ogous to potential nuclear
theft or sabotage shows that groups of 3 to6 are common, that |arger
groups do appear, that a group size of 12 does appear to be sonewhat
of an upper boundary al though there are a few cases in nodern industrial-
ized societies (United Kingdom France, and United States) in which |arger
groups have been involved. Mre inportantly, the Rand researchers
argue that one nust be extremely cautious in interpreting historical
data regarding the nunber of attackers since the figures represent for
the nost part what the perpetrators, crimnals or terrorists, perceived
to be necessary to acconplish their mission, and in nost cases what
turned out to be sufficient. In other words, they cane with as many
as they needed to do the job, and no nore. The fact that nost cane
with a handful of persons, 3 to 6, thus does not represent an upper
limt on their capacity to nobilize people.

Al though the historical data are useful as a guide, an estinate of
the number of attackers is inescapably a matter of judgnent. Wt hout
speaking in terms of a “maxi nuni thrcat, adozen or so attackers woul d seem
to be aprudent estimate. The term “a dozen or so” has been chosen deli ber-
ately. W are not talking about a precise figure, but rather a range of
anywhere from 7 or 8 to about 15. To be more precise would inply some type
of actuarial chart based upon concrete data that sinply does not exist,
and a false sense of precision. That is not to say that no group of
adversaries could not nuster nore persons if needed, or even that this
many woul d be needed to acconplish the task. “Prudent” is the key
word here.
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Al though that many (that is,/-15) are rarely needed in a robbery or
terrorist assault,there are incidents of both types involving that many
persons. Again, although it is judgnentalpilitary men and | aw enforce-
mentof ficials would argue that nmore than that nunber m ght even be counter-
productive. It is no mere coincidence that after 5,000years of mlitary
hi story, the smallest operational unit of alnobst all armies is a squad
conposed of 9 to 13 nmen. It is difficult to maintain direct control
over nore than that in a fight. O course, an attacking force could
be <composed of sever al Squads. Theoretically, it could be composed
of several battalions. But a multi-squad attack force suggests a
mlitary or paranilitary operation. In the mountains of Argentina or
the streets of Beirut yes, but under present political conditions in
the United States, it seems a bit far-fetched. Even to come up with
10 or 12 attackers would stretch to the limit the capacity of most
known violent political extremist groups in this country, nobst of whom
conprise 8 to 12 dedicated “bonbers and shooters,” a police termto
describe those willing to participate in acts of violence. And bonbers
(who may plant bonbs with little risk to thenselves) are not necessarily
shooters willing to engage in a gunfight. Mreover, although no one has
attenpted to determine precisely how many persons nust be in a con-
spiracy to commt a serious crine before it is no longer a secret, the
probability of discovery nust increase rapidly in the higher ranges. The
fear of |eaks appears to be a principal consideration and constraint in
assenbling the personnel for a task force crine.

Current rules for licensed nuclear facilities postulate an external
attack force of three persons who nmay be assisted by one inside confed-
erate. (The use of “current” here poses sone dangers as the security
requirenents are currently being reviewed and will probably be increased.
This was as of January, 1977.)* ERDA has not picked a
design basis threat. |t has sought to inprove security at its nuclear
facilities without declaring that its security pains anticipate an attack-
ing force of any particular nunber. There has been some debate about the
ability of all nuclear facilities to defeat a determned, well-armed force
of three external attackers, especially if they are assisted by an inside
conf eder at e. In some cases it mmy be possible for an insider to gain access

Not e: See Volune |, Chapter 8 for some information on proposed increased
physi cal security requirenents.
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tothecentral alarm station to inmobilize those present, neutralize the
alarms, and divert the remining guards, thus facilitating the task of
the external attack force. Even without inside assistance, a well-armed
attack force of three persons might be able to overwhelma snall, lightly-
armed civilian guard force. NRC officials concede that attackers may be
armed with automatic. weapons, hand grenades, a&nd possiiy even anti-tank
weapons. Civilian guard forces are arned with pistols, shotguns, and in
some cases, senmi-automatic rifles. Thus, they are clearly outgunned.
(Quards at ERDA facilities may be armed with automatic weapons and at
sonme facilities may al so have arnored cars.)

The performance standards may be increased to six externa
attackers with one insider. One technique calculates that a mni num
of 11 guards nust be on duty at all tines todefeat an attack force of
six persons. The primary basis for the calculations are Manchester
equations, nathenmatical models devel oped during World War | to predict
the outcome of mmjor battles given the nunber of attackers and defenders
and their respective armanents. Attenpts were made during the wvietnam
warto apply Lanchester equations to engagenents between smaller units.
The applicability of the mathenmatical nodel was restricted to skirm shes
in which surprise was not a factor. However, the relevance of such nathematical
model s to engagenents between a band of armed robbers or terrorists
and civilian guards in which surprise is very likely to be a factor is extrenely
questionabl e

Too much enphasis has been placed on the question of how many
attackers. Although the size of a potential attacking force is certainly
not an irrelevant consideration in determning the size of the guard force
that is necessary to protect a facility, it has tended often to be used
as a single determinant in a rather sinple-mnded fashion. As a result, it
conjures a rather sinple-mnded and therefore unlikely adversary. The use
of mathematical nodels to determine the outconme of firefights between guards
and attackers suggests armed frontal assaults by potential attackers which

may be a common nobde of conbat but not of arnmed robbery or even of very

many terrorist assaults.
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Arned robbers sel dom “assault” their target. They employ stealth, decep-
tion, diversion and other techniques to gain access. Oten they are in-
side or close upon the guards before displaying arms and revealing their
intentions. Surprise is likely to play a major role.

Adesign basis threat also suggests that all facilities are equally
attractive to potential adversaries and nerit the same |evel of protec-
tion. This is not apparent. Those facilities where fissionable materia
is readily available in strategic quantities and in a formthat can be
handl ed easily may require greater protection. Mreover, the enphasis
on attackers tends to level the differences inherent in different kinds
of facilities and in different facilities of the sane kind, Sone are
physically large and would require a major investnment to breach; sone are
smal | buildings. Sonme are |arge conpl exes of hundreds of enployees;
others have only a handful. Some are |ocated near popul ation centers,
and near reinforcenments; others are renmpte where the assenbly of a snal
group of attackers might arouse inmmediate suspicion. The number of guards
i ndeed the adequacy of security, is a judgnment that may well have to be
made after an examination of each specific site. The analysis has tended
to turn the question around. W are not asked, as we ought to, what will
it take to protect this specific facility against all conceivable actions --
burglary, armed robbery, sabotage, arnmed assault, standoff attacks, etc.
Rather, it has become solely a question of estimating or guessing the
nunber of armed attackers and the number of guards required to counter
their potential assaults.

Mich reliance is placed on the arrival of reaction forces to help
fend off or prevent the escape of nuclear thieves. Indeed, some propose
that on-site guards be no nore than watchnmen to sound the alarm | eaving
the armed response to local |aw enforcement officials. 1his idea merits
scrutiny. It is approved by industry officials who wish to avoid the
expense of maintaining |arge, unproductive, on-site guard contingents
and by those who fear the social. consequences of the proliferation of
private or federal nuclear guard forces. It nust be noted that a
mpjority of nuclear facilities for very good reasons are not |ocated in
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the heart of netropolitan areas where police response could be swft.
Most are located in remote rural areas where the capacity of local law
enforcement is limted. Mst armed robberies take only a few m nutes.
Even operations involving the penetration of barriers and setting of
expl osives, or seizing control of the facility are not likely to take
more than a few mnutes. The idea that an outside reaction force can be
summmoned in tine to defend the facility again relates to the unlikely
situation of a sustained mlitary assault by the attacking force. If
they do not achieve their objective in a few mnutes, they are likely
to flee, certainly not to hang around and shoot it out as Indians
circling a wagon train. Mreover, the idea that the local police are
going to arrive in strength is not always valid. In many cases, the
first arrival, five to fifteen mnutes after the alarmis received, is
likely to be one nan in a patrol car. Reinforcenments in strength nmay
take a half hour. By then the attackers are inside, or they have been
defeated. Finally, we should draw sone |essons fromour recent mlitary
experience in Indochina. It is not probable that an adversary will be
unaware of the local availability of reaction forces and the tinme it
takes to get there. |If they present an obstacle, and the adversary is
determ ned nonethel ess to seize the target, the first arrivals may be
ambushed, not a difficult task given that many of the sites are in re-
note areas. O as has been the case in several arned robberies, the
reaction forces may be diverted beforehand by the adversary.

In sum it appears that reaction forces that cannot arrive in
strength at a facility in a few mnutes, probably less than ten, certainly
less than fifteen, are largely irrelevant, except for pursuit. The
adversary will then have acconplished the mission or will have abandoned
the attack. Local forces available after that mght better attenpt to
seal off a wider area to prevent escape than concentrate at the scene

of the incident.
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X. EMPLOYEE SURVEILLANCE AND RELIABILITY IN RELATIONSH P TO
THE POTENTI AL NUCLEAR NON- STATE ADVERSARY

Wiy Enpl oyee Surveillance and Reliability?
One potential mode of adversary action. Previously identified is the penetra
tion of a nuclear facility' s safeguard system by subverting or coercing

an enployee to assist in the theft or diversion of nuclear naterial or
in the sabotage of a nuclear facility. Enployee surveillance and reli-
ability programs contribute an approach to the defense against this type
of adversary action.

Subversion is defined here as any action which seeks to manipul ate,

i nfluence, or otherw se change the values, beliefs or allegiance of an
enpl oyee and which could ultimtely draw the enpl oyee into collaboration
witht he adversary. In this sense, an enployee who was “successful ly
subverted” would be a conscious and willing participant in the schene
of the adversary. A distinction should be made between the enpl oyee
who is acting as a result of having been subverted by an adversary and
the enpl oyee who unknowi ngly takes harnful action because of disguised
or msrepresented circunstances produced by the guile or cunning of an
adversary. The former is willfully participating in the adversary’'s
schemes; the latter believes he is carrying out his enployee role in
good faith and may only inadvertently initiate actions which benefit
the adversary and harm the system

Coercion is defined as the use of physical force, the threat of vio-
| ence, extortion, or blackmail directed at an enployee (or his fanly)
for the purpose of obtaining conpliance to the demands of the adversary.
In this case, the enpl oyee succunbs to the pressure of the adversary and
undertakes an action which he would normally resist.

An adversary action carried out over an extended period of time such
asthedi ver si on of SNM using an insider, as opposed to an armed assault
for the purpose of stealing SNM would be best served by using subver-
sion torecruit the insider rather than coercion. The reason is that
the adversary must naintain a sufficient |evel of coercive force to
ensure enpl oyee conpliance over an extended period of tinme during which
the enpl oyee m ght change his mind about cooperating and mght disclose
tosecurity or law enforcement the scheme of which he was a part.
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Havi ng an enpl oyee who was ideol ogically dedicated to the adversary oper-
ation would be much nore effective in maintaining the security of the
operation and woul d therefore probably be the preferred course of influ-
encing an enployee to participate in an adversarial action which extended
over tine.

Between the two nodes of obtaining conpliance [subversion and coercion)
coercion nmay be nore appealing to an adversary because it would require
much less tinme to obtain the enployee’ s cooperation than would a prol onged
canpai gn of subversion. Coercion may also be the choice for obtaining

inside assistance for an operation of relatively short duration, such as
an armed attack to steal nuclear material. There would not be a need in
this instance to maintain the coercive force for very long and therefore
the probability is high that the enpl oyee who cooperates with the adversary
under these circumstances would not betray the operation

An enpl oyee surveillance and reliability program shoul d consider as
an objective the identification of enployees who m ght be vul nerable or
susceptible to subversion and take steps to correct that vulnerability
or at least to limt any damage resulting froman exploitation of that
vul nerability. How such a task mi ght be approached will be discussed
under the heading Mnitoring Existing Enployees

Screeni ng of New Enpl oyees

Wiile it is possible that a nuclear non-state adversary coul d pose
as a legitimate applicant for enployment with the intent of gaining
access to a nuclear facility, the difficulties of preplanning and pro-
viding the lead time necessary to infiltrate a facility and work into
a strategic position would create a major obstacle. The long-term pro-
cess of infiltrating a systemis nore the style of the traditiona
espi onage agent than that of a non-state adversary who pursues an oper-
ation with nore i mediately achievabl e goals.

However, screening new enpl oyees aanuclear facility can create
a barrier to infiltration of the systemby both the more traditiona
espi onage agent and the non-state adversary. This initial screening
process could be part of a conprehensive clearance procedure designed
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toi dentify those applicants who may present an increased security risk
if employed in positions giving themdirect access to SNM control of
accounting procedures, know edge of security systens, etc

The devel opnent of specific criteria to identify such applicants
which could serve to alert those conducting a screening program is not
without problems. Leon Rappoport and J.D. Pettinelli touch briefly on
“Identification of Crimnal Topol ogies as They Mght Apply to the Nucl ear
Industry. . . it (1) and point out a distortion in devel oping crimnal typo-
| ogies results fromusing crimnals who are caught, when the worry should
be instead about the crimnals who are smart enough not to be caught.
Wth respect to experience in the selection of enployees for nuclear
facilities, Frederick Forscher (a consulting engineer) tried to get
assistance in hiring emotionally stable people. “After talking to
several consultants about techniques to screen out enotionally inbalance
peopl e, he cane to the conclusion that none could provide neaningful ad-
vice, a conclusion that Rappoport did not find surprising.” The pro-
bl ens associated with selecting of appropriate personnel to fill a parti-
cul ar position or identifying particular people who should not fill spec-
ific positions are difficult In the early years of the Peace
Corps the author was involved with the training and sel ection of Peace
Corps Vol unteers for overseas assignments. A CGvil Service background
check was made. In addition the trainee was evaluated during his
three-nmonth training period. Criteria were devel oped for the selection
process which resulted in a very lowrate of premature return from over-

seas assignnments for other than reasons of conpassion (i.e. death in the
famly). Oher studies have identified stressful experiences or condi-
tions in one’s life which if present have a high degree of correlation

with the devel opnent of nental health problens or physical synptons.

(1) Leon Rappoport and J.D. Pettinelli in preventing Nucl ear Theft:
Quidelines for Industry and Governneni, edi{ €d by Robert B. Lcachman and

Philip Althoff (New York: Pracger Publishers, 1972), pp. 173-189.

(2) 1bid,
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The point is that a specific criterion for deselecting applicants through
a screening process does not exist; however, from experience to date, it
seens likely that criteria could be devel oped which could alert those res-
ponsible for security matters to be especially attentive to a particular
appl i cant because of a higher possibility of his becoming a security pro-

blem  Some possible categories of potential problem areas are:

immaturity and instability

mental illness

asocial, anti-social personality

vul nerability to blackmail

strongly identifying with revolutionary political ideologies

o o o o o

I ndi vi dual s who denonstrate signs of excessive anxiety, worry or depression
drinking, gambling, or who abuse drugs should also be subject to a finer
| evel of scrutiny than those not show ng such behavioral traits.

The issue of norality as a criterion is valid if done in a broad

perspective of deternining how the person relates to others rather than

am croscopi ¢ exam nation of his private life.
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Moni toring Existing Enployees

Just as it is necessary to screen new enployees to present a barrier
to direct penetration of a nuclear facility by an adversary via the chan-
nel of enploynent and to exclude those who are unstable, nentally ill, or
vul nerable to blackmail or subversion, so too is it necessary to nonitor
certain selected personnel who are in sensitive positions to assure that
they do not nmove froma stable |owrisk enployee population to a popul a-
tion characterized by instability and a potentially high risk of being

influenced by an adversary. Many of the criteria used to evaluate the
exi sting enployee will be the sane as those for new enployees. One mgjor
difference will be in how the data are generated. In addition to repeat-
ing a background check, as in the case of a new hire, the person who is
currently enployed could be evaluated in terns of behavior denonstrated
on the job. For exanple, access to particularly sensitive areas could
be controlled to require random di al og of a predeternm ned nature
with an access control operator who could use psychol ogic stress eval ua-
tion (PSE) techniques to assess whether there had been any changes in
that particular enployee’s established pattern. In addition to the use
of PSE to identify changes in an enployee’s nornal behavioral pattern
whi ch nay be indicative of stress and would warrant closer eval uation,
a psycho-linguistic analysis of speech content could also be made to

| ook for evidence of changing parameters of word usage, thought content
or nmood.

Research would have to be done to develop or apply the appropriate
net hods for evaluation and assessnent for both screening new enpl oyees
and nonitoring existing enployees. Experience with reliability prograns
of SAC crews, and operators of missile bases, and atom c submarine crews

shoul d provide rel evant data.
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Societal Risk and Civil Liberties
In addition to the problens of developing a data base and eval uation

criteria for ‘the purpose of screening and nonitoring of enployees, the
probl em of infringing on the personal and civil liberties of those em
pl oyees in pursuit of the above is not easy to resolve. The Security
Agency Study (NUREG-OOlS)(M di scusses full-field background investigations
as they relate to guard applicants and points out that “such a requirenent
coul d inpact the rights of free speech, association, and privacy. Inter-
views with references, neighbors, enployees, and others regarding background
and life-style could inhibitlghe exerci se of free speech and association
rights of . . . applicants.4' “Various court rulings in recent years have
been favorable to the protection of individual privacy and of individua
right-to-work. These rulings have made it difficult to make a persona
background check of an individual in comercial activities to assure with
hi gh probability that he is trustworthy and, hencs, potential ly acceptable
as a steward for the protection of plutonium?”

Froma | egal perspective and as it relates to constraints on what can

and cannot be done to screen or nonitor enployees “. . . the ultimte question
is whether the courts will perceive the dangers of plutoniumto be so
overwhelming as to allowthemto . . . hold that the new statute authorizes

the AEC to restrict the civil rights of plutoniumworkers in the interests
of national security.h)*'AIthough the Ayres references deal with plutonium
specifically, the tenor of concern of the courts would probably be relevant
for those enployees dealing with all fornms of SNMor high-level wastes.

See al so Appendix I11-C of this volume for a discussion of

the civil liberties inplications of safequards prograns.

(1) Security Agency Study, Report to the Congress on the Need for, and
Feasibility of, Establishing a Security Agency Wthin the Ofice of

Nucl ear Material Safety and Safeguards, PB-256 962 (NUREG 0015), U.S
Nucl ear Regul atory Conmmi ssion, August, 1976.

(2) lbid., p. IV-109.

(3) Russell W Ayres, “Policing Plutonium The Civil Liberties Fallout,”
Harvard Civil Rights-Gvil Liberties Law Review, Vol. 10 (Spring, 1975),
Footnote 92, p. 388.

(4) 1bid., p. 399.



| npact of Surveillance on Peopl e.

Aside from considerations of the impact of surveillance on an indivi-
dualcivil liberties-personal privacy or his qualifications f or certain
kinds of enployment, we mght well ask the question, “Wat happens to
peopl e who work under conditions of surveillance?” There is a rich history
of various types of enployment which are conducted under varying |evels of
scrutiny. In some post offices, postal enployees are under surveillance of
supervi sory personnel during their entire shift and are aware of it. In
the mlitary there is close nonitoring of crews that man missile silos.
Astronauts on space flights are nonitored not only for behavior but also
for physiologic changes. In their confined quarters they are under keen
surveillance and have essentially no privacy for the duration of their
mssion. Although not exactly under surveillance, fanpus persons are often
inthe public eye a significant part of the time and the intimate details
of their private life are the basis of numerous widely distributed articles.
Their response often is protective of their privacy but not necessarily

pat hol ogi cal 'y suspicious or ‘paranoid. A good exanple of an
environment under close surveillance is that of ganbling casinos in Las Vegas.
There both enpl oyee and customer are viewed directly and el ectronically.
Judging by the level of activity in these casinos, it does not seemthat
surveillance per se is bad for business. In this author’s opinion, sur-
veillance as an industrial safety measure is no nore stressful than
being closely supervised or being required to use protective ® equipnent
for certain industrial procedures
Some individuals will feel constrained and stressed; others will have no
reaction, but there is no stress inherent in exposure to a high surveil-
| ance environment which would |ead to a particular behavioral syndrome--
such as a distrustful and suspicious attitude
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The Ex-Enpl oyee

Certain ex-enpl oyees may be potentially useful to the adversary be-
cause of their technical know edge or information they have about security
procedures in a specific facility. Ganted that the value of such an em
pl oyee to the adversary may not have a long half-life; however, it would
seem prudent to conduct exit interviews (in addition to security debrief-
ings) with certain enployees with special know edge or skill to deternine
their nental state and attitude at the time of separation. Further, it
m ght be advisable with selected menbers of this population to maintain
periodic contact until it is determned that the transitional period
after leaving enployment with the facility has ended. This could be de-
fined as the tinme when the individual has regained a stable life style
and is possibly |ess vulnerable to nmal evol ent mani pul ation.




The I nsider Problem (1)
Atthebegi nning of this section Surveillance and Reliability were
approached fromthe perspective that the adversary woul d attenpt to

penetrate a facility directly or by subversion or coercion force an
enpl oyee to assist himin carrying out his scheme. For the sake of
conpl eteness we should identify the situation of an enpl oyee who becones
di senchanted for any of several reasons and who initiates contact with
anadversary group to assist himin carrying out sone scheme he has
devel oped

The nucl ear non-state adversary sees hinself as an opposing force
fromthe beginning but the ‘enployee” adversary identified above may
never have viewed hinsel f as such. Because he is basically operating on
his own or with outside assistance (rather than being an inside man for
an outside group) his use of conplex schemes, designed to deceive and
cover up his actions may be the hardest of all “adversary actions” to
identify. In fact his analogue, the “white collar” crinminal, merits
special attention and study to devel op specific methods to deal with the
"true’ jnsider threat as opposed to the “adversary-induced” insider threat.
It is fairly well conceded that sone of the white collar crinme of industry
is never detected. In the nuclear industry a positive but delayed identi-
fication of an “insider” may have unacceptable consequences. He is ex-
tremely dangerous because he has opportunity, the key element in addition
to notivation and capability, which the nuclear non-state adversary will

probably not have.

(1) See asoThe Wiite Collar Challenge to Nuclear Safeguards (| ?UREG

0156 January, 1977), Herbert Edelhertz and Marilyn \alsh, Battelle human
Affairs Research Centers, Seattle, Washington 98105.
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XII. CONCLUSIONS ON THE NATURE OF THE NUCLEAR THREAT
OF THE NON- STATE ADVERSARY

First: The threat is real. The notion that someone outside of govern-
ment prograns can design and build a crude nuclear bonb is a good deal nore
plausible now than in the past. In the beginning, the secrets of fission
were closely guarded. Now much of the requisite technical know edge has come
into the public domain. There also are a growi ng number of technically
conpetent people in society who understand this material, and who, without
detail ed know edge of nuclear weapons design, theoretically could design and
fabricate a nuclear bonb. It would involve considerable risks for the
bui | ders. Its detonation and performance would be uncertain. Its yield

woul d be low, probably in the tenths of a kiloton range.
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For a dispersal device, sone plutonium or a quantity of some other avail -
aler adi oactive material, spentfuel for exanple, and a mechani sm for dispersal
would suffice. The principal inpedinment to building a nuclear bonb or filling a
di spersal device is acquisition of the nuclear material. Should this prove

insurmountable, a nuclear reactor could still probably be sabotaged, though the
difficulty of causing danage or release of sufficient radioactive material to

endanger the public remains unresolved.

The frequent use of reflective grammar -- for exanple, it could
be done -- is deliberate. There is a great difference between theoreti-
cal feasibility and someone actually attenpting to carry out one of the
actions descri bed.

Second: There are political extrem sts and crimnal groups at
| arge today that possess or could acquire the resources necessary to
carry out any of the nuclear actions nentioned: sabotage a
reactor, steal fissionable material and build a dispersal device or
possibly even a crude nuclear explosive device. Some of the |arger
terrorist groups m ght undertake such actions with or without the
assi stance or conplicity of a national governnent, and organized crime,
at least theoretically have the option of acquiring a nuclear capability.
There is general consensus on this. Argunments arise not so nuch in the
area of theoretical capabilities, but rather in the area of intentions

Third: The historical record provides no evidence that any crim
inal or terrorist group has ever nade any attenpt to acquire fissionable
nucl ear material or other radioactive material for use in an expl osive
or dispersal device. Apart froma few incidents of sabotage in France
and one incident in Argentina, political extrem sts have not attacked
nuclear facilities. No crimnal or terrorist group has denonstrated or
claimed that it possesses fissionable material. |f menbers of any such
groups have ever discussed the option of going nuclear, the present authors
know of no such report. There have been bonb threats agai nst nucl ear
facilities. There have been |owlevel incidents involving nuclear



[ - 89

facilities or nuclear material -- vandalism token acts o e
low-level sabot age, ninor thefts of nonfissionable naterial. There

have been nucl ear hoaxes nost of which could easily be discarded as

not credible. In sum there is no direct historical evidence of any
intentions on the part of the potential adversaries to carry out the
actions of which they are theoretically capable. However, one ought to
take little confort in this fact. The lack of intelligence or of visible
evi dence does not nean that the option has not been discussed. Sone group
m ght nove in this direction without providing clues or warning. W could
first. know about it when it arrives.

Fourth: There is, however, no inexorable |inear progression that
takes one easily fromthe currently identified spectrum of potentia
subnational nuclear terrorists to actual subnational nuclear terrorists,
or fromthe nuclear incidents that have occurred thus far to nuclear
actions of greater consequence. Terrorist groups, as we know them now,

m ght be among future nuclear terrorists, but their acquisition of a

nucl ear capability would not be a sinple escalation of what has been
denonstrated in terrorist actions thus far. W can only say that terror-
istshave been active in the recent past, that there is an apparent in-
crease in their technical sophistication, that they have denonstrated a
degree of imagination in their choice of targets, that nuclear facilities
and material theoretically could provide themwth a dramatic backdrop

or prop for any action, and that terrorists have shown a flair for
theoretical actions. On the other hand, terrorists generally have not
attacked well-guarded targets. They have generally relied on relatively
sinple weapons -- submachine guns and dynanite -- and the nunber of

casual ties normal |y associated with the detonation of even a crude

nucl ear device, or the dispersal of toxic radioactive material is nany
tines greater than the casualties that have occurred in any single terror-
ist incident. Terrorists have not yet gone to the limt of their existing
nonnucl ear capabilities. Acquiring a nuclear capability would represent

a quantum junp, and upon close exanmination it is sinply not clear what
purpose taking that junp would serve



It is an equally long conceptual junp from the present activities
of organized crine to the notion of organized crime acquiring a nucl ear
capability. It would nean in effect that its |eaders have decided to
directly challenge the sovereignty of the nations in which organized
crime’s nornmal--and highly profitable--activities take place. This
woul d require a fundamental change in the objectives of organized crine,
whose nenbers have sought to make nobney and to acquire political influ-
ence to protect their investments, but not to acquire direct politica
authority at higher levels or to invoke public or political reaction

It is somewhat easier to imagine organi zed crine engaged in the
theft of or illegal trafficking in fissionable material wthout seeking
to acquire a nuclear capability. The annals of crine are filled with
successful penetrations of well-protected targets to obtain precious
conmodi ties. Enriched uranium and plutoniumcertainly are precious
commodi ti es. For the immediate future, however, highly enriched uranium
or plutoniumare unlikely to be stolen for their intrinsic nonetary
val ue but rather for their strategic value as bormbmaking material. They
do not have the same marketability that gold or other precious netals
have, and their theft is likely to be regarded in a totally different
light by authorities. The loss of fissionable material probably would
be viewed by governnent as a potential threat to the security of the
nation, not sinply as an economc loss. It would provoke a different
| evel of response, perhaps applied in a state of national energency,
whi ch could pose a serious threat to the very existence of organized
crime as presently organized. It would require on the part of its |ea-
ders a change in their goals and an acceptance of new kinds of risks.

That | eaves the category of psychotic individuals operating alone
usually, or occasionally in groups. “Nuts” are probably responsible
for many of the |owlevel incidents and nucl ear hoaxes that have occurred
thus far, but nobst would not try anything nore serious than causing
disruption. On the other hand, a few, if they had somehow acquired a
nucl ear capability, mght use it. Lunatics have been the designers of

many known schenes of nass nurder. Thus, in terns of intentions alone
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psychotics are potential nuclear terrorists. In terns of capabilities
they probably are the farthest away from being able to acquire a nucl ear
weapon. To do so would require an enornous increase in their own capa-
bilities or an external change that made the task nuch easier

The aut hors of nuclear hoaxes have manifested desires of becom ng
nucl ear non-State adversaries but none have denonstrated the required
capabilities, and it is not certain that all hoaxers, even if they had
access to nuclear material, would be anything nore than hoaxers, any-
nore than one can say that people who call in bonb threats if they had
the opportunity (which in fact they do) would go out and buy dynamte and
make a bomb.  Hoaxes suggest nore hoaxes, not necessarily genuine nucl ear
adversari es.

In sum the history of the nuclear incidents to date provides no
convincing evidence of the really serious events--the theft of a nuclear
weapon or the detonation of a crude nucl ear expl osive device.

Fifth: \hether any of the current potential nuclear terrorists wll
decide to actually go nuclear remains an unanswerabl e question. W can
identify potential adversaries and describe their objectives, their capa-
bilities, and the likely nodes of operation if they decide to go nuclear
but we cannot predict with any confidence whether any will ever make that
decision. This leaves a vast area of uncertainty between what “can be

done” and someone deciding to do it.

The primary attraction to terrorists in going nucl ear may not
necessarily be the fact that nuclear weapons would enable terrorists
to cause mass casualties, but rather that almost any terrorist action
associated with the words “atomic” or “nuclear” automatically generates
fear in the mnd of the public. Drawing attention to thenselves and
their causes, creating alarm and thereby gaining some political |everage--
whi ch have been typical objectives of terrorists--could be achieved by
undertaking relatively unsophisticated actions with a nuclear backdrop to
add drama to the episode. Terrorists seem nore likely to do those things
that demand less technical skill and risk on their part and also are |ess
dangerous to public safety, instead of attenpting some of the nore conplex

and riskier operations which potentially could endanger thousands of people.
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Nucl ear terrorism seens nore attractive as a threat than as an
action. Possessing a nuclear device, it seens terrorists could demand
anything. But the idea of nuclear blackmail. has some weaknesses. It
is not entirely clear how the enormous capacity for destruction asso-
ciated with a nuclear weapon could be converted into comensurate politi-
cal gains. Even with a nuclear device, terrorists could not make inpos-
sible demands. They probably could not permanently alter national policy
or compel other changes in national behavior. To do so would require at
am nimumthat they maintain the threat and it is not clear how long this
coudbedone wi t hout di scovery or betrayal.

Sixth:  The nuclear terrorists of the future may not arise from
thosecandi dates currently identified. There nmay be or appear individuals
or new kinds of groups that have not yet been identified who might be
more likely to use nuclear neans to achieve their objectives. Threats
to nuclear facilities or involving the nmal evol ent use of nuclear materials
may energe on a different organi zational or nental plane. Ten years ago
the menbers of the Lunb Panel exam ning nucl ear safeguards for the
Atonic Energy Conmission, identified “terrorists” as a potential threat
tonucl ear prograns. They did not specify who or what they neant by
the term “terrorist,” and it is a little difficult to imagine today who
or what they had in mnd in 1967 since their report preceded the recent
increase in terrorist violence. But in retrospect, their report was
prophetic, for in the follow ng decade terrorists in well-organized groups
that operated internationally did becone a significant problem  They
are a new entity that has emerged as a mgjor threat in the past decade,
and al though they have as yet given no indication of going nuclear, they
potentially could. It is difficult to say now what new entities may
emerge in the comng decade

The final conclusion is that the origin, level and nature of the
threat may change. Some individual or group may acquire a nuclear capa-
bility and successfully carry out some scheme of extortion or destruction
that will inspire inmtation. The probability of a second incident occurring,
especially after a “success” would seemto be greater than than probability
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of the first. A terrorist group with the capabilities for acquiring

a nuclear capability may be placed in a desperate situation that wll
begin to erode the political arguments against nuclear action. The
political context may change. A war may occur in which nuclear weapons
are used, inviting further use by nations and subnational groups.

Pl ut oni um coul d beconme nore wi dely and easily obtainable owing to |ack
of adequate safeguards. New | ow technol ogy enrichment techniques could
energe, making the production of fissionable material much easier, giving
nore entities the capability of producing weapons material. At sonme
point in the future, the opportunity anti capacity for serious nuclear
viol ence could reach those willing to take advantage of it. W do not

know where that point is or how close we may be to it.
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Bl BLI OGRAPHI C NOTES

The literature on terrorism is abundant. Government-conmi ssi oned
reports, journal and newspaper articles have proliferated particularly
during the last decade. Among the najor analytical works referred to
in this report are those described below.  These do not, of course,
represent a conplete list.

In July 1966, the Atomic Energy Conmi ssion appointed a special
advi sory panel of persons outside the governnent to reviewits policies
and procedures for safeguarding special nuclear nmaterial.. The seven-nman
panel was headed by Dr. Ralph F. Lunmb, Director of Wstern New York
Nucl ear Research Center. The 121-page report of the Lunmb panel, issued
in March 1967, states that “Safeguards programs should also be designed
in recognition of the problems of terrorist or criminal groups clandes-
tinely acquiring nuclear weapons or material useful therein.”

Ral ph F. Lunb, et al., Report of the Advisory Panel on Saf eguar di ng
Speci al Nuclear Mterial, unpublished, Washington, D.C. 1967.

Dr. Theodore B. Taylor is a fornmer designer of nuclear weapons. Hs
early work for the Department of Defense identified potential non-

nati onal nuclear threats. In 1968, Stanford Research Institute pub-
lished Taylor’s Prelimnary Survey of Non-National Nuclear Threats, an
unclassified report. Mch of Taylor’s subsequent reports are classified.

However, in Decenber 1.973 Taylor's views gained national attention
through a series of three interview articles by John MPhee ("The
Curve of Binding Energy," The New Yorker, December 3, 10, and 17, 1973).

McPhee's articles were later published in a book, The Curve of Binding
Energy, Farrar, Straus, and Groux, New York, 1973.

Mason Wllrich and Theodore B. Taylor, Nuclear Theft: Risks and Safe-
guards, Bal | i nger Publishing Conpany, Canbridge, Mssachusetts, 1974.

”m

Robert B. Leachman and Phillip Althoff, eds., Prevcnting Nuwrloar Tielt:
Guidelines for Industry and Govermment, Pracger Publishers, Now York, 1972,

D. M Rosenbaum et al. , Special Safeguards Study, U.S. Atomic Energy
Conmmi ssion, April 1974,
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The BDM Corporation, Analysis of the Terrorist Threat to the Commercial
Nuclear Industry, Vi enna, Virginia, 1975.

S. Burnham et al., The Threat to Licensed Nuclear Facilities, The
Mtre Corporation, Mtre Technical Report, MIR-7022, MLlean, Virginia,
1975.
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Annex to Appendix II1l-A

I NCI DENTS | NVOLVI NG LARGE NUMBER OF DEATHS 1968-1976
(Refer to Figure 5 on Page 22 of Appendix Il1-A)

Cct ober 6, 1976

Sept enber 7,

Decenber 17,

May 31, 1972

January 26,

February 21,

1974

1973

1972

1970

Cari bbean -- A Cuban Airlines DC-8 jetliner
carrying 73 persons crashed off the coast

of Barbados, killing all 73 persons aboard.

The Venezuel an Government pointed an accus--
finger at Cuban exiles. [ Two nen carrying
Venezuel an passports were arrested in Trini-
dad. One of them allegedly confessed to having
pl aced a bomb in the baggage conpartnent of

the Cuban airliner. This led to the arrest

of a dozen nore Cuban exiles.]

Greece -- A Trans Wrld Airlines jet bound
for the United States with 88 persons aboard
crashed in the lonian Sea off Geece. The
Organi zation of Arab Nationalist Youth for
the Liberation of Palestine (ANYO clained
responsibility for the suspected bombing
which killed all persons aboard.

Italy-- At least 32 people were killed and

18 wounded at the Rome airport when five Arab
guerillas attacked a Mddle East-bound Pan
Anerican World Airways jet airliner, spraying
it with bonbs and machinegun fire, hurling hand
grenades into it and setting it on fire.

Israel -- Three Japanese gunnmen attacked
passengers at Tel Aviv's Lod Airport wth
machi neguns and hand grenades, killing 25
persons and wounding 76. The gunnen were
menbers of the URA of Japan who had been
recruited by the PFLP for the assault. The
PFLP clained credit for the attack, saying
that the three terrorists belonged to the
Squad of the Martyr Patrick Arguello.

Sweden -- Croatian emigres clained responsi-
bility for the bonbing of a Stockhol mto-
Bel grade airliner which crashed, killing 26
persons.

Switzerland -- A sabotaged Swissair plane en
route to Tel Aviv crashed on takeoff, killing
all 47 passengers. The PFLP was responsible.
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April 11, 1974 Israel -- Three Arab guerrillas stormed a
residential building in Qryat Shenona,
killing 18 persons and wounding 16. The
guerillas were said to belong to the PFLP-CC
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APPENDI X 111-B
NUCLEAR NON- STATE ADVERSARY AcTl Ons ( NUCLEAR TERRORI SM), wTH sPec AL

REFERENCE TO THE RAND CORPORATI ON DRAFT OF JANUARY 6, 1977*

L. Douglas DeN ke, Ph.D.

*The RAND draft of January 6, 1977 was an inconplete first draft which was
subsequent |y revised, expanded, and edited to become Appendix Ill-A of this
report.
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This review eval utively analyzes the major issues involved in po-
tential nuclear non-state adversary actions in relation to the Rand
Corporation draft on this topic of January 6, 1977 (I).

The reviewer concludes that malevolent nuclear actions not authorized
by national governments could pose quite extraordinary risks to the
United States and to world order. The present report begins with clari-
fication of matters pertaining to the definition and probability of
acts of nuclear terror. It proceeds to answer reassurances contained in
the Rand draft regarding the |ikelihood of such acts. The reviewer's
perspective on the topic follows. The latter half of this paper is
devoted to specific observations on the contents of the Rand draft
which are not dealt with in the earlier main text.

Most Nuclear Maleficence is Not Difficult Technically

The term “nuclear terrorisnf tends, somewhat misleadingly, to
connote a James-Bond sequence involving. theft of fissile material,
atom c-bonb construction by subverted experts, and ultinmate detonation
of the device. However, many possibilities categorized as non-state
nucl ear adversary actions are nore sinple technically. The defining
characteristic of a non-state action is the absence of official
governnental orders. For exanple, a government could “leak” a nuclear
explosive to a terrorist group, or mlitary authorities could make
unaut hori zed sales of nuclear weapons, especially under conditions
of poor inventory control, such as prevail during and after wars.
Moreover, nuclear weapons could be stolen and used, especially if
national proliferation puts nuclear weapons in the hand of national

governments who do not have the resources to guard their weapons adequately.
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Also included are sinple dispersals of radionuclides for purposes

of territory denial and socioecononic disruption. The nost-discussed,
but not the nobst convenient, example of the latter is the induced

mel tdown of a power reactor’'s fuel core. Hence, many Kkinds of nuclear
terrorism do not appear to require prohibitively great resources or
skills.

Probability of Successful Attenpts

A neaningful answer to the question, “How likely is an event of
this kind?” must be based on specification of additional particulars,
such as: “By what neans?“ “In what country?” Involving whose national s?”
“I'n peacetinme or wartinme?” “COver what tine interval?” Al analysts
in this field are obliged to work with unquantifiable guesses--with
surmses that are not so nuch denonstrable as they are not convincingly
refutable. This reviewer guesses that the probability is over 50% worldw de,
a contanminative incident requiring the indefinite evacuation of one
square mle or nore, or nuclear explosive damage in excess of $100
mllion, over the span of the next five years. This probability my
be expected to ascend with the proliferation of nuclear power, with the
continued enphasis on such topics in the imginative nmedia, with media
publicity given to the first major incidents if they occur, and wth
intensification of the global population-resources crisis (which help
to create the disparate and desperate conditions by which terrorists
justify their means and gain support and refuge).

Exam ning Rand’'s Guarded Optinism

Rand and this reviewer agree that a crude explosive device probably

can be designed and built by sone non-state adversary groups. (See

of
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also Volune I, Chapter VI). Rand adduces several argunents suggesting
that these adnitted opportunities mght not be exploited. But dis-
mayi ngly, rather good replies can be made to each:

(A (It may not be in the interest of terrorists to induce mass
casualties) This is undoubtedly true for nost terrorists, nost of
the time. It cannot be shown true for all terrorists all of the tine.
Rand’s Brian Jenkins has said that terrorismis perpetrated for an
audience; “... terrorismis theater” (2). As Mchael Flood points out
in his conprehensive review of recorded malevolent acts involving the
nucl ear power industry (3), “...nuclear terror makes gripping theater.”
The nore people dead, the more people watching on the news nedia.

Moreover, nuclear atrocities need not be equated with mass
slaughter.  Consider, for exanple, the detonation of a nuclear device
at any one of a number of inportant sites at 3 A M on a Sunday norning
when few people would be about. This nmight be calculated to damage or
destroy a symbol of “capitalist inperialisnf and yet to kill very few.'
Again, to force prolonged evacuation and/or decontamination of an
urban area would certainly be atrocious, yet given tinely warning few
casualties mght be involved. Yet such an event could cause profound
di sruption nationw de, and considerable turmoil worldw de. The Atomc
Energy Commission, it its 1974 GCESMO draft environmental inpact state-

ment on plutonium recycle, calculated that the release of two kil ograns

1. If US retaliatory circuitry were programed to respond reflexively
and massively to such an event on the assunption of a Soviet attack, exceedingly
many deaths could ensue. This exenplifies the possibility that terrorists
m ght grossly underestimate the total effects of their destructive acts, or
that, in the confusion of the nonent, authorities mght grossly overestinate
the threat to the nation.
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of particulate plutonium oxide at ground |evel would induce cancer
in all inhabitants 1000 feet downwind, and in 1% of inhabitants even
40|l es downwind (4).°

(B) (O her, non-nuclear channels are available by which terrorists
can pursue their objectives) The daily newspapers attest to the vigor with
which terrorists are pursuing non-nuclear options. This behavior in
itself justifies no reassurance that nuclear neans will not be utilized
inthe future. That would require enpirical analysis of terrorists’
motivations and their awareness of nuclear security vulnerabilities, both
of which could change in an inauspicious way as tine goes on. Qoviously,
conventional weapons and explosives are nore readily available to
extrem sts than are fissile materials and other radioisotopes. However,
such persons who were favorably situated to learn how to acquire and
handle the latter materials might go the nuclear route. Access to a
| oose-mout hed, disgruntled, bribe-or-blackmail-vulnerable nuclear
enpl oyee night tip the bal ance

(C (Terrorists mght alienate their constituencies by nucl ear
violence or extortion) The constituency of onlookers mght be enraged
but sinultaneously inpelled to yield in recognition of the adversaries’
irresistible nuclear capability. The goal of terrorismis not necessar-
ily to win friends, but rather to influence (possibly bitterly resentful)
peopl e that they have no choice but to accede to the terrorists’ denmands

(D) (Nuclear terrorist could not handle excessively |arge noney

payoffs, nor maintain a credible threat long enough to significantly

2. Since evacuative dispersals (the “Seveso effect”) may also be caused
by non-nucl ear substances such as dioxin and polybroninated biphenyls, nations
in the future may be forced to choose between national defense and the health
of persons working in key facilities contaninated by enenmy action. This will
not be an unconstrained choice. If the health hazard is manifest in obvious
illness, or cannot be concealed fromthose in the affected zone, there may
be little choice but to evacuate.
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influence the policy of a national governnent) |f such extortionists
could initially establish the credibility of their nuclear devices which
coul d possibly be transportable, they might elude capture for an
extended period, as did Patricia Hearst. 3 Malefactors who convincingly
clained to be maintaining two such devices with a failsafe neans of
communi cation mght threaten that the capture of one device would
automatically detonate the other. The perpetrators night be expected
to provide shielding which would | essen the effectiveness of searchers
neutron detectors. Unless physical descriptions of the terrorists were
avail able, once they had hidden their devices in an area unlikely to be

searched they would be relatively safe even from the outrage of an entire

citizenry. As for the unw eldy weight to nuclear blackmailers of “a
billion dollars in small bills,” they mght settle for a |esser sum
or installnent payments by parachute, or credits to the treasuries of
poor foreign states. If there were reason to believe the gang was
not all holed up together, even an atonmic bomb expl oded by the victim
government over their suspected backwoods hideaway would not be expected
to neutralize them And of course, attenpts by authorities to capture
the retrievers of extortion paynments could be forestalled by advance
threats to enploy nuclear violence.

(E) (Terrorists sophisticated enough to utilize nuclear mneans,
unli ke common crimnals, nmay possess a certain revolutionary humanitar-
i anism naking them loath to actually do so) The political changes sought
by terrorists and guerrillas are known to require considerable bloodshed
A basically humane terrorist l[eader might wish to cut this short with a

bl oody but decisive nuclear strike. A “noble” justification can be

3. The “Wather Underground” group has eluded the FBI for seven
years.
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i magi ned for alnost any unspeakable act, especially in the mnds of
war ped individuals susceptible to rationalizations for butchery. Al
maj or governments have approved deeds of violence later considered
to be unnecessary atrocities. Thus it should not be too surprising
if extrenmi st groups do also

(F) (Terrorists have not signalled their willingness to go big-
time by exploding gasoline tank trucks, oil tankers, chemcal factories
maj or danms, or munitions sites; or by making nerve gas or poisoning
water supplies). Attacks on intrinsically sabotageable fixed sites nmay
be relatively unappealing since such targets may not be located in
pl aces optimal for producing disruptive effects. O the targets nmay
| ack appropriate political symbolism or endanger |arge nunbers of
i nnocent persons. Nuclear power plants would probably be an exception,
since to many they synbolize an oppressive technocracy, and because the
disruptive effects of electricity loss or radioactivity release would be
felt over a wide area, without killing too many.

As for deadly bacteria and nerve gas, there have been reports that
both have been prepared for terrorist use but that the plots were thwarted
In January 1972, Chicago police reportedly narrowy averted a scheme to
i ntroduce typhoid gerns into the city water supply (5). In March 1976,
gang nmenbers in Austria were reportedly arrested in possession of a
quantity of poison DFP gas (6).

The foregoing discussion reveals no reason to disnmss or mnimze
the possibility of nuclear interventions by extremists. In assessing
the extent of the danger, we might bear in nmnd not only some humans’
tendency to borrow trouble, but nmany hunans’ tendency to be optinistic

in confronting the unknown. Anong professional analysts, there is an
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under st andabl e tendency to “look reasonable, ” to avoid reconmending
expensive precautions unless the need for themis very salient, and
to say to decisionmakers what one imagines they want to hear. The
motive not to nmake waves in an organization, or not to nake a fool
of oneself, has led to more than one tragedy when clear signs of danger
were overlooked. For exanple, on December 2, 1975, a radiobiologist
on the train platform at Assen, Netherlands noticed seven youths bearing
abnornally large gift packages. “...his immediate reaction was alarm”
which he stifled, and three innocent hostages were killed in the
i nfanous Dutch Train Incident (7).

There is a strong tendency in human psychol ogy to look on the
bright side, and to ignore the evil not yet recorded as hypothetica
if not purely speculative. Yet a sinple nental exercise will denonstrate
what many of us accept in principle, that the outlandish and unbelievable
happen every week. Let the npbst seemingly preposterous news event of
the current year be nentally framed as a prediction, and the prediction
i magi ned as issuing fromthe muth of some prognosticator of the pre-
vious year. Vo would have dared to predict the actual course of
the Watergate investigations? Wwo would be listened to if he specul ated
that a man “who wanted to tell the world his views on the dangers of
tobacco” would hold “a man hostage for nore that two hours at the top
of the tallest building in Los Angeles” (8)? Wwo would forecast that
Croatian nationalists would “hijack” the front pages of several major
newspapers to publicize their obscure cause (9)? The reviewer hopes
that the nation shall if possible avoid the dangers of unjustified
optimsm or unvoiced nisgivings -- which later mght be called the stiff

upper brain syndrone.
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A Perspective on the Topic

This reviewer defines a counterconspiratorial public-safety policy

as one which seeks actively to anticipate possible disruptive nalevolent
events and to prevent, respond to, and recover from them Such a
policy may have undesirable consequences if the scenarios imgined
or the precautions taken becone self-fulfilling prophecies by firing
the imaginations of evildoers. Counterconspiratorial policies are
al so expensive and run against the grain of free societies' thinking;
even | aw enforcement agencies do not relish such contingency planning.

However, a tacit reliance on mnimm precautions and crossed fingers
al so bears risks. Such confidence seens to assume that rapidly prolif-
erating new know edge in nuclear physics, toxicology, and nmol ecul ar
biology will be much less appealing to public enemes than it is to
the television witers who continuously suggest new nal evol ent schenes
to a large and diverse audience. It further assumes that the first
instances of a new terror technology (e.g., plutonium dispersal) wll
neither inspire imtators in such nunbers as to overstrain the response
capacity of government, nor will those first instances in thenselves
disrupt that response capability by attacking key administrative nerve
centers.

The present and largely unarticulated public-safety philosophy of
the United States and other denocracies should be viewed as having
wi shful and frangible features. Up to the present time, the costs
of unpreparedness have been sustainable. Next year, they may no |onger

be. One may reserve the term “ultrafrangible” for policies and progranms

the first clear sign of whose inadequacy is their total failure. The
Teton Dam exenplifies an expensive and el aborately planned structure

whi ch proved to be ultrafrangible.
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We have no proof that the Anerican-
Sovi et nmutual -assured-destruction nuclear deterrence system is not
ultrafrangible. The sane nay hold for | ow budget, lowprofile prepared-
ness against nuclear terrorism

A quest for inordinate coercivel/destructive power alnpst defines
potential nuclear terrorism  Small groups or possibly even individuals
could assume powers vastly disproportional to those they customarily
possess.  Governments are still unaccustoned to the idea of gigantic forces
bei ng mani pul ated by small nunbers of desperados. This, in conjunction
with the aforenentioned tendencies to mnimze unrealized threat possi-
bilities, leads to a lack of adequate contingency and response planning.

Even if planners have substantial notivation to provide against
non-governnmental acts of nuclear violence and coersion, they may not
find their way clear to do so. As they start to conpile vulnerabilities
and nodes of possible attack, they may find thenselves witing an encyclo-
pedia for atomic terror, which mght have to be kept at an unusefully
high level of security classification.

The concept of “Catalytic war” refers to the initiation of armed
hostilities between countries X and Y by a deceptive destructive act
perpetrated by Z. At sone future time, the leaders of a third country
m ght perceive it in their interest to foment war between the United
States and the Soviet Union. If an inportant fraction of an urban area
in the US were to disappear beneath a mushroom cloud one day, the
U S. SR would quickly become aware of what had happened. The U S.S.R
m ght assume that the U'S. would have no choice but to presune U.S.S.R
origin or instigation for the event. That assunption could lead directly

to the Soviets’ launching a pre-enptive nuclear attack on the US. in
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order to lessen the blow fromthe US. retaliation for the original
act. So pitilessly might history record our joint failure to recognize

the fragility of bipolar deterrence theory based on “rational adversari es.
The many weaknesses of deterrence have been elegantly spelled out by
David Krieger (10) and Louis R Beres (11).

Pl anners considering such an eventuality confront a dilemm.
There may be no time to safely conduct an investigation, unless there
are excellent grounds for reaching a quick understanding with the
Soviets. But what can be said publicly in advance? |If the US. should
announce that it will retaliate against the U S S.R without pausing
to ascertain the bomb's origin, we tenpt would-be initiators of catalytic
war . [f, on the other hand, the US. nekes it clear that it will not
attack the Soviet Union until N bonbs have gone off in Anerican cities,
it virtually invites anyone to detonate N-1 devices of nysterious origin
“for free". Even if classified rather than open plans were drawn up
to cope with this inpasse, there would be constant dread that these plans
m ght unawares leak to potential adversaries, conferring an enornous
strategi ¢ advantage to them

Hence, there is a possibility that single acts of nuclear terror
could set in motion nmuch larger and far-reaching responses and counter-
responses. Recognition of this state of affairs is dulled in part by
the bias toward optimismthat stens fromthe very fact of our still
being alive as individuals. Al persons who are not now dead have

experienced an uncanny amount of good luck. Those who got bad shakes

of the dice are no longer with us.
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The foregoing discussion provides the basis for an energent
principle in international relations, to wt, the absolute intolera-
bility of translational nuclear terrorism W see that the origin
of such atrocities possibly could not be determned with sufficient
promptness and reliability. Thus the line is blurred between such acts
initiated covertly by foreign governnents, and identical acts comitted
by fanatics without government sanction. Any barbarous deed coul d be
assigned by a foreign state for comission by a trusted radical team
and the connection disavowed if the extrem sts were captured or identified
This kind of hand-washing would be intolerable to victim states. They
woul d demand scrupul ous adherence to the idea that nation-states have an
absolute duty to prevent the incipient nuclear terroristic behavior of
their own nationals from being exported beyond their own borders
Presunably, nations would wish to quell it within their borders as well.

If national governnents come to be held accountable for nuclear
bl ackmai| or violence in another state traceable to their own citizens,
it is plausible to expect attenpts to dimnish personal and civil [ib-
erties worldwide. Governments and citizens may then become |ocked in
the fanmliar circle of repression and resistance

Acts of nuclear aggression, because they can anonymously inflict
massive | osses on national governnents have a potential altogether
different from the maximum to be expected from today's violent poli-
tical episodes. It is a fundanental error to view atomc terrorism
as nerely a nore serious type of deed of the kind to which we have
grudgi ngly become accustonmed . The threat of nongovernnental nuclear
force, like governmental nuclear force, places unprecedented demands

upon the assunptions underpinning present world order.
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Attaining Cosure on Sustainable Nuclear Policy:

Capitalization on Events Conducive to Internationalization of Energy

Many countries lack adequate fossil fuel reserves, and are presently
i ncapabl e of substituting non-nuclear energy options. Such states may be
expected to build nuclear electricity generating stations if they can
afford them I ndeed, some countries may be willing to pay a prem um
price in order to acquire either the prestige or the weapons options
(or both) inplicit in such facilities. Thus at least until sone dramatic
occurrence, we nmay expect nuclear electricity units to be erected in
such countri es.

For the imediate future, United States policy could be based on
the assumption that a global phaseout of either nuclear weapons or
fission power is tenporarily infeasible. However, breakthroughs in
alternative energy sources, or achievement of suitable international
agreenents to share fossil fuels, or perhaps a nuclear tragedy will
sooner or later enable the inception of denuclearization.

Countries obviously intent on joining the nuclear weapons club
will need additional positive and negative inducenents. The United
States could take the lead in fostering new frameworks of regiona
security, that would danp down or elininate A-bomb rivalries. Coordi-
nately, we mght be able to export sone of our 200-year supply of coa
as well as our rapidly accumulating expertise in energy efficiency
and non-nmineral (sustainable) power options

I[f a threat or an actual conm ssion of an act of nuclear violence occurred
the federal governnent could capitalize on the event to jawbone for

gaining freedom from reliance on nuclear weapons and fission-generated
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electricity. At the same time, we can take two steps dramatizing
our plight and furthering movenent toward a post nuclear world
energy order,

The first is to bring American nuclear exports to a close. A
current unexamined premise is that U S wthdrawal from the role of
reactor vendor overseas would deprive this country of any |everage against
t he proliferative activities of other nations.

Anerican |leverage against such proliferation inheres in our total national

ability to aid, protect, substitute other energy sources, and admi nister

sanctions. It does not depend on our participation in any given trade
activity. A policeman who doesn’t drink may still arrest a drunken driver.
Nor will the salubrious effect of positive exanple by the United States
be lost on other nuclear trading states.

The second interimgoal is to upgrade the International Atomc
Energy Agency inspectorate to a true international police force with
power to arrest. This possibility will seem nmuch |ess visionary
following the first major event of nuclear maleficence. Wiile it wll
take tine and effort to enplace, and logically should be acconpanied by
an international judicial body to try offenders, its achievenent will
sonmeday be seen as logical, natural, and inevitable.”

A start toward realization of these objectives has already been
made . Alternative energy sources are undergoing intensive devel opment,
and energy conservation is about to have a significant inpact. Diplomacy
is cheaper than either bombs or wars, so the taxpayers should wel cone
regional alliances which reduce the need for both. The US. is already
exporting coking coal, and soon may be exporting Alaskan oil. Both the

outgoing and the incoming federal administrations have given intensive
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thought to the nuclear-export question. That |eaves only the
upgrading of |AEA, which may have to await a conspicuous failure in
the latter as presently organized. As Abba Eban said, people wll

do the sensible thing once all other alternatives have been tried
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Revi ewer Comment s

on Rand First Draft

Specific Cbservations on the Rand Corporation First Draft of January 6, 1977

This first draft was provided by Rand’s Brian M Jenkins. Direct
quotation has not been used here, in anticipation of further
revision. However, material which follows the conjunction “that”
is usually a direct quotation fromthe draft. Wile these coments
necessarily focus upon differences, reviewer concurs with the
bulk of the first draft.

Introduction: A distinctly misleading inpression is given by failing to

nmention the variety of nalevolent events later taken up in Section VI.

A reader not famliar with the literature documenting nultifarious illegal
acts connected with the nuclear industry could readily conclude from this
introduction that all is well.

Introduction (page 2): Rand sees disgruntled enployees as capable of

| ow-l evel sabotage. A seriously disgruntled or denmented enployee could
cause damage, as witness the $10 nmillion Indian Point arson incident and
the $50nillion accidental fire in the cable spreading roomat Browns

Ferry (12).

Section 11 (page 6): There is an unfortunate tranquilizing tone in the

statenent that people have come to accept the presence of nuclear weapons
and have grown accustomed to living with the possibility of nuclear war,
and that one nation nmore or less with nuclear weapons does not seemto
make that nuch difference. India’s entry into the nuclear club made a
substantial difference, inasnuch as it concretely illustrated the tie
between inported nuclear technology and indigenous weapons devel opnent.

Section 11 (page 7): The language of this section tends to suggest

that nuclear terrorismis a bogeyman invented by nuclear critics. Yet

el sewhere in the draft Rand concedes there is reason for doubt and fear.
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Section 11 (page 8): Draft avers that there is no convincing evidence

that violence on television or in the novies causes people to be violent.
This statement is in conflict with studies on nedia-induced inmtative
aggression conducted by Professor Albert Bandura and others (13).

Section Il (page 9): Reviewer concurs that some |oss of confidence

in political and econonic institutions has occurred. The lagging perform
ance of the crimnal-justice systemin particular nay enbol den potential
nucl ear thieves or saboteurs.

Section 111 (page 15): Rand notes that a hijacking or hostage inci-

dent may be in the news for days, even weeks. Contam nation and dis-
ruption following a nuclear atrocity could be expected to yield a
continuing flow of publicity attractive to potential perpetrators.
Note the intense coverage given to the extended evacuation of several
hundred acres of Seveso, Italy by dioxin dispersal (roughly anal ogous
to urban rel ease radionuclides or the fallout froma fission bonb).

In less than a nonth, the Los Angeles Tines carried nine stories on the

event and its aftermath (July 26, 27, & 31; August 3, 6, 7, 13, 14, &
21, 1976).

Section 111 (page 15): Rand states here that terrorist violence is

trivial conpared to the world volunme of violent deaths. In its

i medi ate context this statement is msleadingly reassuring. Mre
realistic nmeasures of the inpact of terrorism would be the cost to
authorities of guarding against and fighting terrorism the costs of
ransom ng kidnap victims, rehabilitating people and buildings affected
by bonbings, etc. Rand acknow edges elsewhere in the draft that body
counts are not the neasure, and that terrorismwll continue to require
a major diversion of resources into internal security functions, (e.g.,

p. 16).
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Section IV, The nost serious notivation for nuclear sabotage by

a non-state adversary may perhaps be found anong fifth-col umists

or self-styled guerrillas, synpathetic to the aims of a hostile

foreign governnent but still acting on their own initiative
Section IV (page 17): It is distinctly bold to state that there is
no discernible trend toward nuclear action. If we assune that the

same mnd-sets that yield nuclear hoaxes, snall-scale bombings at
European reactor sites, and thefts of isotopes could also predispose
to major actions, then the great increase of such events in the 1970's
is cause for substantial concern. Rand docunents the increase in U.S
incidents in Figure VI-1 (p.38), then disnisses it as probably due to
better reporting.

Section |V (p.23): Another significant statenment by Rand is that at

present, we can do no nore than speculate about the types of demands
non-state adversaries can, cannot, are nost likely to make. Rand's
appropriate statement here does not prevent unconservative speculation
el sewhere in the draft that several types of threats are unlikely.

This is a topic on which policy analysis is considerably |ess expen-
sive than policy failure. Thus it would seem best to err on the side
of inclusiveness -- to entertain all categories of possible threat
until there is greater than specul ative reason to exclude some of

them from consi derati on.

Section IV (p. 23): The closing statenent contradicts the principle

whi ch reviewer applauded in the imediately preceding coment. Now
Rand’s viewpoint seens to be that if terrorists have in the past used
non-nucl ear nmeans to obtain a given type of goal, other terrorist wll

not use nuclear neans to obtain a simlar-level goal in the future. If
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terrorists were that successful at getting what they wanted by non-nuclear
means, they would have long ago traded in their submachineguns for thrones.
obviously they are still motivated to find nore effective neans of
coercion and nedia coverage.

Section |V (p.24); Whether nuclear extortionists could sem-pernanently

alter national policy depends on their ability to elude capture, which
in turn depends on their transportation, shielding from detection> etc.
See reviewer’'s nmain text under point D. Wiile they could not “persuade”
a governnent to liquidate itself, they could directly liquidate its

key leadership or effectively exile it fromits capital city. In

so doing, they would probably be precipitating chaos and/or nilitary
rule, but they night be willing to accept either condition on an
interimbasis, until they had gathered enough strength to pursue

t akeover.

Section IV (P. 24): Here Rand seens to be addressing an absent

audi ence of potential terrorists of the “lunatic fringe”, telling them
that their goals cannot be net by demands Rand considers irrational.
A large percentage of violent and extortive behavior seens irrational

to one or another observer, but not to those who engage in it. Nor
do we automatically call the bluff of every hostage-taker who |ooks

like a nental case.

Section IV (p. 25): Rand states that because of the publicity

factor, any terrorist believed to have a nuclear device is automatically
a successful terrorist. The reviewer tends to concur, and points
out how this short-circuits nost counter-arguments as to whether

the terrorists mght not have the notivation to actually use the

devi ce.
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Section V (p. 33): Reviewer is listed as the only observer espousing

the view that crackdowns on organized crime followi ng nuclear theft
operations might be deterred with a nuclear threat. Yet on page 30
Wllrich and Taylor (15) are quoted as saying, “A crimnal organiza-
tion mght use the threat of nuclear violence against an urban

popul ation to deter police action directed against its nuclear theft
operations.” WIlrich and Taylor argue, as does Rand, that a crimnal
gang would probably not survive a showdown with the government. How
ever gangs as well as nations have been known to engage in unsuccessful

bri nkmanship leading to their downfall. Moreover, national governnents

mght initially not feel inpelled to challenge in an all--out way
smal | -scal e nuclear thefts conducted by crininals, if it appeared
that the stolen fissile material was being sent abroad.

Section V (p. 33); Here Rand seens to be addressing the Mafia, as on

page 24 it addresses the lunatic fringe. It is expounded unequivocally
that any involvenent in nuclear action will inevitably result in a

war that organized crime will not survive. The Mafia, knowi ng the

ease of hiding and transporting stolen goods, and the authorities’
reluctance to conduct a “war”, might not agree

Section VI (p. 37): Rand cites the Vernont Yankee incident as involv-

int the only casualty recorded. If foreign events are included, the
takeover of the nuclear station under construction at Atucha, Argentina
(March 25, 1973) warrants nention. In that event the guerillas wounded
two policemen as they excaped (14).

Section VI (p.39): Reviewer concurs that the India-Nepal uranium

snmuggl ing scheme reveals the potentiality for an international black-

market for nuclear material. Thus, stolen nuclear material could be
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snmuggl ed into this country, possibly by organized crinmnals (see
section V). It is debatable whether the first large theft of weapons
material will adequately adnonish other nations to buckle down, since
its occurrence may well be kept tightly secret. A large ransom
could be paid without the taxpayers knowing it.

Section | X (page 67); Rand states that is is a breathtaking infer-

ential leap from non-nuclear to potential nuclear actions, inplying
that analysis of sophisticated non-nuclear crines may not be fruitful.
Revi ewer disagrees. Wat is indeed breathtaking is the anmount of

resources, planning, and personnel involved in some nonnuclear crimes.

Section VIl (page 54): Reviewer agrees it is not difficult for terrorists

to assure that the general public is alerted to their nuclear threat.
They could take over a broadcasting station, drop leaflets from a high
building, nail warnings to randomy selected addresses, etc.

Official attenpts to discredit the threat could be overcome to sone
extent by release of radionuclides at inportant |ocations, wth
warnings issued to evacuate and decontam nate.

Section VIl (p. 55): The assunption in this table that hoaxes

have | ow coercive power manifestly depends on the authorities’
ability to quickly, accurately, and credibly identify them as
hoaxes.  Bank robberies and at least two aircraft hijackings have
been successfully carried out with simulated explosives, the nost
recent exanple of the latter ‘bei ng the Croatian nationalists inci-
dent (21).

Section VII (p.59): Here it is stated that mejor problems of pro-

| onged | arge-scal e evacuati on have not been worked out Wiile this
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di scussion refers specifically to urban areas threatened by a nuclear
expl osive, the same lengthy set of problens would be encountered

consequent to the accidental or induced neltdown of a nuclear power

reactor.
Section VIII: The dilenma of a “no ransoni posture arises in connection
wi th nucl ear-bl acknai | The Wall Street Journal notes that this country

has consistently adopted a hard line with terrorists, refusing to

bargain with them or to neet demands. “There would be no end in sight
if we started paying ransom every time a United States official was

ki dnapped -- it would be an open invitation to the U S. Treasury,” says
L. Douglas Heck of the State Departnent’s Ofice for Conmbating Terrorism (22).
For exanple, in the French “sewer gang” robbery of the equivalent of
$8-$10 nillion froma Riviera bank vault, the operation involved 18

nont hs of planning and the recruitnent of about 20 specialists (16). The
mastermnd’s share of the loot reportedly went to “an international group
of extrenme right-wing nilitants identified as ‘LaCatena’.” A study for
the NRC by International Research and Technol ogy Corporation describes

the particulars of ten very inpressively designed crinminal incursions (17).

Section VII (p. 48): The assunption that necrologic or bacteriologic

agents may be nore available to the general public than nuclear material
may be due for revision. In the summer of 1976, the NRC gave approval
for the wide-scale use of plutonium238 cardiac pacemakers, anticipating
a US. narket of 10,000 units (18, 19).

Section VIl (p. 51): Rand should be encouraged to explore in greater

depth the inplications of threats against capital cities in nuclear

hoaxers’ demands. Reviewer suspects that the real nuclear terrorists



[ - 123

of tonorrow will present denmands not unlike the nuclear hoaxers’
threats of today.

Section VII: Dispersal of radioactive particulate is noted to be a

| ess-popul ar threat option among nuclear hoaxers, who can claim posses-
sion of a hydrogen bonb just as cheaply. However, the

soci oecononi ¢ disorder which could be inflicted by radiol ogic weapons

is cause for very grave concern. The costs of evacuation, decontam
ination, and reoccupancy, especially if the interiors of buildings are
comprom sed, “could run to many nillions of dollars per gram of plu-

toni um used” (20). Consider also that an inadequately designed pluto-

ni um i npl osi on bonb, whose high-explosive conponent detonates but produces

no nuclear yield, is still a plutonium dispersal device.

However, WIllrich and Taylor warn, “If a government has made payoffs as
a result of credible hoaxes, but not recovered any devices, it my

establish a policy of no more payoffs. This could create a situation

of extreme danger. The next credible bonb threat might be the real
thing, and a nuclear catastrophe would be the probable result” (23).
Section I X Rand's statenent that no nethodol ogy has been devel oped
to predict the occurrence of an event that has not occurred is not
strictly true. Probability theory and pool ed-opinion forecasting such
as the Del phi nmethod can be brought to bear on the |ikelihood of

nucl ear terrorism of various kinds. Reviewer is not aware that this
has been done by anyone not potentially biased by an occupational or

i deol ogical commtnent to fission power.

Section X (p. 76): Reviewer applauds the excellent reasoning here

ragarding the unrealism of relying on rapid outside |aw enforcenent
agencies for response from offsite in the event of an attack on a

nucl ear facility.
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Section Xl: The potential for curtailment of civil liberties and

denocratic traditions inherent in nuclear-coercion countermeasures is
di scussed in two detailed reviews on these topics. These are Russell
W Ayres, “Policing Plutonium The Civil Liberties Fallout, “Harvard

Cvil Rights-Guvil Liberties Law Review, Vol. 10, 1975, pp. 369-443;

and Mchael Flood & Robin Gove-Wite, Nuclear Prospects: A Comment on

the Individual, the State and Nuclear Power, 64 pp.; Friends of the Earth

(England) in association with the Council for the Protection of Rural

England and the National Council for Gvil Liberties, 1976. (See al so Appendix

I11-C of this report). Rand s discussion here is by conparison but touching

the tip of a very large iceberg. Recall reviewer’s expectation earlier

in this review of attenpts to strikingly dimnish personal and civil
l'iberties worldw de.

Rand di scusses post-enployment surveillance of forner nuclear
enpl oyees (p.85). Consider also that the U 'S. has thousands of
nucl ear warheads (24), yet continues to add to the stockpile. Perhaps
this is not unrelated to the disquieting question, “Can you safely

lay off persons who know how to make bonbs?”
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APPENDI X 111 - C CVIL LIBERTIES IMPLI CATIONS OF U.S. DOVESTI C SAFEGUARDS

Introduction: The Civil Liberties Context of Nuclear Power

Civil liberties issues have recently noved to a promnant position in the
public consideration of nuclear power developnent. This growh of concern over
the inmpact of nuclear power on civil liberties would probably have occured even
wi thout consideration of plutonium reprocessing. As incidents of non-nuclear
terrorism have nounted world-w de, and as assaults have been made on nucl ear
facilities in several countries by various radical groups, there has been an
increased program to safeguard such facilities from actions such as sabotage
and deliberate release of radioactive materials. Such increased security
measures raise some issues of civil liberties inpact. But it has been plutonium
recycle or other nuclear technologies (such as high tenperature gas-cool ed
reactors) using material that could, if diverted, be made into nuclear
expl osives-- that has set off the current debates.

Pl ut oni um reprocessing offers the greatest opportunity for potential
non-state adversaries--terrorist groups, profit-oriented crimnal organizations,
deranged persons, or disaffected enployees of nuclear facilities--to obtain
special nuclear material. Therefore, this paper devotes its mjor attention
to the civil liberties issues likely to be raised by safeguards measures
necessary to prevent the theft of plutoniumand to effect its recovery if it
were stolen.

To analyze the potential inpact of plutoniumrecycle on civil liberties,
this presentation will be divided into five parts:

A A General Perspective on Civil Liberties Issues.

B. Projections of the Size of the Plutonium Recycle Industry.

c. An Analysis of Likely Safeguard Measures and Their CGvil Liberties
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Consequences.
D. A Presentation of Three Positions Wdely Held in US. Society as
to the Civil Liberties Risks of Plutonium Recycle.

E.  Cbservations and Comments on the Three Positions.
A, A General Perspective on CGivil Liberties Issues

U S. society has always had a fundanental commitment to civil liberties.
It was part of the heritage from England, a rallying cry of the American
Revol ution, and the foundation for enacting the Bill of Rights and other con-
stitutional guarantees. It has been a vital part of continuing efforts to
expand and perfect denocratic institutions under changing social and econonic
conditions. US. society today takes it as an article of faith that the
enjoyment of liberty is vital to individual happiness and self-realization,
to the conduct of socially valuable activities of private groups and associations,
to the keeping of governnental power within proper bounds, and to the ethical
and noral basis for public order, both at hone and as the U S. acts abroad.
In both legal and social perspectives, Anmerican society recognizes that civil
liberties nmust be exercised within the framework of an ordered society. Sone
civil liberties will therefore receive very broad, near-absolute status, such
as the right of religious belief and exercise. OQher civil liberties involving
greater inpact on the rights of others, on public health and safety, or on
national security, have to be defined and applied in the context of bal ancing
conflicting social interests or even conflicting civil liberties clains. But
when such balancing of interests is done, whether by legislatures, executive
agencies, or courts, Anericans like to think that the clainms of liberty carry
special weight , so that serious limtations upon them nust be shown to be
clearly necessary, and to have been kept to the nmininumrequired in a given

ci rcunst ance.
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It is in this broad context that debates have begun over the effects
on civil liberties of neasures to safeguard a future plutonium industry from
assault or diversion.

Since the termcivil liberties can be viewed in many different ways,
it is helpful to this inquiry to note that protection of individual and group
rights in American law and social values can be organized under three headings:

liberty, equality, and fair procedure.

In a capsule, liberty refers to rights of expression and privacy. Mre
concretely; this involves the guarantees of free speech, press, assenbly,
association, religious and non-religious exercise, and privacy that are
enmbodied in the First Arendnent to the Federal constitution and its state
counterparts. Rights of liberty involve primarily volitional acts of individuals,
things they have chosen to say, do, or be as part of their exercise of freedom

Equality rights, usually expressed as rights to equal protection of the
laws, deal with characteristics of people that are largely involuntary, such
as race, nationality, sex, religious inheritance, and age. G owi ng out
of the post-Civil War Anendnents to the Federal constitution, their recent
interpretation by the Supreme Court, and a growing arnory 'of protective state
and Federal laws and regulations, the equality principle forbids governmental
and private discrimnations that make invidious distinctions about individuals
on the basis of characteristics that society has decided are not appropriate
for those treatnents. \What is or is not an appropriate distinction is a
judgrment that varies over tine, reflecting social values.

The guarantees of fair procedure, often called procedural due process,

enconpass two mmjor dinensions of inportance here. The first is that inves-
tigations, searches and seizures, arrests, interrogations and other police

functions must be conducted in accordance with constitutional limtations,



Il - 131

as judicially interpreted. Principally, this involves the procedural-rights
guarantees of the Fourth through Ei ghth Amendnents: the security of persons
houses, papers, and effects against unreasonable search and seizure; the
privel ege against self-incrimnation; the right to counsel; and sinilar
protections of individuals against arbitrary or coercive police practices
The second aspect involves formal proceedings where sanctions are sought
to be inposed on an individual or nmight lead to inposing penalties (such as
crimnal trials, governnent personnel security hearings, and |egislative
hearings). Here, the civil liberties requirement is that basic fairness be
provided in the proceedings, a concept that has cone to nmean several key
el ement s:
1. advance communication to the individual of behavioral
rules that must be followed to avoid legal penalties
2. if charges are made against the person, a fair hearing
for adjudication of those charges (with rights to have
a specification of the charges, to be represented by counsel
to hear witnesses and conduct cross-exanination, etc.)
3. an appeal to a higher authority, for review of the initial
heari ng.
The ampunt of rigorous due process that individuals can demand varies wth
the context, but in virtually every setting of American organizational life
private as well as governmental) public expectations are that procedura
fairness will be afforded.
Applied to the nuclear safeguards problem it is the areas of |iberty
and fair procedure that would be nost directly involved
As briefly noted already, guarantees of civil liberties while they

properly occupy a fundamental place in the U S. ideological and |egal system
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are always matters of definition in context and nust be wei ghed agai nst
conpeting values. The words used by the Franers of the eighteenth century
Bill of Rights always need interpretation to apply them to new economc,
social, and technological settings. Rights not mentioned in the constitution,
such as freedom of association and privacy, have been read into the con-
stitutional-rights code as these have cone to be seen as necessary adjuncts
to the protection of First Amendnent rights. Sometines, one civil liberties
claimcollides with another, as with free speech and privacy, or free press
and fair trial, and courts nust decide which right is to prevail in a given
situation. Finally, judges nust often weigh assertions of civil liberties
against the protection of other fundamental social values in organized

soci ety-- such as public health, national security, public safety, to decide
which value will be considered paranount in a given situation.

Thus, in each era there has been a struggle by governmental authorities,
interest groups, dissenters, and other actors in the political and |egal
processes to define what exercises of liberty are vital to a denocratic society
at that tine. There is also a struggle over whose characterization of the
alleged threats to order, safety, health, or norals should prevail in defining
limts on rights. Decisions about many civil liberties matters therefore
i nescapably involve judgnents about social values, institutional philosophies,
and the nmeaning of contenporary national and international events.

What follows fromthe” above points is that issues of civil liberties
risks, options, and trade-offs should be seen as presenting elected officials

and the American public with policy choices that nust initially be worked out

in the regulatory and legislative processes. These choices should be inforned
by an awareness of constitutional principles and their judicial interpretation

but, of necessity, decisions here will be less circunscribed by clear law or



111 - 133

predictable judicial responses than in npbst other governnental prograns
affecting civil liberties. For reasons that will be detailed later in this
report, courts cannot be expected to play an inmediate role in the judgment
about the conpatibility of adequate plutonium safeguards and preservation

of a free society. This makes the quality of public debates and |egislativel
regul atory decisions of exceptional inportance.

Furthernmore, even though courts may rule, sometinmes reluctantly, that
certain governnmental or private actions do not violate the constitution, this
does not mean that such neasures are also wise policies for a denocratic society.
Courts only say what is the nmininumthat the constitution requires. Thi s
| eaves entirely open for public debate and legislative judgnent what further

protections represent the best social policy to adopt.
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B. Projections of the Size of the Plutonium Recycle Industry

When the consideration of civil liberties and a plutonium industry
entered what night be called its first phase, in 1974-76, both critics and
supporters of plutonium recycle based their arguments on projections that
envi saged a very large plutonium industry by the year 2000, and especially
by 2020.

In 1976, the chairman of the Nuclear Regulatory Commission (NRC) said
that 205 nuclear reactors burning recycled plutonium could be conmpleted in
the United States by 1985, if licensing went forward at that time. |-/ By the
year 2000, there were expected to be 2,000 nuclear reactors worldwi de, producing
and burning 2 nmillion pounds of plutoniuma year. ~/ The plutoniumrecycle
industry was expected in these projections to reach maturity about the year
2020. Projections for that date assumed there would be some 60 fabricating
plants and 2,000 reactors in the United States, with 100,000 shipnents per
year of special nuclear naterials between fabricating plants, reprocessing
plants, and storage sites. ~/ W rkers and guards in the nuclear plants and
those needed to transport and store plutonium were projected to constitute
a plutonium work force of over 1 mllion persons in 2020

These projections have been scal ed downward sharply in the past year,
reflecting a variety of factors. The following Table, drawn from the Fina
CGeneric Environnental Statement on the Use of Mxed Oxide Fuel (GESMD), indicates
the current projections of conponents for a Light Water Reactor industry using
urani um and pl utoni um recycl e.

According to the GESMO assunptions, by the year 2000 there would be
507 light water reactors and 30 plants for fuel conversion, enrichnent,
fabrication, and reprocessing. The 1976 CGESMO estimated that these facilities

in the year 2000 woul d enploy 27,000 people in the fuel cycle and 55,000



Table 1

THE PRQIECTED LWR | NDUSTRY, 1980-2000*
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WTH U AND Pu RECYCLE

Nurmber of Facilities
LWR I ndustry Conponents 1980 1990 2000
LWR S* 7 269 507
M nes** 416 1,856 4,125
MIls 21 56 I
UF6 Conversion Plants 2 4 5
Urani um Enrichnent Plants 3 3 5
W02 Fuel Fabrication Plants 6 6 7
Reprocessing Plants | 3 5
MOX Pl ants 1 3 8
Federal Repositories for Storage 0 2 2
Pl ut oni um Shiprents in metric tons** 5 tons 273 tons 1,170t ons
Conmercial Burial G ounds 6 6 11

* From Table S-10 of Final GESMO NUREG 0002, Vol .

** From Page Xl -35 of Final GESMO NUREG 0002.

1 Summary.
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people in the nuclear electrical production industry. O these people, a
maxi mum of 20,000 would be in positions that would require enployee screening
as currently used for security clearances, but perhaps only 13,000 would
require such screening if the definition of sensitive positions was nade on
a restrictive basis.

As for the size of the enploynment force needed to transport special
nucl ear material between fabricating plant and reprocessing plant, and
the safeguards problens such transportation would raise, this has become a
matter of uncertainty rather than firm projection. If the decision were nade
to co-locate fabricating plants and reprocessing plants, this would elimnate
the need for shipment off-site of pure plutonium  Coprecipitation of plutonium
oxi de and uranium oxide at the reprocessing plant would also elinmnate trans-
portation of pure plutonium

Simlar kinds of technological possibilities different than those currently
being discussed are under consideration for dealing with storage of radio-
active waste, including sone that might reduce greatly the problem of safe-
guarding storage sites.

The basic point to draw from the 1976-77 revisions of earlier projections
for a plutoniumindustry is that the size and distribution of such an industry
is now seen as bheing nuch snaller than when the civil liberties inpacts were
first examined, and with several major technological aspects as yet uncertain
or open to choice, rather than being technologically deternmined. How much this
affects the essential civil liberties problems, and the main conpeting posi-

tions on these issues, wll be discussed later.
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C. An Analysis of Likely Safeguards Measures and Their Civil Liberties Consequences
1. Current Safeguards Measures for Nuclear Powerplants

There are Federal laws that forbid the unauthorized possession of special
nuclear material, or efforts to obtain it illegally 4 Providing security against
diversion, theft, or sabotage of special nuclear materials during production,
transportation and storage has been part of nilitary nuclear operations for three
decades, and civilian reactor progranms since 1957.ﬂ Al though the standards and
procedures of safeguards prograns have undergone significant changes in these
decades, and particular threats have also shifted, the basic elenents of nuclear
safequards prograns have remained fairly constant. These involve techniques to
6/

safeguard sites from internal or external threats such as the follow ng:

1. Personnel security: (Applies chiefly to the nilitary prograns):

I nvestigation of persons applying for jobs handling nuclear
material to assure their reliability and loyalty and nonitoring
their continued stability after enploynent.

2. Intrusion control: Protecting physical sites and transportation

facilities from assault, theft or sabotage using a conbination
of guards, detection and al arm systens, and outside response forces.

3. Physical access controls: Limting worker and visitor entry to persons

with clearances and need-to-know purposes, and setting special access
controls for certain extra-sensitive locations wthin nuclear
facilities.

4, Physical inspections and surveillance: Searching of persons and

objects entering the facility to prevent the introduction of inproper
materials or renoval of protected naterials, and on-the-job physical
survei l l ance techniques.

5. Materials accountability: Enploying devices to nmeasure, on a

regul ar basis, the amount of nuclear materials present in operations

or shiprment, and to detect |osses or unexplained shortages.
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6. Preventive intelligence: Collecting intelligence about terrorist

organi zations, radical protest groups, crinminal elements, and other
potential assailants, to gain know edge with which to forestall or
be prepared for diversion attenpts.

Current safeguards techniques also include security for transportation of
special nuclear-material in special vehicles and under guard forces. Finally,
there are diversion response plans for tracing, locating, and recovering nuclear
materials that may be stolen surreptitiously or seized by force, or for responding
to blacknai[ demands by successful diverters.

Protection of private power reactors proceeded in the 1950's and 60's
from the awareness that nobst plants were using lowenriched nuclear materials that
could not be used to nake nucl ear explosives. For those plants producing and
storing plutonium highly enriched uranium and uranium 233, the grow ng awareness
in the 1970's of threats from donestic or foreign terrorist groups, and severa
incidents or threats to nuclear plants, led to a major expansion
of safeguards in 1974-76. However, the effectiveness of these neasures has been
criticized, and official safeguard requirenents have recently been increased.ZL

Much the same picture is involved in safeguarding worldw de nuclear power
activities today. Wen the United States exports nuclear materials that could be
diverted to produce explosives, it inposes physical security requirements on the
reci pient countries and has indicated that it uses teaminspections to assure that
these are adequate.gL In addition, the International Atom c Energy Agency (| AEA)
has a safeguards program based on deterence of diversion and early detection of
diversion attenmpts, with this program accepted by |AEA menber States.@ The
adequacy of both the U S. and |AEA prograns has also been criticized at recent
Congressi onal hearings, and concerns have been expressed whether effective safeguards
could be maintained in the expanded worldw de plutonium industry projected for

t he future;QL
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2. Safeguards Measures for a Plutonium Industry

Both experience with the existing nuclear power industry and other high-
security industries and Government activities indicate that the neasures that would
be designed to safeguard plutonium would not be unique. W use many of them today
in safeguarding sensitive security areas (e.g., nuclear weapons sites, gold
depositories, intelligence facilities): in safeguarding the transportation of
dangerous or valuable objects (e.g., bank currency shipments, nerve gas, Secret
Service protection of high Federal officials); and in locating dangerous
objects or persons by search techniques (e.g., airport scanning for weapons,
public health inspections or quarantines when epidenmcs threaten, custons
searches for drugs or contraband).

Sone commentators conclude, therefore, that plutonium safeguards differ
primarily in degree rather than kind from a variety of high-security situations that
we now have, and with which we have dealt without major harmto civil liberties
Qhers point to the extrenely high level of harmthat would be done to society if a

nucl ear diversion and explosion were successful (e.g., in nunbers of deaths and
long-term radiation effects) and to the inmmense public fears that even a bl acknai
threat would generate; they conclude that these risks are so great that a plutonium
saf equards program would be different in kind, not nmerely degree; it would have to

be far nore intense, permanent, and subject nore people inside plants and outside the
industry to preventive and responsive intelligence than anything we have experienced
previously.

Trying to particularize and, if possible, narrow this disagreenent requires
that we go nore deeply into what safeguards would be necessary in a plutonium
industry, especially in terms of the possible availability of neasures--technol ogica
or administrative--that might |essen the scope of intrusiveness into citizen's rights.

Several points of agreenent in the safeguards debate are inportant to
note as a baseline for discussion:

a. There is general agreenent that if plutoniumrecycle is initiated

there would be a genuine need for high-security measures. In other words, this
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woul d not be an instance in which responsible critics would allege that there was no
need for such neasures, such as when critics denied the presence of any rea

security risk to justify passage of the Alien and Sedition Laws in the 1790's or the
Pal mer round-ups of aliens in the 1920's, or the Joseph MCarthy investigations of
the 1950’'s.

h. There is general agreenment also that there is no way to renove all
possibilities of diversion by mre humane, just, or effective social policies, and
thereby obviate the need for high-security neasures. In the debates over broad
police powers of arrest, search, and seizure, for example, it is argued by some that
we should work on the underlying problens that cause high crime--such as unenpl oynent,
racial discrimnation, punishment of victimess crims--rather than allow police to
use intrusive or harsh techniques. In the case of potential threats against plutonium
plants, there is general agreement that we have no real prospects in the foreseeable
future of adopting national or international policies that would remove the causes
of all political terrorismor of renoving the causes of individual derangenent
or elimnating crinminal organizations.

¢c. There is also general agreement that there is no conplete technol ogica
solution available or foreseen that would make it unnecessary to have sone
saf equards neasures that would affect civil liberties. Unlike the situation with
machi ne scanners used in airport searches, which renmove the necessity for
hands-on searches of people and their property, safeguarding the physical sites
and transportation routes in a plutonium industry, and especially recovering
plutoniumif it were diverted, would necessitate sone neasures that have potential
for violating civil liberties. Just how many, and of what kind, represent the
point at which informed debate begins.

One other inportant observation needs to be made. Qur social values
political culture, and legal rules all conbine to give us some common understanding

about what is neant by “civil liberties,” and we are often able to turn to the
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courts to make authoritative rulings on what the Constitution requires. However
inportant as existing judicial decisions would be if and when plutonium safeguards
measures were tested in the courts, or as policy guides to legislators and
adm nistrators setting up protections of civil liberties in a safeguards system
it would be a mstake to assune that the courts thenselves would be quickly or
easily available to correct any deficiencies in a program or protect individua
rights. There are several reasons for this.

1. It is the nature of the Anerican judicial process to require that clains
of constitutional rights be determined in specific contexts, where the laws and
regul ations that have been established can be studied in detail, their application
to real persons can be exam ned, and the surrounding ethos of an on-going program
can be taken into account. Thus the U'S. Supreme Court does not issue advisory
opi nions on proposed or recently enacted laws; rather it requires real cases and
controversies involving persons with proper standing to sue and genuine |ega
interests to assert. How the courts would assess the constitutionality of plutonium
saf equards neasures would thus depend heavily on how the programs were established
who ran them what specific protections of individual rights were incorporated
in them how the prograns were actually being adm nistered, the circunstances
under which a legal challenge to the program arose, and sinilar factors.

2. There are few decisions by the U S. Supreme Court dealing directly with
the constitutional aspects of personnel security, physical security, and preventive
intelligence in the kind of clearly sensitive, high-security settings that plutonium
safeguard prograns present. There are a handful of decisions that approach the
boundaries of this problem such as rulings on standards and procedures in defense
pl ant personnel clearance prograns or in waterfront-security progranms; presidential
authority for warrantless wiretapping in donmestic-security investigations; decisions
dealing with physical searches in airports;li Beyond these lie dozens of cases

di scussing principles of liberty and fair procedure in related but |ess high-sensitive

settings; these cases provide judicial statements that can be analyzed for their
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possi bl e application as guides in the plutoniumsafeguards cont extl.ZZ But the
primary fact is that existing judicial precedents offer only suggestive concepts
to apply to the legal evaluation of plutonium safeguards measures,

3. Finally, American courts have a long history of deferring to the elected
branches of government, particularly the executive branchs when genui ne national -
security or public-safety interests are seen to be involved. This would be
especially true as far as governnent’s response to a diversion. If it were |earned
that plutonium had been stolen and was somewhere in the vicinity of a nuclear plant,
or if a credible nuclear blackmail threat were made by a political or crininal
organi zation, the dangers of such a situation would closely resenble a state of national
energency in which, traditionally, courts give the w dest imediate deference to
what executive officials feel it necessary to do to protect the public. Later,
usual ly after a war or national enmergency has ended, courts may try to adjudicate
the rights and wongs of a governnent policy, and perhaps award conpensation to
injured persons. But the ancient maxi m-during wars, the laws are silent--
reflects realistically what courts actually do when genuine national or |[ocal
crises arise.

This does not mean that constitutional guarantees would not apply to a
pl utonium industry or that court rulings provide no help in considering civil
liberties risks and options in the nuclear safeguards area. \hat it does suggest
is that existing decisional |aw offers only broad (and sonetines cryptic) concepts
from which to work in considering the high-security nilleu of nuclear power activities.

Wth these initial observations made, let us turn to a closer exam nation of
potential safeguards measures and their civil liberties consequences.?*

The safeguarding of any highly dangerous or valuable material can be posed in

terms of four basic procedures. These are:

*The following few pages depend heavily on J.N. OBrien, “Nuclear Safeguards and
Civil Liberties: A Regulatory Scheme,” Working Title--Dissertation in progress, Social
Science Departnent, Syracuse University.
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0 Enpl oyee Screening--These neasures are designed to prevent enployment in
the industry of individuals who nmight be likely to use their position to
steal or harmthe materials to be protected.

0 Access Controls--These are nethods of physically preventing protected
material from unauthorized renoval .

0 Threat Analysis--This covers activities aimed at obtaining advance
know edge of attenpts to steal or harm protected material.

0 Recovery--In the event that a quantity of protected material is mssing,
these are neasures to |locate and recover the material.

The specific neasures that could reenployed in each of these areas are

quite varied.

Those neasures which may be used in enployee screening are:

0 Compul sory disclosure questionnaires, which would force an applicant to
supply detailed infornation about her or hinself.

o National agency checks, conducted to gather, and evaluate all the information
as to suitability that the Governnent maintains on applicants or enployees.

o Full Field Investigations, in which the character and associations of an
applicant or enployee are investigated by interviewing friends and associates
and asking detailed questions regarding the applicant’s background and
lifestyle.

Pol ygraph testing, where an enpl oyee or applicant nay be asked a series

o

of questions and the enployee’'s physical responses are evaluated, in an
effort to expose any contenplated theft or other threatening activity.

0 Personality and psychol ogical testing, which is used to identify enployees
or applicants who may be considered unstable enough to be conprom sed by
outsiders or to undertake thenmselves a theft of protected material.

Measures which have been enployed to maintain control over access to

various types of valuable or hazardous naterial are:
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0 Mechanical Detection, which entails a hands-off body search for various
types of contraband (e.g., the magnetoneter used in airports for detection
of weapons).

0 Inspection of hand carried items into and out of areas containing protected
material, which is enployed to assure that no weapons, explosives, or contra-
band enter or |leave the area authorized as proper for the naterial.

0 ldentification checks, to maximze assurance that only those persons who
have been screened are allowed access to the material.

0 On-the-job surveillance, audible or visual, directed at maintaining enployee
security when enployees are handling protected materials.

0 Pat-down body searches (frisks), used to assure that an individual |eaving
or entering an area containing protected material is not carrying contraband.

0 Strip searches and body cavity searches, which are enployed as a means of
absol ute assurance that no small quantities of valuable material are being
transported out of the authorized areas.

0 Energency responses to alarm warnings or material balance accounting
insufficiencies, which may include detention, arrest, search, and interrogation
of enployees and visitors within the facility at the tine of the engergency.

Those neasures enployed to give advance warning of a threat of theft or harm

to protected materials by groups in the society at large are:

o Overt intelligence techniques, which include nane check, telephone record
checks, credit checks, and other techniques used in investigating ordinary
crime, applied to individuals or groups suspected by investigators of
being potential assailants of plutonium facilities.

o Covert intelligence techniques, which may include electronic surveillance,
unaut horized or surreptitious entries, informants and agents in various

organi zations, and mail openings.
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0 Creation of a special unit in an existing |aw enforcement agency or a

In

i ncl ude;

separate special intelligence force.

the event that plutoniumis diverted, a recovery operation could conceivably

Perimeter searches ained at cutting off routes by which protected naterial
in a known area nmight be transported away. This search may be acconplished
t hrough nechani cal detection, |essening the scope and degree of intrusion
of the search.

Area searches conducted on large areas, possibly of residential character.
These searches nmay be conducted, partially at |east, by nechanical detectors
sc as to limt, to some degree, the scope and intrusion of the search.
Evacuation of areas in which a credible threat has been made to detonate a
cl andestine expl osive device.

Restriction of population novenent in the event of a crisis triggering a
massive civilian retreat away from a threatened area.

Press censorship may be enployed to mnimze the effects terrorist activity
seeks: public attention and alarm  Censorship may be contenplated on a
voluntary basis or by |aw.

Harsh and unusual investigative techniques which may include neasures
ranging from a general round-up of those individuals suspected of being
privy to information regarding the whereabouts of the mssing material, to
interrogation by torture of individuals who are believed to possess sub-

stantial information of the nmaterials’ whereabouts.

Some of those activities are mutually exclusive, in that the enployment of one

may elimnate the need for the other. In those instances, the |east onerous alter-

native

may represent a neasure with little civil liberties damage. This is

particularly true with respect to activities designed to detect or |ocate nuclear
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material. For exanple, if a portal nonitor (doorway with a radiologically sensitive
alar@ is available which could with great certainty warn of unauthorized renoval
then the need for a physical hands-on search would be elininated

These devices are available in some cases. The technology for detection
of even small anounts of radioactive naterial has been devel oped and further
advancenents are likely. Freedom from unreasonable search and seizure is nmeant
to prevent arbitrary and intrusive actions by CGovernnent officials. A nethod
of mechanical detection is a reliable method of locating persons or places which
should be searched, and a warning from a nechanical detection device represents
the functional equivalent of probable cause. The result is that enployees
leaving a material-control access area in a plutonium reprocessing plant need not
be searched any further, if they can pass through a portal nmonitor which is
properly operating. Present nuclear safeguards have been directed at making
the detection devices as fail safe as possible, and with high reliability. If
a totally fail-safe portal nonitor system could be developed, it would negate
the need for hands-on body searches altogether.

The sane type of situation exists in the event of a recovery operation.
As a result of the weapons program hand-held radiologically sensitive devices
have been devel oped which, within a certain radius, can detect the presence of even
wel | -shielded radioactive material. As the sensitivity and reliability of these
devices increase, the intrusion necessary to assure that an area does not contain
radi oactive material decreases. In that sense, sone technological solutions
are available; current research may yield better solutions

It is useful to note that different safeguards techniques present different
| evel s of potential civil liberties harm  Sone intrusions are not overly
onerous when conmpared to intrusions already accepted by American society. An
exanple already noted is the search conducted by mechanical hands-off devices
In airports, the increasing potential of skyjacking led to the need to assure

that weapons were not being carried into the passenger conpartment of commercia
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aircraft. The magnetoneter, which can detect a netallic mass such as
a small handgun, is used to scan all passengers boarding the aircraft. The judiciary
has found this to be an acceptably mnimal invasion of privacy, given the serious
threat of a successful skyjacking.

A safeguard activity of nediumrisk is the possibility of escalation of
donestic intelligence activities in the interest of nuclear safeguards. The
status of domestic security operations is currently unsettled. The recent
study conpleted by the Senate Select Committee, charged with investigating donestic
security, found nunerous instances of sweeping and unjustified intelligence activity
and abuse of lawful intelligence objectives during the past two decades; an absence
of guiding standards to govern such activities and inadequate techniques for super-
visory control. Some conmentators have suggested that donestic intelligence
activity for nuclear security may escalate to the same unacceptable |evels that
prevailed during the past twenty years. This represents the possibility of
collecting extensive information, via such techniques as electronic surveillance
surreptitious entry, infiltrators and informants, as well as the creation of
extensive files and databanks on anti-nuclear and dissident groups, not just
declared terrorists. Wether such a phenomenon would be likely to take place
is not clearly predicable, but the danger of it happening is sufficient to
constitute a mddle-level risk to civil liberties

Finally, there are areas of concern which involve very high levels of risk.
These are nainly in those activities which would result from a successful diversion
of plutonium The type of recovery operations which would follow such a diversion
represent serious intrusions on civil liberties, and the l|ikelihood of judicial
intervention would be small. For exanple, if an area search were thought by
responsible officials to be necessary, it is doubtful that the courts would
interfere even though a sweeping area search represents an activity which is

unl awful under current search and seizure doctrines. Al though mechanical devices
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are available which make it possible to scan a roomin a dwelling and detect the
presence of plutonium even if shielded, this only reduces the scope of the
search; house to house, room by room searches over w de areas would still be
required.

Rather than go on further in this section about the risks, tradeoffs, and
possibilities for civil liberties protection involved in specific safeguards
measures, we W ll develop these discussions in the context of three main positions
about plutonium and civil liberties that have devel oped during the debates of the

past few years, since these positions frame the issues with valuable clarity.
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D. A Presentation of Three Positions Wdely Held in U S Society as to

the Gvil Liberties Risks of Plutonium Recycle

The positions described bel ow have been constructed from an anal ysis
of public statements made by civic groups and industry representatives, scien-
tific and legal experts, executive-agency officials, nenbers of Congress,
and similar comentators. The sources for their statements have been books
and articles, state and federal |egislative hearings, conference papers and
reports, and special consultant studies, all of which are set out in the
Bi bl i ography.

The approach was to identify what seened to be the logical, alternative
vi ewpoi nts that have been voiced in the recent debates. Then a single, coherent
statenent of each position's assunptions, argunents, and conclusions was
devel oped. Despite the obvious usefulness of this exercise for policy-nmakers,
no such analytic presentation of these viewpoints has appeared previously
inthe literature.

A. Position One: A Plutonium Econony Wuld Require Such Extensive

Saf equards and Curtailnent of Civil Liberties That Its Creation

Wul d Jeopardize Qur Free Society

The general theme of Position One is that the measures adequate to assure
the safeguarding of a large-scale plutonium industry would, inevitably,
require such severe intrusions into the civil liberties of enployees and
citizens that the nmaintenance of a plutonium econony is inconpatible with the
U S. system of constitutional rights. In a phrase, plutonium would bring on
a nuclear police state.

Position One begins with the follow ng key assunptions:

1.  The presence of millions of pounds of plutoniumin reprocessing plants

and in transit--when ten to twenty pounds would be enough to nake a nuclear
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device and with prevailing conditions of domestic and international
terrorism-poses a situation so perilous to public safety that only a far-
-reaching, fail-safe type of safeguards program would be sufficient to protect
the public. Therefore, the only kind of safeguards program to envisage,

for purposes of considering civil liberties inpact, is a far-reaching,
fail-safe kind" of response. Government could do no |ess.

2. Despite decisions of the courts during the past decade setting inpor-
tant constitutional linmits on personnel security programs, police intelligence
operations, government search and seizure, and sinilar activities, the
i mense potential consequences of a nuclear diversion frominside or an
assault from outside would probably lead the courts to uphold sweeping
preventive neasures for a plutonium industry. The courts would be even nore
likely to decline to interfere if governnment were taking Draconian measures
in response to a blackmail threat or nuclear incident. This release of
intelligence agencies and security investigators from constitutional linits
woul d not only be harnful in itself but also be likely to stinulate surveillance
and dossier-building in non-nuclear fields.

3. Even if a safeguards programwere originally setup with strong
civil liberties protections, witten into legislation or set out by executive
order, public reaction to thoroughly predictable incidents of diversion and
bl ackmai |, and certainly to any successful explosion, would probably |ead
to the dropping of such lintations and the adoption of a nmaxi num security
program  Thus no safeguards program can be expected to stay linited as a
pl ut oni um econony continues for any length of tine.

4, There are special dangers to civil liberties in the fact that a
pl ut oni um saf equards program would be jointly admnistered by private industry

and the federal governnent. Gving industrial security forces and corporate
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managenents a role in collecting data and managi ng security prograns
about enpl oyees, suspected assailants, and community anti-nuclear groups
woul d be a nmmjor step backward in the devel opnent of good enployer-enpl oyee
enpl oyer-uni on, and enpl oyer-community relations in this country.

5 Gven all of these likely consequences to basic liberties, and
the fact that alternative energy sources such as coal or solar power require
no such safeguards nmeasures, government and private-industry proponents of
pl utonium recycle must prove to Congress and the public that no other energy
sources or conservation prograns can be developed to meet American energy
needs, even at higher but not unbearable econonic costs

6. It is increasingly clear that opposition to the proliferation
of nuclear weapons and nuclear power plants is beconing a broadly-based poli-
tical nmoverment in the United States, and many other Western nations. Its
supporters run a gamut from left to conservative political views as well as
including various environnental -protection positions. There are bound to
be protest nmeetings, denonstrations, and possibly sone direct-action tactics
in the tradition of earlier ban-the-bomb, civil rights, and anti-war novenents
Gven this growing political mvement, any choice of energy policy that
creates highly visible targets for concern and protest in thousands of |oca
comunities and along hundreds of transportation routes will require harsh
protective responses and produce serious confrontations. Not to see this
conflict arising in the last decades of this century--and to try to avoid
it if possible--would be to invite cleavages in our society.

Based on these key assunptions, advocates of Position One have warned
that most of the intrusive kinds of safeguards will inevitably be used, that
they cannot and will not be conducted in tolerable fashion, that we can

expect no tinmely intervention by the courts, and, therefore, that plutonium
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econony would nmean unacceptable l|evels of surveillance and government
control over free expression for people who would work in plutonium plants
reside in nearby comrunities, or exercise First Amendment rights of
protest against plutonium

This |eads advocates of Position One to two concl usions

1. Whatever the other objections might be, on civil liberties grounds
al one, Congress should reject plutonium recycle as an energy policy and
prevent the licensing of plutonium reprocessing plants for commercial use

2. The United States should not export plutoniumtechnol ogy. Partly,
this is to dimnish the threat of plutonium diversions that mght be smuggled
by terrorists into this country and thus create the need for extensive
cust ons-search procedures. It is also urged in order to avoid having the
United States export a technology that would inhibit the evolution of greater
civil liberties in devel oping nations.

One special outlook of Position One is inportant to note. Its advocates
look at the future of safeguards in light of two critical events since
World War Il: the painful struggle to reverse the cold-war anti-comuni st
hysteria of the 1940's and early 1950's and the set of executive nisconducts
that are now called by the shorthand of “Watergate”.

They argue that any judgnent of how carefully and responsibly a safe-
guards policy would be conducted over the next 25-50 years, and beyond, has
to be considered in light of the fact that during the past 30 years, we have
passed through two disturbing exampl es of abuse of government power. Wth
this record, it is asked, why should a society that realizes how fragile
freedoms are in this chilly authoritarian world want to create such dangerous

tools to guard over the next half century?
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Furthernore, advocates of Position One note a series of recent events
involving the nuclear power industry which they see as denonstrating that
abuses of individual rights have already begun to arise. They cite the
creation of dossiers on anti-nuclear critics by the Texas State Police”
and infiltration of anti-nuclear groups by police in Baltinore;, 14 the com
pul sory pol ygraphing of enployees at the Kerr-MGee nuclear fuel plant
in Clahoma, with questioning about enployee nenberships in a union, having
sexual relations with fellow enpl oyees, and sinilar questions; 15 the efforts
of Virginia Electric and Power Company to secure a bill fromthe state
legislature giving its security force police-arrest powers and access to
confidential police records, to neet the conpany’s nuclear-security needs;”
and allegations that |ocal power conpanies and the national atomic industry
association nmaintain files on anti-nuclear individuals and groups. 17 These
are cited as events which foretell the kind of anti-libertarian atnospheres
that plutonium protection would foster.

As for the consequences of not proceeding with plutonium recycle, those
adopting Position One reject conpletely the argunent that failure to proceed
with a plutonium econony could lead to a severe energy shortage, increased
unenpl oynment, and wi despread econom ¢ disruption; all of which would also

bring serious civil liberties consequences. If rationing were necessary

to enforce energy conservation, this is seen as not even approaching the
curtailment of freedoms involved in plutonium safeguards. As for the dangers
to civil liberties in a possible depression, Position One argues that this
woul d still only cause tenporary hardships involving civil liberties problens,
and ones within the historical experience of this Nation several times before
According to Position One, there would be no conparison with the long-term

systemtransformng effects on civil liberties of a plutonium econony.
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Davi d Coney expressed the essence of Position One in this way:1°
“The nuclear industry's favorite taunt to its critics is: “vell,
do you want to go back to candles?” That is hardly the choice we
face, of course, but if it were, then | should rather read the Bill
of Rights by candlelight than not have it to read at all.”

B. Position Two: Safeguards Can be Adopted for a Plutonium |Industry

That Would be Both Effective Against Threats and Acceptable in

Terms of Civil Liberties

Essentially, this position sees civil liberties problenms as manageabl e
ones and the predictions of an inevitable “nuclear police state” as unjusti-
fied hyperbole, In their view, safeguards neasures must be strong but
reasonable, with the necessity for what is adopted vigorously defended
before Congress, the public, and the courts.

Position Two proceeds from the follow ng prinmary assunptions:

1. Both mlitary and conmercial operators of nuclear facilities have
been managi ng safeguards programs successfully for decades; adapting these
to the new scope and requirenments of a plutonium econonmy would therefore
represent not a totally new venture but an expansion of present operations.
What is done effectively in 60 plants can be accomplished in 500, just as
what safeguards 200 shipnents can al so safeguard 20,000. The difference is
one of degree, not of Kind.

2. It is sinply unacceptable for a large and strong society such as
the United States to let potential threats froma few terrorists, crimnals,
or disturbed people deprive the Arerican econormy and the public of a badly
needed energy supply in the next 50-100 years.

Nucl ear power is economically conpetitive with other sources, capable

of safe use, and environnentally sound, therefore the need to safeguard
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nucl ear power facilities is no nore reason for rejecting nuclear power
than allowing potential threats to close down natural gas facilities, city
water reservoirs, subway systens, or other facilities that mght be attacked
with great harmto the public.

3. Wether the size of a plutonium work force would be 50,000 or several
mllion, it is thoroughly justified to set initial personnel clearances
and continued-suitability standards for persons who choose to apply for
or work in that industry. This deprives no one of rights to pursue gainful
empl oyment, even in the nuclear field, as there will be nany other nuclear
research and operating facilities beside the comercial plutonium industry.
Since there is no draft of persons to work in the plutonium industry, nor
need there be any harnful consequences to persons denied a job in this in-
dustry (in a properly run program), it is no nore justified to attack plutonium
i ndustry clearance procedures as an unacceptable ban on individual rights
than to do this for persons given suitability clearances today for working
in the CIA in top-secret defense production jobs, or as nilitary personnel
hol ding sensitive jobs at nmissile sites. The same justification of voluntary
choice with advance know edge applies to measures such as identification
checks, screening parcels and people, admnistering polygraph examinations
periodically, nonitoring work stations by TV-canera, and conducting strip-
searches if a diversion of materials has been detected.

4,  The intrusions into personal liberties of workers, commnity
residents, and diversion suspects that would take place should a diversion
be detected or a nuclear blackmail threat be nade-- awesome as those situations
are--are really no different than if nerve gas or highly-dangerous bacterio-
| ogi cal agent were stolen froma civilian or mlitary site, or a credible
threat to use such substances were delivered to authorities. In all such

cases, Prelinmnary investigation by professionals would establish the cred-
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ibility of the danger, negotiations would be weighed, and a response
pursued that woul d be appropriate to the situation. Harsh as it is to
contenplate, there is sinmply no way a denbcratic society can elinminate
the possibility of such episodes, even by abandoni ng plutonium recycle.
The answer is neither surrendering to terrorists in advance nor installing
a police state, but a concerted policy of prevention, deterrent, noral
suasion, and particular response to specific incidents.

5. As for intelligence-gathering about potential diverters, there
is a strong need for obtaining intelligence about terrorist organizations
and other groups whose conduct indicates that they mght use violence
agai nst nuclear facilities. However, this would not be done by any special
nuclear intelligence force but by the FBI, operating under clear controls by
the Wite House and with Congressional supervision. Legislation and regulations
woul d spell out carefully the linits under which such intelligence prograns
woul d operate, both as to the range of groups on which data would be collected
and the nmethods used to do so.

Based on these assunptions, Position Two reaches the follow ng con-
cl usi ons:

1. The United States should proceed with a plutonium |icensing
program after full public participation in a rule-making proceeding, devel op-
ment of a set of safeguards requirements, and formulation of civil liberties
principles under which the” safeguards program woul d operate.

2. The United States should also proceed with sales of plutonium
recycle facilities abroad, under a safeguards program that would neet both
U S. and | AEA standards.

These conclusions are supported by the Ad Hoc Subcommittee to Review

the National Breeder Reactor Program report of 1976, which stated: “The
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suggestion that the inposition of appropriate safeguards neasures for
the nuclear fuel cycle threatens the civil liberties of the people of this
or any other country does not appear to be warranted.”lg

The mood of those chanpioning this position was well expressed by
CGerald K. Rhode, Vice President of N agra Mhawk Power Corporation, at an
Atom ¢ Industrial Forum Conference on Nuclear Safeguards in April of 1976.20
Chairing a panel on “Safeguards Studies and Legislation,” Rhode commented
that, from “the user side of this business,” he felt it essential that
“every credible situation be guarded against and every reasonable precaution

taken . . .“ He also agreed that “civil liberties are definitely involved”

in the plutonium decision, and that “public review and involvenent” in reaching

decisions on plutonium “is an absolute necessity.” However, he said, “there

is a point of absurdity beyond which the rational public should not be

expected to go in immgining safeguards hazards,” by which he nmeant both security

threats and civil liberties threats. “I amrem nded,” he observed, “of a
young sol dier who was placed on guard duty a number of years ago in an open
field on the Kansas plains.”

Soon after taking his post, he was visited by the lieutenant of the
guard, who cane by to check the effectiveness of this particular post. Wen
the soldier had snapped to attention, the |ieutenant asked him

“What would you do if you suddenly saw a battleship comng across this

field?”

The soldier thought for a monent, then brightened and replied:

“Sir, | would torpedo him”

“And where would you get the torpedo, soldier?”

“The same place you got your battleship, sir!”

In the view of the supporters of Position Two, Position One represents
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an entirely unrealistic picture of how safeguards Measures would be conducted.
In their view, fully effective plutonium safeguards can be installed
without inposing inproper limitations on the rights of plutonium workers,
community residents, Or anti-nuclear critics.

As for the concern expressed by Position One, that the United States
has passed through two disturbing exanples of abuse of government power in

the past 30 years, Position Two replies that the United States has cone

through these periods without lasting harmto civil liberties. This illustrates,
according to Position Two, that the United States Constitution and social system
have the strength and resiliency to cope with any civil liberties inpacts a

pl ut oni um saf eguards program might bring. Position Two also contends that the
civil liberties inpacts of major and prolonged energy shortages would be at |east

as far reaching as those of a program to safeguard plutonium recycle and breeders.

¢c. Position Three: An Acceptable Program of Nuclear Safeguards is

Possible but Only if Anerican Society is WIling to Run Sone

Permanent Risks of Diversion in Oder to Keep Cvil Liberties

Risks at a Low Level

This position maintains that if a persuasive case for plutonium recycle
is proven in terns of national energy needs, and if safety and environnmental
problens are nmet, then a safeguards program coul d be designed that would
be acceptable in civil liberties terms if Congress and the Anmerican people
are willing to live with sone risks of diversion in the interest of limting
risks to freedom

The assunptions that underlie this position can be summarized as follows:

1. To adopt a fail-safe or zero-risk approach to safeguards, or
even to speak of holding threats to negligible proportions, is to insure
that the civil liberties costs of such a program will be unbearably high.

Once it is assumed that reducing threats to near zero is the objective, man-
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agers of a safeguards program would be driven to adopt highly dangerous
techni ques of personnel security and preventive-intelligence.

2. Instead of this standard, Position Three urges adoption of a standard
that would trade off some small risks of diversion against heavy risks to

basic civil liberties.

3. This would mean deliberately rejecting some w dely proposed
techni ques of personnel screening, enployee nonitoring, intelligence
gathering on anti-nuclear groups, not merely because many of these techniques
are of doubtful real value but because their civil liberties costs are
too high. In balancing slightly greater risks of diversion against very
heavy risks to basic freedons, the decision would have to be made to protect
freedons.

4,  For plutonium recycle to go forward, such a set of fully-articulated
tradeoffs would have to be set out as the philosophy of a safeguards program
tested before the public in a variety of hearings and proceedings, be fully
accepted by the commercial firns and government regulatory agencies nost
directly concerned, be witten explicitly into legislation and inplenenting
regul ati ons, be subjected to firm annual reporting duties and legislative
reviews, and have procedures created for both adnministrative appeals and
judicial review Only if the accepted risks and tradeoffs were devel oped
and institutionalized in this way should plutonium recycle be allowed to go
f orward.

5, It would be especially inportant to a proper safeguards program
that the Nuclear Regulatory Commission not sinply turn over to the discretion

of the FBI the conduct of preventive intelligence for plutonium security,
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or leave the decision-making responsibility in a recovery effort or
diversion response to ad hoc devel opments anong federal, state, and |oca
officials. These activities, because they are anong the nost inportant for
civil liberties, should be defined and supervised by the NRC, possibly
with a Congressional oversight role

6. Holding to this line would involve reaffirmng the bargain year
after year and decade after decade, especially in the face of predictable
| ow-l evel incidents (see Appendix Il11-A) and possible serious incidents
This would nean that the Anerican public would have to hold the line of
moderation, refusing to let itself be stanpeded by denmmgogues and forcing
sufficient public supervision to prevent the program being subverted by
secret - governnent .

Based on these assunptions, Position Three draws the following policy
concl usi ons:

1. Congress should go forward with a full-dress review of the need
to have plutonium recycle and breeders to nmeet America's future energy needs
and of whether this process can be nmade environmentally and physically safe
If the answer to these inquiries is yes, then Congress should receive from
the NRC a fully-worked out plan for safeguards, which then would be publicly
reviewed and inmplemented in the manner described earlier (paragraph 4).

2. There is no automatic judgnent in Position Three as to plutonium
export policies by the United States, nor has this been addressed in the
literature thus far produced in support of a civil-liberties-acceptable
domestic safeguards program  Certainly the risk of plutonium being diverted
in another country and brought into the United States is a serious one
and it does not appear feasible to apply border control search measures

to prevent this, even if the authorities knew that a diversion had taken
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place and an effort to snmuggle it into the U S. would be made. still,

most advocates of this position would probably assume that other denocratic
nations could and would adopt the same freedomrespecting progranms as we
woul d, and that devel oping nations should be given the chance to have the
energy technology they wi sh.

To see how this third position would go about fashioning a safeguards
program it is worth quoting in sone detail froma report to the Nuclear
Regul atory Conmission by attorneys Timothy Dyk, Daniel Mrcus, and WIIliam
Kol asky, Jr. As their basic standard, they urged the Commission to adopt
a “least restrictive alternative” test for each component of a safeguards
program 21

We think it vital that such a “least restrictive alter-
native” approach be the keystone of the NRC s approach to the
sel ection and shaping of safeguards neasures. In approaching
a particular safeguards problem the Commission should evaluate
the inpact on civil liberties of each of the ways of solving
that problem The factors to be considered in evaluating the
i mpact of various safeguards measures on civil liberties should
include the foll owi ng: (1) the extent of the intrusion on personal
liberties; (2) the frequency and pervasiveness of the intrusion
on civil liberties (WII it be part of a daily routine or wll
it only occasionally be enmployed? WII its effects be tenporary
and limted or long-lasting?); (3) the number and types of in-
dividuals affected (enployees in nuclear plants; nenbers of
suspected terrorist organizations or dissident groups; “innocent”
menbers of the public); (4) the likelihood that a particular
saf equards neasure will actually be enployed; and (5) the Iike-
lihood that the same or sinmilar invasions of civil liberties
will take place even if the safeguards neasure under consider-
ation is not enployed.

Where resolution of a safeguards problem involves a sig-
nificant inpact on civil liberties, the NRC should choose the
met hod that has the least inpact, even if that nethod is nore
costly or less efficient. To take a sinplified exanple: physical
body searches and nechanical detection techniques (such as those
comonly enployed in airports) both have an inpact on civil
liberties, in terns of invading privacy, restricting freedom
of moverment, and raising questions of reasonable search. But
the physical body search clearly has a much more severe inpact
on individual privacy, and few would dispute that the nechanical
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detection procedure is preferable even if nore costly. On
the other hand, if mechanical detection methods are far Iless
effective than body searches, a substantial question would
be presented as to whether they are a reasonable alternative
saf eguards nmneasure.

By the same token, as to each alternate safeguards
measure the question should be asked: how can any necessary
intrusion on a civil liberties interest be mninized or niti-
gated, and”how can abuses be guarded agai nst? There are a
nunber of famliar procedural protections and checks and bal ances
that-can be incorporated into various safeguards neasures in
advance: i ssuance of a warrant based on a probable cause show ng
before a home is searched or a phone tapped; providing a right
to counsel during interrogation; conducting a hearing before
denying or revoking a security clearance. Incorporation of
such protections will not elimnate the intrusion on individual
privacy or other personal rights and interests. But it can
restrict the intrusion and give some assurance that governnental
(or governnent-sanctioned) power will not be abused.

The same type of “least restrictive’ alternative analysis
should be applied across various areas of the safeguards
system-physical security of facilities; personnel reliability;
surveillance of potential thieves and saboteurs; and reaction
and recovery plans. In fashioning a total safeguards program
which will inevitably interfere with civil liberties in a
nunber of areas, consideration should be given to whether the
adoption of neasures in one area with a certain cost in terns
of civil liberties will obviate the need for adoption of nore
onerous or objectionable means in other areas. For exanpl e,
should it prove feasible to require |icensees to adopt “real
time” inventory procedures that would nake it possible to know
at the end of each work shift whether any SNM was unaccounted
for, it mght be possible to dispense with routine searches of
enmpl oyees as they leave work. The nore sophisticated inventory
system woul d itself raise civil liberties problens--for exanple,
detention of all enployees on a shift pending resolution of
accounting discrepancies and interrogation of enployees about
those discrepancies. But a decision-maker mght conclude that the
occasional intrusions on enployee freedom resulting from such
an accounting system were less restrictive and objectionable
than a daily search procedure. On a broader scale, an extrenely
tight and effective facility security system might obviate
the need for background investigations or psychol ogical testing
of enployees. One night decide to tolerate greater intrusions
on personal freedom at the working site if the far-ranging
invasion of privacy and chilling inpact on political freedom
involved in a security clearance system could be largely or
entirely avoided.

In sum the NRC S effort should be to design a safeguards
systemthat, in toto, has the smallest inpact on civil liberties
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consistent with the achievenent of safeguards goals. Once that
has been done, the Commission will be in a position to evaluate
the benefit of authorizing new technol ogies such as plutonium
recycling against that civil liberties cost (as well as other
costs). Civil liberties, then, should enter into the NRC s
deci sionnaking both in designing particular safeguards measures
and in reaching a decision on the basic issue of whether to
proceed with the devel opnent of a new technology that will
require the inposition of those safeguards. And in factoring
civil liberties considerations into its deliberations, the
Commi ssi on should be asking not only, Wat can we do?, but also,
What shoul d we do?

There are simlar discussions of security-liberty tradeoffs in
reports by Baron, Clune, and Wle, with each insisting, as the essence
of Position Three, that plutonium recycle should proceed only if sone
saf equards for high-security situations are willingly relinquished in

the interest of preserving basic freedons.*

*Thus f @r, the American CGivil Liberties Union has not taken an official
Position One stand on plutonium recycle. A recent ACLU report noted:
“The Washington office has intervened in a Nuclear Regulatory Conmission
proceedi ng concerning the security neasures that nay be required to safe-
guard nucl ear plants fueled by plutonium The ACLU is arguing that
recycling of plutonium should not be pernmitted without a full study and
public airing of its inpact on civil liberties, and contends that the
practice should be barred if the requisite safeguards--such as stricter
security clearance neasures, expanded police powers to search for missing
pl utonium and surveillance of potential terrorists--would violate con-
stitutional rights.” ACLU Activity Report, OCctober-Decenber, 1976, page 1.
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E.  (Observations and Comments on the Three Positions

At the outset, it is fair to note that the effort to isolate the key
differences ambng the major discussants has produced some rigidity in the
statement of premises and conclusions. Someone may share a premse or even
several prenises of one position yet not feel conpelled to reach the sane
conclusion that the advocates cited as holding that position have reached

For example, a person nay believe that our experience in the civilian and
mlitary nuclear programs provides inportant insights wthout believing that
it provides definitive answers to the civil liberties questions, a stated
assunption of Position Two. O a person may believe that the voluntary nature
of enployment in a plutonium industry justifies personnel clearances w thout
concluding that it justifies nore intrusive techniques, such as polygraph
exam nati ons.

Also the differences between Position One (which would forego plutonium
recycl e because of civil liberties concerns) and the other two positions
(which would go forward with plutonium recycle with steps to solve civi
liberties problems) are clearly nore marked than the differences between
Positions Two and Three. Both Positions Two and Three recognize sone civil
liberties risks, believe these risks should be mnimzed, are willing to
accept sone security risks, and believe in balancing the conflicting interests
As a result, an individuals viewpoint night include sone aspects of both posi-
tions. Having recognized this, let us turn to a closer analysis of the assunp-
tions and conclusions of the three viewpoints

One problem with the plutonium dilemmma is that each of the three positions
outlined is partially right.

--Position One points correctly to the dangers of so much

pl utonium being handled in a world of terror and mishap; the pressure this could
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create from the public to use Draconian safeguards neasures; and the
remarkably optimstic assunptions as to unbroken national responsibility and
moderation on which both Positions Two and Three rest their faith

--Position Two remnds us that the year 2020 is not comng imediately;
that a plutonium industry would develop slowy and could therefore be safe-
guarded step by step, nodifying the technol ogy, physical |ocations, plant
desi gn, shipment procedures, and nmany other elements as it went along; and
that safeguards techniques could be installed in equally evolutionary and self-
correcting fashion.

--Position Three is persuasive in suggesting that it has been a traditiona
feature of American pragmatism to resist either-or choices, and to seek ways to
trade off one set of risks against another in a way that preserves inportant
values of both liberty and order. By taking relatively minor risks of diversion,
using all the mechanical and technol ogi cal means available and going to hardened
site, the necessity of using harshly intrusive enployee security and potential-
group surveillance could be avoided

Though there are persuasive elements in each position, it is equally helpful
to exam ne what are the weak points, or points of uncertainty, in the three main
positions.

The extent to which the concerns expressed Position One are realistic is
dependent to some degree on the specific details of the safeguards and security
measures used by a plutonium industry. For exanple, the concerns about diversion
during transportation of special nuclear material would be greatly reduced if
collocation of fuel reprocessing and fuel fabrication facilities or coprocessing
(without collocation) conpletely elimnated transportation of weapons material
Secondly, concerns about assaults by outsiders would dimnish if facilities
contai ning special nuclear material were convincingly designed to prevent

renoval of weapons nmterial by a large, heavily armed band
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Such successful perineter defenses for colocated facilities would probably
reduce or elimnate the need for off-site security neasures such as surveillance
and dossier-building on menbers of the public. In effect, the industry's
attitude would be “We don’t care what plans outside groups are making, we can
withstand anything they conme up with.”

If the nunber of people in the plutonium industry who woul d be subjected
to full field investigations of their backgrounds, and would be subjected
fromtinme to time to such neasures as physical searches and surveillance were
very limted in nunber (to a few thousand), the civil liberties infringements
invol ved would not be significantly greater than presently exists in the defense
industry or other sensitive private activities. It is not clear, however, what
nunber of persons nust be affected in order to reach a point of civil liberties
concern; some people mght regard 10,000 as an acceptable upper limt for such
intensive security measures; others might accept higher nunbers.

The assurances contained in Position Two would be disputed by many
know edgeabl e persons. It is not certain that the past and present safeguards
system has been totally successful. The very large anounts of Material
Unaccounted For |eave open the possibility that diversions have already
taken place over the past 20 years.

It is not clear that Position Two is correct in saying that an expanded
plutonium industry nerely represents a difference in degree, not in type.

In cases where plutonium facility becomes a ngjor enployer (or the doni nant
enployer) in a comunity, there is |less freedom of choice for residents

as to whether they |accede to the security restrictions or refuse to work
at the facility. In small rural comunities the conpany town syndrome may

appear, making it difficult for enployees to resist extensive security neasures.
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Position Three is not without its conceptual shortcomngs as well. Past
experience with security officers makes nmany persons dubious about the
possibility of containing a security programto least restrictive security pro-
cedur es. Security personnel are prone to seek tighter neasures, regardless
of civil liberties inplications. They tend to gravitate toward easy or fool-
proof techniques that invariably involve infringement on civil |iberties.
Moreover, even with tight internal security and strong perimeter defenses, it
is likely that security personnel would keep pushing for positive intelligence
(e.g. surveillance, inforners) about potential attackers or critics. The
nature of security officers is to want to reduce all risks to negligible
proportions, which contradicts the assunmptions of Position Three.

It has been hypothesized by sone proponents of Position Three that
addition of onbudsmen or public advocates to the system woul d protect against
unwarranted security intrusions. Such an onbudsman would act as a third party
to restrain security or prosecutors when they sought judicial approval for search
warrants, surveillance or surreptitious entry. Yet there is a danger that
constant proximty to such processes may render the onbudsman too sensitive to
the needs of the security forces so that she or he becones part of a triunvirate
(including the prosecutor and judge) that authorizes the infringements of civil
|iberties. Qur experience with seeing regulators over-sensitized to the interests
of the regulated should teach us that it is a basic phenomenon of human nature to
become synpathetic to persons with whom one associates constantly.

It could also be said that Position Three assunes a greater degree of
rationality than has yet been observed in the nuclear regulatory area or any
other government agency. The procedural, legislative and admnistrative
arrangenents necessary may be beyond realistic inplementation by Congress,

agency officials, and managenent of industry.
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Finally, Position Three may be ignoring the backlash effect that would
occur if a successful diversion resulted in a major threat or actual casualties
It is not clear that the original linted safeguards system contenplated by
Position Three would survive the pressures of an outraged public deternined
to prevent any further incidents. Indeed, it could be argued that to the extent
one limts the original problem one is increasing the risk of an incident,
and this will ensure that such a backlash will eventually occur. On the other
hand, a maxi num safeguards program such as is contenplated by Position Two may
preclude any incidents from occuring, but result in the same degree of infringenent
of civil liberties as would occur if an incident took place as a result of a
limted program under Position Three

In trying to decide which one or conbination of these views is nore right
and therefore should be used in policy-naking, we should recognize that we do
not have here a problem that can be put to the tests of either logic or enpirica
investigation. There is no way we could lay out a set of factual questions to
be answered by research, or to design a pilot program from whose results clear
guidelines for decision could be plotted. The reality is that each of these
positions rests, fundanentally, on socio-political judgments as to how
Anerican governnment and public opinion have dealt in the past with threats to
national security (real or assumed) ; how government and commercial security
forces would be likely to carry out a safeguards program even one that was
highly respectful of civil liberties in its formal framework; how much privacy,
di ssent, protest, and cultural diversity our civil liberties traditions demand
or our society should encourage; and how the Anmerican public would probably
respond to diversions, blackmail threats, or a nuclear explosion, in terns of
its shocked post-incident attitudes toward the scope of safeguards measures

W al so have no real guide to decision in the way that other industrialized
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denocracies are dealing with the plutoniumrecycle issue. Inquiries made for

this report in Canada disclosed that there has been no governnent inquiry or

public debate as yet about the civil liberties aspects of nuclear power,
t hough several environnental and civil liberties groups expect to raise this
i ssue soon. 22

In Britain the debate over plutonium and civil liberties is in al npost

exactly the same stage as in this country. Britain has been actively pursuing
pl ut oni um recycle during the past decade, with a governnent-sponsored program
pl anned to nove toward |arge-scale uses in the next 25-50 years very nuch |ike
those projected by the AEC for the United States. However, a recent report of
the Royal Commission on Environmental Pollution (the Flowers Committee) raised
serious questions about the safety risks, environnental effects, and civi
liberties dangers associated with nuclear power devel opment. 23 on this |ast

issue, the Flowers Report wote:*

The problenms of safeguarding society against these hazards

coul d becone formdable in a “plutonium econony”. There are
particular risks during transport of the elenent between nuclear
instal lations, although techniques could be adopted to nake access
to the plutonium both dangerous and difficult. There is also
however, the risk of theft of plutonium by direct action at
installations where it is stored or by people working in the
industry. OF course, nany neasures are taken to prevent this
but it cannot be entirely ruled out. In order to counteract
these risks, some people foresee the need for the creation

of special security organisations which, because of the vast
potential consequences of plutonium |oss, would need to exer-

ci se unprecedented thoroughness and vigilance to safeguard the
material while significant quantities remained on the earth

in accessible form..

Many people are concerned about the inplications for society of
the security arrangements that night becone necessary in plu-
toni um econony. An effective security organization could not

be nerely passive, sinply reacting to events. It would need to
have an active role (as was recommended for the USA in the Rosen-
baum report; that is, to infiltrate potentially dangerous organ-
izations, nonitor the activities of nuclear enployees and nenbers
of the public and, generally, carry out clandestine operations,



[ - 170

It would also need to have powers of search and powers to clear
whol e areas in an energency. Such operations mght need to be
conducted on a scale greatly exceeding what would otherw se be
required on grounds of national security in denocratic countries.
The fear is expressed that adequate security against nuclear
threats will be obtained only at the price of gradual but inexor-
able infringements of personal freedom

We are sufficiently persuaded by the dangers of a plutonium
econony that we regard this as a central issue in the debate
over the future of nuclear power. W believe that we should not
rely for something as basic as energy on a process that produces
such hazardous substances as plutonium unless we are convinced
that there is no reasonably certain econonmic alternative.

Last Cctober, this position was taken up in greater detail in a bookl et
publ i shed by three organizations: Friends of the Earth, the National Council
for the protection of Rural England, and the National Council for Cvil

Li berti es. Titled Nuclear Prospects: A comment on the Individual, the State,

and Nucl ear Power, this booklet explored in detail all the civil liberties

probl ems that safeguarding a British nuclear power program would entail. Gven
the w de powers of governnent secrecy, governnment controls over the press,

and strong police emergency powers that British law and tradition support,

the authors of the study conclude that the British nuclear power program
presents grave threats to British freedom and is “bound to produce serious
civil disorder”. However, these groups did not adopt a ban-recycle-now
position (Position One in the American debate). Instead, they called on the

government to address these issues in public proceedings:

An over-riding characteristic of the recent nuclear debate has
been the insistence of those conmtted to the nuclear option
that the issues at stake are essentially technical. However,
the matters discussed in this paper are not the province of
experts. They are properly the concern of all of us.

Any commitrment to a new technology gives rise to social and
political side effects. In our view this nay prove truer of
nucl ear power than of nost technologies. Mreover, the time
to anticipate these side effects is now, before a full commt-
ment to deploy the technol ogy has been made. The scale of
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Britain's contenplated commitment to nuclear power is so great
that a decision to proceed could well be irreversible.

Qur survey nekes no claimto being complete, nor does it pretend
to answer the range of questions it raises. However, there is
little in the public record to suggest that the Government,
poised to vault us into a nuclear future has addressed itself to

these questions in any but the nost superficial way. W hope
very nuch it will begin to do so now.

As these British comentaries (and others listed in the Bibliography,
Sectio,E) indicate precisely the same technical and socio-political issues
are now being put to Parliament and the British public as Congress and
the American public must decide. There is support in British government
documents, parlianentary reports, conmmercial industry materials, and civic-
group literature for each of the three positions conpeting on the American
scene.

One other observation should be made, this one dealing with the capacity
of the United States to police the adequacy of safeguards in other nations that
m ght possess plutonium technol ogy. Beyond the issue of whether we could have
sufficient continuing powers of inspection to guarantee the internal neasures
against diversion or the physical security of facilities against attack, it

seems doubtful that we could exercise many controls over the civil liberties

di nensi ons of such foreign nuclear industries. Neither we nor the |IAEA could
reasonably expect such nations to allow nonitoring of the way they conduct
their enployee screening and stability-monitoring progranms, especially to let
outsiders exercise any control over the criteria they used as to loyalty and
disloyalty to the country or reginme. Qutside authorities could not reasonably
expect to have supervisory authority over the way that nations's intelligence
agencies carried out surveillance of potential terrorist and radical groups,
or political dissenters, within that country. Finally, if a diversion were

suspected or established, any nation would insist upon entire freedom of
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action in determing how its security forces would respond. Thus it is clear
that whatever supervision of physical security measures mght be inmposed and
nonitored bilaterally or by international agency, the civil liberties fallouts
froma plutonium industry would be beyond such external influence

The task that faces Congress in trying to control nuclear proliferation
including the decision whether creation of U S. plutonium industry at hone or
export of such technology abroad will increase the dangers of such proliferation,
is an extraordinarily inportant choice. VWhat this report has discussed is
inmplications for civil liberties in what we decide, how we proceed, initially if
we do license plutonium recycle, and how we police the boundaries and operations
of a safeguards system throughout its course

Utimately, it would seem necessary for the U S to naeke its decision on
a total package basis, not on the civil liberties considerations alone. To put
this more clearly, Position One becomes harder to nmaintain if the case is made out
that pursuing sone plutonium recycle is essential for the energy needs and nationa
i ndependence of American society. Wre that case made out in a public proceeding,
there would still remain inportant issues of how large a plutonium industry needed
to be, and how it might be located and used. These matters, as we have seen
woul d have inportant inplications for safeguards and civil liberties inpacts.

The single nost inportant conclusion suggested by this review is that, if
a plutonium industry as described in Table I were to be pursued in the near
future, steady attention would need to be paid by Congress, the executive agencies,
public-interest groups, and the courts to the way in which safeguards are defined
adm ni stered, nonitored, and reviewed. Keeping such a plutonium safeguards program
consistent with civil liberties would beconme one of the nbst inportant, continuing

tasks of all those who cherish American freedom
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