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APPENDIX A

Letters of Request

Senator  Edward M.  Kennedy
C h a i r m a n  o f  t h e  B o a r d
O f f i c e  o f  T e c h n o l o g y  A s s e s s m e n t
119 D Street ,  N.E.  
Washington, D. C. 20510

D e a r  S e n a t o r  K e n n e d y :

The House Committee on the Judiciary ,  Sub -
C o m m i t t e e  o n  c i v i l  a n d  C o n s t i t u t i o n a l  R i g h t s ,  p u r s u a n t  t o
i t s  l e g i s l a t i v e and oversight responsibi1ities over the
FBI , i s  cu r r en t l y  unde r t ak ing  a  s t udy  o f  t he  FBI ' s   
c r i m i n a l  j u s t i c e informatrion systems and related matters.
T h e  C o m m i t t e e  h a s  b e e n  i n t e r e s t e d  in  this  area f o r  s o m e
time , m o s t  r e c e n t l y  i n  c o n n e c t i o n  w i t h  t h e  B u r e a u  s
r e q u e s t  t o  t h e  D e p a r t m e n t o f  J u s t i c e  f o r  n e w  e q u i p m e n t
a n d  m e s s  a g e  s w i t c h i n g  c a p a b i l i t y  f o r  i t s  N a t i o n a l  c r i m e
I n f o r m a t i o n  C e n t e r . The  Subcommi t t ee  ha s  focused  i t s
attention on the systems cost-effectiveness,  e f f i c i ency,

s e c u r i t y  a n d  p r i v a c y  p r o t e c t i o n s  . I n  a d d i t i o n ,  t h e
l a r g e r  i s s u e o f  w h a t  s h o u l d  b e  t h e  r o l e  o f  t h e  f e d e r a l
g o v e r n m e n t i n  t h i s  e x c h a n g e  o f  i n f o r m a t i o n  b y  a n d  f o r
l o c a l   l a w  e n f o r c e m e n t  a g e n c i e s  h a s  b e e n  r a i s e d .

I n  v i e w  o f  t h e  t e c h n i c a l  c o m p l e x i t y  o f
n a t i o n w i d e  c o m p u t e r i z e d  i n f o r m a t i o n a n d  t e l e c o m m u n i c a t i o n s
s y s t e m s ,  t h e  C o m m i t t e e  w o u l d  l i k e  t o  h a v e  t h e  a s s i s t a n c e
o f  t h e  O f f i c e  o f  T e c h n o l o g y  A s s e s s m e n t . I n  p a r t i c u l a r ,
w e  b e l i e v e  t h a t  O T A ’ S  a s s i s t a n c e  w o u l d  b e  m o s t  h e l p f u l  i n
a d d r e s s i n g  t h e  f o l l o w i n g  i s s u e s :

1 . Eva lua t i on  o f  t he  Bureau ’ s  NCIC  sys t em
i n  t e r m s  o f  b e n e f i t s  t o  t h e  u s e r s ,  a c c u r a c y  o f  t h e  d a t a ,
s p e e d ,  e f f i c i e n c y  a n d  r e l i a b i l i t y .

2 . T h e  D e p a r t m e n t  o f  J u s t i c e  i s  c u r r e n t l y  
d e v e l o p i n g  a p r o p o s a l  w i t h  b o t h  s h o r t  a n d  l o n g  r a n g e
p l a n s  f o r  t h e f u t u r e  o f  N C I C , t h e  F B I ’ s  r o l e  i n  l a w
e n f o r c e m e n t  t e l e c o m m u n i c a t i o n s  s y s t e m s  a n d  m e s s a g e
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Senator  Edward M. Kennedy
S e p t e m b e r  1 2 .  1 9 7 7
Page 2

s w i t c h i n g  g e n e r a l l y . A n  a n a l y s i s  o f  t h e  p r o p o s a l  i s
n e e d e d  i n  t e r m s  o f  t h e  i s s u e s  r a i s e d  a b o v e ,  i . e . :

does  the p r o p o s a l  c a l l  f o r  i m p l e m e n t a t i o n  o f
the  newes t  and  bes t  t echnology  ava i lab le  ( I s
that  t echnology  necessary  to  carry  out  the
funct ions  descr ibed  in  the  proposa l? ) ;

d o e s  i t  p r o v i d e  f o r  a p p r o p r i a t e  p r i v a c y  a n d
s e c u r i t y  m e a s u r e s  a n d  s a f e g u a r d s  f o r  c o n s t i t u -
t i o n a l  r i g h t s  a n d  c i v i l  l i b e r t i e s ;  .

d o e s  i t  t a k e  i n t o  a c c o u n t  t h e  n e e d s  o f  i t s
p r i m a r y  u s e r s ,  t h e  s t a t e s ,  o n  a n  o n g o i n g  b a s i s ;

d o e s  i t  o r  s h o u l d  i t , p r o v i d e  f o r  s y s t e m a t i c
a u d i t s  o f  t h e  s y s t e m , b o t h  i n t e r n a l  a n d  e x t e r n a l ,
announced and unannounced;

w i l l  i t  i m p r o v e  t h e  s p e e d  o f  r e s p o n s e  a n d  r e d u c e
t h e  c u r r e n t  d o w n t i m e  l e v e l s ,  b o t h  o f  w h i c h  a r e
c i t e d  a s  p r o b l e m s  b y  s o m e  u s e r s  a n d  o u t s i d e
c o m p u t e r  e x p e r t s  ( A r e  t h e s e  i n  f a c t  s e r i o u s
problems?)  ;

d o e s  i t  s t r i k e  t h e  a p p r o p r i a t e  b a l a n c e  b e t w e e n
s t a t e  a n d  f e d e r a l  c o n t r o l  o f  t h i s  s y s t e m ,
k e e p i n g  i n  m i n d  t h a t  t h e  S u b c o m m i t t e e  l e a n s
t o w a r d  t h e  l e a s t  i n t r u s i v e  f e d e r a l  ( F B I )  i n -
v o l v e m e n t  p o s s i b l e , c o n s i s t e n t  w i t h  e f f i c i e n t
o p e r a t i o n  o f  t h e  s y s t e m .

T h e s e  q u e s t i o n s  a n d  i s s u e s  a r e  n o t  m e a n t  t o  b e
a l l - i n c l u s i v e . Fo r  example , i n  a  r e p o r t  p r e p a r e d  f o r  t h e
S u b c o m m i t t e e  b y  t h e  S c i e n t i s t s ’  I n s t i t u t e  f o r  P u b l i c
I n f o r m a t i o n , a  c o p y  o f  w h i c h  i s  e n c l o s e d ,  a d d i t i o n a l
p r o b l e m s  w e r e  c i t e d , a n d  s u g g e s t i o n s  f o r  c h a n g e  w e r e  m a d e .
Y o u r  e v a l u a t i o n  o f  t h o s e  p r o b l e m s  a n d  s u g g e s t i o n s  w o u l d
a l s o  s h e d  m u c h  l i g h t  o n  t h i s  i n q u i r y . F i n a l l y ,  y o u r  a n s w e r s
t o  a l l  o f  t h e s e  q u e s t i o n s  m a y ,  i n  t u r n ,  l e a d  Y O U  t o
i d e n t i f y  a n d  a s s e s s  a l t e r n a t i v e s ,  w h i c h  w o u l d  b e  u s e f u l  t o
t h e  S u b c o m m i t t e e ’ s  s t u d y .
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Senator  Edward M .  K e n n e d y
S e p t e m b e r  1 2 ,  1 9 7 7
P a g e  3

Y o u r  a s s i s t a n c e  i n  t h i s  m a t t e r  w o u l d  b e
g r e a t l y  a p p r e c i a t e d . W e  l o o k  f o r w a r d  t o  h e a r i n g  f r o m
y o u  i n  t h e  n e a r  f u t u r e .

PETER W. RODINO, JR.
CHAIRMAN

S i n c e r e l y ,

Don Edwards
Chairman
Subcommi t t ee  on  C iv i l  and
C o n s t i t u t i o n a l  R i g h t s
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SCIENTISTS INSTITUTE FOR PUBLIC INFORMATION
355 Lexington Avenue
New York, N.Y. 10017

(212) 661-9110

TASK FORCE ON SCIENCE AND TECHNOLOGY
IN THE CRIMINAL JUSTICE SYSTEM

Project on Criminal Justice Information Systems

Report on inspection and briefing at the National Crime Information Center,
July 12,1977, and follow= up, August 2,1977.

Prepared by:

John J. Kennedy, Esq.
Director, Criminal Justice Task

Force
August 3, 1977

On July 12, 1977, a group representing SIPI’S
Task Force on Science and Technology in the
Criminal Justice System performed an on-site
inspection of the National Crime Information
Center at Hoover FBI Headquarters in Washing-
ton, D.C. A briefing was conducted by Ray-
mond J. Young, Assistant Section Chief, NCIC,
and a lengthy question period followed. The
SIPI group consisted of the following computer
scientists: Daniel D. McCracken, Task Force
Chairperson, and Vice-President of the Associa-
tion for Computing Machinery; Joseph Weizen-
baum, Professor of Computer Science, Massa-
chusetts Institute of Technology; and Dr.
Myron Uretsky, Director, Management Deci-
sion Laboratory, New York University Gradu-
ate School of Business Administration, They

were accompanied by John J. Kennedy, Esq.,
Task Force Director, and Alan McGowan,
President of SIPI. After a preliminary report of
that visit was prepared, Mr. Kennedy returned
on August 2, 1977 to meet with Frank B. Buell,
Section Chief, NCIC, and with Mr. Young, to
give the FBI an opportunity to respond to the
preliminary report. As a result of that follow-up
visit, some corrections were made in the pre-
liminary report. The thirteen points discussed
below represent some problem areas of the
NCIC as they appeared to the SIPI group as a
result of these visits.

1. There is no regular auditing of NCIC data
and procedures by a relatively independent
auditing authority. Department of Justice
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Regulations place the responsibility for the
auditing of Computerized Criminal History
data on each state to perform its own audit.
The NCIC Advisory Policy Board state-
ment of October 20, 1976, also mandates
systematic audits on the part of the states
with respect to CCH data. There are no
Regulations at all which mandate any audit
of non-CCH data. Therefore, neither the
FBI nor any other agency except the sub-
mitting state audits what goes into the
system and how it goes in, The FBI only
scrutinizes state systems when it is invited
to do so by that state, or when the FBI
suspects wrongdoing on the part of em-
ployees of the system. The FBI does point
out errors in procedure and obvious data
errors that come to its attention, However,
the opinion of the Task Force was that in-
dependent auditing, both announced and
unannounced, as in the case of bank audits,
is crucial to maintaining the accuracy and
integrity of data, and to ensure that ade-
quate computer management practices and
safeguards are being followed. For exam-
ple, the rate of inaccurate records can best
be determined by independent audit, but at
the present time such figures for the system
as a whole are unavailable. Finally, one
Task Force member felt that the “friendly”
relations between the local law enforce-
ment agencies and the FBI, and the desire to
keep those relations friendly, militated
against a system where one part was truly
looking over another part in a critical way.

2. There has been no in-depth evaluation of
the actual benefits of NCIC either per-
formed by the states or by the FBI despite
10 years of operation. Except for a number
of highly dramatic incidents that are
reported on occasion to indicate that NCIC
works, there have been no studies, evalua-
tions, or reports which give hard data on
the benefits that have resulted to criminal
justice as a result of NCIC. For example,
what use does the criminal justice com-
munity make of NCIC data, and how does
this improve criminal justice efforts? The
actual benefits of NCIC still remain in the
area of surmise, rather than demonstrated
results.

3.

4.

For such a vast system, containing over 61/2

million records, with 250,000 transactions
per day, the hit ratio was not demonstrated
to be impressive. The system has about
1,000 hits per day, of which 50% were for
stolen vehicles, 20-25 1%0 for wanted per-
sons, and the rest scattered over the other
six non-CCH files. There was no reliable
data available for the CCH hit ratio. With-
out studies of the context of the hits, even
in cases involving the “hot” files there is no
proven demonstration of the significance of
these hits. There is insufficient available
proof of whether an extremely rapid re-
sponse, which NCIC is designed to pro-
vide r is of such vital significance in a great
proportion of these 1,000 daily hits. In ad-
dition, all of the information obtained
through NCIC could be obtained else-
where, admittedly, by a less rapid manner,
since all the data is kept at the state level.
There are other sources of criminal justice
information in addition to this state main-
tained data. For example, there is a stolen
car list maintained by a consortium of in-
surance companies which the FBI admits is
in some respects more accurate and up-to-
date than the NCIC stolen vehicle file
which relies on state-supplied information.
Perhaps the NLETS system, in the case of
much interstate information, is an ade-
quate, alternative communication device.
The maintenance of the huge NCIC system,
growing every year, may be subject to
question when there is no demonstration
that the 1,000 daily hits provide a signifi-
cant benefit to law enforcement, and that
comparable information may be available
by other means, at cheaper cost, and with
less significant problems involving in-
tergovernmental relations.

The downtime of the system was viewed as
excessive. There are about 30 hours per
month of unscheduled downtime, and
about 2-3 hours per month of scheduled
downtime. On 7/12/77 the system had
operated for eight straight days without
downtime, but has had other occasions
when the system was down for as long as
11 hours. It requires a minimum of 45
minutes to restart the system after down-
time; it requires a cold start; and the down-
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time is more due to hardware than soft-
ware. Although the system has 94% up-
time, the Task Force said that this would be
an unacceptable record in most commercial
enterprises. If such downtime existed in a
bank or insurance company, it would be a
situation requiring immediate corrective
action. The FBI plans to request additional
funds for some costly equipment upgrad-
ing, designed, in part, to solve this problem
of downtime.

5. “Expungement” from the system does not
mean true expungement of a record. Back-
up tapes and a log are necessarily main-
tained by NCIC for system reliability pur-
poses. This is a necessary precaution com-
mon in computer systems. However, since
back-up tapes and a log are maintained,
“expungement” (“cancellation,” “clear”)
from NCIC really means that the expunged
data is not available on-line, but does exist
on tapes that are kept at FBI Headquarters.
Expungement from NCIC can occur due to
the fact that the initial entry was incorrect,
among other reasons, but even this sort of
expungement would still entail a record be-
ing maintained by the FBI, even of the er-
roneous data, kept on back-up tapes. The
problem of expunged data does not involve
insignificant numbers. For example, in a re-
cent ten-day period, there were cancels and
clears on 17,000 stolen vehicles, 2,500 CCH
files, 1,000 “articles,” 2,000 license plates,
6,200 wanted or missing persons, and 1,800
guns. There are a variety of reasons for
these clears and cancels, but some percent-
age of them involve errors that put people
into the files who never belonged there in
the first place. Yet, these records will be
maintained on NCIC back-up tapes.

6. There have been at least eight lawsuits
resulting from the use of NCIC data, one of
which was directed against the Section
Chief of NCIC. These suits can result from
false arrest, unlawful search and seizure, or
other improper practices. One of the side
benefits of not fully expunging data is to
defend law enforcement personnel from
lawsuits by pointing to data that had
previously been maintained in NCIC at one
time, which may have given “probable

cause” for the law enforcement action that
the lawsuit arose over.

7. The FBI admits that there has been poor
disposition reporting by the courts. This
means that arrest records remain in the sys-
tem without updating of the outcome of
that arrest. The arrest records do not drop
out of CCH even if no disposition is ever
reported. Although there are limits on the
dissemination of arrest data to non-crimi-
nal justice agencies, nonetheless, data on
stale arrests are not removed from the sys-
tem. One Task Force member suggested
that arrest data in CCH be removed unless
there is prompt disposition reporting. As
the system is now operated, a person will
have an arrest record maintained indefi-
nitely in CCH whether or not he is ever
convicted in a court.

8. NCIC requires a cumbersome correction
and updating procedure. When an entering
agency corrects an error or wishes to up-
date a record, it must transmit that data to
the central state control terminal, for fur-
ther transmission to NCIC central head-
quarters in Washington. However, in addi-
tion to the data having to pass through sev-
eral different steps for correction, this pro-
cedure doesn’t provide for complete correc-
tion or updating of NCIC data. For exam-
ple, assume that Florida has made an input
of incorrect data to NCIC, or certain data
that it has input is now stale. Suppose that
this is CCH data concerning John Doe. If
Michigan makes an inquiry to NCIC about
John Doe, Michigan will receive either in-
correct or stale data. Further assume that
Florida then corrects or updates John Doe’s
record, Nonetheless, Michigan is still in
possession of the stale or incorrect data on
John Doe, and unless Michigan makes
another information request on John Doe,
Michigan will not receive the correct and
up-to-date data through NCIC. It is not
possible for Florida to directly update or
correct Michigan’s record on John Doe
through NCIC. Under current procedures,
even after Florida has carried out the proc-
ess of correction on-line, nevertheless, the
FBI still must inform Michigan through the
mails that there has been an expungement
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9.

on John Doe. There is no mail correction or
updating on non-CCH files. Local law en-
forcement agencies are advised not to act
on old NCIC hits. Only fresh hits are
viewed as being adequate, and even then,
the person who gets the hit must confirm
this information with the entering state by
another means than NCIC.

The procedures for the verification and cer-
tification of data by the states does not pre-
vent at least some stale and incorrect data
from being in NCIC at any given time.
Every six months the FBI sends to each state
either a print-out or tapes of the data that
that state has submitted to NCIC that is still
being maintained in the system. The state
must certify that this data is correct. How-
ever, unless the state at that point takes af-
firmative action to correct the data sent
back to it by the FBI, the data will remain
in the system. That is, the state certification
procedure makes the implied assumption
that the data, as it is already being main-
tained, is correct and up-to-date. One Task
Force member suggested that an alternative
method would be for NCIC to periodically
start with a clean slate, and have each state
submit all data at that point which it could
certify as correct and up-to-date. By the
former method, there is an implied assump-
tion that the data in the system is correct
and up-to-date. By the latter method, no
such assumption is made, and a greater
burden of verification and certification is
placed on each state. A second problem is
that the certification procedure is carried
out only every six months. This can leave a
substantial time gap in the correction of
records which allows a certain percentage
of bad data to remain in the system during
that time gap. Finally, the sanction for a
state which certifies data incorrectly can in-
clude being cut-off from the system, which
can also be applied in cases of improper
practices of other kinds. However, because
the sanction of cut-off is viewed as dracon-
ian, it is applied sparingly. No state has
ever been cut off from the hot files. Only
one local law enforcement agency has ever
been cut off from NCIC, and that was an
action taken by the State of Ohio. Three
other states in the past have been tem-

10.

11.

12.

porarily cut-off from the CCH file due to
reorganization of procedures in those
states, but have since been restored to
CCH. In a system where the only effective
sanction is cut-off, the problem of enforc-
ing procedures is a delicate one.

People are not informed when a CCH rec-
ord is maintained on them. They do have
the right to check their own file through a
cumbersome process and the payment of
fees in some cases, but figures were not
available on the number of people who ac-
tually do check. There was some feeling ex-
pressed by Task Force members that people
should be informed periodically if a record
is being maintained concerning them. Ad-
dress information of the people on which
records are maintained appears on the fin-
gerprint cards related to the record in CCH.

There are serious security and privacy con-
siderations when between 6,6oo and 7,000
terminals can access NCIC nationwide. As
the number of terminals increase, with a
potential of 45,OOO local, state, and Federal
criminal justice use terminals, the oppor-
tunities for abuse also increase. As long as
someone can either gain unauthorized ac-
cess themselves, or gain indirect access
through an authorized user, a system con-
taining sensitive data is open to abuse.

Despite nearly six years of operation, only
11 states are participating in the CCH por-
tion of NCIC by providing some input, and
of these, only 2 are fully participating in the
sense of providing input of all arrest rec-
ords. FBI Director Clarence M. Kelley, in
an April 1.5, 1977 memo to Attorney Gen-
eral Bell, reiterated his previous request to
terminate FBI participation in the CCH
portion of NCIC. Director Kelley’s reasons
repeated his previously advanced reasons
such as excessive cost of the system, lack of
participation by the states, and the absence
of authority for a “message-switching”
capability which caused duplication of data
at both the state and Federal levels. CCH
records make up about 1670 of the total
number of records in NCIC, yet even the
head of the agency that manages the system
questions the efficacy of this portion of it,
and calls for the end of this portion.
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13. In a May 19, 1977 memo, Peter F. Flaherty,
Deputy Attorney General, wrote to Direc-
tor Kelley that the Justice Department had
undertaken a study to see if “interstate
message switching should be authorized for
the CCH program. ” Message switching
would entail keeping CCH data on Federal
and multi-state offenders centrally main-
tained by the FBI, but having data on
single-state offenders (about 70% of the
total) maintained by the states. The FBI
would keep a “pointer” file which would
direct an inquiry from State X to the proper
state where that CCH record was being
maintained, and the capability would exist
for State X to query State Y through the
NCIC. The FBI would supply the facilities
for a state to inquire over FBI maintained
lines to each of the other states. However,

this raises at least two questions. One, with
direct state-to-state access, through the FBI,
would there be a tremendous increase in the
amount of criminal justice information that
would be available on-line? For example,
California’s CLETS system submits only
about 10% of its criminal history data to
CCH, determined by the gravity of the of-
fense, residence of the defendant, and other
factors. However, with direct access,
would the entire CLETS system be avail-
able to other states? The Task Force felt
that as interconnection increases, problem
areas multiply. Two, in this electronic con-
text, due to the design of this central
switching system, would this mean that the
FBI would control the flow of ever-increas-
ing amounts of criminal justice information
throughout the country?
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Appendix A

Task Force Members

Daniel D. McCracken; Ossining, New York (Chairperson)
Vice-President, Association for Computing Machinery
Consultant, and author of 14 books in computing field

Joseph Weizenbaum
Professor of Computer Science, MIT
Former member, Secretary’s Advisory Committee on

Automated Personal Data System, Dept. of HEW
Author, Computer Power and human Reason
(W. H. Freeman& Co., 1976)

Douglas H. Haden
Assistant Professor of Computer Science
New Mexico State University
Author, Social Effects of Computer Use and Misuse
(John Wiley & Sons, 1976)

Dr. Myron Uretsky
Director, Management Decision Laboratory
NYU Graduate School of Business Administration

Paul Armer; San Francisco, California
On-Line Business Systems, Inc.
Former] y at the Center for Advanced Study in the

Behavioral Sciences, Stanford, California

Dr. Jerry M. Rosenberg
Professor of Management
Polytechnic Institute of New York
Author, The Dealth of Privacy
(Random House, 1969)

Dr. Robert R. J. Gallati
Northeastern University
Criminal Justice Program
Formerly, Director of the New York State Identification

and Intelligence System

Jeremiah Gutman, Esq; New York, NY
Levy, Gutman, Goldberg & Kaplan
Chairman, ACLU Privacy Committee

Ronald E. Yank, Esq.; San Francisco, California
Carroll, Burdick, and McDonough
Counsel, Peace Officers Research Association

of California

Anthony Ralston
Chairman, Department of Computer Science
State University of New York at Buffalo
Past-President, American Federation of Information

Processing Societies (AFIPS)

Dr. Rein Turn; Redondo Beach, California
Staff Engineer, Software Analysis and Evaluation Dept.
Defense and Space Systems Group of TRW, Inc.

Professor Lance J. Hoffman
George Washington University
Department of Electrical Engineering and

Computer Science

Dr. Norman H. White
Assistant Professor of Computer Applications
NYU Graduate School of Business Administration
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JAMES O. EASTLANO, MI SS., CHAIRMAN

C O M M I T T E E  O N  T H E  J U D I C I A R Y

W ASH i NGTON . D.C. 20510

February  15 ,  1978

Dr. Russe1l W. Peterson
D i r e c t o r
O f f i c e  o f  T e c h n o l o g y  A s s e s s m e n t
C o n g r e s s  o f  t h e  U n i t e d  S t a t e s
Washington D. C. 20510

Dear  Dr. P e t e r s o n :

I t  i s  o u r  u n d e r s t a n d i n g  t h a t  t h e  O f f i c e  o f  T e c h n o l o g y  A s s e s s m e n t
is now engaged in a pre1iminary analysis  o f the National   Crime
I n f o r m a t i o n  C e n t e r  i n  r e s p o n s e  t o  a  r e q u e s t  f o r  a n  a s s e s s m e n t
which  you rece ived f rom Chai rman Rodino of  the  House  Judic iary
Commit tee  and Chai rman Edwards  of  the  Subcommit tee  on  Civi l  and
C o n s t i t u t i o n a l  R i g h t s .

As  Chai rman of  the  Senate  Judic iary  Commit tee  and as  Chai rmen of
t h e  S u b c o m m i t t e e  o n  A d m i n i s t r a t i v e  P r a c t i c e  a n d  P r o c e d u r e  a n d  t h e
S u b c o m m i t t e e  o n  t h e  C o n s t i t u t i o n , w e  j o i n  i n  t h i s  r e q u e s t  f o r  a
f u l l  s c a l e  a s s e s s m e n t  a n d  e v a l u a t i o n  o f  t h e  N C I C . I n  v i e w  o f  t h e
p r e s e n t  a n d  p r o p o s e d  r o l e  o f  t h e  F e d e r a l  G o v e r n m e n t  i n  t h e  o p e r a t i o n
a n d  m a n a g e m e n t  o f  t h i s  e x c h a n g e  o f  i n f o r m a t i o n  f o r  l o c a l  l a w
e n f o r c e m e n t  a g e n c i e s , w e  b e l i e v e  t h e r e  i s  a n  u r g e n t  n e e d  f o r  a n
e v a l u a t i o n  o f  t h e  N C I C  f o r : ( 1 )  i t s  b e n e f i t s  t o  t h e  u s e r s  a n d  t o
t a x p a y e r s  i n  t e r m s  o f  t h e  a c c u r a c y  o f  i t s  d a t a ,  i t s  s p e e d ,  e f f i c i e n c y
a n d  r e l i a b i l i t y ; a n d  ( 2 )  i t s  c o n s e q u e n c e s  f o r  e f f e c t i v e  p r o t e c t i o n
o f  c o n s t i t u t i o n a l  r i g h t s  i n  t h e  a d m i n i s t r a t i o n  o f  j u s t i c e .

T h e  D e p a r t m e n t  o f  J u s t i c e  i s  c u r r e n t l y  c o n s i d e r i n g  v a r i o u s  p l a n s
f o r  u p d a t i n g  a n d  e x p a n d i n g  N C I C  w h i c h  w o u l d  i n c l u d e  r e t u r n i n g  t h e
c o m p u t e r i z e d  c r i m i n a l  h i s t o r i e s  ( C C H )  r e c o r d s  o f  N C I C  t o  t h e  s t a t e s
w h i c h  h a v e  a l r e a d y  p u t  t h e m  i n t o  t h e  s y s t e m  a n d  o p e r a t i n g  a  c e n t r a l
m e s s a g e  s w i t c h i n g  c e n t e r  f o r  l o c a l  a n d  s t a t e  p o l i c e  a g e n c i e s  w h e n
t h e y  r e q u e s t  i n f o r m a t i o n  f r o m  o t h e r  j u r i s d i c t i o n s . This  would
r e s u l t  i n  a  m a j o r  e x p a n s i o n  o f  t h i s  n a t i o n - w i d e  s y s t e m ,  w i t h  i m p l i -
c a t i o n s  f o r  t h e  r i g h t  o f  s t a t e s  t o  c o n t r o l  l o c a l  l a w  e n f o r c e m e n t
a n d  t o  d e v e l o p  r e l a t e d  i n f o r m a t i o n  s y s t e m s  i n  l i g h t  o f  t h e i r  o w n
s t a t u t e s  g o v e r n i n g  p r i v a c y  a n d  f r e e d o m  o f  i n f o r m a t i o n . J u s t i c e
D e p a r t m e n t  p l a n s  a l s o  r a i s e  m a j o r  c o n s t i t u t i o n a l  r i g h t s  p r o b l e m s
o f  p r i v a c y , c o n f i d e n t i a l i t y ,  s e c u r i t y , d u e  p r o c e s s  a n d  c i v i l  l i b e r t i e s
w h e r e  t h e  t e c h n o l o g y  m a y  i n t e r a c t  w i t h  a d m i n i s t r a t i v e  a n d  j u d i c i a l
p o l i c y .
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T h e  S e n a t e  J u d i c i a r y  C o m m i t t e e  h a s  c o n d u c t e d  h e a r i n g s  a n d  c o n s i d e r e d
l e g i s l a t i o n  o n  t h e s e  i s s u e s  f o r  s o m e  s e v e r a l  C o n g r e s s e s  w i t h o u t
t h e  b e n e f i t  o f  a  t h o r o u g h  e v a l u a t i o n  o f  e x a c t l y  w h a t  i n f o r m a t i o n
i s  i n  t h e  s y s t e m , and who needs i t  and why.

E s p e c i a l l y  i n t e r e s t e d  i n  t h e s e  i s s u e s  i s  t h e  S u b c o m m i t t e e  o n
A d m i n i s t r a t i v e  P r a c t i c e  a n d  P r o c e d u r e  w h o s e  o v e r s i g h t  j u r i s d i c t i o n
e n c o m p a s s e s  b o t h  t h e  s u b s t a n t i v e  a n d  p r o c e d u r a l  i n t e r n a l  p r a c t i c e s
a n d  p r o c e d u r e s o f  f e d e r a l  a g e n c i e s . T h e  S u b c o m m i t t e e  i s  s t r o n g l y
i n  f a v o r  o f  a  c o m p r e h e n s i v e  a n d  e f f i c i e n t  s y s t e m  o f  l a w  e n f o r c e m e n t ,
a n d  j o i n s  w i t h  t h e  J u s t i c e  D e p a r t m e n t  i n  s e e k i n g  t h i s  g o a l . However,
t h e  i m p o r t a n c e  o f  a s s u r i n g a  c i t i z e n ’ s  c o n s t i t u t i o n a l  r i g h t s  o f
d u e  p r o c e s s ,  p r i v a c y , a n d  c i v i l  l i b e r t i e s  i s  a l s o  o f  p r i m e  c o n c e r n .

T h e  S u b c o m m i t t e e  o n  t h e  C o n s t i t u t i o n  a l s o  h a s  a  p a r t i c u l a r  i n t e r e s t
in the NCIC. O v e r  t h e  p a s t  s e v e r a l  y e a r s  i t  h a s  h e l d  s e v e r a l  h e a r i n g s
o n  t h e  i s s u e s  r a i s e d  b y  c r i m i n a l  i n f o r m a t i o n  s t o r a g e  a n d  r e t r i e v a l
s y s t e m s  a n d  t h e  v a r i o u s  c o n s t i t u t i o n a l  a n d  p r i v a c y  c o n c e r n s
p r e s e n t e d  b y  t h e m . T h e  S u b c o m m i t t e e  h a s  r e c e n t l y  e n g a g e d  i n  a n ,
e x c h a n g e  o f  c o r r e s p o n d e n c e  w i t h  t h e  A t t o r n e y  G e n e r a l  o n  t h e
D e p a r t m e n t ’ s  p l a n s  a n d  i n t e n t i o n s  f o r  N C I C .

We are, i n  a d d i t i o n , c o n c e r n e d  w i t h  t h e  i s s u e  o f  F e d e r a l  c o n t r o l
o v e r  S t a t e  i n f o r m a t i o n , a n d  h o w  t h a t  i s s u e  w i l l  b e  d e a l t h  w i t h  i n
t h e  p r o p o s e d  s y s t e m . I f  t h e  l o n g  t e r m  s o c i a l  c o n s e q u e n c e s ,  b e n e f i c i a l  
a s  w e l l  a s  a d v e r s e , o f  t h i s  l a w  e n f o r c e m e n t  i n f o r m a t i o n  s y s t e m
a r e  t o  b e  f u l l y  i d e n t i f i e d  f o r  C o n g r e s s ,  w e  b e l i e v e  s e v e r a l  a r e a s
n e e d  t o  b e  f u l l y  e x p l o r e d  b y  y o u r  c u r r e n t  w o r k i n g  g r o u p .

F i r s t , w i t h  r e s p e c t  t o  t h e  i s s u e  o f  t h e  i m p a c t  o f  t h e  i n t e r r e l a t i o n -
s h i p  o f  t h e  m a n y  i n f o r m a t i o n  p o l i c i e s  w h i c h  g o v e r n  t h e  a d m i n i s t r a t i v e
p r a c t i c e s  o f  F e d e r a l  a n d  S t a t e  a g e n c i e s  w h i c h  u s e  o r  a r e  a f f e c t e d
by NCIC- -particularly by the computerized criminal history files,
(CCH) ---

a . A n  a n a l y s i s  f r o m  t h e  p e r s p e c t i v e  o f  t h e  r i g h t
o f  p r i v a c y , f r e e d o m  o f  i n f o r m a t i o n ,  d u e  p r o c e s s
r i g h t s  a n d  c i v i l  l i b e r t i e s  i n  g e n e r a l  s h o u l d  b e
m a d e  w i t h  r e s p e c t  t o  t h e  a b o v e  q u e s t i o n .

b . A n  a n a l y s i s  o f  t h e  F e d e r a l  v s .  S t a t e  r o l e s  w i t h
r e s p e c t  t o  t h e  h a n d l i n g  o f  t h e i n f o r m a t i o n  i n  t h e  s y s t e m :
i . e . , w h i c h  p e r s o n  o r  e n t i t y  w i l l  c o n t r o l  w h a t  d a t a  i n  t h e
new NCIC system, a n d  w h i c h  p e r s o n  o r  e n t i t y  w i l l  b e  h e l d
a c c o u n t a b l e  f o r  t h e  q u a l i t y  o f  i n f o r m a t i o n  i n  t h e  s y s t e m - -
and by  what  method th is  wi l l  be  done .
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c . A n  a n a l y s i s  s h o u l d  b e  m a d e  o f  t h e  e f f e c t i v e -
n e s s  o f  t h e  p o l i c i e s , b o t h  f o r  t h e  p r e s e n t  a n d
future  NCIC system, w i t h  r e s p e c t  t o  e x p u n g e m e n t
o f  i r r e l e v a n t ,  o l d ,  o r  i n a c c u r a t e  d a t a , For
i n s t a n c e ,  h o w  w o u l d  t h e  s t a n d a r d s  f o r  s u c h  a  p r o c e s s
b e  s e t  a n d  m a i n t a i n e d  a n d / o r  c h a n g e d ,  i f
n e c e s s a r y ? Who or  what  en t i ty  would  be  respon-
s i b l e  f o r  t h e  a c c u r a c y  o f  a l l  r e c o r d s  i n  t h e  s y s t e m ?
How would  th is  be  audi ted  or  reviewed in
l i g h t  o f  t h e  r i g h t  o f  p r i v a c y ,  d u e  p r o c e s s  a n d
c i v i l  l i b e r t i e s  c o n c e r n s ?

Second, t h e r e  s h o u l d  b e  a n  a n a l y s i s  o f  a n y  e f f o r t s  b e i n g  m a d e  t o
i d e n t i f y  a n d  a d d r e s s  “ f l a g g i n g ” a s  a  p o t e n t i a l  c i v i l  l i b e r t i e s
p r o b l e m .

T h i r d l y ,  w e  b e l i e v e  t h a t  a n  e v a l u a t i o n  o f  t h e  e f f i c i e n c y  o f  N C I C
a n d  o f  a n y  p r o p o s e d  t e c h n o l o g i c a l  c h a n g e s  s h o u l d  e n c o m p a s s  t h e
e f f e c t  o f  t h o s e  c h a n g e s  o n  a l l  o t h e r  F e d e r a l  u s e r s  o f  N C I C  f i l e s .
T h i s  w o u l d  i n c l u d e ,  f o r  i n s t a n c e , t h e  D e p a r t m e n t  o f  A g r i c u l t u r e ,
t h e  V e t e r a n ’ s  A d m i n i s t r a t i o n , C u s t o m s  a n d  t h e  o t h e r  T r e a s u r y
Depar tment  Bureaus , t h e  S t a t e  D e p a r t m e n t ,  t h e  S e c r e t  S e r v i c e ,  a n d
o t h e r  i n t e r e s t e d  F e d e r a l  a g e n c i e s . I n  c o n n e c t i o n  w i t h  t h i s  i s s u e ,
w e  w o u l d  a l s o  l i k e  t o  k n o w  w h e t h e r  t h e  D e p a r t m e n t  o f  J u s t i c e
p l a n s  f o r  N C I C  h a v e  c o n s i d e r e d  p o s s i b l e  a l t e r n a t i v e  f u t u r e
r e l a t i o n s h i p s  b e t w e e n  t h o s e  f e d e r a l  a g e n c i e s  a n d  C C H  r e c o r d s
a n d  N C I C  d a t a  b a n k s  a n d  c o m p u t e r i z e d  f i l e s .

W h a t  w o u l d  b e  t h e  e f f e c t  o n  i n d i v i d u a l  c o n s t i t u t i o n a l  r i g h t s  a n d
o t h e r  g u a r a n t e e s  i f  t h e  p r e s e n t  N C I C  r e l a t i o n s h i p s  a r e  a l t e r e d ?
How would an enlarged system such as proposed, compare with the
p r e s e n t  s y s t e m  i n  t e r m s  o f  p r i v a c y , d u e  p r o c e s s  a n d  c i v i l  l i b e r t i e s
s a f e g u a r d s ? Would  cer ta in  rear rangements  of  NCIC tend to  magnify
o r  e x t e n d  s o m e  u n d e s i r a b l e  f e a t u r e s  o f  t h e  F e d e r a l  u s e  o f  N C I C ?
O n  t h e  o t h e r  h a n d , w o u l d  c e r t a i n  r e a r r a n g e m e n t s  m a k e  i t  m o r e
d i f f i c u l t  o r  c o s t l y  f o r  s o m e  a g e n c i e s  t o  u s e  a n d  s u p p o r t  N C I C
t o  t h e  d e t r i m e n t  o f  t h e i r  p r o g r a m s  a n d  o f  t h e  r i g h t s  o f  c i t i z e n s ?

T h e  f o u r t h  a r e a  w h i c h  c o n c e r n s  u s  a s  M e m b e r s  o f  t h e  J u d i c i a r y
C o m m i t t e e  i s  t h e  r e l a t i o n s h i p  o f  N C I C  p r o g r a m s ,  o p e r a t i o n s  a n d
c o n t r o l s  t o  t h e  F e d e r a l  a n d  S t a t e  J u d i c i a r y . C o u l d  p r o p o s a l s
t o  c h a n g e  N C I C  t e n d  i n  t h e  l o n g - r u n  t o  f e s t e r  o r  t h r e a t e n  t h e
c o n s t i t u t i o n a l  s e p a r a t i o n  o f  t h e  J u d i c i a r y  f r o m  t h e  E x e c u t i v e
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b r a n c h  a n d  t h e  L e g i s l a t u r e , a t  a l l  l e v e l s  o f  g o v e r n m e n t ? Would
p e n d i n g  p r o p o s a l s  t o  c h a n g e  N C I C  t e n d  t o  p r o m o t e  o r  r e t a r d  t h e
a b i l i t y  o f  S t a t e  j u d i c i a l  o f f i c i a l s  t o  m a k e  t h e  m o s t  e f f i c i e n t
u s e  o f  d a t a  s y s t e m s i n  o r d e r  t o  p r o t e c t  t h e  r i g h t s  o f  c i t i z e n s
i n v o l v e d  i n  t h e  j u d i c i a l  p r o c e s s ? W e  a r e  n o t  f a m i l i a r  w i t h  a n y
s t u d i e s  t h a t  h a v e  d e a l t  d i r e c t l y  w i t h  t h i s  q u e s t i o n .

F i f t h ,  t h e  r a m i f i c a t i o n s  o f  F e d e r a l  m e s s a g e  s w i t c h i n g ,  w h e n
i n c o r p o r a t e d  i n t o  s u c h  a  l a w  e n f o r c e m e n t  i n f o r m a t i o n  s y s t e m
as NCIC, n e e d  t o  b e  t h o r o u g h l y  e x p l o r e d  f o r  i t s  i m p a c t  o n  t h e
r i g h t s  o f  t h e  i n d i v i d u a l  i n  o u r  s o c i e t y ,  a n d  o n  t h e  p o w e r s  O f

t h e  S t a t e s , ( a n d  o n  t h e  a b i l i t y  o f  p r i v a t e  e n t e r p r i s e  t o  c o m p e t e
wi th  the  Federa l  Government)  . W e  r e a l i z e  t h a t  m e s s a g e  s w i t c h i n g
i s  a  c o m m o n  t e c h n i q u e  w h i c h  i s  u s e f u l  i n  a  g r e a t  v a r i e t y  o f
g o v e r n m e n t  a n d  p r i v a t e  i n f o r m a t i o n  p r o g r a m s . Howeve r ,  t he r e
a r e  a s p e c t s  o f  s o m e  o f  t h e  c u r r e n t  N C I C  p r o p o s a l s  i n  t h i s  a r e a
w h i c h  n e e d  f u r t h e r  s t u d y  i n  l i g h t  o f  c i v i l  l i b e r t i e s  a n d  o t h e r
c o n c e r n s  w h i c h  h a v e  b e e n  o f t e n  v o i c e d  b y  t h e  p u b l i c  a n d  p r e s s
and emphas ized  in  Congress .

L a s t ,  b u t  n o t  l e a s t , we have  ye t  to  see  an  evalua t ion  of  the  NCIC
c o n c e p t ,  t h a t  i s , o f  w h e t h e r  o r  n o t  a n  N C I C - t y p e  s y s t e m  i s  t h e
m o s t  e f f i c i e n t  w a y  t o  a c c o m p l i s h  t h e  l a w  e n f o r c e m e n t  g o a l s
d e s i r e d , a n d  w h e t h e r  o r  n o t  w e  a c t u a l l y  n e e d  a  n a t i o n - w i d e
s y s t e m  s u c h  a s  t h a t  p r o p o s e d . S h o u l d  p r i v a t e  e n t e r p r i s e  p l a y
a greater role in providing services? T o  w h a t  e x t e n t  s h o u l d  t h e
F e d e r a l  g o v e r n m e n t  c o m p e t e  w i t h  p r i v a t e  i n d u s t r y ? An OTA
a s s e s s m e n t  s h o u l d , i n  v i e w  o f  y o u r  s t a t u t o r y  m i s s i o n ,  i n c l u d e
a n  a n a l y s i s o f  a l t e r n a t i v e s  t o  N C I C . F o r  i n s t a n c e ,  w o u l d  a n
a l t e r n a t i v e  a r r a n g e m e n t  b e  m o r e  e f f e c t i v e  i n  a c h i e v i n g  o u r  g o a l s ?
H o w  e f f e c t i v e ,  f o r  i n s t a n c e , w o u l d  i t  b e  t o  d e v e l o p  a  s y s t e m
i a s e d  o n  r e g i o n a l  d a t a  b a n k s ? U n d e r  v a r i o u s  a l t e r n a t i v e s ,  w h a t
w o u l d  h a p p e n  t o  p o l i t i c a l  r i g h t s  a n d  p r i v i l e g e s  o f  c i t i z e n s ?

We bel ieve  Congress  wi l l  benef i t  f rom OTA’S assessment  of  NCIC.
T h i s  s y s t e m  r e p r e s e n t s  t h e  f i r s t  a n d  m o s t  i m p o r t a n t  n a t i o n - w i d e
u s e  o f  c o m p u t e r  a n d  t e l e c o m m u n i c a t i o n s  t e c h n o l o g y  t o  l i n k  f e d e r a l ,
s t a t e  a n d  l o c a l  g o v e r n m e n t s , a n d  t o  a p p l y  t h e  t e c h n o l o g y  t o
s e r i o u s  l a w  e n f o r c e m e n t  a n d  c r i m i n a l  j u s t i c e  p r o b l e m s  o f  c o n c e r n
t o  o u r  e n t i r e  s o c i e t y . Many of  the  i ssues  involved in  NCIC
a r e  t h o s e  c o m m o n  t o  a n y  s u c h  F e d e r a l - S t a t e  i n f o r m a t i o n  s y s t e m . .

63



Dr .  Russe l l  W.  Pe t e r son
p a g e  f i v e

T h e  F e d e r a l  a n d  S t a t e  g o v e r n m e n t s  w i l l  s p e n d  m i l l i o n s  o f  d o l l a r s
t o  d e v e l o p  f u l l y  t h e  N C I C  a n d  t h e  d a t a  p r o g r a m s  a n d  t e c h n o l o g y
w h i c h  f e e d  a n d  s u p p o r t  i t . I t  i s  d i f f i c u l t , i f  n o t  i m p o s s i b l e ,
t o  r e v e r s e  t h e  e f f e c t s  o f  m i s j u d g m e n t  o r  p o o r  p l a n n i n g  i n  s u c h
p rog rams . T h e r e f o r e  w e  b e l i e v e  i t  i s  i m p o r t a n t  t o  a s k  h a r d
q u e s t i o n s  n o w  a n d  t o  h a v e  t h e m  r e s o l v e d  t h a n  t o  h a v e  t h e m  f e s t e r
a s  s o c i a l  a n d  l e g i s l a t i v e  i s s u e s  f o r  y e a r s  t o  c o m e  s i m p l y
b e c a u s e  g o v e r n m e n t s  a n d  t a x p a y e r s  h a v e  l e t  t h e m s e l v e s  b e c o m e
i n d e n t u r e d  t o  c o s t l y  a n d  c o m p l e x  t e c h n o l o g y .

S i n c e r e l y ,

ames A b o u r e z k
C h a i r m a n
S u b c o m m i t t e e
P r a c t i c e  a n d

o n  A d m i n i s t r a t i v e
P r o c e d u r e

Chairman

Chairman
S e n a t e  J u d i c i a r y  C o m m i t t e e

S u b c o m m i t t e e  o n  t h e  C o n s t i t u t i o n
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NINETY-FIFTH CONGRESS

CONGRESS OF THE  UNITED STATES
House of Representatives

GOVERNMENT INFORMATION AND INDIVIDUAL RIGHTS
SUBCOMMlTTEE

OF THE
COMMITTEE ON GOVERNMENT OPERATIONS

RAYBURN HOUSE OFFICE BUILDING , Room B-349-B-C
WASHINGTON. B.C. 20513

September 19, 1977

Mr. Daniel V. DeSimone
Acting Director
Office of Technology Assessment
Senate Annex #3
Washington, D.C. 20510

Dear Mr. DeSimone:

As Chairman of the Subcommittee on Government Information and Indi -
vidual Rights of the House Government Operations Committee, I wish to confirm
the previous request made by this subcommittee on September 8, 1976 for the
assistance of the Office of Technology Assessment, and to seek your help in
further projects of concern. The subcommittee has assignments involving the
field of computer technology and other means of electronic communications
which flow from our legislative jurisdiction, particularly from the mandates
of the Privacy Act of 1974 and the Freedom of Information Act.

The earlier request, a copy of which is attached, was in connection
with the need for technical support for the Congress in its review of
Executive agency proposals to alter or establish information systems. That
OTA can perform an important service in this area is clear from its assessment
of the proposed Tax Administration System. OTA involvemen’t on a more regular
basis would, of course, be most desirable. In this regard, I and my staff
would welcome the opportunity to discuss this matter with you. .

Of equal, if not greater importance is the subcommittee’s concern over
the impact of technological advances on the development of government infor-
mation programs in general. Our interests in this area would, I believe, be
best served through listing the subcommittee as a sponsor for the upcoming OTA
exploration of the need for a government-wide policy on computers and tele-
communications. This sponsorship would afford ample opportunity for subcommittee
input on those aspects of the exploration study which relate to our jurisdiction.

Thank you for your consideration and continued cooperation.

6 5

Chairman



September 8, 1976
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