
Keyword Searh for FreenetLikuo(Brian) Lin, David Wentzla�, Alexander Yipfbrianlin, wentzlaf, yipalg�mit.eduDeember 12, 2000AbstratWhile Freenet has laudable design goals of being an anonymous, distributed, �le distribution network,these goals stand as a diret obstale to the eÆient searhing of Freenet. Currently Freenet does not evenhave true searh funtionality let an alone an eÆient mehanism to arry out searhing. In this paper wedoument the obstales to implementing a searhing system for Freenet and propose several solutions tothis problem. We implemented our solutions and used performane metris to ompare them.1 IntrodutionFreenet is a distributed, anonymous, informationstorage system[1℄. It is designed suh that no onean tell who inserted �les or who is reading those�les. In addition, it is ompletely distributed and de-entralized; all nodes are ompletely equal. No onenode has authority over another, and there is no en-tralized ontrol[2℄. These are all desirable featuresfor a system made to ombat information restrition,but unfortunately they also make building an indexedsearh system for Freenet rather diÆult. There areexisting solutions for searhing Freenet but we �ndthem inadequate, and onit with the original spiritof Freenet[3℄.We have developed several systems that enable key-word searhing in Freenet, all of whih are alignedwith the original goals of Freenet. They are anany-mous, deentralized, redundant and salable, and re-quire little or no hange to the existing Freenet ar-hiteture.Our �rst sheme whih we all the Indiret Filemethod was �rst desribed in Clarke's paper[1℄. Itmaps a given keyword to a set of indiret �les. Eahof those indiret �les point to the atual �le thatmathes the keyword. The indiret �les are namedas a funtion of their keyword, so given a keyword,one would know the names of the indiret �les.Our seond sheme whih we all the Summarymethod builds on the �rst, but instead of using asingle indiret �le for eah mathing doument, theindiret �les ould be aggregated together. Theselarger �les ontain many pointers to �les mathing agiven keyword.These shemes depend on the ability to insert mul-

tiple �les under a single �le name. This feature is noturrently supported by Freenet, so we have imple-mented a method that irumvents this requirementwhih we will all the Base Enumeration method anddesigned another method but have not implementedwhih we all the Lightweight Indiret File (LIF)method.In the rest of this paper we desribe the problemin more detail, disuss past related work, and out-line our goals. Afterwards, we propose our solutions,desribe their bene�ts and drawbaks, and show ourpreliminary test results.2 BakgroundThe problem of searhing through distributed infor-mation networks has been solved in the past, but theproperties of Freenet make it both a new and inter-esting problem. Existing searh mehanisms annotfuntion in Freenet beause of its widespread use ofanonymity and enryption.The simplest approah to the searh problem is toreate a entralized learing house for keyword list-ings. All �les would be listed there, inluding theirkeywords and loations. This would allow queriesto be answered diretly by the entral servie. Thisarhiteture provides fast searhes and aurate re-sults. Unfortunately, there is little sense of entralityin Freenet; all nodes are essentially equal. In ad-dition, it adds a single point of failure; it is possi-ble to attak the entral servie and prevent queriesfrom being answered. Sine Freenet is designed tobe deentralized, we would like the searhing systemto also be deentralized, ruling out the entralized1



searh arhtiteture.Another simple solution would be for eah node tobroadast a query to neighboring nodes for the key-word being searhed. In response, eah node wouldeither forward the request to its neighbors, reply withmathing douments, or reply with a failure message.Unfortunately, Freenet annot use this solution be-ause eah individual Freenet node has no idea whatinformation it is storing as all the data is enrypted ondisk. Only the requestor is able to derypt the datathat he is requesting. In addition, the requestor an-not �nd out whih node a retrieved �le was stored on.This means that the individual Freenet nodes annotanswer queries about what �les they are sharing.In addition, the names of the �les are not the a-tual names of �les. Instead Freenet referenes �lesthrough a one way hash of the plaintext names of�les. This means that searhes annot be performedon the names of �les.Regardless of these onstraints, it is useful to havea keyword searhing system for Freenet. Informationould be found readily by searhing, rather than byexhanging keys, or through word of mouth. At thesame time, we would like to uphold the ideals usedwhen designing Freenet itself.The urrent solutions to this seahing problem areinadequete, or rather are not real searh mehanisms.They are desribled later in the related work setion.3 Related Work3.1 Searhability of Existing Peer toPeer NetworksReently many attempts have been made to reatedistributed �le systems. Among the more famousones are Napster, Gnutella, and Freenet. But thereare many more inluding CuteMX, File Rogue, File-topia, Freebase, KaZaA, Mojo Nation, Ohaha!, Ri�-share, Sour, SongSpy, and Swapoo just to name afew. Eah one has a di�erent avor, with variousstrengths and weaknesses. Some are ompletely de-entralized, some have di�erent types of nodes, andsome are more seure than others.Also, reently there have been a rop of large dis-tributed �lesystems and persistent data store teh-nologies suh as OeanStore[4℄ and Freehaven[5℄whih use many of the same tehniques as Freenet toprovide thier servie. OeanStore, for example usesa system where eah �le an be repliated though-out the network allowing eah server to have a opyof a doument. Oean store also mentions the abil-ity to searh through an enrypted doument for an

enrypted string without ever derypting the data[6℄.Searhing systems have been devised for dis-tributed �le storage mediums suh as Napster andGnutella. Napster uses the entralized indexing strat-egy. Searh queries are sent to the indexing serverswhere keywords are mathed against �les shared byindividual nodes. This arhiteture is very simple andperforms well, but it isolates a single point of failure,namely the Napster[7℄ indexing servers. Their vul-nerability has been shown by the reent legal ationtaken against Napster's network[8℄. Gnutella[9℄ doeswithout a entral loation to store index �les; it usesthe broadast query tehnique. This system dependson eah node knowing the ontents stored on it.3.2 Existing Solutions for FreenetOne proposed solution to Freenet searhing is out-lined in Ian Clarke's Freenet Paper[1℄; it desribes asystem that uses Lightweight Indiret Files that areallowed to have key onits. These LIF �les wouldbe named aording to keywords, and they wouldontain CHKs pointing to �les relating to the key-words in the LIFs' tags. This system depends onFreenet support for LIFs, but those are not yet sup-ported.The existing solutions for searhing Freenet arewebsites devoted to key listings[3℄; these are websitesthat list Freenet keys. People who insert �les intoFreenet an add their keys to these lists for the pub-li to see and searh through. We �nd this solutioninonsistent with the goals of Freenet beause it relieson a entral repository, whih is vulnerable to attak,and is not anonymous.4 Design GoalsOur goals in designing a searh system are as follows:� Anonymity: Sine the designers of Freenet tookso muh are to enfore anonymity for both pub-lishers and readers in Freenet, we would like tomaintain this property in any searhing systemwe develop for it.� Deentralization: Another one of Freenet's goalswas deentralization. We would like to avoid anykind of entralized struture in our searhing sys-tems.� Salable: We would like the searhing system tosale with Freenet.� EÆient: Obviously, we would like the searhsystem to be eÆient in terms of bandwidth2



used, time required for insert and searh oper-ations, and the number of messages passed foreah operation.5 Solutions and Design5.1 Name Collision Problem5.1.1 Enumeration MethodThe enumeration method is a simple way to simu-late the ability to insert multiple �les under the samename without making major hanges to Freenet.Changes only have to be made to the Freenet Client.The main idea of this approah is to append num-bers to the end of a �lename. To insert a �le undera ertain �lename, one would insert the �le under aname with the �lename and a number that has notbeen used yet for this �lename. To request a �le withthis �lename, one would request the �le under a namethat ontained the �lename with a number that existson the �le system.To insert a �le one ould simply enumerate throughall the numbers starting from 0 until one doesn't geta ollision. For example, suppose we wanted to inserta �le under the �lename freenet. We would �rst tryfreenet#0, then, if there was a ollision we would tryfreenet#1 and so on until we get a miss. Upon a miss,we insert the �le with the name we missed on.To request a �le or multiple �les one ould get the�les either by starting from 0 and ount up to thenumber of �les desired or by enumerating from 0 untilthe �rst miss and then enumerating down from themiss. The �rst method gets the oldest �les and is notas desirable. The seond method gets the newest �lesand is more useful although more ostly. From nowon we will assume that we always want the newest�les.There are three major drawbaks to this method.One drawbak is that to insert a �le and to requestthe newest �le, one would need to �nd the highestnumbered name for that �les. This makes gettinga �le very slow. This is essentially a linear searhthat takes O(n) time where n is the highest numberfor that �le. Another major problem is that if �lesare purged from the system or if one of the lowersequened �les beomes unavailible, one will not beable to orretly searh for the highest numbered �le.He end his searh after querying for the unavailible�le.Binary Searh Optimization In an attempt tospeed up searh, one ould do an exponential searh
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Figure 1: Comparison of Sequential and Binary Prob-ing through 50 existing �lesfollowed by a binary searh. We �rst try numbersexponentially (i.e. 0; 1; 2; 4; 8; 16; : : :) until we get amiss. Then, supposing we miss on k, we then do abinary searh from k2 to k to �nd the highest number.A miss would denote that the highest number shouldbe lower than the urrent number being tested, anda hit would denote the opposite.5.1.2 LIF MethodLightweight Indiret Files are another way to solvethe name ollision problem. This method is muhmore ompliated and requires major hanges to theunderlying arhiteture for Freenet. Both the Serverand the Client need to be modi�ed. However, withthis new power we are able to eliminate the ineÆ-ienies of the enumeration method. Namely, we ansimply hange the system so that we an insert mul-tiple �les under the same name.To insert a �le, one would not hek for any ol-lisions. A server upon reeiving this request wouldstore multiple �les that are referred to by the same�lename and possibly pass on this request so that the�le may be dupliated.To request a �le, one would send a request to asever with a �lename and the number of desired �les.Server A upon reeiving this request would get all the�les that orrespond to this �lename up to the num-ber requested. If the request an be satis�ed, serverA sends the �les bak to the node that made the re-quest. If server A is unable to satisfy this request, itforwards the request along with a list of CHK's forthe �les that it has found so far. The next serverB would try to ful�ll this request while making surethat there are no dupliates. If the request an besats�ed, server B sends the �les that it has found(without dupliates) to server A. If the request an3
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Data FileFigure 2: Indiret File Struturenot be sats�ed, then server B also forwards the re-quest with the list of CHK's for �les that representsthe ombination of unique �les that both serverA andB olletively have. This goes one until the requestis sats�ed or when hops to live is zero. Eventuallyall the �les found should return to the node that re-quested these �les.The main advantage of LIFs is that one does notneed to searh for the highest numbered �le, thusinserts and requests an happen immediately withoutany kind of searh. Of ourse one may have to go tomany nodes to get multiple �les, but this too will bemuh faster sine one an essentially request multiple�les at one instead of iterating through the numbers.An added bonus of this is that the time to omplete aertain searh is not adversely a�eted by the numberof �les on the system. The performane may atuallyimprove if there are more �les on the system sinethey are now easier to �nd. In the Enumeration ase,the more �les are on the sysetem, the longer it takesto searh for the highest numbered �le. One sidee�et of this though is that only the losest �les arereturned and not the newest keys.5.2 Searh Problem5.2.1 Multiple Indiret FilesOne way to implement searh on Freenet is to insertindiret �les under the keywords that one wants to beassoiated with the data �le. This requires a user tosupply a list of keywords for a �le to be inserted underupon a �le insert. Then, a series of keyword �les willbe inserted under those given keywords, eah of whihpoint to the �le ontaining the atual data. Then asearh would be done by getting for those keyword�les for the keywords that one wants to searh under,eah of whih will then point to a �le that ontainsdata related to those keywords.For example, if we wanted freenet paper to be in-serted under 6.899 and freenet, we would insert twoindiret �les. One indiret �le would have the name

6.899, the other would have the name freenet . Bothwould ontain the name of the data �le, a pointer tothe data �le, and a list of the keywords to be asso-iated with this �le. The advantage of putting theother keywords in the indiret �le is that to do anAND searh one would only have to get �les for onekeyword, and then do the operation loally. By us-ing these indiret �les one would be able to �nd theFreenet paper only by knowing any of the keywordsmay be assoiated with it.Ofourse we would want to assoiate multiple �leswith the same keyword. That is where we use theability to insert multiple �les under the same name.Suppose that we also wanted to insert the Freenetpresentation under the name freenet presentation.We would then be able to insert more indiret �leswith the same names of 6.899 and freenet . Thus,when one seahes for �les under the keyword freenetor 6.899, one would �nd pointers to two data �les.The main problem with this is that there are toomany �les to handle and thus the system does notsale very well. There is anothre major problem.Files stay in Freenet as long as they are searhed for.And these indiret �les are onstantly being searhedfor, while the atual �le ontaining the data may not,and may be eventually purged. This leads to a lot ofbroken links that may never go away.5.2.2 Summary MethodTo improve on having just indiret �les, we proposethe summary method. The basi idea behind thismethod is to have all the inserted indiret keyword�les be dated and to summarize them by keyword anddate into summary �les unless it is today. The reasonis that more indiret �les an be added for today, sowe don't want to reate the summary for today untilthe day is over. The summary will ontain entrieswhih will be the ontents of the indiret �les thatthis summary is summarizing. The summary methodattempts provide solutions to three major problems.The �rst is that it redues the number of �les thatneed to be retrieved, thus greatly reduing the searhtime. Seond, it allows a notion of absolute time, andis espeially useful for LIFs whih have no ability todi�erentiate newer �les from older ones. Lastly, itallows pointers to purged �les or unused �les to beeventually purged also.To insert an indiret �le, instead of just insert-ing on the keyword, one would also attah a dateto it. For example, instead of freenet we would usefreenet 12/09/2000. An indiret �le will be insertedwhenever someone suesfully inserts a new �le orwhen a �le from a previous day has been suesfully4
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Figure 3: Keyword to Indiret Filesretrieved. The e�et of this is that the indiret �lesfor any day will only ontain �les that we know tobe on the system on that day. This will be a goodproperty if we want to make sure links to old �les willbe eventually purged.To retreive a �le is more ompliated (See �gure).The user must request a list of keywords, a daterange, and the number of results desired. The key-words are assumed to be for an AND searh. Thealgorithm runs in a loop until all the indiret �le datafor those keywords and that date range has been ob-tained, either by getting summary �les or by gettingthe indiret �les themselves. It starts from today andgoes bak in time. For today, it simply gets indiret�les up to the number requested. As long as we havenot gotten more results than desired or passed thedate range we ontinue to run this loop. For eahdate, searh for the summary �le for that day. If itexists, get it and ontinue onto the next date. If itdoes not exist, pool all of the indiret �les for thatday and put it into a summary �le and insert it intoFreenet.Despite it's obvious advantages, there are also somedrawbaks. The most threatening is that people anmake bogus summaries. Sine there is no idea of onesoure being more trusted than another. Anyone aninsert a summary for a keyword and date. One partialsolution to this is to allow multiple summaries to beinserted under the same keyword and date. And onesimply gets all of them and disard the ones that aregarbage if they an tell them apart. If it is garbagethey may want to pool all the keywords for that dayand insert a orret summary. Although, this seemslike a major problem, it is not entirely exlusive tothe summary �les. All indiret �les an have wrong

entries or garbage in them and that is just a propertyof Freenet and annot really be solved. Another per-formane issue is that sine these summaries may bebig, it would be a waste of bandwidth if someone onlywanted two entries for a ertain day but was fored toget the whole summary �le. However, sine time for�le retrival is small ompared to that of searhing fora �le, the performane improvement of summaries iswell worth than the oasionally wasted bandwidth.Di� �les Sine we reinsert indiret �les when theyare suesfully retrieved, it is very likely that manyof the entries in the summary for one day will be thesome as the entries for the next day. One solution tothis is to have two type of summary �les for eah day,Base �les and Di� �les. The Di� �le would ontainthe entries that are in today's indiret �les but notin yesterday's indiret �les. The Base �le would thenbe the entries that are not in the di� �le for that day.Then to get all the entries for a ertain date range,only the Base �le of the �rst day and the di� �lesof the other days are needed. If the �les used fromday to day are mostly the same, then we will be ableto save a lot of spae. Of ourse the ombined Di�ould also have dupliates. If this beome a seriousproblem, one ould make Di� �les that span severaldays.6 ResultsTo study the performane harateristis of the abovedesribed searhing methods, the base enumera-tion method with binary searhing optimizations andthe summary searhing method were implemented.These were both implemented in Java and extend the5
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Figure 4: Struture of Summary Filesmain Freenet implementation. The LIF method ofoveromming the name ollision problem was not im-plemented due to time onstraints and diÆulty sineit required massive hanges to the Freenet server ar-hiteture. It is hoped that the implimented searh-ing system will be integrated into the main Freenetsoure and beome widely used as the prefered searh-ing method of Freenet.6.1 Test MethodologyAll of the tests we ran were done with real Freenetimplimentations. We hope that beasue of this, ourresults are more valid than if we simply used a sim-mulator. Our testing infrastruture was a ombina-tion of instumentation of Freenet servers and Perlsripts that automated the tests. The instumenta-tion that was added to the server was the logging to�les of number and size of eah message passed be-tween servers and servers and lients in the Freenetnetwork. Also the times used for testing are real walllok times aptured by live runs of the tests and thusan have transient inonsistenies due to operatingsystem overhead and Java overhead suh as Java'sbuilt in garbage olletion. We feel that these in-onsistanies are minimal beasue the mahines thatthese tests were being run on were only being usedfor the purpose of these tests.Our tests were run on several dual-proessor x86omputers with a gigabyte of RAM unsing Sun's JavaJDK 1.3 for Linux. Beause of the use of wall loktime, omparative trials were run on the same om-puters under the same load. For more informationon usage of the designed tools and a pointer to theatual ode see Appendix A.In this paper we only display graphs for time, whih

we feel to be the most useful metri beause that iswhat people who are searhing really are about. Inaddition the other metris that we logged all followedthe same trends as the time graphs do.6.2 Enumeration and Enumerationwith Binary Searh ComparisonTo prove that the Enumeration method works as auseful searhing tool, we ran simulations of searheson our Freenet test network. We were able to use theEnumeration method to reliably insert multiple �leswith the same keywords into the testbed and retrievethe results of querys for keywords.Next we ompared the basi Enumeration methodto the Enumeration method with the binary searhoptimization. To do this, for eah run, we used 50virgin Freenet servers with randomly generated on-netions between the nodes. All of the servers and thetest lients were running on the same omputer withthe di�erent runs not being run at the same time sothat they all would have a ontrol environment. The50 servers were initially onneted together with 40random onnetions per node to approximate a wellonneted Freenet topology.We varied the number of total indiret �les math-ing a partiular keyword in Freenet and logged thetime that it took to do a request for one �le mathinga partiular keyword. We did not atually retrive the�le that a partiular keyword pointed to but ratherjust the indiret �le. This was done for three dif-ferent modes. The Sequential mode, Binary SearhOptimization mode, and the Baseline whih is sim-ply an orale that knows what the highest numbered�le to retrieve is and is just shown to pro�le the timethat it takes to request an indiret �le.6
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Figure 5: Number of Files with Same Keyword Com-parisonAs an be seen from Figure 5 our intuiton was or-ret. The time it takes to searh for the Sequen-tial Enumeration grows linerarly with the numberof mathing indiret �les in Freenet. Also the Bi-nary Searh Optimization signi�antly redues therequired time to do a seah and grows roughly asthe log2 of the number of mathing indiret �les inFreenet. Lastly the Baseline plot shows that the av-erage time it takes to request an indiret �le with noneed to �nd the highest �le number is approximatelytwo seonds.6.3 Enumeration and SummarySearh ComparisonTo ompare the Enumeration methods versus theSummary Searh we tested them with a �xed num-ber, 200, of mathing indiret �les in Freenet. Also wedistributed the �les uniformly aross four days all ofwhih were not "today" so that the Summary methodwould always summarize a day on the �rst request tothe server. The tests used 20 servers with 15 ini-tial random onnetions between servers. We wouldliked to have run more tests with a larger number ofservers, but unfortunately, due to the large amountof memory that this test required, we were limited.We did separate ontrolled requests against theseservers for the Sequene seahing, the Binary Searhand the Summary Searh, varying the number of �lesrequested from 1 to 200. Note that this is in ontrastto our earlier results where we were always requestingonly one �le, but instead varied the number of �lesfor a single keyword in Freenet. For the Summarytrial, the algorithm works in suh a way that it gath-ers the newest douments for a given keyword anddate range. Thus as more �les are requested, the al-gorithm starts to ask for older �lesk and has to build
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Figure 6: Number of Keyword Results RequestedComparisonsummaries when the summary for that day has notbeen made yet. In this test the number of �les for agiven keyword was stati at 200 aross all trials.The results from this test show some interestingresults as an be seen in Figure 6. As expeted theBinary Searh beats the Sequene searh due to lessrequests requests to �nd the top value of the insertedkeyword. But surprisingly we still see that the Se-quene and Binary Searh now grow linearly with thenumber of �les being retrieved. The reason for this isthat even though there is a onstant time aross trialsto �nd the highest numbered keyword, the searhesstill have to retrieve the number of requested �les.This grows linearly with time.The Summary method gives quite an improvmentover the Enumeration based methods beause oneone person does the work of generating the summary�le for a given day, subsequent requests are able touse that summary eliminating the need to get many�les. As an be seen in Figure 6, the four peaks infor the Summary runs orrespond to the four times,one for eah day, that the user had to request allof the �les for that day. Sine the number of �les toretrieve has a muh larger impat on time than thesize of the �le, one an see that the summary methodhas superior performane.??7 Future WorkIn the future we hope to ontinue with this projetand work with the main developers of Freenet to inte-grate our ideas and ode into the main Freenet souretree.While we have not had time to impliment LIFsfor this paper, we believe that it would be a worth-7



wile projet to undertake as it would result in an-other hoie in solving the name ollision problem inFreenet. Also the performane gain by using LIFswould help in the adoption of Freenet as a useful in-formation publishing system.Other ideas that we didn't extensively explore buthad merit were the ahing of intersetion searhesand use of a entrally administered indexing system.The idea behind ahing of intersetion searhes isthat when one person does a searh suh as a searhfor foo AND bar, they insert some type of index intoFreenet suh that people in the future who want tosearh for the intersetion of keywords just searh forthier summary �le so that subsequent searhes don'thave to do multiple searhes with merging. This sum-mary �le would be inserted under some onventionsuh as being indexed by the �rst keyword in lexi-ographi order. A entrally administered searhingsystem is another way to speed up searhing. Theidea is to use some type of summarized system, suhas the one desribed in this paper, or a rawler ofFreenet webpages and have a trusted entrally ad-ministered entity like Yahoo every night rebuild alarge index of keywords in Freenet. Unfortunatelythis has all of the problems with urrent indexingsystems suh as aountability but it may prevail be-asue it would signi�antly redue searhing time.8 ConlusionIn this paper, we have explored the problem of searh-ing Freenet �les by keyword. We analyzed the prob-lem and designed several solutions for it. We wenton to implement a number of them, and omparedquery performane experimentally. In the future, weplan to implement more of our proposed solutionsand haraterize their query performane.9 AknowledgementsWe would like to thank Pro�essor Hari Balakrishnanfor showing muh interest in this projet and takingthe time to have heated debates on the best way toimplement portions of this projet. We would alsolike to thank the MIT Computer Arhiteture Groupfor lending thier spare omputer yles on really fastomputers suh that we ould quikly generate mean-ingful results for this projet. Lastly we would liketo aknowledge the Freenet projet and all its on-tributers without whih this projet would not haveexisted.
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9


