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BACKGROUND

VERIFICATION CHALLENGES OF DEEP(ER) REDUCTIONS




WHAT IS NEW HERE?

THE CHALLENGES OF DEEP REDUCTIONS AND MULTILATERAL NUCLEAR ARMS CONTROL

NEW TREATIES MAY LIMIT TOTAL NUMBER OF WEAPONS

 Would then also include (non-deployed) weapons in storage
« Need to prepare for the transition from bilateral to multilateral

nuclear arms control agreements
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WHAT IS TO BE VERIFIED 7

VERIFICATION CHALLENGES OF NUCLEAR DISARMAMENT AT LOW NUMBERS

CORRECTNESS OF DECLARATIONS

 Warhead Counting
Verify that numerical limit of declared items is not exceeded
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WHERE WE ARE COMING FROM

MOTIVATION BEHIND OUR PROJECT/RESEARCH




OUR GENERAL APPROACH

TEMPLATE-MATCHING (using active neutron interrogation)

More difficult to implement than attribute approach,
but also more robust against important diversion scenarios

Needs “golden warheads” to generate templates (reference signatures)
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PRINCETON / GLOBAL ZEROQ
WARHEAD VERIFICATION PROJECT
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/ERO-KNOWLEDGE INTERACTIVE PROOFS
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BUBBLE DETECTORS OFFER A

WAY TO IMPLEMENT THIS PROTOTOCL
AND AVOID DETECTOR-SIDE ELECTRONICS
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BUBBLE DETECTORS OFFER A

WAY TO IMPLEMENT THIS PROTOTOCL
AND AVOID DETECTOR-SIDE ELECTRONICS

Photo
diodes

Light-
scattered
by bubbles

LEDs
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PROPOSED HARDWARE IMPLEMENTATION
OF A ZERO-KNOWLEDGE PROTOCOL
FOR NUCLEAR WARHEAD VERIFICATION




RESULTS

RADIOGRAPHY WITH 14-MeV NEUTRONS
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/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

r Radiograph % Reference item Valid item

(never measured)

<Y

0
[cm] [cm]

@ Small deviations from Ny @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

Radiograph : C
‘ (never measured) ‘ %erence item Valid item

[em] [em] [em]

@ Small deviations from Npyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

(Tungsten rings replaced by lead rings)

Radiograph o
‘ (never measured) ‘ alid item

[cm] [cm] [cm]

@ Small deviations from Npyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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L OCAL TUNGSTEN DIVERSION

36-DEGREE SEGMENT OF OUTER TUNGSTEN RING (543 GRAMS, 7% OF TOTAL TUNGSTEN)




/ERO-KNOWLEDGE VERIFICATION

RADIOGRAPHY WITH 14 MeV NEUTRONS

@ Small deviations from Ny @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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TWO-COLOR INTERROGATION®

INTERROGATION WITH NEUTRONS FROM (p-“Li) REACTION




SIMULATED NEUTRON SPECTRUM

FROM PROTON-LITHIUM DRIVEN NEUTRON SOURCE IN COLLIMATOR
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BARE PLUTONIUM SPHERE

8.00 cm DIAMETER SPHERE, WEAPON-GRADE PLUTONIUM
Test item based on BeRP ball, see J. Mattingly and D. J. Mitchell, Applied Radiation and Isotopes, 70 (2012), 1136—1140

(Isotopic shift from 93.7% to 81.2% Pu-239)

’ Invalid item
“ . I‘ “

‘y
130 ﬂ,, 2y

“Radiograph” o
(never measured) ‘ Valid item

-

Essentially no structure in data,
but absolute values secret
Here: ~1,540 bubbles average
(unknown to inspector)

@ Small deviations from Npyax @ Significant deviations from Nyax (2.0, 2.5, 3.0 sigma)
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BARE PLUTONIUM SPHERE

8.00 cm DIAMETER SPHERE, WEAPON-GRADE PLUTONIUM
Test item based on BeRP ball, see J. Mattingly and D. J. Mitchell, Applied Radiation and Isotopes, 70 (2012), 1136—1140
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WHAT IF SOME THING
GOES TERRIBLY WRONG?

Possible Fail-Secure Mechanisms for ZKP Verification




FAIL-SECURE DATA
VERIFICATION AND RELEASE

If inspection system works properly and items are placed correctly,
no information in signal or noise




COMMITMENT SCHEME 1

‘DATA ASSURANCE”

Detectors after inspection

No information in data or noise
if inspection successful
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Detector information

is “committed”
(using non-electronic medium)

Host analyzes the detectors in

private to confirm that no
residual information is present
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COMMITMENT SCHEME 2

"DATA SPLITTING’

Detectors after inspection

No information in data or noise
If inspection successful
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Detector information is
divided (at host’s discretion)

host share host share

host share host share

host share

host share

host share

Host analyzes her share
of the detectors in private

to confirm that no residual
information is present
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