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The Setting: 1978

o Wyner publishes five paper

o I will discuss kwo

o Wire%ap Channel

o Common Information



WL\*@.%&F Channel

o Foundation of physical-layer
security



war@.&ap Channel

s Memor:ji.ass :

M (AR bi;Es)

Se&ref:j CO&P&&EE}I
- Reliable communication
- Z" conkains no information about M



Solubions

o Wyner gave solution for degraded
channels

o Csiszar-Korner gave solution for all
channels (197%)

o Encoding requires pre-channel



Solukion

Deqgraded:
Cs = maxex I(X;Y) - I(X;2)

Creneral:
Cs = maxexe I(U;Y) - I(U;2)
—1 v




Encoding

Same comstruction as point-to-point
Codeboolk qenerated according to Px
Send btwo messages, M and M

o M is random qarbage

o The rate of M is I(X;2)



Encoding Diagram

| Gilven M, |
lcan decode M.

R~ I(X;2) =



vaer’s se&ur&%v
argumem%

I(MM;27) = I(M;27) + I(W;27m)
FA A

| |

(X227 % nI(X;2) H(M) = nR/

Decodable if
R/<I(X;2)




Seamaj Mekbkric

o Secrecy capacilty asks for perfect
secrecy

near—lLossless

Lossless com Fr@_ T — N

QA5

Perfect secrecy hear-perfect




Weale ‘Secr@.c:v

o Wyner’s proof establishes “wealk”
p@.r{et‘:& secrecy

I(M;2%) can be made arbitrarily small
&om[ﬁmmd to n



Strong Secrecy

o Recent proc}fs focus on “strong”
perfec& secrecy,

I(M;2") can be made arbitrarily small

Warning: Strowng is not strong enough!




Moderin Proot

o Use soft-covering principle from
Wyner's other 1975 paper



Commoin
Information

M (MR bE;Es)

Produce i.i.d. pa&rs ﬂf‘rom desired Pxy



Commoin
Information

o Minimum rate of common
randomness needed:

C(X;Y) = minx-u-y I(X,Y;0)



Soft Covering

o Theorem 6.3 of Wyner’s C.I. paper:

M (MR bi;%s) ,\.

Qamdc;mi,v selectk a codeword
Pass through a memarvt&ss channel
Does induced OQ&EPME distribution makch desired?



Fmﬁ Diskribution

Desired ouﬁpu& diskribution:

Qv ()= Quiu (vu)Qu (u) v 2l o

Qu~=|]Qu
Induced output distribution: o =Tove

Pyrm o Z Qv |Uun=un (m)
u™(m)eC



Output Diskribubtion




Soft Covering
Lemwima

o Codebook size: If R>I(U;V)
o Codebook generation: U(n)-Qy i.i.d.

@ Success:  Pyniec = Qun



Covering and
Packing

Covering Packing
(compression) (Eransmission)




Covering

Hard covering:

U Te (u"(m)) = V™ in probability

u™(m)

Soft covering:

J|
= Y Qururzun(m) & Qvn
T

u™(m)



va\er’s AF’PL&&&&OM
C(X;Y) = minx-u-y I(X,7;0)

M (MR bE;Es) \




ijer’s AF?F?LE,&&ELQM
C(X;Y) = minx-u-y I(X,7;0)




Soft Covering
Metrics

1
g W:jv\ef': 3 _frzD (PV”|CHQV”) — 0

o Han-Verdi “resotvabata&:j" (1993):

B || Pynic — Qn || oy — 0

o Many other proofs and uses:

Ll (Pvn|cHQVn) — 0




Back bto Wi;re%ap
Channel

o Same encoding construction as
F’r@.kustv

o Use soft covering to show secrecy
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Stronger Soft
Covering Lemma



Claimw

s (D(Pvn|C||QVn) > e—’yln) 5 6—672”

Condiktions:
- R > IU;V)
- For some y1 ald vz and i large enocugh
- V has finite support




Existence arqument

o Performance error mekbrics:

O €1, e, - Must all go ko zero
o Expected value over codebools:

° E [ej re, :} = E{le] 3 E[lej s c
o ‘Prababitiﬁv of a qood codeboolk:

0 Pleinre OR ey ,2e ...) £ Pleywre) + Ples2e) .o



Proot Definitions




T:}F?&aat Sel

e N | dQyn|Un=yn
“Weale” &jpi{:at selk A = {(U e o log dévn

() < Ip(U; V) + e} :

‘SPLE,E induced diskribubtion
A og—nR
PC,l— 2 E Q?V”|U”:u”(m)]-(V”,u""’(m))EA6
u™(m)€eC

Peio= 257 Z Qv ur=un(m) LV um(m)) ¢ A.
u™ (m)eC

N
G ) — dQ(‘z/’i (V%)

A =5A¢ fiir 0 Al
Ac2(v™)= 0. (v™)

O

SF?LE,& A




Output Diskribubtion




A Be&ampusiﬁmm

very close o 1 small



Bound Pcpe

/ dPer=2"% 3 Pg (& | U™ = u"(m,0))

u™(m)eC

Chernodf Bound:

- Expea&ed value exyov\en&éai.bj small
- Lid. average

- Each bterm bounded bv i

- Exponential number of terms



BOMMd A !

e B
0o Wleraunmyea,

Chernoff Bound:

Expea&ed value € 1

Lid, average

Each term bounded bv nIU;V) + €)
Exponential number of terms 27%



Senankic Se«r:u,ri;&v

o Crvoldwasser-pMicall 19%2

o No kest can distinquish between a
random selection from any two
messaqes (?evror w 1/2>

o ||Pami = Pum]lrv % © for all i,k



Strong is Too Weak

o Message is assumed to be uniformly
distributed

I(M;Z") =2""% D (Pznpeml|lPz~)
g A

close ol average



£ X O PL@.

o Encoding is in packels of 266 biks

o End user only needs to use 3/4 of the
P&aw’e& during each transmission

o By protocol, end user fills the end of
the packet with 0%

o Can have ho security and still strong
perfect secrecy’

Uniform mubual information % (3/4 )"



Semantic S@.{’:ur&%v as
Mutual Information

o BQLL&TQ“TQSS&TO“\;&fdj 012
o Equiv&t&.&«&@.:
o Semankic se&ur&&v

max [ (M;Z™) < ¢
Py



-‘,xpurgaﬁ LOWN

Semantic Security in Wiretap Channel
Easv way:

o Remove bad codewords

Another easy way:

o Use stronger soft-covering lemma



Demonstrate Strong Soft
Covering on Wiretap
Channels of Type II

Ziv Goldfeld and Haim Permuter




T:jpe i1 Wim&ag
Channel

o Q‘ZQfOM“WvMQT 19% 4

@ No hotse

o Eavesdm-pper selecks ko awn po\@w@.&s
to observe oubt of n ktransmitted



ije i1 Wirehp
Channel

; Ea‘ves er F’E’;e‘:



Solukion

o Achieve secrecy capacity of wiretap
channel

@ No hotise

o Erasure prababit&&v to Ehe
eavesdropper (1-0)

o Use cosel codes



Nai;sv Maiin
Channel

o Nofea-Yener 2018
o Buillk on coset code construction
o Not optimal in general

o Goldfeld-Cuff-Permuter 2015

o Achieve wire@ag channel secrecy tagaciﬁv LA
general

o Semankic seaur&&v aca\[m{:&j ts the same



Arb&rardv \farviv\g
Wi;r@.%ap Channel

s Memor:ji.ass :

M (MR bits) g

Sear@.t“j Ca pa&i&}: 3"

- Reliable communication
- Z" conkains no information about M



Secrecy Proot

1. Av\atja@. random codeboole

2. Cownsider an arbitrary message and
eavesciropper choice

o Expomemﬁat number c:wf these

3. Soft-covering lemma

4, Union bound




Channel Coding vs,
Source Coding



Difference

o Channel coding
o Packing - weak claims
o Source coding
o Covering - strong claims
o Skrong soft covering
o Exact hard covering (of typical set)

o boubtv*expamev\&at bounds



Se&re&v Amatvsis
Uses Coveriing



