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Abstract

Virtualization is a useful technology for addressing séguroncerns
since it allows for the creation of isolated software ex@zuenviron-

interesting to establish a common technique that encorapdbe de-
tection/prevention of multiple security vulnerabilitiaad scales its re-
sources according to the prevalence and seriousness ofltlhesaed
vulnerability.

ments,e.g., for separation of the sensitive parts of a system from the From research and commercial view points, the large number o

complex, untrusted parts. In this paper, we describe a towallynami-
cally detecting and preventing software vulnerabilitiesttexploits the
availability of virtualized (isolated) execution enviments. A program
that is not itself malicious, but could have vulnerabiltiés first safely

security breaches caused by software vulnerabilities hsisgated a
lot of effort in the field of intrusion detection and prevemt Ap-
proaches to addressing software vulnerabilities can besifiled into

executed within a virtualize@iestingenvironment, wherein its execution three_main categories: static detection [6, 7, 8, 9], dyeadgtec-

is traced using dynamic binary instrumentation and cheelgainst ex-
tensive security policies that express the behaviorakpatassociated
with various vulnerability exploits. The program’s exdouttrace is rep-
resented using a hybrid model that consists of regular egfmes along
with data invariants in order to capture both control ancdimiw. The
execution trace and security policies are then used to mmisin ab-
stract behavioral model of the program’s exercised exeaytaths. The
program and its behavioral model are then migratedRealexecution
environment, wherein the behavioral model is used for efficiun-time
monitoring (in place of the security policies), along witlt@ntinuous
learning process, in order to prevent non-permissiblearagehavior.
We implemented the proposed framework using BhéN dynamic
binary instrumentation tool frorhnt el and theXen virtual machine
monitor, and evaluated the utility and performance of theppsed
methodology using several benchmarks and attack dataGetseval-
uation demonstrates almost 100% coverage for the considefevare
vulnerabilities, including buffer overflows, race condits, link attacks,
memory vulnerabilities, and NULL-pointer referencing.e€ution time
overheads of 38.42X and 1.46X are imposed on program execirti

tion [10, 11, 12, 13, 14, 15] and hybrid approaches [16, 1€],(a
combination of both static and dynamic techniques). Thiertiegie pro-
posed in this paper lies in the category of dynamic/run-tdagection
techniques.

Recent advances in virtualization allow for the widespnesel of iso-
lated execution environments with minimal overheads, séheral ap-
plications to information security. For example, virtzalion has been
used to enable the implementation of honeypots [18] andugierenvi-
ronments for security-critical functions such as trustechputing, anti-
virus tools,etc. [19]. In this work, we exploit the fact that virtualized
environments provide the ability to safely test untrustednerable
code without the danger of corrupting a “live” execution ieorment.
In order to preserve a system’s integrity, an isolated compnt, du-
plicating a system’s configuration and state, can be budtsed for
vulnerability detection and monitoring purposes. Thiswal us to over-
come the limitations of most current techniques for detgctioftware
vulnerabilities, which are either incomplete, consexgtor require too

the Testingand Real environments, respectively, indicating the potenmuch run-time overhead in order to be accurate.

tial of the proposed approach in preventing vulnerabilitpleits with
acceptable overheads.

1 Introduction

Software vulnerabilities are at the root of a large numbesexfurity
compromises and attacks on computer systems. During thel@eede,
the number of software vulnerabilities discovered and@gd has in-
creased drastically, as testified to by the dislosures frarious orga-
nizations é.g, SECUNIA [1], CERT [2], and CVE [3]). From an at-
tacker’s perspective, exploiting bugs and flaws in softwamgrams is
often the easiest path to overcoming the security perinedter plat-
form and consequently escalating his privileges to acdesglatform
resources. Therefore, the development of technologieddeeas soft-
ware vulnerabilities is a significant concern in informati&ecurity.
Software vulnerabilities are classified into differentaggdries [4], in-
cluding buffer overflows, race conditions, cross-siteggang, etc, and
vary in severity and frequency of occurrence. In fact, legdil com-
panies have been trying to establish a Common Vulneral$iggring
System (CVSS) [5] in order to provide a common way to desdiilge
seriousness of computer security vulnerabilities. Hertcejould be

In this paper, we address the issue of detecting prograneratbili-
ties and preventing their exploits. We focus on the specifiblem of
observing the execution of a program whose source code iavadlt
able, modeling safe/unsafe behavior with respect to specgecurity
policies, and ensuring that the program does not deviata frafe be-
havior. We utilize the concept of isolated execution tat¢kie problem,
by defining two virtual execution environments, nameljestingenvi-
ronment and &ealenvironment. We describe in detail the architecture
and flow of a dynamic vulnerability detection and preventmol, whose
behavior is summarized as follows:

e Statically generate safe and specially-crafted inputvestors us-
ing an automatic and policy-dependent input generatidmiece.
The input vectors are necessary for a high code coverage afxth
plication executed in th&estingenvironment and a robust check-
ing of its paths against designed security policies.

e Execute the potentially vulnerable program in a festingen-
vironment using the statically-generate input vectorsthespro-
gram executes, use dynamic binary instrumentation tocaijee-
cific information in the form of execution traces.

e Analyze the execution traces to construct a hybrid modelrdma
resents the program’s dynamic control and data flow in terims o



regular expressions and data invariants. The regular ssjorR
has an input alphab&t= {BBy, ... ,BB,}, whereBB; is an execu-
tion trace basic block. For each basic block, several ptigseare
defined that are relevant to the detection of vulnerabibiyl@its.

e Given security policies that represent program behavideurul-
nerability exploits, express them using the same hybridehad
the program execution traces. Take the intersection of \hee
models to reveal security vulnerabilitiese(, security policy vi-
olations).

e Extract appropriate checkpoints based on program preseatid
data invariants, and derive a monitoring motigl which can be
migrated to théRealenvironment.

e Observe program execution in tfeal environment and ensure

that its execution conforms with the extracted mddelChecks are
done at the granularity of extracted checkpoints. If a neacex
tion path is encountered, restrictive security policies emforced
at run-time, thus, preventing the exploit of any vulneri@pibnd a
new execution path is learned and addeiito

We implemented the proposed framework using Bhé\ dynamic
binary instrumentation tool frorhnt el and theXen virtual machine
monitor, and evaluated the utility and performance of theppsed
methodology using several benchmarks and attack datal$etsattack
data sets covered multiple security vulnerabilities, ngntriffer over-
flows, race conditions, and memory vulnerabilities. Resshow that
our tool enables near-complete detection and preventiati tie con-
sidered attacks. It is important to note that our approactoidimited
to detecting the aforementioned attacks; it promises emeof a wider
range of software vulnerabilities and malicious softwaebdvior, pro-
vided that appropriate security policies are designed.

on manually-generated vulnerability signatures. In [$2Furity checks
are automatically embedded in a program’s execution atime- Pro-
gram shepherding [13] monitors the control flow of a programd ap-
plies a continuum of security policies, ranging from highdgtrictive to
unrestrictive policies. These security policies respitigram execution
based on code origins and control transfers, such as iagnaents calls

tor jumps.

A third category of analysis techniques follow a hybrid aygmh (also
known as glass-box testing) consisting of both static améudyc analy-
sis. Examples of techniques integrating static and dynamétysis can
be found in [16, 17]. Provided that the source code is aviai|adug-
menting dynamic analysis with source information promisgsroduce
better accuracy and efficiency.

Our approach falls into the category of dynamic analysis.t&tkle
binary programs whose source code is not available. Howeuemwork
is differentiated from previous work along the followingmknsions:

e |t does not require a program to halt execution when a vuinera
bility exploit is suspected to have occurred. Since the Enogis
executed in an isolated environment, we let it run, irrespeof
its code origin, data destination, and control transfexechtion
traces are subsequently analyzed against security mfiaiede-
tection of vulnerability exploits. This is especially atttive when
both benign execution and an execution with a vulnerabdity
ploit display similar or near-identical behavior.

e We virtually partition the task of detection and preventioh
software vulnerability attacks into two environments. ekfex-
tensive execution in destingenvironment, which duplicates the
configuration of the user's workspace environment, we ekiaa
vulnerability-specific behavioral model as a guideline fermis-
sible behavior in th&ealenvironment.

The rest of the paper is organized as follows. A survey of field

relevant past work is presented in Section 2. A high-levelroiew of
our approach is given in Section 3. The details of the prapdsseme-
work in the Testingenvironment are given in Section 4, and in feal
environment in Section 5. The experimental methodology r&sdilts
are presented in Section 6, and conclusions in Section 7.

2 Related Work

Various techniques have been proposed for the detectiopramdntion
of software vulnerabilities. Most of the approaches fatbithree dif-
ferent categories: static techniques, dynamic technjcaes a hybrid
combination of both techniques.

Static analysis techniques examine the source code of agonoand
detect possible vulnerabilities. FindBugs [6] and Flawdind] are such
tools, which analyze Java and C code, respectively, lookingecurity
flaws. Other tools, such as, CodeSurfer [8] are based on dgu@nel
dency and inter-procedural analysis for detecting softwarnerabili-
ties. In [9], the proposed work disassembles a program’shinacode
and statically identifies malicious behavior in the progr&tatic tech-
niques can be a great resource for security logs and audiiogever,
due to inherent limitations in static analysis, which agploverly con-
servative assumptions, they result in a high rate of falsétipes and
negatives. Moreover, accurate static analysis is oftepaossible when
the program source code is not available.

Dynamic analysis techniques used for detection of softwaheer-
abilities rely on real-time execution of a program to test\alnera-
bilities. Dynamic analysis has the advantage of obseniiegapplica-
tion’s run-time behavior and its interaction with other tgys compo-
nents while it executes. The main drawback of dynamic arsigghat
it only examines a single execution path at a time. Multipienerabil-
ity detection tools fall in the category of dynamic analysis [10], a
dynamic taint analysis technique is introduced, which rmak tainted
any data originating or generated from untrusted inputsitdd data are
checked as they propagate in order to perform automatedtidetef at-
tacks. In[11], a technique for installing network filtergta host level is
proposed once vulnerabilities are discovered. The exphaiteric filter
acts as an intermediate agent, by examining incoming argbmg net-
work traffic from the vulnerable system and correcting tladfic based

e The proposed approach is not specific to any single vulnéyabi
and can be adpated using appropriately designed seculityego

Based on the above factors, we believe that the proposeagipr
is suitable for the detection and prevention of a wide rarfgafiware
vulnerabilities, and consequently the associated sgaaiftiécks.

3 Overview of Proposed Approach
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Figure 1: Overview of the proposed vulnerability detectaom
prevention approach

Figure 1 presents an overview of the proposed tool. The mwists
of two isolated virtual machines (execution environmentsjop of the



Xen [20] virtual machine monitor. In each virtual machingndmic bi-
nary instrumentation based on the PIN [21] framework is ugeahalyze
the program’s behavior for detection and prevention of etability ex-

ploits. In theTestingenvironment, the dynamic binary instrumentation

tool, built using PIN’s API, instruments executables withthe need for
re-compiling or re-linking. Program execution traces areamed at the
instruction level (Section 4.1). A regular expression gatw combines
each sequence of instructions that terminates in a cofttteltransfer

instruction into a basic-blockBB). Consequently, the execution trace

is expressed as a regular expresdivdefined over the alphabét =

{BBy, ..., BB}, which represents the set of all basic blocks in the pro-

gram. The union of all generated regular expressions (egresenting
a separate program execution) is performed to combine tigrgmm ex-
ecution paths into a single regular expressfon Meanwhile, regular
expressions are passed through a data invariance detetiioh for-
mulates invariants obeyed by the data associated with ezib block
(Section 4.2). The application’s execution in ffestingenvironment is
halted once program coverage is deemed to be sufficient, enwb
new execution paths are activated by new input combinatidhsre-
after, Ry is subjected (through a regular expression intersecti@nasp
tion) to security policy checks in order to detect any expidithe ap-
plication’s code (Section 4.3). The intersection proceddetects any
violation of the specified security policies. It also alloarseckpointing
trace segments whose monitoring is critical in order to @néany vul-
nerability exploits. Checkpoints and invariants are cqosatly used by
a behavioral-model generator, which filters out basic lddblat are sig-
nificant for the tool's purposes and defines a fixed set of Halsicks,
which capture properties indicative of permissible pragraehavior.

Table 1: Tracked program state information

Vulnerability Architectural process state captured in each execution
trace

Static/Automatic/Dynamic memory (S/A/D) allocation
(Starting address, Size)

(S/A/D) memory de-allocation (Starting address)
Writes to allocated memory and adjacent locations
“execve” and C-library “system” function

function pointer address values

setjmp - longjmp buffer environment values

global offset table (GOT) entries and invocations
user input strings

loop variables and corresponding dependent-variables
stack frame boundaries

control transfer instructions and addresses
file-system related system calls

S/A/D memory allocation

S/A/D memory de-allocation

Writes to allocated memory and adjacent locations

Buffer overflow

Race conditions
Memory vulnerabilities

4.1.1 Automatic Input Generation Technique

The effectiveness of our detection/prevention tool casitlly depends
on code coveragége.,the number of paths executed in ffestingenvi-
ronment and the number of triggered vulnerable paths.

In this section, we describe a system (Figure 2) that allavsraat-
ically generating input sequences exercising a high péagerof a pro-
gram'’s paths and triggering security violations in vulidegpaths. This

The behavioral modelM, also maintains a record of the application’ssystem is based on static binary analysis and symbolic gedjwen. De-
branching pointsi(e., the points with conditional control transfer) in or-spite the conservative nature of static analysis, we adoptéchnique

der to keep track of the executed paths (Section #14% then migrated
by a model migration hook managed by Xen’s Access Control Wed
(ACM) to the Realexecution environment. In thiRealexecution envi-
ronment, the running application is subjected to instruiatéon at the
basic-block granularity and to run-time monitoring, whemnly check-
pointed basic-blocks are monitored (Section 5.1). Ruretmonitoring
also involves the application of restrictive security pis in the case
where new execution paths are encountered (Section 5.2).

4 Detalls: TestingEnvironment

This section describes the operation of the proposed totheaest-
ing environment. Section 4.1 describes the execution tracerggon
module, Section 4.2 describes the regular expression agmemodule,
Section 4.3 describes the detection module, and Sectiodesdribes
the behavioral-model generation module.

4.1 Execution Trace Generation Module

Before getting into the details of this step, an introductio the PIN
infrastructure is appropriate. Instrumentation is a tépmafor inserting
extra code into an application for behavioral observatiRilN performs
such an instrumentation transparently at run-time. It jges an API
that enables the development of new tools with the capgbifiinspect-
ing the processor state as the program executes.

The tool presented in this work is built on top of PIN. It exesu
the instruction intercepted and re-generated by PIN an@rgéss in-
formation, which specifies vulnerability-specific propestthat will be
checked against violation of the security policies. Infation that is ob-
served for the particular vulnerability examples consden this work
is specified in Table 1.

Upon an application’s execution, instrumentation mosifts control
flow and that of dynamically-linked libraries mapped inte &ddress
space. Dynamically-linked libraries are considered umaafl subjected
to the same inspection procedures as the application.itsetfrder to
test the application, we run it on a large set of safe and afpearafted
inputs that are automatically generated using the teclkenégscribed
next.

for the following reasons:

e Static analysis is able to leverage a complete knowledgepoda
gram'’s structure and properties that are relevant to spdcgcu-
rity vulnerabilities.

e Static analysis is able to resolve first-level dependeriméseen a
program input and its control flow and between inputs andtiast
tions whose execution might contribute to a security viotat

e Static analysis might result in some imprecise dependstrinia
program flow. However, such inaccuracies will be accounvedhf
the TestingandRealenvironmentsE.g, analysis in thdestingen-
vironment might not detect any vulnerabilities in a patheothise
suspected vulnerable when executed under the test veater-ge
ated by the input generation system. Similarly, analysthéiReal
environment halts a suspicious path execution otherwisendd
safe and input-independent by the input generation system.

e Using dynamic binary analysis with a random initial inputtes
does not guarantee the identification of all input-depengaths.
Dynamic analysis alone would be unable to explore all patisipo
bilities.

While we adopt a static-analysis based input generatidmtgue for
testing the efficiency of our detection/prevention tootufe work in-
volves input generation based on a more efficient hybridaggr com-
bining static analysis refined by dynamic analysis resudtpeaformed
in the Testingenvironment.

a) Implementation details

Our system operates on a disassembled binary. It proceedsiryy
symbolic propagation analysis to automatically identiiffedent input-
dependent paths and input-dependent instructions thagueseeptible
to result in specific security vulnerabilities. It is basigaomposed of
three parts: (i) binary output pre-processing, (ii) pathdicates genera-
tion, and (iii) solver.

a.1) Pre-processing binary output:Prior to static analysis, disassem-
bled binaries are pre-processed in order to resolve fuma#ils and
loop unrolling.

Loop analysis: To avoid infinite iterations, we limit the number of
loop iterations ta, wheret iterations are sufficient for approximating a
loop behavior and the dependency of the loop condition oatimgri-
ables.
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Figure 2: Automatic input generation technique

Function call analysis: Unless functions are linked dynamically,may also return segmentation faults (excessive memorye)igagase it

they are replaced by their corresponding code in the disgsse bi-
nary, thus allowing a more accurate propagation of symiofiats.

cannot solve the path predicates in a reasonable time period
b) Experimental results

a.2) Generating path predicates:Our system operates by generating We have implemented the approach above and tested it orusario

the following formulas:

1. Symbolic formulas representing input constraints asatéd by
input-dependent instructions.
Symbolic formulas representing input constraints asatéd by
assembly instructions that might result in specific segwitner-
abilities.
Two symbolic formulas representing input constraintsliagated
by input-dependent control transfer instructions.

2.

3.

4,

independent instructions.

Given each instruction, our system checks whether it dependhe
symbolic input, in which case we perform a direct transtatb the in-
struction to an STP [22] conditional formula. The translatis based on
techniques presented in [23] and [24]. The example in Talder@ion-
strates such a translation.

1. Forinstructions that perform binary, unary, and assigmnopera-

tions (in addition to load and store to concrete memory a&i#s),

we generate aBTP LET expression, which binds a generated vari-
able name to the expression computed by the assembly instrug
tion. For each operation, we use the corresponding STP datwi

and arithmetic functions.
. For conditional control transfers, we generate two fdasuthus

Concrete input-independent formulas as dictated by tinpu

benchmarks that contain real vulnerabilities and areyfaidmplex to
analyze manually. Experiments (Table 3) show that our tigctenis au-
tomatically and efficiently able to generate (offline) shiginput vec-
tors used in th@estingenvironment. Column 1 presents the tested ap-
plication, column 2 the number of input-dependent paths [{#ths),
column 3 the STP time per execution (t/exec) of the testedicgion,
column 4 the number of satisfiable path conditions (SP),rmnl5 the
number of derived path constraints (Constr.), and coluntre @dtal time
(Tt) required for generating the set of testing vectorsltierapplication.
Table 3: Automatic input generation results

resulting in two sets of path predicates, one path where tuhe c
rent path continues with th&ue branch and one path where the

Benchmark | #ID paths | STP (t/exec-s.)| # SP | # Constr. | (Tt-min.)
bzip2 64 7.60 56 8195 7.14
gzip 32 9.65 19 2075 2.47
unzip 28 7.59 27 2104 3.42
gpm 0 n/a n/a n/a n/a
sdiff 236 9.63 231 16396 37.07
OpenSSH 6 1.87 6 1420 0.19
mpg123 51 2.29 51 24642 1.95
ghttp 7 0.47 7 1055 0.05
flex 21 5.32 21 45114 1.86
gawk 61 0.84 60 1436 0.837
nasm 19 1.87 19 1211 0.50
zlib 11 1.86 11 1052 0.34
z00 61 1.88 57 2099 1.78

current path continues with th&lsebranch. Each control transfer

instruction is translated to two symbolic formulas using tlorre-
sponding STP predicates.

. For assembly instructions, which do not depend on therpmg
inputs, their operands are set or abstracted to concraies/abking
the STPASSERT function.

For instructions that contain properties embedded inhtsic
blocks of our designed security policies, our system geasi@n-
ditional input-dependent formulas. For example, in Table@see
that instructionl 1 contains a call to functionpenand instruction
12 contains a call to functionohmod thus, resulting in a vulnera-
bility window that might be exploited by an external attacké
the vulnerability window is input-dependent, we might béeaio
increase its length by generating appropriate input foasiuh the
example of Table 2, conditional formulas {W5s) are generated
n times. At the " iteration, formulas are generated to exit th
loop executing between the pair of system calls. Increatiieg
input-dependent vulnerability window enhances the priibalbf
successfully attacking a vulnerable application by anckttande
running in parallel to it.

a.3) The solver: The solver that we use STP, which is an efficient
decision procedure for the validity of a set of formulas. dslits own
built-in language with specific functions and predicates. &l gener-
ated path conditions, the solver checks if the conditiomssatisfiable.
In case the path conditions are satisfiable, the solver gesean input
test vector that triggers the execution of the path in gaasiif no in-

put combination leads to path execution, STP returns \giisdiie. STP

4.2 Regular Expression Module

This section is organized as follows. Section 4.2.1 dessribe regular-
expression generation module, Section 4.2.2 describesetpalar-

expression union module, and Section 4.2.3 describes tiaeimaari-

ance module.

4.2.1 Regular Expression Extraction Module

This module transforms each execution trace into a regulaiession.
Constructed regular expressions are not only a text-gatsiol, they
present a codified method that allows parsing and isolati@pecific
properties within a body of the execution trace. Each regkpression
is defined over alphabét = {BBy, ... , BBy}. At the highest level of
granularity, each literaBB, is a basic block derived as a sequence of
instructions terminating at a control-flow transfer instion (.e., any

ecomputed or indirect jump instruction or call instruction)

Each basic block encapsulates various properties and cwnim
presented in data-structuBB (Table 4), which should be accurately
defined since they are indicators of a software exploit in dappli-
cation. Each property captured in a basic block is coded antmn-
cise representation for memory and execution time scihalplr-
poses in large programs. Ea@B is identified by a unique or stan-
dardized addressnique_block_addressand by itsblock_number. If
BB's entry point corresponds to a static executable addfeshen,
unique_block_address= A. On the other hand, if this entry point corre-
sponds to a dynamic link entry, we calculate address ofisatan exe-
cution trace with respect to a pre-defined vaighat we specify. Given



Table 2: Translation to STP constraints/Augmenting vidbdity window between paired system calls

(l,) 80483DB call<fopen@plt-

—> LETV_i1 = INPUT_i

—> LETV_i2 = (BVSUB(32,V_1,0hex00000001))

=~ LETV i3=V_i2

> LETV_i5 = (BVGE(V_i2, 0hex00000000))

—> LETINPUT_(i+1) = V_i2

IN
80483E0  subl $0x1(%beax)

IN
80483E3 lea Oxfffffffc(%ebp), (Yoeax)

IN
80483E6 cmpl $0x0, Oxfffffffc(%oebp)
80483E9 jg 80483e0
80483EB movl $0x0, 0x4(%esp)

(1) 80483EE calkchmod@plt-

—> LETV_nl1=INPUT 1

IN

—> LETV_n2 = (BVSUB(32,V_1,0hex00000001))

IN

—> LETV_n3=V_n2

IN

—> LETV_n5 = (BVLT(V_n2, 0hex00000000))

that the address of the first dynamically-linked addressftiilows an
application’s entry point virtual address is equalDg, O = Da — A'.

not included iNRy . At that point, both regular expressions are traversed

until a commonBB is executed. If all call transfers in bofky andR,

Thereafter, the address of each sB&is adjusted by this offset in order that have been executed betwd jumpandBB, have returned, then

to allow for efficient and correct comparison by the regubgoression
union module, thus yielding the value ohique_block_address An-
other constituent oBB is theexecution_idfield = bgs...bg, whereb; =
1, if BBis executed along thi&" execution of the progranmum_child
is the number oBB; that can be executed followingB;’s execution.
num_child > 1, if BB; is a bifurcation point, ancthild is an array

BB is theBB_join_pt (i.e., BBjoin_pt = 1) basic block corresponding
to BB_jumpandBB_jumpstamp = 1.

4.2.3 Data Invariance Module

This module’s intent is to formulate invariants obeyed byadat spe-

that stores the index @B;’s children. The remaining fields are set tocific basic blocks oRy. It gives insight into the properties of the pro-
NULL unlessBB, respectively, contains: (i) a call instruction, (i) agram data flow that might be useful in identifying malicioupleits.

return instruction, (iii) a function pointer call, (iv) a tg@p function,

(v) a longjmp function, (vi) a GOT entry call, (vii) an insttion op-

erating on the user input, (viii) a loop whose condition defseon the
value of an array of variables (VAR), (ixX) memory allocati¢x) mem-

ory de-allocation, (xi) a system call, (xii) a conditionantrol transfer
(in which caseBB is referred to a88B_jump), (xiii) a routine or func-
tion definition, (xiv) a condition’s exit point, (xv) a cort@nal control

transfer with multiple paths associated with it, or (xviyatata invari-
ant forms (Section 4.2.3). Details of each constituent fegklgiven in
Table 4. Constituents of ea®B; in regular expressioRy are extracted
from thekth execution trace anBy is generated accordingly.

4.2.2 Regular Expression Union Module

A logical succession to the regular expression generatido subject
it to a check for security exploit violation. However, a maealable

method is to find the unioRy of the regular expressions, and subject it

to the security policies. The union module operates on tiérabflow
of the application and is complemented by a data invariancdute,
which operates on the data flow of the application (Secti@B}. The
union operation is presented in Proceduheion. It recursively com-
bines single-trace regular expressioRg,into Ry, i.e., whenR is gen-
erated, the following operation is performd®lj = Ry U Rx. As a start-
ing point, Ry = A (empty regular expression). When combinRg and
Ry, if a path in R already exists iRy, the execution_id of th8Bs in
the corresponding path are updated, as in line 7. WH gumpis en-

Invariants have been previously proposed with variousiiniacluding
the identification of behavioral program bugs [25], and ustding
a program’s behavior [26]. The on-line data invariance neduoain-
tains invariants at various program poinite,, specific locations in the
execution trace, which we specify depending on the addilessfévare
vulnerabilities.

For the program vulnerabilities addressed in this papemehg
buffer overflows, race conditions, link attacks, memoryg afJLL-
pointer dereferencing vulnerabilities, the data invaseamodule oper-
ates on the following data elements of a regular expressisit blocks:

e Data path flow, which consists of pairs
(BB.block_numberBB.unique block addres$.

e Memory allocation elements, specifically, allocated mensize

and address space.

Addresses of function pointers.

Environmental values at longjmp and setjmp function calls.

Addresses/Entry-points of GOT entries.

Original and modified values of user inputs.

Loop constraints variables and corresponding dependencie

Program routine addresses.

Arguments of “execve” system call.

Arguments of file system calls.

Pushed return addresses at call sites, except for dyndyniicéded

address values.

The data invariance module keeps track of data invariarttamiry

countered, if a new execution path is simulated, the lastbandled by ba
adding it as a new child @B_jump(lines 55-78). Otherwise, if no new
execution path is simulatetdnion is recursively called on the repeated
execution path (line 52)Jnion’s recursive call exits when a join-point
(denoted byBB_join_pt) is encountered. BB_join_pt is defined as
the point where different execution paths converge,the exit point of
the correspondin®B_jump. (Join-points are captured by running Pro-
cedureJoin-Pt on Ry andRy before calling Procedurénion). Due to
space limitations, we limit ourselves to a brief explanataf Join-Pt
instead of writing the full algorithm details. ldoin-Pt, both Ry and
Ry are parsed in a top-down manner until a comnBB) jumpis en-
countered, such thaBB_jump has an an execution path Ry that is

sic blocks. The invariants inferred over the above viegbre:

e Acceptable or unacceptable constant values, indicatimdLeethat
a variable should or should not assume, respectively.
e Acceptable or unacceptable range limits, indicating theimmiim

and maximum values that a variable can assume or should hot as

sume, respectively.
e Acceptable or unacceptable value sets, indicating thefsetlwes
that a variable can assume or should not assume, respgctivel
e Acceptable or unacceptable functional invariants, intiticea re-
lationship within a number of variables that should be fiatisor
should not be satisfied, respectively.



Table 4: Basic blockBB) data structure

Data structure BB: Basic block data structure

ProcedureUnion: Union of R, with a single-trace regular expressiorR,

Field

Comment

UINT unique_block_address

standardized address BB

Inputs: single-trace regular expressign(generated for the program'&kexecution),

Ry, start_indexR,, and start_indexR;. Note thatR; = Ry whenUnion is
first called.

Output: regular expressidry
INT block_number index number o8B 0. ;ta_tic indexJoint, index folRy, index2 forR,, and new_index foRy
INT num_child number of8B's children % if g"SE %urs'on
INT* child index array oBB's children 3. endlif
UINT64 execution_id execution_id @g3...b1by, where eacly; is setin cas&B 4. while TRUE
is executed in theéth execution of the program 5. copy(Ry -BBnew index » R1-BBindex)
6. Ry .BBnew index.block_number = new_index

CALL_STR call_site

call_site is built if BB contains a call instruction,
CALL_STR data structure contains: (i) called site af
dress, (ii) pushed base-pointer value, and (iii) pushed
turn address value

d-
re-

9.

RET_STRret_site

ret_site is built if BB contains a return instruction
RET_STR data structure contains: (i) popped return
dress, and (ii) popped base-pointer value

10.
pd- 17,
12.

UINT function_ptr[2]

function_ptr is built ifBBcontains a function pointer. Thg
array contains: (i) backtracked (check Table 7 for exp|
nation) address of invoked function, and (ii) function a
dress at invocation time

13.
a- 14
o- 15.
16.

UINT* setjmp_buf

setjmp_buf is built ifBB contains a setjmp function. Th
array contains environment values stored when setjm
called

L 17.
bis 18.
19.

UINT* longjmp_buf

longjmp_buf is built ifBB contains a longjmp function,
The array contains environment values restored wi
longjmp is called

20.
21.end

23.for i

FUNCTION GOT_fct

GOT_fct is built if BB contains a call to a function in the
dynamic relocation ELF section

24,
25.

Char * user_input

user_input is built ilBB contains an instruction operatin
on the user input

y 26.
27.

LOOP_VAR* VAR

VAR is built if BB contains a loop whose condition de
pends on the value of variablar;. VAR is an array con-
taining var; and other variables iBB upon whichvar;
depends or which depend oar;

28.
29.end

Ry .BBnew index-€xecution_id = Ry.BBrneyw index-execution_id Or (64~

7.
k)'b{0}.1'b{1}.(k-1)'b{0}
8.

Find_invariant®y .BBrew index-invariant,R;.BBingex, R2-BBindex)
if R1.BBingex-condition =1 andR;.BBjpgex.Stamp = 1
break
endif
index =R;.BBingex.child[0]
increase(index2)
if R1.BBingexequal BB_join_pt
return
else
Ry -BBrew index-child[0] = new_index + 1
Ry .BBhew index-Child_num =R;.BBipgex.child_num
endif -
increase(new_index)
of while

22. CHILD_NUM =Ry.BBjygexnum_child

=1..CHILD_NUM
if Ro.BBindex+1 IS equal toRy.BBr, sgjindex childrenii
Found =1
COMMON_CHILD = index
break
endif
of for

30. temp_index = new_index
31.if Foundequal 1

MALLOC_STR malloc malloc is built if BB contains a malloc function. MAL- gg %Jég?seg-(g‘g;ﬁmd&?um = G = R1.BBingex child_num
LOC_STR data structure contains: (i) size of allocated 34‘ i=0 -
memory, and (ii) starting address 9f allocated memow 35 for i=1..CHILD_NUM
FREE_STR free FREE_STR data structure contains the starting addiess 36, child =Ry.BBigex child][i]
of freed memory 37. if child not equal to COMMON_CHILD
SYS_CALL system_call system_call is built if BB contains a system call 38. Ry .BBiemp ingex.Child[j++] = new_index
SYS_CALL data structure contains: (i) name of systgm  39. while Ry.BBingexjoin_pt = 0
call, and (i) arguments of the system call 40. COpYRy -BBrew indexR1-BBindex) )
BOOL condition True, if BB contains a conditional call transfer 4l. RU -BBrew index]jlock_number = new_index
- — - - 42. increase(new_index)
RTN Routine name and address of a routine if basic block contains pne 43 index =R;.BBingex-child[0]
BOOL join_pt True, if BBis a condition’s exit point 44. BB_join_pt = Ry.BBingex
- - — - - 45, end of while
BOOL stamp True, if BB contains a conditional instruction and has 46. endif
multiple paths associated with it 47, end of for
INV* inv array inv is built if data invariants of any form are assogi- 48. COpYRy -BBhew index, BB_join_pt)
ated withBB 49. index_joint =Ry .BByey index-block_number = new_index
50. increase(new_index)
. . . 51. Ry .BBremp index-Child[Cy-1] = new_index
. When gomblnlng regular expressioRg andRy, Qach potential data 52 Union(Rs Ry, index, COMMON CHILD)
invariant is checked. When a data point stemming friggndoes not 53.  Ry.BBney index.child[0] = index_joint
satisfy a data invariant type storedRy, this invariant is not checked 54.else ) _ )
subsequently and is removed from within the basic block.uded data 55 Ry BBrew indexChild_num =Ry BBingexchild_num + 1
X . . . X . 56. increase(new_index)
invariants are used by the security violation detection m@elnd the be- 57, j=0
havioral model generation module (Sections 4.3 and 4.g¢ewtwely). 58.  fori=1..CHILD_NUM
59. Ry .BBremp index-Child[j++] = new_index
i 60. while R;.BBingex N0t equal to BB_join_pt
43 Detection MOdU|e 61. COPYRy -BBhew index R1-BBindex) .
. . . . . . 62. Ry .BBhew index.Dlock_number = new_index
This section describes the detection module of Figure kt,Faection 63. increase(new_index)
4.3.1 describes the different software vulnerabilitiesagkle as a proof o B e B Bnde O]
of concept of the efficiency of our approach. Section 4.3 itsethe 66. end of whip—F T EEindex
security policies to be applied to the applicatioRis. Section 4.3.3 de- 67.  end of for
scribes the methodology of applying these policies. 68.  copyRy.BBrew index BB_join_pt) )
69. index_joint =Ry .BBnew index-block_number = new_index
i : ; 70. increase(new_index)
4.3.1 Software Vulnerabilities and Potential Exploits 71 Ry BBump e chld[Cr] = new_index
Prior to getting into the details of describing securityigiels and the 72. while Re.BBinge, Not equal toBB_join_pt
thodology of applying them, an overview of the vulneiitibg we 7. COPYRU BBhew index Rz BBndee)
me ogy pplying ) 74. Ru-BBhew jndexblock_number = new_index
address in this paper is due. 75. Ry -BBrew index-€xecution_id = (64-k)'b{0}.1'b{1}.(k-1)’b{0}
Buffer overflows Buffer overflows are a major form of security vul- ;g !ncrease(_nedw_gldeX)
nerabilities in today’s software. They have dominated tifeasare vul- %8 endof w&gase('“ ex2)
nerabilities reported by CERT advisory [2] and are ratechassecond 79.  Ry.BBuew indexchild[0] = index_joint
80. endif B

most common vulnerability (2156 incidents) in the past fieang by
the Common Vulnerabilities and Exposure (CVE) list by Mifgg In
Figure 3, we illustrate how a simple vulnerability, namelyack of in-




put validation and boundary checks is exploited using splgecrafted
input sequences in order to execute arbitrary malicious.cbde vulner-
able code reads a user input into a |dwaffer without any validation of

succeeds [31]. An example of such an attack is presentecbie Ba

Table 5: Race condition example: Open-chown attack

the user-providgd inpyt. The b]ock storage segment (BS!SI)abts the [ Action File system calls Description
value of a function pointer, \{vhlch is to be called after fgﬂllupbuffer. file = fopen | openfile, user opens a write-filEILE with root privi-
In order to launch his exploit, an attacker creates a maigtiecrafted | (‘FILE", O_WRONLY] leges
user input of length 3%, — P;|. When the program executes, it causes the ") 8—?;”&?—@5”'
function pointer value to be overwritten and directed tagathe mali- — - = - -
. . S . X link -s file The attacker exploits the window betwegn
cious code. While the vulnerability in Figure 3 was expldifer attack- | /etc/pwd open and chown32 and creates a symbolic lihk
from FILE to the passwords file /etc/pwd
User Input chown (file, | chown32(file, user,| useris assigned root privileges o®LE . The
—|Stack user) NULL) symbolic link is resolved and the user now has
M — | Hea access privileges over the passwords file
static long int buffefBUF _SIZE]; An attacker can simply exploit the vulnerability intervagtitveen
=| P . .
statc inheap_fct_pt) = 3 ' open andchown system calls, and create a symbolic link fréit.E
&manage_input; g buffer buffer toet c/ pwd, causing the program to have root perlleges_ over the sys-
memset(buffer, user_input, 9 ST éove o tem passwords_flle, thus, causing actions, such as ovarg/dtideleting
user_inputlength); P — 1 P of the etc/pwd file. When a symbolic link joins two events, taee con-
(+heap_fct_pointer)(buffen); bomter ;Qg‘ggr”zﬁ alcious dition is then called “link attacks.” For the purpose of tiiaper, we
classify race conditions and link attacks into three caiego
Vulnerable code - ‘

Figure 3: Example of an attack overflowing a function pointer

value

ing a function pointer allocated on the BSS, it was provedir] fhat

various attack targets (return address, old base pointetibn pointers,
and longjmp buffers) can be exploited by buffer overflowsharme the
control flow of a program. Those targets can be placed unthshatin

two different locations (stack or heap/block storage/dagment) and
using two different techniques (overflowing a buffer all thay to the

attack target or overflowing a buffer to redirect a pointeth®target).

Considering all combinations of techniques, locationsl t@nget at-
tacks, in [27] a testbed of 20 different attack forms is cdestd and
the effectiveness of publicly-available tools for dynaridfer overflow
prevention is investigated. The best tool is only 50% effedn detect-
ing/preventing the attacks and there are six attack forrmistwimnone of
the tools can handle.

Another form of buffer overflow opportunities that is oftender
scrutiny by attackers and that we consider in our work is teravite
memory locations, which are often to be executed througls talex-
ecve or to the standard libc “system” function. Buffer ovesflattacks
are also implemented as non-control-data attacks, whidlkeucontrol-
data attacks that alter a program’s control datg.(return values, func-
tion pointers, etc. ) to execute malicious code, operatesbyflowing the
value of non-control application data, such as system ogiliraents, de-
cision making data, user identity data, GOT entries, condiion data,
etc. ([28, 29, 30]).

We ran our tool, with appropriately-designed security gieB, over

the 20 attack benchmarks in [27] and we obtained a coverafj@Qsf.
We also obtained a 100% detection rate of buffer overflow enan
bilities in open-source packages, such as gzip and ncomfgestion
6.2.3).
We also demonstrate the efficiency of our approach in detg¢a 100%
detection rate) non-control-data attacks by running it ymtteetic and
real-life commercial benchmarks that contain vulneréibgi allowing
attacks overflowing the values of GOT entries, system calliments
(execve system call), user inputs, and decision making data

Race conditions and link attacksRace conditions, specifically file
access race conditions, are known as time-of-check, tiffus® (TOC-
TOU) race conditions. They are a common form of software enan
bilities (534 incidents in the past five years, as reportecCh{E [3]),
and the exploit of security holes related to them enablegtacler to
gain read, write, and execute privileges that interferdn e file sys-
tem. Race conditions occur when two events follow each athdrthe
second depends upon the first. If a malicious action occuisglthe
time interval (known as vulnerability window) between tlh@tevents,
the outcome of the second event will not be as intended. Retachave
numerous techniques for expanding the length of the vubilégewin-
dow. Moreover, an exploit attempt can be continuously regzeantil it

e (sys_call - sys_cah) attack, in which the attacker exploits a time
window between two system calls operating on a particulefil
Most frequently, such an attack is accomplished throughtcre
a symbolic or hard link fronf to a privileged file. Most common
(sys_call - sys_cal) pairs are listed in Table 6.

Directory redirection attacks, in which the attacker redis the
directory, in which an event was being performed to anotiveced
tory. Therefore, after such an attack, a program would beabipg
in a directory different than the intended one.

Temporary-file race condition attack, in which a programates
temporary files with easily predictable names. An attackplaits
this vulnerability by launching link attacks on guessedtiidenes,
potentially gaining elevated access privileges to theesgst

Table 6: System calls with an exploitable vulnerability ddmv

sys_calj sys_calp

access open

open open

open chmod/fchmod

open chown/Ichown/fchown/Ichown32/fchown32/ chown32

rename chown/Ichown/fchown/Ichown32/fchown32/ chown32

fstat/Istat/Istat64/fstat64 open
chdir rmdir
mkdir chmod

We have run our tool on an attack data set of nine differené rac
condition benchmarks and several open-source packagesepiorted
race condition vulnerabilities, and we obtained a 100%alete rate of
the attacks (Section 6.2.3).

Memory vulnerabilities and null-pointer dereferencinghese include
memory leaks, double-free vulnerabilities, boundaryekheulnera-
bilities (usually classified as a buffer overflow attack),nitielized
memory, etc. Unsafe memory operations are not very coniptica
However, most are spread across a large number of code lirfiésspa
fact that leaves programmers susceptible to committing sperations.
This also means that the detection of such memory vulndiebilis
quite hard to track manually or statically. They are eastyleited and
their exploit can trigger buffer overflow, sensitive infation leak, DoS
attacks, etc. A variety of tools have been designed to dehechory
management problems [32].

4.3.2 Security Policy Structure

The security policies that we use in our work are a high-léseguage
specification of a series of actions, which, if executed imdipular se-
quence, outline a security violation. Each security poliyranslated
into a regular expressioRp defined over alphabet = {bby, bhy, ...
, bbn}. Policy specifications are tailored to each vulnerabibgman-
tic. Moreover, for each individual vulnerability, severallicies may be



needed. Figure 4(a) shows the structure of a security paieg Fig-
ure 4(b) demonstrates how the policy’s regular expressicnmstructed
from a high-level language specification. Tables 7 and 8 dtiifferent
vulnerability-specific policies for buffer overflows, analce conditions
(R.C.) and link attacks (L.A.) and memory vulnerabilitidd.V.), re-
spectively. Column 1 (Table 8) specifies the targeted valniéty (R.C.,
L.A., M.V.), Column 1 (2) in Table 7 (Table 8) gives the high+l spec-
ification of a security policy and column 2 (3), correspoin gives
the regular-expression translation. As can be noticed frenable, the

Non-security-critical
basic block or bb;.
Does not include
subsequent security-
critical bagic blocks

Rp=[. [bby K#2, ..., i * ]* .[. G [.......).]*

Security-critical basic
block. Describes

“Action;” as specified
in high-level language

Security-critical basic
block. Describes

“Action,” as specified
in high-level language

Security-critical basic
block. Detects exploit if
preceded by all
previous security-
critical basic blocks

(€))
High-level language specification of P Regular expression Rp
If Actionyis executed @
theis executed after a time
windoww TS
T \ )
| S~ -
.
L“.—.—: —————————————————————————— - @
--- 1
1
the ﬂ @ is [ JOn. Ty
executed H ( J
' (soy—"
_______________ -
- Security Violation

(b)
Figure 4: Security policy specification and translatiomirggu-
lar expressionRp
policies, through their basic blocks components, captavedsoftware
flaw can be exploited. If a policy’s behavioral model is captlinRy,
through a regular expression intersection betwRgm@ndRp, a security
exploit must have occurred during the program’s execution.

4.3.3 Application of Security Policies

A regular expression intersection engine is responsibi@fplying a
security policyRp againstRy . Procedurdntersectdescribes how vul-
nerability exploits are automatically detected by intetsgy Ry andRp.
Thelntersec{Ry, Rp) routine works as followsR, is scanned block by
block in order to find a match between its basic block propsréind
those of the security policy blocks (lines 3-15 and lines383-When a
conditional block is encountered, if the condition is staahp.e., if the
condition has multiple children pathstersectis called recursively over
each conditional path (lines 16-20). For ti&" execution, a temporary
output fileReg_exp is created in order to store a string of all matchin
bb's in Rp. In other words, in case of a match betwddB, in Ry and
bbe in Rp, Intersect outputs abhy, into file Reg_exp for each bitK
=1 in BB.execution_id (lines 7,8 and lines 27,28). The string inhea
Reg_exp is then matched, using a standard string matching functi
ality, against the string representationRy’s regular expression (lines
9,10 and lines 29,30). If a match occurs, a secWitLATION flag
is asserted. Therefore, this regular expression intéosetchnique al-
lows us to detect any security violation dictated by the iggppolicy.
Moreover, due to the locality of applyinBp, the exact points, where
violations have taken place, can be inferred.

4.4 Checkpointing and Behavioral Model Gener-
ation Module

The checkpointing and behavioral model generation modidevs for
an efficient logging of the program’s behavior, and re-uggbof the

Table 7: High-level specification and regular expressioseba
specification of buffer overflow security policies

Security policy
specification in high-
level language

Security policy translation into a
regular expression format

A return instruction,
which follows a buffer
overflow and does not
target the instruction
after its corresponding
call site, should not be
allowed to execute

P = [bby. (b, k # 2,3,4)"]*.[bby. (b, k # 3,4)T*.
[bbs.(bby, k 7 4)*]*. bby

bb;: pushed return value at call siteRef

*: Kleene closure

(bby, k # 2,...,n): any basic block not equal to
subsequent security-criticab

bb,: allocated memory (D/A/S)

bbs: overflow of memory allocated ibb,

bby: return value corresponding by # Ref

An execve system call,
following an overflow of
allocated memory on
stack/heap/BSS segment
should not be executed

Py = [bby. (b, k # 2,3)*]*.[bhy. (bby, k 7 3)T*. bbs

bb,: allocated memory (D/A/S)
bb,: overflow of memory allocated ibb;
bbs: execveéxecve.arg= overflown memory

A call to longjmp, which
follows an overflow of
allocated memory on stack/
heap/BSS segment and its
restored env. does not
match the one stored at
the time setjmp is invoked
should not be executed

Ps = [bby. (b, k # 2,3,4)"]*.[bby. (b, k # 3,4)T*.
[bbs.(bby, k 7 4)*T*. bby

bb,: stored environment at setjmpEN\4
bhy,: allocated memory (D/A/S)

bbs: overflow of memory allocated ibb,

bby: environment restored at longjmp ENV,

A return instruction,
which follows a buffer
overflow and does not
recover the pushed value
of the old base pointer,
should not be allowed to
execute

Ps = [bby. (b, k # 2,3,4)"]*.[bby. (b, k # 3,4)T*.
[bbs. (bl k 7 4)*]*. by

bby: pushed value of old base poin®ase_Pty
bb,: allocated memory (D/A/S)

bbs: overflow of memory allocated ibb,

bby: restored value of old base pointgrBase Ptry

An execution path, in
which memory overflows
beyond recovered frame
pointer should not be
allowed to execute

Ps = [bby. (b, k # 2,3)*T*.[bhy. (bby, k 7 3)T*. bbs

bb,: allocated memory (D/A/S)
bb,: overflow of memory allocated ihb;
bbs: recovered frame pointer with overwritten registe

s

A function pointer, which
follows a buffer overflow,
and the backtracked value
of the register holding the
function pointer value has a
different function address
should flag a security
violation

Ps = [bb,.(bbe, k # 1,3,4)*]*.[bb. (oby, k # 1,4)T*.
[bby.(bby, k # 1)**. bby

bby: backtracked register containing value of
function pointer #Func_Ptry

bhy,: allocated memory (D/A/S)

bbs: overflow of memory allocated ibb,

bby: invoked function pointer valug Func Ptry

A call to a function
corresponding to a GOT entry,
which follows a buffer overflow,

J and the executed address conflid

with the dynamic relocation
section address should not be
allowed to execute

Py = [bby. (b, k # 2,3)*T*.[ by (bby, k 7 3)T*. bbs

bb,: allocated memory (D)
tsbhy,: overflow of memory allocated ihb;
bbs: call to GOT entry function with overwritten
entry point

A loop, whose condition dependg
on a variable following a buffer
overflow should not be allowed
to execute

Pg = [bby.(bhy, k # 2,3)*]*.[bl,. (b, k # 3)*]*. bl

bb,: allocated memory (D/A/S)
bhy,: overflow of memory allocated ibb;
bbs: a loop with an overwritten constraint value

A register or memory location
containing the value of a user
input and following a buffer
overflow should flag a security
violation

Po = [bby.(bhy, k # 2,3)*]*.[bl,. (b, k # 3)*]*. bl

bby : allocated memory (D/A/S)
bhy,: overflow of memory allocated ibb;
bbs: overwritten user-input

1 When scanning the execution trace of an application, onaactibn pointer
is being invoked, we can infer the value of the register inalitthe function pointer

value has been initially declared.

At that point, we can back (reverse-scan) the

register value in the logged execution trace.




Table 8: High-level specification and regular expressioseba
specification of race conditions and memory vulnerabdise-

curity policies

Vulns | Security policy
specification in high-
level language

R.C. Inode, symbolic, and hard-| Pig = [bby.(bby, k # 2)*]*. bb,
L.A. link discrepancy between
sys_call and sys_cajl

of the event-pair

Security policy translation into a
regular expression format

bby: file-specific system call sys_calwith
file.inode =Iny, file.links =Link,

<sys_call,sys_cal> bhy: file-specific system call sys_calwith

should not be executed file.inode Iny, file.links # Link,

Execution path discrepancy Pi; = [bby.(bby, k # 2)*]*. bb,

between the execution of

two subsequent system bby: file-specific system call sys_calwith

calls file.path =Exec Path;

bhy: file-specific system call sys_calwith
file.path# Exec Path,

Inode, symbolic, and hard-| Pi2 = [bby.(bby, k # 2)*]*. bb,

link discrepancy between

subsequent usage of a tmp/ bb,: usage parameters of tmp/ filedUsage

file should not be executed| bb,: usage parameters of tmp/ fileU sage

M.V. A dynamic/automatic P13 = [bby.(bhy, k # 2,3)*]*.

allocated memory, which [bby.(bhy, k # 3)*]*. bbs

is freed twice, should not

be allowed to execute

bby: allocated memory (D/A/S)
bb,: de-allocation of allocated memory
bb;: re-de-allocation of freed memory
P14 = [bhy.(bby, k # 2,3)*T*.

[bhy. (bby, k # 3)*T*. bby

A dynamic/automatic

allocated memory, which

is never freed

bby: allocated memory (D/A/S)

bh,: de-allocation of allocated memory

bbs: end of execution trace and nuoig)
# numgb,)

A dereferenced NULL- P15 =bby

pointer

bb,: dereferenced NULL-pointer

tested program’s path properties without the additionariogad im-

posed by scanning redundant and irrelevant informationilé\hter-
sectingRy with Rp, basic blocks oRy matching any oRp’s security-
critical basic blocks are marked as checkpoints.

Invariants at checkpoints are manipulated as follows:

e If the regular expression intersection results iVI©OLATION

match, invariants at involved basic blocR8;, which contributed

to the unacceptable program behavior, are formulated axapt
able invariants (ref. Section 4.2.3).

e [f the regular expression intersection did not result in aamain-

variants at involved basic blocl®B; are deemed potentially safe

and formulated as acceptable invariants (ref. Sectiod}.2.
e [finvariants at a checkpointed basic block do not revealcaisty

violation or do not confirm a permissible program behavioeyt

are removed from within the basic block.
EachBB;, such thatBB;.condition = 1 {.e., BB = BB_jump), is also

marked as a checkpoint in order to keep track of covered pnogixe-

cution paths, a path being the sequence of basic blocks texkfallow-

ing BB_jump. Checkpoints and invariants are then used by the behav-
ioral model generation module, which groups checkpoingeidblocks

into the behavioral modeé that is to be migrated into thReal envi-

ronment.M encapsulates, within its basic blocks, permissible (ornon
permissible) real-time behavior of executing programss Behavior is

enforced by embedding suitable properties and flags wiigbasic
blocks. These are as follows:

1. Flag = Ret_Value_Store These correspond to checkpointed call
transfer basic blocks.€é., BB.call_site# NULL). The flag forces

Procedurelntersect Intersection of regular expressionRy with security policy Rp

Inputs: regular expressidRy and security policyRp
Output: detection of vulnerability exploit dictated By

1. while Index < number of basic blocks &,

2. if Ry.BBjngex.condition =1

3 for index = 1 ... number of basic blocks Bf

4 if compare RU -BBindexs RP-bhndex)

5. for index1 =1 ... number of program executions

6 if Ry.BBingex€xecution_id & (one « index1)

7 open(concatenate("Reg_exp", index1), "app")

8 fprintf(concatenate("Reg_exp", indexRh.bbingex)

9. if MATCH content of concatenate("Reg_exp", index1R&
10. VIOLATION =1

11. endif
12. endif
13. end of for
14. endif

15. end of for
16. if Ry.BBjngex-Stamp =1

17. for i=0...Ry.BBjpgex-child_num

18. Interest(pathli], Rp)

19. end of for

20. endif

21. endif

22. else

23. for index = 1 ... number of basic blocks Bf

24. if compare Ry .BBindex Rp-bbindex)

25. for index1 =1 ... number of program executions

26. if Ry .BBingex-€xecution_id & (one « index1)

27. open(concatenate("Reg_exp", index1), "app")

28. fprintf(concatenate("Reg_exp", indexh) at index ofRp)
29. if MATCH content of concatenate("Reg_exp", index1R&
30. VIOLATION =1

31. endif

32. endif

33. end of for

34. endif

35. end of for

36. if Ry.BBjhgexjoin_point=1
37. return

38. endif

38. Index =Ry .BBingex child[0]
39.end of while

the run-time monitor to store valuRet of the pushed return ad-
dress and valubase of the pushed base pointer address. No in-
variants are stored at such blocks.

. Flag = Env_Store These correspond to checkpointed basic

blocks, such thaBB;.setjmp_buf# NULL. The flag forces the
run-time monitor to store valué_pt; of the frame pointer address.
No invariants are stored at basic blocks with flag/_Store

3. Flag = User_input_Store These correspond to checkpointed ba-

sic blocks, such tha@B;.user_inputz NULL. The flag forces the
run-time monitor to store valui@put of the user input value as it
is being legitimitely modified (or unmodified) by the insttions
within the basic block. No invariants are stored at basicksavith
flagUser_input_Store

. Flag = Sys_Call_Arg_Store These correspond to checkpointed

basic blocks, such thaBBi.system_call.namez {sys_calh}.
The flag forces the run-time monitor to store the value
of BBj.system_call.arg (i.e., the file nameF), as well as,
F.directory,F.inode, and-.links. No invariants are stored at such
blocks.

. Flag = Ret_Value_\Verify: These correspond to checkpoints;,

such thatBB;.ret_site# NULL. BB; corresponds to basic blocks
with return instructions executing after a write operatiorallo-
cated memoryRet_Value_Verify forces the run-time monitor to
check (1) the value of popped return addrBs$ against the fol-



10.

11.

12.

. Flag = Fct_Ptr_Verify: These correspond to basic blocks that in*

. Flag = GOT_entry_Verify: These correspond to basic blocks th

lowing invariants: (i)lnvy: Ref = C [C is a constant value, indi- 13. Flag = Null_Ptr_Verify/dbl_free_Verify : These correspond to

cating a permissible behavior if its value is assumedRby], (i) checkpointedBB;, in which a NULL pointer dereferencing or a
Inv,: Ref =C' [C' is a constant value, indicating a non-permissible  double-free operation occur. Both flags, when encountdoede
behavior if its value is assumed IRef], (iii) Invs: f(Ref): Ref the run-time monitor to halt a program’s execution.

= Ret [functional invariant indicating a permissible behavibif i
holds], and (iv)invs: f(Ref): Ref # Ref [functional invariant in-
dicating a non-permissible behaviorfifholds], and (2) the value
of popped frame pointdvase against the following invariants: (i)
Invy: f(basg): bas¢ = basg [invariant indicating a permissible be-
havior if f holds], and (ii)Inv,: f(basg): basé - base [invariant
indicating a non-permissible behaviorfifholds].

Checkpointing and the extraction of the behavioral maddekduce the
number of basic block invariants and the required storageesas com-
pared to the number of basic blocks invariants and storageespe-
quired byRy) by an average of 73.51% and 61.64%, respectively, for
the benchmark programs considered in our experiments.

5 Details: Real Environment

voke a function pointer call after a write operation to adited In this section,_we des_cribe the architectdre _and opermﬁrtool in_
memory.Fct_Ptr_Verify forces the run-time monitor to check thetheReaIexecutlon _enwro_nment. _The monl_torlng mechanism usedan th
value of invoked function pointdfct_Ptr against the following in- Real environment is delineated into two inter-dependent corepts)
variants: (i)invy: Fct_Ptr = C [C is a constant value, indicating aused f_or exploit detection of pre_vlqusly tested executiathp based on
permissible behavior if its value is assumedrmyt_Ptr], (ii) Inv2: behawpral modeM and for restricting execution of ne\_/vly encour_ltered
Fct_Ptr=C’ [C' is a constant value, indicating a non-permissibl@athsz if any, Fhrough the application of highly re.strlet(‘monserva.tlve)
behavior if its value is assumed Bct_Ptr]. security polllc[es. Both components, embedded in the me-thonitor,
- revent malicious attacks in tfealenvironment. Section 5.1 describes

ow run-time monitoring is performed based on behavioratiehiv
that is migrated from th&estingenvironment. Section 5.2 discusses de-
tection of attacks in newly encountered execution paths.

invoke a function call, which corresponds to a GOT entryeraét
write operation to allocated memor@OT _entry_Verify forces
the run-time monitor to check the value of invoked functioire-

point Fct_EP against the following invariants: (Ihvy: Fct EP= 51 Run-time Monitoring Based on Behavioral
C [Cis a constant value (corresponding to the correct valueeof th

function entry-point as retrieved from the dynamic reltmasec- Model M

tion of the executed program), indicating a permissibleabedr if  The real-time monitoring and exploit prevention systemrespnted in
its value is assumed Hiyct_EP], (i) Inv,: Fct_ EP=C' [C'isa Figure 5. It starts by loading the application’s behavienaidelM that

constant value, indicating a non-permissible behavidas¥alue is is migrated from theTestingenvironment (Step Sin Figure 5). Dur-
assumed byrct_EP]. ing program execution, the monitor automatically deliesdiasic block

. Flag = LOOP_Verify: These correspond to basic blocks thaboundaries (Steps$ When a new basic block is identified, its run-

contain a loop, whose constraints depend on arsé&R time loaded address is transformed into the standardizdcessl for-
LOOP_ Verify forces the run-time monitor to check that the locamat (generated as discussed in Section 4.2.1), which is uked as
tions of the variables i ARare not overwritten by an overflow of an input, along with the address of the so-far scanBBdn M (de-
buffer B. The invariant stored at this basic block islfiy1: B.len<  notedBBy), to the address checker module. This module asserts signal
L [Cis a constant value (corresponding to the maximum length @&heckpointed_BB in case the two standardized addresses match (step
lowed forB without the risk of compromising any of the variablesSg). If no such signal is asserted, the instrumentation ofuesions in

in Var), indicating a permissible behavior if its value is assumethe BB is suspended until a neRB is identified. On the other hand, if

by B.len). Checkpointed_BB is asserted, Stey$1) checks ifBB contains a con-

. Flag = User_input_Verify: These correspond to checkpointedlitional control transfer, in which case the standard-faddresses of

BB;, such thaBB;.user_input4 NULL and BB; contains writing the firstBBin the executed path and the related join-point are stored in
to a buffer allocated in memory argB; does not include a legal registersRegandReg, respectively, and sign&lond_Flagis asserted,
modification of the user input within its instruction afteetmem- (2) instruments the instructions within ti8 until the end of the basic
ory write. This flag forces the run-time monitor to check tteed  block is identified. Each instruction is checked againspprtes and
user input valuénput’: (i) Invy: f(input): input = input. invariants ofBBy. Once checks are cleareide(, signal Valid_checks
Flag = Env_Verify: These correspond to checkpoint@&B;, is asserted), the instruction is allowed to execute and dorotherwise
such thatBB;.longjmp_buf£ NULL and BB; invokes function the program’s execution is suspended andRkalenvironment enters
longjmp after a write operation to allocated memory. Thig flaaninvalid state. The checks performed at each instrumented ingtructi
forces the run-time monitor to check the popped value of &an@re based on the information stored&y and are as follows:

pointer F_pt’ and other environment values, such as return in-
structions addresses, and local variables against thewfold
invariants: (i) Invy: f(F_pt)): F_pt' = F_pt and {eny.value

= Gi}i—2. #enwalues (i) Invz: f(F_pt): F_pt = F_pt and

e Store value of return address and old base poin&Bjf is flagged

asRet_Value_Store )
e Store specified environment values BBy is flagged as

) ; Env_Store
{envi.value =Range}i—>._senwalues|[RaNgeis a range of permis- o Store user input values and corresponding legitimate neadifins
sible values that can be assumed by the environment values]. if BBy is flagged adJser_input_Store
Flag = Sys_Call_Arg_ Verify: These are checkpoint&B;, such o Store value of specified system call argumentBBf, is flagged
thatBB;.system_call.name {execve, sys_call}. This flag forces asSys_Call_Arg;_Store
the run-time monitor to checlBB;.system_call.arg against a ~ ® Map selected values against invariants stored Biy's
set of functional and constant invariants, which assume afne flagged with Ret_Value_\Verify, Fct_Ptr_Verify,
the following values: (i)Invi/BBi.system_call.name = execve: GOT_entry_Verify, ~ LOOP_Verify,  User_input_Verify,
BB;.system_call.arg= C, (i) Inv»/BB;.system_call.name = ex- Env_Verify, Sys_Call_Arg_Verify, tmp_file_Verify, and
ecve:BB;.system_call.arg¥ C/, (iii) Inva/BB;.system_call.name Null_Ptr_Verify/ dbl_free_Verify .

€ {sys_calb with file_nameF}: f(F): F.directory = F.directory
andF.inodé = F.inode andF.links' = F .links. . .
Flag = tmp_file_Verify: These correspond to checkpointB&;, 5.2 Handllng New Execution Paths

such thatBB; contains an instruction that creates a temporary the case where sign@lond_Flagis asserted, the path checking en-
file, tmp_file. tmp_file_Verify forces the run-time monitor to gine identifies whether the taken path has been previoustgdeand
checktmp_file against the invariant stored i, namely,Inv;:  asserts signdilew_pathaccordingly. IfNew_pathremains unasserted,
tmp_file.links = 0; the monitor switches tos5and follows the sequence outlined in Section
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6 Experimental Evaluation

In this section, we present experimental results obtaiheaugh ex-
tensive evaluation of our approach in both TestingandRealenviron-

ments. For ease of presentation and comparison, resutespgrded sep-
arately for each environment. Overheads for each modulapoaent,

detection and prevention rates, and false alarms are egpioreach en-
vironment. Section 6.1 reviews the experimental set-ug,Saction 6.2
details the experiments performed and presents the comdsyy re-

sults.

6.1 Experimental Set-up

The experimental set-up used in our experiments for evaidie ex-
ecution time overheads and the efficacy of our tool is asvialdThe
system used is a 3.2GHz Intel Pentium IV PC running XenLinu 2
Xen [20] is an open-source VMM supporting the execution oftimu
ple OSs. Since it can securely execute multiple VMs, we use t&e
build two virtual domains, executed in isolation, in orderset up the

Testingand Real execution environments. Xen's domain 0, which is a

privileged management domain, is used in order to createdmnhains,
and securely migrate information (behavioral moilg| through Xen'’s
S-Hype security hooks, between them. Memory is hard-pamét be-
tween the two domains, domain 0, and Xen itself. Moreovegesihe
two domains do not need to be active concurrently, the deteion in
the processor speed (as compared to a domain running abnep+
ligible. We developed our approach based on PIN [21], a dyndia
nary instrumentation framework from Intel, which providesich API
for building a variety of instrumentation tools. For the pose of our

5.1. On the other hand, New_pathis asserted, the monitor jumps intoexperiments, we selected applications with known softwaieerabil-

Ss in order to prevent any attack that might exploit vulnerigibs in the

ities, reported in security advisories such as SECUNIA CERT [2],

new executed path. InsSthe new path instrumentation proceeds untiétc. These applications were subjected to a large set of inpubc@n

the join_point checker matches the standard-f@Baddress with the

tions, some of which were specially-crafted in order togegan ex-

content ofReg . At that point, signaMatch is asserted and the monitor ploit of those flaws, many of which constitute serious segimles. On
resumes execution ip,SDuring instrumentation of the new path, a sethe other hand, we also used our own benchmarks and atteelselst

of highly-restrictive policies (listed in Table 9) is enfed at run-time
before any instruction completes execution. (This partufwork uses
a similar concept to the one in [13]). While those policiesuldoeven-
tually result in some false positives, they keep the ovattiedhe Real
environment low and prevent the execution of malicious code
Similar to Section 4.4, basic blocks in new executed pathgtich
security policies were applied, are checkpointed and atirleehavioral
modelM onceMatch is asserted (M-complementing engine).

Table 9: List of restrictive policies built for preventingaticious
vulnerability exploits in new executed paths
Restricted-execution instruction | Restrictive policies

which develop each of the attacks identified in this papereWézuted
the attacks randomly within both thEestingand Real environments,
using specially crafted inputs (for buffer overflows and negynvulner-

abilities) or injecting attack code in parallel with the gram’s execu-
tion (race condition attacks). Further details about tgstii vectors and
evaluation results are reported in Sections 6.2.2 and.6.2.3

6.2 Performance Measurements

This section discusses the different benchmark prograsnsed as the
attack data sets we have built, with a complete explanatigdheovul-
nerabilities embedded within each one (Section 6.2.1helb tdescribes
the different overheads and efficacy figures of our tool irhbi@sting

Inst/Function returns Not allowed to execute if corresponding call valy
has not been stored

eandRealenvironments (Sections 6.2.2 and 6.2.3, respectively).

If call values have been stored, execution is allo
only if return is to after call values

0.2.1 Benchmarks and Attack Data Sets
The benchmarks and attack data sets used for our experinegataa-

Frame pointer Not allowed to execute if corresponding push

base pointer value has not been stored

*dions are as follows: (Vulnerabilities in the following apsource bench-

If pointer value has been stored, execution is
lowed only if it restores the correct pointer

L marks are collected from [1, 2, 3, 33, 34]).
bzip2: Race condition vulnerability (between creating a new fild an

Function pointer call Not allowed to execute, if following write to allo

cated memory

setting its permissions).
flex: Buffer overflow vulnerability (triggered using specialtyafted in-

GOT entry call Not allowed to execute, if following write to allo

cated memory

put, usually of length greater than 2190).
gawk: Buffer overflow vulnerability (triggered by providing lorigput

Not allowed if constraint value follows write to al
located memory

Loop iteration

longjmp call Not allowed to execute, if following write to allo
cated memory

execve Not allowed to execute

sys_cah Not allowed to execute, if checks at sys_¢dlave

not been performed

tion is allowed only if sys_callargs comply with
sys_call.args

If checks at sys_callhave been performed, execy-

sequences (>8204 input parameters)).

gpm: Temporary-file race condition attack (possible if an attsiace-
ates a symbolic link to the temporary files of predictable esaim the
tmp/ folder).

gzip: Buffer overflow vulnerability (triggered by providing spalty-
crafted input file names (> 1020 input parameters)).

gzip: Race condition vulnerability (exploitable through a syhidtnk
of a decompressed file to a root-owned file).

nasm: Buffer overflow (triggered by a malicious assembler soureg. fi

tmp_file creation Allowed to execute only if tmp_file.links = 0

ncompress:Buffer overflow vulnerability (triggered by long input se-
quences (>1023 input parameters)).

rm: Directory redirection race condition attack in recursiaiof the
rm-gnu utility.



sdiff: Temporary-file race condition vulnerability (triggered &ysym-
bolic link from a guessed file name to a critical file such as/fetd).
unzip: Race condition vulnerability (exploited by repeatedlynimg an
attack code, which tries to create a symbolic link betweerotlitput file
and the system password file).

zlib: Double-free vulnerability (No exploits of this vulnerabjl have
been reported, however, through a backward analysis obilres code
of zlib, we could craft an input data stream that triggers it)

zlib: Buffer overflow vulnerability (exploitable through speltya
crafted input streams).

zoo: Buffer overflow vulnerability (triggered by providing theoa
archiver with long input file names).

mpgl23 Buffer overflow vulnerability (triggered by providing
specially-crafted remote input of length greater than 16déracters).
This benchmark also contains a double-free memory vuliigyab
ghttpd-1.4.3 Buffer overflow vulnerability (triggered by providing
specially-crafted input of length greater than 255 charactthe attack
is taken from [28]).

OpenSSH Buffer overflow vulnerability (triggered by providing
specially-crafted input of length greater than 8192 charay.

Buffer overflow benchmarks: We developed an attack data set of 24
benchmarkBM1-BM24, which cover the different forms of control-
data and non-control-data buffer overflow attadks.(considering all
locations, techniques and attacks target presented imo8etB8.1). 20
benchmarks were provided by John Wilander [27]. Benchmstiksu-
lating buffer overflow attacks targeting (1) a register e@ming a pointer
to the code executed tBxecve(2) decision making data, (3) user inpu
data, and (4) GOT entries values are added to the data set.

Race condition benchmarks We developed an attack data se|
BM25-BM33 simulating the following attacks: <access-open>, <ppe
chmod>, <open-chown>, <rename-chown>, <stat-open>,r<open>,
<chdir, rmdir> and <mkdir, chmod> (directory redirectiottagk), and
temporary-file race condition.

Memory vulnerability benchmarks: BM34, BM35 consisting of: (1)
double-free vulnerability attack, and (2) NULL-pointerreferencing
attack.

6.2.2 Execution Time Overheads

A. Testingenvironment: The key parameters in tA@sting environment
that contribute to its execution time overhead are:;(ipverhead due to

Table 10: Execution time overhead in thestingenvironment

B.M. #BB ty to t3 ty T.O. Pol. | BB#
(sec.) | (sec.) (sec.) | (sec) | (X)

Ezti)pZZ— 1276 0.72 8.015 0.19 0.05 18.81 | Pip 836

flex- 14374 | 20.51 | 242.69 | 2.21 0.41 | 52.96 | Ps 7572

2531

gaj\-/vg- 12827 | 17.87 | 221.75| 1.83 0.35 | 60.45 | P4 12382

gpm- 3906 0.65 4.03 0.52 0.12 26.45 | Pyo 2080

1.19.3

gzip- 2178 0.78 8.29 0.32 0.08 | 3156 | P4 1359

1.2.4

P | 1927

nasm- 2852 0.94 11.37 | 044 | 0.10 | 4238 Ps 1518

0.98.38

ncompre | 1290 0.62 7.20 0.17 0.03 53.4 Py 655

ss-4.2.4

m -R 12252 | 18.63 | 251.31 | 1.62 0.33 | 43.28 | Py 10387

sdiff-2.7 1507 0.59 5.83 0.22 0.04 23.69 | P2 404

gnsz(i)p- 2853 0.78 9.15 0.45 | 0.07 | 34.83 | Py 1580
t i”]t_}s 12416 | 11.8 130.27 | 2.21 0.34 25.63 | Pi3 11360

i“g_z 12808 | 13.62 | 160.05 | 1.81 0.34 | 3138 | P4 9743

z00-2.10 | 2192 0.58 3.82 0.32 0.06 15.86 | P, 1347

mpgl123 3495 1.03 5.41 0.48 0.08 17.25 | P, 3622

Pi; | 4829

ghttpd 6289 8.39 63.09 | 0.76 0.16 | 21.67 | Py 3391
It OpenSSH 15191 | 31.72 | 294.81 | 2.92 0.43 28.11 | Pg 13881
n

and performing various checks against behavioral mbtahd the list
of restrictive security policies given in Table 9. For exatlan purposes,
we divided the testing procedure into two scenarios: (1)iegion is
executed with user inputs already tested inTastingenvironment, (2)
application is executed with user inputs not tested inféstingenviron-
ment and which exercise new execution paths. We divide theution
time overhead in thRealenvironment into three categories: () bver-
head due to binary instrumentation, (ii) bverhead of checking against
behavioral modeM, and finally (iii) t3, overhead of testing a new ex-
ecution path and rebuildinlyl. Table 11 reports an average (over 32

binary instrumentation, (ii),{ overhead due to the regular expressiofxecutions) of the different overhead time componentstft and t)
module, (iii) &, overhead due to the detection module, and finally (MPr different benchmarks (B.M. in column 1) in columns 3-&l@nn 2

t4, the overhead caused by the checkpointing and behavio@imgen-
eration module. Table 10 reports the overheads for diffexpen-source
benchmarks. Column 1 corresponds to the executed bench{BudiK),
column 2 lists the number of basic blocksRy (# BB) extracted for
each benchmark. Columns 3-6 report the total time requiyeebich of
the overhead categories listed above. Reported overheadmsed on
an average of 40 executions per benchmark using the aut@ihatien-
erated input vectors. Column 7 reports the total overhedd.Thduced
by all modules (as compared to running the benchmarks witnyuin-
strumentation and checkings). Column 8 lists one of thecjaslifrom
Table 7 or 8 that was able to detect a security violation irbgrechmark,
and column 9 gives the number of the basic block, at which arggc
violation was detected.

As can be observed from Table 10, the overhead induced ihetste
ing environment is quite significant (an average of 33.01X). Eisy,
we can argue that this overhead is acceptable since it haperspar-
ently to the user, while subjecting the application to r@@ security
checks.

Note that we do not include the attack data set benchm&hl{
BM35) in the execution time analysis, since their machine ¢®deod-
ular and they are not representative of most real systenicagiphs.
Therefore, their inclusion in the time analysis preventesact evalu-
ation of the tool’s time overhead. However, since the berathmrep-
resent real attack scenarios, they are included in the &vatuof the
detection and prevention rates achieved by our tool (Seétid.3).

B. Real environment: Performance in th&®eal environment is evalu-
ated while the run-time monitor is running in parallel wittetprogram,

lists the number of basic blocks checked at run-tiimee,iumber of ba-
sic blocks inM). Column 6 reports the total overhead (T.O.) in Real
environment as compared to running a standalone benchnidriul
any security prevention measurements applied to it. Coldmeports
the overhead reduction (O.R.) between Trestingand Real environ-
ments. A 1.43X average overhead is imposed by the monitoniodgypile

in the prevention mode (maximum of 2.75X and minimum of 1.R9X
This overhead increases as a function of the number of ¢onditba-
sic blocks inM. It is quite minimal and overcomes the high slowdowns
imposed in thélestingenvironment (by an average of 22.93X).

6.2.3 Effectiveness Results

In order to evaluate the effectiveness of our approach iectieg multi-
ple forms of software vulnerability exploits in both tiestingandReal
environments, three main issues have to be taken into masion:
(A) Detection and prevention locality; i.e., the capability to point
out the exact location where the security violation has riagkace;
(B) Security exploit detection and false alarm ratesin the Testing
environment; and (CPHecurity exploit prevention and false alarm
ratesin theRealenvironment.

A. Testing locality: In addition to detecting and preventing vulner-
ability exploits, a feature that our work providesTissting locality,
which basically means that our approach can point out thetexa
security violation location in the application’s executiscope. This
can definitely be useful for debugging and secure codingtipesc

B. Detection and false alarm rates in theTestingenvironment. We



Table 11: Execution time overhead in tRealenvironment

B.M. #BB | t tp ts TO. | OR. S}
(sec.) | (msec.)| (msec.)| (X) X)
bzip2-1.0.2 | 895 | 0.49 | 27.45 | n/a 1.09 | 17.34
flex-2.5.31 | 6253 | 13.08 | 752.12 | n/a 2.75 | 19.22 5]
gawk-3.1.2 | 6430 | 6.41 | 368.59 | n/a 1.68 | 35.67
gpm-1.19.3 | 1860 | 0.27 | 14.6 n/a 1.41 | 18.69 (6]
gzip-1.2.4 | 990 | 0.33 | 54.87 | n/a 1.27 | 24.61 7]
nasm- 1240 | 0.36 | 52.22 | nla 1.39 | 31.17
0.98.38 (8]
ncompress-| 608 | 0.17 | 25.26 | nla 1.33 | 41.07 9]
424 [10]
rm-R 6844 | 10.84 | 872.14 | 88.97 | 1.81 | 23.04
sdiff-2.7 1004 | 0.28 | 46.63 | n/a 1.18 | 20.45
unzip-5.50 | 2194 | 0.35 | 36.95 | n/a 1.29 | 27.02 (1]
zlib-1.1.3 | 6711 | 6.31 | 459.70 | n/a 1.22 | 21.36
zlib-1.2.2 | 7269 | 6.72 | 512.16 | n/a 1.29 | 24.31
200-2.10 | 1118 | 031 | 16.12 | 156 111 | 14.26 [12]
mpg123 1889 | 0.50 | 63.29 | n/a 1.39 | 12.43
ghttpd 2845 | 408 | 8193 | na 1.24 | 17.40 [13]
OpenSSH | 7268 | 16.78 | 691.57 | n/a 1.48 | 18.88
[14]
have evaluated the effectiveness of our tool inThstingenvironment [15)]
by running it on the benchmark programs of Section 6.2.11€Tab |14

shows a 100% detection for all open-source benchmarksssath
considered vulnerabilities, and a 100% detection rate taidd for
the attack data sets we have developed (100% for buffer owesfl
100% for race conditions, and 100% for memory vulnerabsiti
Since policies in th@estingenvironment are vulnerability-specific, and
represent the behavioral and data flow of a definite vulnktywbkploit,
and since execution of a program is permitted to completéouit
making any assumptions about the safety of an instructidaréet

[17]

[18]

[19]

executes, there are no false alarm instances (positivesgatisies) in |2
the detection mode. 21]
C. Detection and false alarm rates in theReal Environment:

Behavioral models extracted in the detection mode, in aidio the [z

restrictive security policies of Table 9, successfullytédlithe exploit of
any code vulnerabilities in thReal environment or prevention mode. [23]
We have tested our approach in tReal environment using a set of
input vectors that was used in the detection mode and anedtenf
inputs that was not tested. 4]
Experiments in th&®ealenvironment resulted in new execution path:?25
only 5.8% of the time. No false positives were encounterealvéver, ]
due to the nature of the restrictive policies imposed on e execu-

tion paths, we expect a small percentage of false positvexctur if (21
spawned by adequate user-input combinations.

. 27
7 Conclusion “
In this paper, we have introduced an efficient and scalalpeoagph for (28]
the detection and prevention of software vulnerabilityleitp, that is
based on the use of two isolated environments and dynamégybin- g,

strumentation. We have shown that our tool successfullgatietand
thwarts run-time attacks, through the design of appropsaturity poli-
cies. We applied the tool to detect several software vubiktias as a
proof of concept for the efficacy of the proposed approack.dde of an
abstracted behavioral model for monitoring in fRealexecution envi- 31
ronment results in acceptable performance penalty indwrethe user
at run-time.

We believe that this is a practical and scalable way to addiegide [
range of software attacks. Our proposed work currently é@mgnts dif-
ferent policies for preventing vulnerability exploits iode that is not
malicious in intent. However, future work includes its expi@n in or-
der to be able to detect malicious programs, such as viruges)s,etc.
Acknowledgment: We thank John Wilander for his assistance and pro-
viding source code of the attack benchmarks presented ]n [27
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