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DI S e Mnited States Denate
LEONARD WEISS, STAFF DIRECTOR COMMITTEE ON
FRANKUIN G POLK MINORITY STAFF DIRECTOR AND CHIEF COQUNSEL GOVERNMENTAL AFFA'RS

WASHINGTON, DC 20510-6250

May 27, 1993

Dr. Roger Herdman
Director

600 Pennsylvania Avenue, S.E.
Washington, D.C. 20510-8025

Dear Dr. Herdman:

The technol ogi cal advances which have led to
i ncreased access to network information resources such as
“ digital libraries” and shared databases present serious new
security and privacy challenges that need to be addressed.
These new challenges are clearly the nost pressing conputer—
security issues that have energed since enactnent of P . L. 100-
235 in 1987. And the importance of these issues is
intensified by industry and government trends that are noving
toward a highly integrated, interactive network for use by
both the private and public sectors.

Security and privacy issues in a network environnent
are also being brought to the forefront by |egislative
initiatives to spur devel opnent of high-speed networking, as
well as by elenments of the Administration’ s technol ogy plan
addressing nore wi despread use of Internet and devel opnent of
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the National Research and Education Network. Menbers of the
governnent, research, educational, and business conmmunities,
as well as the general public, are beginning to use network
information resources and will, increasingly, come to rely
upon them

~lam concerned about vulnerabilities from increased
connectivity of information systens within and outside

gover nnent . Wthout timely attention to security issues for
such large scale conputer networks, the prospect of
pl agi arism corruption of databases, and inproper use of

copyrighted or sensitive corporate data could affect the
privacy and livelihood of millions of Americans.

In order to address these problens, | request that
OTA study the changi ng needs for Jorot ecting privacy and
proprietary information. I would like your review to consider
the technol ogical and institutional. privacy and security
nmeasures that can be used to ensure the integrity,
availability, and proper use of digital libraries and other
network information resources.

To the extent necessary, OTA's study should assess the need
for new or updated federal conputer security guidelines and
federal conputer-security and_encryption standards. This ]
study should build upon OTA’s 1987 report on computer security
éDefendlr]g Secrets, Sharing Dataz New Locks and Keys for
lectronic Information), but should focus on security and
privacy concerns for networked information given the growh in
federal support for large scale networks.

| appreciate your pronmpt consideration of this

request. To be of nost use, OTA's report should be available
for the Conmittee’s use not later than Spring 1994.

Shoul d you have any questions, feel free to call ne

2245\&. Mark Forman or M. chael Flemng of ny staff at 224-

Si 1

William V. Roth, Jr .
U S. Senate
WVR/maf
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JOHN GLERN. OHIO. CHAIRMAN
SAM NUNN. GEORGLA WILLIAM V ROTH, Ja DELAWARE
CARL LEVIN, MICHIGAN TLO STEVENS ALASKA
JIM SASSER. TENNESSEE WILLIAM S COMEN MAINF
DAVID PAYCR, ARKANSAS THAD COCHRAN MISSISSIPPY
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e o NAnited States Senate

LEONARD WEISS, STAFF DIRECTOR COMMITTEE ON
FRANKLIN G POUK. MINORITY STAFF DIRECTOR AND CHIEF COUNSEL GOVERNMENTAL AFFAIRS

WASHINGTON, DC 20510-6250

July 1, 1993

Dr. Roger Herdnan

Director

Of ice o f Technol ogy Assessnent
600 Pennsylvania Avenue, S . E .
Washington, D. C. 20510- 8025

Dear Dr. Herdnman:

By this letter, | would like to request to be a
co -sponsor, withSenator W/ Iliam Roth, of the planned OTA
study on | n formation Security and Privacy in Network
Environments .

As Senator Roth said in his My 27, 1993, letter to you,
t echnol ogi cal advances are leading to a new world of
networked information in which privacy and security concerns
are critical. It is incunbent upon Congress to be inforned
and ready to develop any needed |egislative solutions for
t hese energing issues.

Wiile these are matters of national inportance, they are
al so pressing issues within the context of government
operations and the jurisdiction of the Conmittee on
Governmental Affairs, which | chair, and in which Senator

Roth is Ranking Republican Menber. For this sane reason, |
requested OTA to undertake its current Electronic Service
Delivery study. And thus, | would Iike to co-sponsor the

very conplenmentary study on infornation privacy and security.

Thank vou very much. |f you should have any questions,
pl ease call David Plocher on the Committee staff (224-4751)

Best regards.

Sincerely,

John d enn
Chai r man

cc : Senator Roth
JG dp
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EDWARD J MARKEY MASSACHUSETTS. CHAIRMAN

W CBILLY  TAUZIN LOUISIANA
RICK BOUCHER. VIRGINIA

THOMAS J MANTON. NEW YORK
AICHARD H LEHMAN. CALIFORNIA
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ROOM M2 316
FORD HOUSE OFFICE BUILDING
PHONE (202} 226-2424

JACK FIELDS. TEXAS

THOMAS J. BLILEY. JR VIRGINIA
MICHAEL G OXLEY, OMIO

DAN SCHAEFER, COLORADO

DAVIO H MOULTCN
CHIEF COUNSEL AND STAFK DIRECTOR

M.%. Douse of Representatives

JOE BARTON, TEXAS

ALEX MCMILLAN. NORTH CAROUINA

J OENNIS MASTERT. ILLINOIS

PAUL & GILLMOR, OHIO

CARLOS J. MOORHEAD.
CALIFORNIA (EX OFFICIO)

LYNN SCHENK, CALIFORNIA
MARJORIE MARGOUIESMEZVINSKY
PENNSYLVANIA
MIKE SYNAR. OKLAMOMA
RON WYDEN. OREGON
RALPH M NALL. TEXAS
BILL RICHARDSON. NEW MEXICO
JIM SLATTERY. KANSAS -
JOMN BRYANT TEXAS
JIM COOPER. TENNESSEE
JOHN D DINGELL MICHIGAN
(EX OFFICIO)

Committee on Energy and Lommerce

SUBCOMMITTEE ON TELECOMMUNICATIONS AND FINANORY

MWashington, BL 20515-6119

August 10, 1993

Dr. Roger Herdman
Di rector

Of ice of Technol ogy Assessment

600 Pennsylvania Avenue, S. E .
Washington, D. C 20510- 8025
Dear Dr. Herdman:

As this country moves forward with inplenentation of
advanced conmuni cations networks, we must nmaintain security and
privacy for all involved. Your planned study on Infornation
Security and Privacy in Network Environnents will
to determine how best to ensure security and privacy in these
i ncreasingly conplex technol ogical tinmes.

As Chairman of
and Finance, | am committed to supporting communications that
wi |l both enhance education, health care, business, and
individuals, and protect the users of such conmunications.
Accordingly, | request to be a co-sponsor, along with Senators
Roth and denn, of your tinely study on network security and
privacy.

Pl ease do not
Colin Crowell

Thank you for your work in this area.
hesitate to contact me, or Gerry Waldron or
Subcommittee staff, at
concerns as you proceed.

of ny

Sincerely,
é‘ﬁw éa M
Edward J.. Wbrikey
Chai rman
cc: Senator Roth
Senator d enn

enabl e Congress

the House Subconm ttee on Tel ecomuni cations

226- 2424 shoul d you have any questions or



