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nformation technology can be used to automate many ad-
ministrative processes in the health care system, including
transactions between those who provide health care services
and those who pay for them. The general tetettronic
commerceds used in the chapter to describe the automation of
business transactions and the direct computer-to-computer ex-
change of information, business documents, and money.

This chapter examines electronic communications between
providers and payers (including interactions with electronic med-
ical claims companies, value-added networks, clearinghouses,
and others that facilitate this communication). It also discusses
electronic commerce between health care providers and medical/
surgical manufacturers and distributors, as well as between phar-
macies and both pharmaceutical distributors and claims payers.
The role of communication networks in facilitating the exchange
of health information among health care providers, payers, and
others on a community-wide or regional basis is examined. Fig-
ure 3-1 illustrates some of the directions in which information
needs to be exchanged, or transactions need to be effected, among
the various components of the health care delivery system.

Electronic communications can free administrative informa-
tion from paper, allow it to be processed automatically (without
human intervention), and permit it to be readily reused for a num-
ber of related purposes. In many cases, it appears that electronic
commerce can provide some cost savings to health care system
participants and to the system as a whole. Realizing those savings
requires investment in equipment and training, as well as indus-
trywide agreement on and compliance with standards for the for-
mat and content of messages. The chapter reviews some of the
research on costs and cost-effectiveness of various uses of elec-

s
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FIGURE 3-1: Health Care Industry Trading Relationships
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SOURCE: J. Moynihan and K Norman “Health Care EDI: An Overview, " EDI Forum, vol. 6, No 2, 1991, p 11

tronic commerce and regional networksin health
care. In addition, it outlines some of the overarch-
ing issues that affect the adoption of the technolo-
gy by participants-industry fragmentation, the
slow development of standards, the fragmented
regulatory and policy environment, as well as con-
cerns about privacy, confidentiality, and security
of health information in a networked environ-
ment.

ADMINISTRATIVE SIMPLIFICATION

Administrative simplification has come to mean
streamlining and standardizing the transactions
between health care providers and payers to re-
duce costs. The administrative costs of providing
health care have been estimated at between $108
billion and $135.1 hillion per year in 1991,1 or be-
tween 12 and 15 percent of the health care bill. Es-

*Lewin-VHI, “Reducing Administrative Costs in a Pluralistic Delivery System Through Automation,” prepared by A. Dobson and M.
Bergheiser for the Healthcare Financial Management Association, Apr. 30, 1993.
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timates of annual savings that could be realizedlso require the provider to furnish information
through increased use of information technologyabout the other payers in order to coordinate bene-
to streamline administrative functions havefits for the patient.

ranged from $5 billion to $36 billiofipr enough Several studies of health care administrative
to reduce administrative costs between 0.5 and 3dbsts have suggested that the large number of dif-
percent. ferent payer institutions (over 6,000) and the vari-

Administrative simplification generally means ety of formats in which they request claim
not only standardizing forms, procedures, and ininformation are factors in making the cost of
formation requirements, but also moving to elechealth care administration much higher for the
tronic technologies from paper-based transactiongnited States than for other industrialized coun-
and recordkeeping. This chapter will review somdries3 A government-mandated change to a
of the technological, legal, and economic issuesingle-payer system might reduce these costs, but
involved in administrative simplification. It also such an action appears unlikely. Administrative
discusses more generally the concept of “electrorsimplification, through the introduction of elec-
ic commerce,” the exchange of business informatronic transactions and through standardization of
tion and money through computer networks, andransactions and processes, may offer a way to
specific tools for electronic commerce such agichieve more modest savings.
electronic data interchange (EDI). (See boxes 3-1 Many managed care companies now perform
and 3-2.) the functions of both payer and provider. How-

In the traditional “fee-for-service” health care ever, this does not necessarily reduce the number
delivery system, the health care provider perform®f transactions or ensure that administrative sim-
services for the patient and then submits a bill t@lification will be achieved simply by enrolling
the patient. If the patient is insured, either the promost of the population in health maintenance or-
vider or the patient will submit a claim to the payerganizations (HMOs) or other managed care sys-
(insurer) to reimburse the patient or to pay the protems? While some interorganizational transac-
vider directly on the patient’s behalf. The informa-tions are eliminated, they are often replaced by
tion exchanged between care providers and paye@sialogous exchanges of information within the
(insurers) can be very complex. The informationmanaged care company. In addition, managed
that a payer requires a health care provider to fuicare organizations are “information hungry” and
nish in order to get a claim paid depends not onlyre creating new management information ex-
on the payer’s policies, but on the laws of thechanges between their “provider” and “payer”
states in which the payer, provider, and patient areomponents.
located. In addition, because many patients are In some HMOs, where patients are served only
covered by more than one insurance plan, therey providers employed by the HMO and where all
may be secondary or tertiary payers involved irfinancial risks (the insurance functions) are as-
paying a single bill. From the provider’s point of sumed by the HMO itself, there is usually little
view, getting that bill paid may be quite burden-need to submit claims to payers, except for occa-
some. The various payers may not only requiresional referrals to outside specialists. However,
different information, in different forms, but may managed care is coming to have forms. Managed

2Project HOPE Center for Health Affairs, Bethesda, MD, “Estimating the Cost-Effectiveness of Selected Information Technology Applica-
tions,” unpublished contractor report prepared for the Office of Technology Assessment, U.S. Congress, Washington, DC, March 1995.

3 U.S. Congress, Office of Technology Assessiratgrnational Comparisons of Administrative Costs in Health Cafied-BP-H-135
(Washington, DC: U.S. Government Printing Office, spring 1994).

4 For more description of managed care, see box 1.1.
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BOX 3-1: EDI and Electronic Commerce

Electronic Data Interchange (EDI) s defined as the application-to-application interchange of busi-
ness data between organizations using a standard data format. 'A computer application is a software
system that performs work Information 1Is routed through telecommunications networks, received by an
organization’s EDI system, and processed by its computer applications—all without human intervention.
Redundant data entry s thus eliminated, which increases the accuracy of information and reduces ad-
ministrative costs.

Organizations doing business with one another are called trading partners. Companies have used
EDI to reduce the costs of exchanging and processing documents for more than 25 years. In the last
several years, however, companies and consultants have placed EDI into a larger context called elec-
tronic commerce

Electronic commerce i1sa management concept in which all information flows between and within
organizations through networked computer systems Work can be done in ways that differ from a paper-
based system. In electronic commerce, for Instance, a process made up of discrete tasks may be per-
formed as a series of parallel tasks. Only one person can work on a paper document at a time. When
the Information contained on that document is freed from the constraints of paper and ink and is avail-
able in electronic form, several people can access, use, and transform the information at the same
time.

EDI is not a concept like electronic commerce, it is a technology consisting of rules and standards
programmed into computers One could say that EDI is to electronic commerce as statistical process
control 1sto total quality management, that is, EDI is one of the tools required to put the management
concept of electronic commerce into action.?

Standardization is the key to EDI. Computers cannot process the Information that moves between
organizations electronically unless it is encoded in a manner that the computers at both organizations
can recognize. In other words, both computers must be able to speak the same language. In linguistic
terms, they must follow standard usage. EDI provides a set of rules, grammar, and syntax that forms the
basis of standard usage in the electronic exchange of business data. EDI is both the means and the
language that computers use to “talk business.”3

SOURCE: C. Canright, “Electronic Commerce and Networking in Health Care, " unpublished contractor report prepared for the Off Ice
of Technology Assessment, U S Congress, Washington, DC, Jan 31, 1995

'C. Canright, “The Problem of Data Mapping, " EDI Executive, vol. 4, No. 6, June 1989, p 1

’G. Gerson, Sr., “Interview with Captain Bruce Bennett, USN, Executive Agent for Electronic Commerce, United States Depart-
ment of Defense, ” EDI Forum, vol. 6, No 3, 1993, p 42

°R.W. Notto, “EDI Standards: A Historical Perspective, " EDI Forum, vol. 1, No. 1, 1988, p. 120.

care organizations can have a variety of relation-
ships with providers (e.g., they may be em-
ployees, or they may accept patients under
exclusive or nonexclusive contracts). They may
also have a variety of relations with payers, as-
suming some financial risk internally, while still
submitting claims to other payers. Thus, these or-
ganizational arrangements still involve transac-
tions between provider and insurer organizations.

Managed care organizations also exchange ad-
ministrative or clinical information internally and
with their contract providers. In order to be profit-
able under flat-rate capitated contracts, managed
care organizations must reduce duplicative
services and manage each patient’s utilization of
services. This means that each clinician in the sys-
tem who encounters a patient should ideally have
access to a fairly complete medical record in order
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BOX 3-2: What is a Value-Added Network?

Value-added networks (VANS) are the means most companies use to exchange electronic data inter-
change (EDI) transactions. VANS are the electronic equivalent of a package delivery service Rather
than make a direct computer connection with trading partners, companies send their data to a VAN It
receives a bundle of EDI transactions—representing many types of business documents and bound for
many different trading partners—and routes the individual transactions to the appropriate trading part-
ner's electronic mailbox, When the trading partner connects with the network, the EDI transactions are
transmitted to its computer. VANS make EDI easier because they eliminate the scheduling problems
that arise when making direct computer connections. They can also be more secure than direct com-
puter connections because trading partners are isolated from each other's systems.

SOURCE: C. Canright, “Electronic Commerce and Networking in Health Care, ' unpublished contractor report prepared for the Office
of Technology Assessment, U S Congress, Washington DC, Jan 31, 1995

to know what has been done by others. It aso
means that management should know what re-
sources are expended on that patient, even when
there is no need to actually generate a bill. Many
managed care organizations are finding the need
for “encounter reports’ that contain much of the
same information that is currently included in in-
surance claim forms in a fee-for-service system.
While the encounter report could be considered an
internal communication within the managed care
company, in some cases delivering it will take
very much the same technology and pose many of
the same problems as the delivery of claim in-
formation between a provider and payer.

ADMINISTRATIVE ACTIVITIES IN HEALTH
CARE

Administrative activities related to health care oc-
cur at al levels of the health care system, includ-
ing health care providers, payers, and local, state,
and federa government agencies. These activities
include:

+ Health care providers (individual and institu-
tional): Calculating bills and billing payers;
transmitting records to outside providers or
payers, internal financial management; regula-
tory compliance; utilization review; quality as-

*Office of Technology Assessment, op. cit., footnote 3.

surance; and acquisition, distribution, and
storage of equipment and supplies.

n Payers. Claims processing; coordinating bene-

fits with other payers; claims payment; manag-
ing plan enroliment and eligibility; statistical
analyses and quality assurance; and regulatory
compliance.
Employers and other large purchasers of
health care services. Comparing and selecting
plans,; and managing enrollment of employees
or members.

i Consumers (patients): Submitting claims:
tracking eligible expenses; and paying copay-
ments and uncovered hills.

= Government agencies: All of the above activi-
tiesin roles as providers, payers, and employ-
ers; data collection for vital statistics; health
care financing data; and regulatory oversight.

A fuller description of administrative activities
and costsis available in a previous Office of Tech-
nology Assessment report, International Com-
parisons of Administrative Costsin Health Care. -s

PROVIDER ADMINISTRATIVE ACTIVITIES

Many information exchanges that take place with-
in a single provider's organization (e.g., admis-
s ion-discharge-transfer messages or hilling
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information) are automated. Use of the Healthership, partnership, joint venture, strategic al-
Level 7 (HL7) standard, discussed in chapter 2liance, or contract, brings together hospitals,
which is used for exchange of clinical informa-ambulatory care facilities, affiliated physicians’
tion, is also growing for administrative and patientoffices, nursing homes, home care services, labo-
management information. Most vendors of bothratories, wellness programs, and so on. IDSs have
administrative and clinical information systemsbeen springing up rapidly as managed care com-
are supporting the HL7 standard. Use of computpanies position themselves to compete; the result
ers in administration and patient management i& a conglomeration of provider organizations
not limited to hospitals or large clinics. Although with different levels and types of automation and
many doctors’ offices still rely on paper patientre-uses of information technology. Some IDSs are
cords and billing systems, a growing number argnaking the investments needed to develop “enter-
computerizing at least some of their business anﬂrise-wide” information systems to allow ex-
administrative functions. Computerized practicechange of clinical and administrative information
management systems (PMSs) automate functiorﬁmong their various components.

such as accounts rECEivable, insurance, bIIIIng, Health care providers perform a Variety of ad-
and appointments; they also record the patient'finistrative activities associated with each ad-
diagnoses, procedures, medical history, and finanmnjssion, visit, or episode of care. These activities
cial history. PMSs offer a wide range of function-pegin well before the face-to-face encounter with
ality and very little standardization;.some SystéMghe patient and last long after the patient has left
were developed on an ad hoc basis by their useffe institution or professional’s office. Preadmis-
and others were purchased from one of more tha§lon and preregistration cover a variety of logisti-
400 vendors. Some PMSs also help physiciang|, clinical, and financial activities, including
deal with the complexities of managed care Congjigipility confirmations, certifications, and au-
tracts, for example, by maintaining member listSynqrizations for care, which generally require

posting capitation payments from plans, tracking,ommunication with the patient's payer.
the number of visits or services provided for each

atient, and providing reports on the profitabilit
b the relationshin with each plan. Y EXCHANGING INFORMATION BETWEEN
Typically, providers only have information PROVIDERS AND PAYERS
about their own contribution to a patient’s care—During the course of treatment or admission, addi-
for example, hospitals maintain records of inpational transactions flow between the provider and
tient stays and doctors’ offices keep track of officepayer or care manager, including reauthorizations,
visits. But to manage patients’ use of resources efecertifications, interim billing, and a variety of
fectively, managed care organizations want taeview activities. Due to the limits on some health
track patient care over several years and integratare coverage, the provider might also have to
different services that were performed at variousedo the eligibility function as well. Figure 3-2 il-
locations. Integration of financial and clinical in- lustrates some of the information flows between
formation is also important to managed care.  payer and provider at various stages in the proc-
Integrated Delivery Systems (IDSs) are emergess’
ing to meet the need of health care organizationsto At some point during or after treatment, the
deliver a full range of health care services to theiprovider will issue a bill and/or a claim. Copies of
covered populations. An IDS, either through own-the bill might go to the patient, as well as to one or

6D. S. Kolb and J. L. Horowitz, “Managing the Transition to Capitatibiealthcare Financial Managemerfigbruary 1995.

7 The following description of administrative information exchanges is based on information from D. Rode, immediate past co-chairman,
ASC X12 Insurance Subcommittee, Healthcare Task Group, personal communication, May 12, 1995.
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Payer or primary provider

Eligibility verification request —>
Primary provider,
Pre-admission. <—Eligibility confirmation or denial benefits department, or
registration, and o
treatment period Coverage data request > eligibility department
<----Coverage data reply
Precertification and/or authorization request->
Admission or registration |<—precertification and/or authorization approval Utilization
Lo o - - o ;
Recertification request > review
Inpatient treatment L
<-Recertification approval
________ Claim submission (interim bill and/or medical data)-->
Discharge
<---Interim payment
Billing period - i i - - Claims
__________ Claim submission (final bill and/or medical data)---> processing
Followup <—~Claim status inquiry
collection period . R
P Claim status inquiry response > S
’ Treasury
(—Remittance—t Provider's Electronic anlf"s —Payment—
advice bank funds an order
3

transfer

SOURCE: Adapted from D Rode, “EDI Holds Potential for Cutting Receivables Processing Costs,” Healthcare Financial Management Association,

March 1990, p 15

more payers. When more than one payer is in-
volved, the provider may send a hill to al parties
and work through a very complicated process to
coordinate billing (and payment). Even patients
who belong to managed care entities that capitate
payments or use other reimbursement methods
might need to have dl or parts of their bill or claim
sent for management information purposes.
After the initial claim or billing, the provider
may have several followup steps, such as provid-
ing additional information to a payer inquiring
about the status of aclaim previously sent to one
or more payers. Because more than one provider

may be billing for services rendered during the
same episode of care, both providers and payers
may have to coordinate and track their informa-
tion. Many institutions and some individual pro-
viders are also required to send additional
information as attachments to the claim. Among
the required documents are discharge abstracts,
surgical reports, first reports of injury, and attesta-
tion reports. Late submission of these reports
might also delay the payment of the origina
claim.

Finally, the provider receives a payment or re-
jection from the payer. Thisis a two-step process
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verification is about the same as in an inpatient
setting, but the resulting revenue is much less. The
move of health care toward more outpatient care
will accentuate this problem.

The traditional model for health payments has
been that the provider charges the patient a fee for
the services provided. The patient (or the provider
on the patient’'s behalf) files a claim with the pa-
tient’s insurer (payer) for payment of the covered
portion of this fee. There are several types of trans-
actions in the fee-for-service environment where
electronic communications could be applied.
These transactions are: 1) claims submission, 2)
Information systems allow many caregivers to share clinical remittance adVlPQ, 3) Q|alan inquiry, 4) enroll-
and administrative - information. ment, and 5) eligibility inquiry.

Claims submissionis the process of preparing

because the provider must reconcile the paymengnd Submitting documents to a payer on behalf of
to the original claim, as well as to the posting proc-@ patient. Nearly all claims for hospital services
ess at its financial institution. The information re- &€ submitted by the provider. Claims for services
ceived with the payment or rejection (usuallyi" @ physician's office may be prepared by either
called remittance advice) can be as simple as H1€ patient or the provider; in preferred provider
check number or it may include pages of informa_networ_ks, the physman usually files the c_Ialm. In-
tion responding to each line of the original claim. formation required to complete the claim form
If the patient has health care coverage from a secay have entered the provider's accounting sys-
ondary payer, the provider may then have to reped€m through either a direct interface with other in-
the process, submitting a secondary billing claimformation systems in the provider organization, or
to that payer, and including with the claim in-through keyboard input by a data-entry clerk who
formation about what was and was not paid by theeads the various paper documents about the pa-
primary payer (some institutions bill the patient tient and enters the data into the patient-account-
who is then responsible for collecting from sec- INg system. This system, whether paper-based or
ondary payers). On average, most institutions dgomputer-based, must prepare a claim document
not see payment on a claim for well over twoin a form that is acceptable to the payer.
months. Individual and professional payments Remittance advice i@ document returned to
often take longef. the provider by the payer along with payment after
During the course of these provider-payethe claim is processed. The remittance advice ex-
transactions there can be many telephone contacpiains what the payment covers and how the claim
and letters exchanged among the parties. In an invas adjudicated by the payer. The provider
patient environment, which is relatively stable, compares the payment with the original claim to
the cost of carrying out these transactions is reladetermine whether the amounts match. If the
tively low compared to the amount of the claim. claim and payment do not match, the clerk checks
However, the opposite is true in an outpatient othe remittance advice to determine where the dif-
ambulatory-care setting. The provider's costs forferences lie. When the claim and the various pay-
processing each transaction, claim, or eligibility ments match, either immediately or after a process
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*A review of quarterly analyses by Zimmerm&nAssociates, Hales Comer, WI, shows receivables always exceed 60 days. Ibid.
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of negotiating discrepancies, the claim is reconeould be considered surrogates for insurance
ciled with its associated payments and closed. Relaims. Enrollment transactions and inquiries
mittance advice can be a paper document thatbouta member’s eligibility for services are as im-
accompanies a check; an electronic document thaprtant in a managed care environment as in a fee-
accompanies an electronic funds transfer; or afor-service system; in some cases, they may be
electronic document that is separate from, but rénternal transactions between parts of the same or-
lated to, an electronic funds transfer sent by otheganization (perhaps at different locations) rather
means. than between different organizations.

Claims inquiryis a process that providers use
either to determine when payment will be made of ] Status of Electronic Insurance
to negotiate discrepancies in a claim that has been Transactions®
partially paid. Often, inquiries are telephone con-

versations, but some vendors are beginning to ofya41th care Financing Administration

fer online inquiries. _ As the largest payer of health care claims in the
Enrolimentis a process that involves the payercqnry, the federal government for years has en-
and the patient's employer (or sponsor of theq,raged providers and insurers to do business
health care plan in which the patient enrolls). Engjectronically, especially the submission of Medi-
rollment transactions occur when people join g4re claims. The Medicare program (and the fed-
health plan, change their family status, movegg) portion of the Medicaid program) is
change plans, and so on. administered by the Health Care Financing Ad-
Eligibility inquiries are transactions betweenministration (HCFA) which, beginning in the
providers and payers to determine what benefit§g70s, established electronic links between hos-
the patient is entitled to. Patients arriving at theyjtals and fiscal intermediaries—the insurance
doctor’s office, hospital, pharmacy, or other pro-companies that process Medicare claims under
vider location are asked what kind of coveragesontract with the government. Currently, 80 dif-
they have and from whom. This information isferent insurance companies process some 730
confirmed by an inquiry to the payer by mail, tele-million Medicare claims annualf?
phone call, or an electronic process. Having this |nitially, the shift away from paper involved
confirmation quickly is useful to the provider: it hospitals submitting bills by either direct-data
means that correct copayment amounts can be cantry (DDE) terminal, linked directly by leased
lected right away, for example, or that certain serphone lines to the mainframe computer of the fis-
vices will not be offered to people who are notcal intermediary, or by computer tape. In either
entitled to them. EDI standards have been devetase, clerical personnel would key in the neces-
oped for the above transactions. (See box 3-3.) sary information. For computer tape transactions,
In a managed care environment, some of thesaey would format the information on computer
transactions are different. For example, in artape, which was then sent to the fiscal intermedi-
HMO, where members are charged a fixed fee pary. For the fiscal intermediary, the volume of in-
person (capitation) and are not billed for individu-formation received on tape—and thus the reduced
al services, the traditional insurance claim is un€osts of processing as compared with paper sub-
necessary. In some cases, however, HMOs araissions—justified writing separate computer in-
using arencounter reporto provide management terfaces to translate the different tape formats as
information about services provided, and theseequired.

9 This section is based on C. Canright, “Electronic Commerce and Networking in HealthuBarelished contractor report prepared for
the Office of Technology Assessment, U.S. Congress, Washington, DC, January 1995.

10 “|mplementing EDI on a Colossal Scale: An Interview with HCFA's Carol WaltBBI' Forum vol. 6, No. 2, 1993, p. 47.
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BOX 3-3: EDI Standards

The key to the concept of administrative simplification
throughout this report. Indeed, the one thing that nearly everyone involved in health care automation
agrees on Is that uniform data standards are required to control health care administration costs.

Roughly speaking, data-processing standards have two components: content and transmission.
Data-content standards specify how meaning should be represented. Data-transmission (or messag-
ing) standards specify how information encoded as strings of binary digits should be structured for
transmission over wires or through the air.

Data Transmission

EDI standards for business documents structure information in such a way that computers at differ-
ent organizations can process it. Computers do not process documents like humans read documents.
Computers process data. To the computer, EDI is not a facsimile of a document that a computer stores;
it is a stream of data that actually causes a computer application to perform a specific action. *

Data, however, are not quite enough. Data may be two-character codes that represent an idea or a
string of characters that represent, for instance, a Social Security number (SSN). Because all data are
represented as strings of Os and 1s, computers need a means of distinguishing data denoting one idea
from data denoting another.

Computers distinguish one bit of data from another through positional relationships. If a health care
claim were written as a single line, then the computer would need to know what part of the line repre-
sented an SSN and what part represented a patient's name. By cutting that line of characters up into
data elements, a computer can recognize one type of reformation from another. The first data element
might represent a patient's name and address, while the second represents the line items on a claim.
EDI standards provide that type of structure. They provide a common way for computers to structure
the data that represent business documents.

The standards for moving the data that appear on common business documents between organiza-
tions are called the ASC Xl 2 standards for electronic data interchange, named after the American Na-
tional Standards Institute’s Accredited Standards Committee XI 2, which develops them. ASC Xl 2 stan-
dards define a syntax and provide a structure for moving data between organizations. In that way, EDI
standards are external data-transmission standards. The structure that represents a business document
is called a transaction set; transaction sets are the electronic equivalents of

Transaction sets, then, are composed of an ordered series of data segments. Data segments are
analogous to the groups of data that perform specific functions within a business document, such as
line items on a purchase order, terms of payment on an invoice, or the identification (name and ad-
dress) sections that appear on any business document. Segments, in turn, are constructed of an or-
dered series of logically related data elements. Data elements specify such things as unit of measure,
price, quantity, and currency.

Data Content
The content of standards comes to the fore at the data-element level of the X12 standards. Much of
the content of a transaction set consists of codes used by a company or an industry to represent the

‘E.J. Bass, “Introduction to EDI,” unpublished paper presented to Accredited Standards Committee X12, St
Charles, IL, May 16, 1988
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BOX 3-3: EDI Standar¢ -

specifics of its business. As much as possible, the XI 2 committee seeks to standardize content across
industries. The segment and data elements used in transaction sets to represent a name and address,
for Instance, are the same for transportation concerns as for health care concerns.

Just because two organizations support the Xl 2 standards, however, does not mean that commu-
nication between them is seamless. On a technical level, both systems are compatible because they
are communicating using a common language. On a content level, however, compatibility is nowhere
near guaranteed, particularly in health care. The data content of ASC XlI 2 standards comes from indus-
try- and company-specific codes. In health care, for instance, the ASC Xl| 2 health care remittance ad-
vice standard uses Adjustment Reason Codes maintained by the Blue Cross and Blue Shield Associa-
tion and Current Procedural Terminology (CPT) Codes maintained by the American Medical
Association. In fact, any organization can petition the ASC Xl 2 committee to include its codes into the
standard. As long as those codes meet the test of business necessity and perform functions that exist-
ing codes cannot perform, the codes are incorporated into the standard,

As a result, ASC Xl 2 standards accommodate a huge amount of data content and they can perform
the same business function in many different ways. Most Industries have limited this variability by pub-
lishing Implementation manuals specifying how a particular transaction set should be used to conduct
business with companies in that Industry.

The data content used in the ASC Xl 2 health care transaction sets is still too broadly defined, Nearly
everyone revolved in EDI in the health care Industry agrees that widespread EDI implementation will
require greater uniformity in data content. As the WEDI committee puts it, “A significant barrier to the
Implementation of EDI isthe fact that implementation guides have not been developed that Incorporate
standard requirements and content across large segments of the health care industry It 1Is critical that
private payers and government programs, including Medicare and Medicaid, use a common set of for-
mats to achieve the highest level of administrative cost savings and accelerate the implementation of
EDI.”

The health care industry needs a business model that specifies the data required in each transaction
and how they should be encoded and structured within the standards. Efficient standards require that
all participants in the industry agree on. ') what data to collect, 2) when to collect it, and 3) how to
collect it.?

In the absence of industrywide implementation manuals, many in the industry are relying on imple-
mentation guidelines created by the Health Care Financing Administration (HCFA), the first payer to
Implement the health care claim payment and advice (ASC Xl 2.835) transaction set and the claim sub-
mission (ASC Xl| 2.837) transaction set,

SOURCE: C. Canright, “Electronic Commerce and Networking In Health Care, ” unpublished contractor report prepared for the Off Ice
of Technology Assessment, Jan 31, 1995

2Workgroup for Electronic Data Interchange, 7993 Report (Hartford, CT and Chicago, IL: October 1993), p. 1-7.
3G. Arges, Director, Health Data Management Group, American Hospital Association, interview, Chicago, IL, Aug.
25, 1994.
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But as large chain-affiliated hospitals foundformat for health care remittance advices that had
that they were dealing with many different for- just been approved by Accredited Standards Com-
mats, they asked HCFA to establish a standardhittee X12. HCFA became the first organization
tape format, which it did in the late 1970s. Theto test the new EDI remittance advice format and
standard tape format allowed hospitals and otheemains its largest user.
large institutions to introduce a degree of stan- In 1992, HCFA established a uniform payment
dardization into their claims submissions processpolicy and procedures for making electronic pay-
However, they still faced different data require-ments to medical providers for Medicare claims.
ments from different fiscal intermediaries in dif- Providers who submit at least 90 percent of their
ferent states. Medicare claims electronically can receive claims

During the 1980s, with the growing use of per-payments electronically through the banking in-
sonal computers, HCFA also began to encouragaustry’s automated clearinghouse network and
physicians to do business electronically. In thdheir local banks, rather than through paper checks
mid-1980s, HCFA aggressively put pressure omailed to their offices. HCFA again had a faster
providers to convert to electronic billing, and by payment incentive to encourage electronic claims
1985, HCFA received about two-thirds of Part Asubmissions. Since then, HCFA has adopted the
hospital claims and one-third of Part B supple-EDI-based claims form as its standard and man-
mental insurance claims electronicdflyPart A dated that all Medicare processors adopt it by July
claims are submitted by hospitals and other largé, 1996. The agency'’s long-term goal is to have all
institutions for inpatient care. Part B claims areMedicare claims handled electronically by the
submitted by physicians and clinics. year 2000.

HCFA's push for electronic claims processing
came to a standstill in the late 1980s. Congress, &ijyate Insurers

part of an attempt to balance the federal budgeBecause many Medicare beneficiaries also carry
mandated an extended timeframe for paying alprivate insurance policies that cover deductibles
Medicare claims. HCFA, however, had used expeand copayment obligations under Medicare,
dited payment as an incentive for providers to sSubHCFA's EDI projects also affect the administra-
mit bills electronically. Without the incentive of tion of payments by private insurers. In many
faster payment, many providers saw no reason tstates, the fiscal intermediary for the Medicare
make the investments needed to submit claimprogram obtains its own private insurance claims
electronically. electronically through the same linkages used for
HCFA started to promote electronic billing Medicare. With Medicare moving toward 100 per-
again in 1991 as part of a short-term strategy to reent electronic claim submission, “it seems likely
duce administrative costs. Until then, HCFA hadthat private firms will be making use of the
concerned itself solely with automating claims. Intechnology as well¥2
1991, however, the agency turned its attention to Some large insurers accept and process nearly
automating the remittance advice document80 percent of claims by compuférHowever,
which accompanies a claim payment and explainthere are many small insurers that are only begin-
what the payment covers. Rather than develop itsing to accept electronic claims. Today, about 75
own remittance format, HCFA adopted the EDIpercent of hospital claims are submitted electroni-

11 M. Buffington, Director of Claims Processing, Health Care Financing Administration, personal communication, Sept. 7, 1994.

12p, Fularczyk, Manager, Blue Cross and Blue Shield United of Wisconsin’s Proservices subsidiary, quoted in T. Higgins, “Setting Stan-
dard for Electronic Claims Could Lead to Paperless Provideng Business Journal-Milwaukeeebruary 1993, pp. S3-S5.

13 B. Politzer, “Claims of ExcellenceIMO Magazinevol. 32, No. 6, November-December 1991, p. 39.
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cally, but the vast majority of these are Medicaranay also require data that another payer does not.
claims submitted to HCFA rather than to privateThe software checks the claims that are keyed in or
insurers. Physicians submit some 16 percent akceived from a practice management system to
their claims electronically in total; however, they make sure they conform to the data requirements
submit 47 percent of their Medicare claims elecof the designated payer.

tronically14 If the claims meet all requirements, the PC soft-
ware sends them to the electronic claims service.
Electronic Medical Claims Services The service performs further editing and then

One of the difficulties of connecting providers andtransmits the claims to payers, in some cases
payers is the different data and networking forthrough direct network connections to the payer
mats that exist in the health care industry. Converand in others through a claims clearinghouse that
tional wisdom, for instance, holds that electronichas such a connection.
claims are structured in some 400 different ways. Many electronic medical claims services can
Electronic medical claims companies, includingperform some or all of the following transaction
value-added networks and clearinghouses, prdypes: electronic claims filing; claims-status in-
vide services that connect providers with manyquiry and online claims correction; eligibility and
payers using a single systém. benefits inquiry; electronic remittance advice
These services give providers a single point oflata; automated electronic remittance posting,
electronic contact to many payers. In addition taalong with supplemental and secondary billing;
routing information between a provider and itsand electronic funds transfer. The services avail-
payers, they edit and reformat claims data. Thigble to a provider vary by payer and depend on
frees providers from the burden of programmingpayer capabilities. Not all payers, for instance, can
their systems to handle the wide variety of elecprovide remittance advice data electronically.
tronic formats. For example, a physician’s office  Most of the transactions processed by electron-
wanting to send claims electronically generallyic medical claims services are currently not based
uses personal computer software that communibn EDI standards, particularly the nonclaims
cates with the service via telephone lines. Physitransactions. However, use of standard EDI
cians using practice management systems calaims may increase as HCFA mandates them.
often integrate this software with their systemsUntil then, however, many payers are not accept-
This requires that the processing service cooperatag standard EDI claims. Nonclaims transactions,
with the vendor of the practice management syssuch as eligibility verification, are not based on
tem (there are several hundred in the country) t&DI standards because the standards are either
write the necessary interfaces. For physicians whbrand new or do not exist. Many of these services
do not use practice management systems, the sémtend to support EDI standards, but place more
vice provides software that allows clerical personemphasis on making transactions electronically,
nel to enter claims data directly into forms thatwhatever the format. They believe that it is better
appear on a PC screen. to begin electronic processing now than to wait for
Provider-specific edits are needed on eaclhe often slow standards-development cycle.
claim. Because health care claims are not univer- The initial cost of getting a physician started
sally standardized, different payers require data tawith an electronic claims service is between
be presented differently in their claims. One paye$1,500 and $2,500, depending on the size of the

14“Automated Medical Payments Statistical Overviesitomated Medical Payments Newsb. 8, 1993, p. 3.
15B. Dodge, Vice President, HCS, Inc., personal communication, Aug. 26, 1994.
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practice. Staff training may be an additional ex-migrate toward, industry’s formats for EDI. The
pense. There is also a per-transaction fee, whidmybrid of EFT, whose purpose is to move money
could be on the order of $0.35 to $0.85, dependingetween financial institutions electronically, and
on the type of transaction. Claims fall toward theEDI, whose purpose is to move business data be-
upper end of the range because they are more cotaveen corporations electronically, became known
plex documents and contain more data, whilasfinancial EDI (or EFT/EDI).
transactions such as eligibility inquiries cost Since the development of financial EDI for-
lessl6 mats in the mid 1980s, the number of corporations
In the early years of EDI development in otherusing the ACH to make payments has steadily ris-
industries, value-added networks (VANS) offereden, showing an average annual growth of between
similar translation services for companies that di®5 and 30 percent per year for the past several
not want to develop or install their own EDI man-years. In terms of total payment volume, however,
agement systems. Over time, companies pufinancial EDI volume statistics are less impres-
chased their own EDI systems, rather than payjve. Last year, the estimated 13 million payments
translation fees to the VANs. A similar develop— made through financial EDI represented 0n|y

mentis unlikely in health care. Only larger institu- ahout 0.1 percent of the total estimated volume of
tions are likely to have the financial and staff17 7 pjllion paymentd?

resources to manage an EDI system. For smaller rinancial EDI payments, in all industries, con-
medical practices, claims services and VANS mayjst of two parts: the payment and the remittance
continue to provide a way to transact businesggyice. One difficulty faced by the banking indus-

electronically. try is that few banks are capable of processing all
of the information contained in financial EDI pay-
Financial Institutions ments. ACH formats themselves are not compat-

Completely automating the health care paymenible with the information-laden EDI formats. To
process means involving the trading partners’ fimovenativeEDI data through the ACH requires
nancial institutions. In the 1970s, the banking inwrappingan EDI transaction in a NACHA enve-
dustry established its own formats for electronidope. The financial institution then unwraps and
funds transfer (EFT) through the National Auto-processes the EDI payment transaction. The en-
mated Clearing House Association (NACHA). veloping process puts some limitations on the
NACHA governs the automated clearinghouseamount of data an EDI transaction can carry—a
(ACH), a network of computer-based check-clearpotential problem given the amount of data in a
ing and settlement facilities for the interchange ohealth care remittance advice document.
electronic debits and credits among financial As a result, many companies are sending EDI
institutions (note that bank clearinghouses are difpayment orders and remittance advices through
ferent entities from the insurance clearinghouseseparate paths—the payment itself as a simple
mentioned above). EFT transfer through the ACH and the remittance
The banking industry designed its original EFTadvice as an EDI transmission through a VAN. In
formats to move money between financial institu-that case, companies receive the payment-deposit
tions. In the 1980s, NACHA worked with corpo- information from their banks and reconcile it with
rations to set ACH formats for corporate-to-the remittance data received from the VAN.
corporate payments. At that point, the NACHA However, some banks that specialize in finan-
formats for EFT began to conflict with, and thencial EDI are moving into the health care market.

16 |pid.
17 National Automated Clearing House Association figures reported in Canright, op. cit., footnote 9.
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BankAmerica, San Francisco, CA; Chase Manof the UB-92, the Workgroup for Electronic Data
hattan, New York, NY; Huntington Bancshares,Interchange (WEDI) and the NUBC are develop-
Columbus, OH; PNC Bank Corp., Pittsburgh, PA;ing EDI implementation guidelines based on the
and National City Corp., Cleveland, OH, areHCFA guide, which is becoming the de facto in-
among the national and regional banks that nowlustry standard.

process medical bill payments electronically for

hospitals, clinics, and other health care providerg INKING HEALTH CARE PROVIDERS

who are their banking customers. Some of themy/|TH SUPPLIERS?!

in addition to handling EFT payments, are also of

; . _ . In contrast with health care payments, the use of
fering the services of a processing service.

electronic commerce between large health care
] providers and hospital suppliers has a longer his-
[J Standardized Forms tory, dating back to the mid-1970s when the
The federal government has played a major role ilnmerican Hospital Supply Corp. (AHSC)
standardizing electronic forms in the health careéntroduced the first electronic order-entry (EOE)
industry. For instance, institutional providers aresystem called Analytic Systems Automated Pur-
encouraged to submit Medicare and Medicaicthasing (ASAP). ASAP initially allowed hospi-
claims using the UB-92 form, which was createdals to place orders using a touch-tone telephone.
by the National Uniform Billing Committee As ASAP evolved, hospital purchasing managers
(NUBC). The difficulty is that each state adds itscould enter orders into terminals connected to
own requirements to the UB-92 form, which AHSC’'s mainframe computer, which automati-
means that some payers and nearly all softwareally reserved inventory and generated a packing
vendors have to support nearly 50 different verdist. The system was so convenient that purchas-
sions of the UB-928 Moreover, the EDI standard ing managers placed orders with AHSC at the ex-
for transmitting claims, ASC X12.837 (health pense of its competitof. Hospitals achieved
care claim), can structure data contained in théenefits by1) eliminating manual order writing;
UB-92 in several different ways, all of which are 2) reducing transcription errors that result when
correctinsofar as the standard is conceffidthe  orders are written manually or taken over the
result is that the health care industry’s standardshone; and 3) increasing the accuracy and timeli-
are not yet standard enough for easy implementaress of order, delivery, and cost information.
tion of electronic commerce. The proliferation of other EOE systems became
HCFA has developed implementation guidesa problem to major hospitals, especially chains
for health care claim and remittance advice transand large purchasing groups. Those organizations
actions. By July 1, 1996, all electronic claims will purchased supplies from several vendors, which
be submitted to HCFA using the standard foffhs. meant they had to use several different EOE sys-
The HCFA requirement is expected to stimulatgems. They faced the same problems that have led
EDI use throughout the industry. To ensure thato the development of EDI in other industries:
the health care industry uses a single EDI versiohigher costs from having to support multiple pro-

18 D, Rode, “UB-92, HCFA 1500: The Genesis of EDi®alth Care Financial Managemenpl. 47, No. 1, January 1993, pp. 82-83.

19D. Hodgeslintegrating Computer-Based Technologies Into HN\Mashington, DC: Group Health Association of America, Inc., 1993),
p. 41.

20 M. Buffington, op. cit., footnote 11.
21 This section is based on Canright, op. cit., footnote 9.

22R. Forester, “A History of ASAP at Baxter Health Care: The Journey from Proprietary to X12 StarRf&®mium vol. 4, No. 1, 1991,
p. 96. (Baxter acquired the ASAP system when it merged with American Hospital Supply Corp. in 1984.)
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prietary system33 including additional space for ~ The movement to electronic systems in hospi-
the terminals and additional training for purchastal materials management has not been pervasive
ing personnel. Today, most hospital-supply comamong hospitals. By 1990, hospitals used EDI to
panies are making a transition to EDI and offeplace some 24 percent of orders to suppfiers.
EDI-based alternatives to their proprietary elecPurchase orders and confirmations still represent
tronic order-entry systems. the bulk of EDI transactions in hospitals; hospitals
In addition to the companies that directly sup-have been slow to use EDI for other purchasing
ply hospitals and other providers, the companiefunctions, such as electronic invoicing and pay-
that manufacture health care supplies and equignent26 WEDI, for instance, estimated that some
ment are beginning to use EDI to connect with thg 000 of 6,138 acute care hospitals require EDI
smaller companies that they rely on to distributq,pgradeg’
their products to hospitals, physicians, and other Qyerall, the health care supply portion of the
health care providers. For the manufacturers, EDhealth care industry has made a good start in auto-
connections result in cost savings because they Rating trading relationships. As suppliers offer
longer need to key purchasing information intogng providers adopt more sophisticated materials-

their systems. By automating business with allnanagement strategies, EDI will become increas-

come from automating each trading relationship

are multiplied over a large base. For distributors, i
is not clear whether the conversion to EDI result HARMACEUTICAL INDUSTRY EDI

in net savings or net costs. The drug distribution chain has been an early and
When the process of purchasing and paying fosuccessful adopter of electronic commerce. As
supplies is automated through EDI, it can be inteearly as 1972, a major drug wholesaler began a pi-
grated with a larger automated materials managédet project to transmit purchase orders directly to
ment information system that can includethe computers of major manufacturers. Industry
inventory control, automatic replenishment,organizations, such as the National Wholesale
tracking of chargeable suppliers and equipmentfpruggists Association and the American Surgical
invoicing, and patient cost accounting. Greaterfrade Association, actively supported these acti-
use of information systems for these purposes hasties and encouraged the development of indus-
been shown to improve inventory control and retry-wide standards. Use of electronic ordering was
duce the costs of materials management in othdound to reduce order lead-times, which reduced
industries. Currently, only a few hospitals andinventory requirements. Some industry analysts
health care groups are using this technology to itselieve that adopting electronic ordering is a ma-
full potential24 jor factor in alleviating and reversing economic

23The terms “proprietary system” and “proprietary data format” refer to electronic business communications systems that work for a single
company—the one that provided the system or software. The terms “standard system” or “standard data format,” in contrast, refer to EDI sys-
tems that are designed to ease communications with any organization that supports EDI standards.

24 ECRI, “Computer Information Systems, Materials Managem&@R| Special Report802765 424-008 (Butler Meeting, PA: 1995),
p. 3.

25 Arthur Andersen & CoStockless Materials Management: How It Fits Into the Health Care Cost RAleztandria, VA: HIDA Educa-
tional Foundation, 1990), p. 56.

26 3.J. Moynihan and K. Norman, “Health Care EDI: An OvervidgDl Forum,vol. 6, No. 2, 1993, p. 11.
27 \Workgroup for Electronic Data Interchandg@gport(Hartford, CT, and Chicago, IL: October 1993), p. 9-34.
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hardships that drug wholesalers had been expetursed by insurance payers were submitted elec-
encing in the early 19838.By 1986, 96 percent tronically and that percentage continues to
of drug wholesalers were using EDI, as were 9@row2°® NCPDP recently introduced a paper-
percent of pharmaceutical manufacturers—one dbased claim form based on the electronic format to
the highest penetration rates of any industry at thaimplify reimbursement for patients whose payers
time. are not yet using electronic pharmacy claim sub-
Today, electronic commerce has also expandeghission30
rapidly to independent drugstores and drug The existence of large databases of prescrip-
chains. About 95 percent of drugstores are contion-related information in a standard format is of-
puterized. Many of them order from distributorsfering new tools to both the pharmaceutical and
using either proprietary systems or EDI standardsisurance industries. Databases are being used to
and guidelines developed by the American Socianalyze the patterns of drug purchase, to develop
ety of Automation in Pharmacy. formularies or lists of preferred drugs, to compare
Because many prescription drugs are paid focosts of alternative drugs, and to compare the cost-
or reimbursed by insurance plans, electronic linkeffectiveness of drugs to alternative treatments.
have also been established between pharmacies
and payers. A standard format for communicatioeOMMUNITY AND REGIONAL
between pharmacies and insurers is in widespre TWORKING
use. Online eligibility systems have helped to
speed processing and payments by enabling phar- i .
macies to check a patient's benefits before filling—) Community Health Information
the prescription. After a physician or patient sub- Networks
mits a prescription (either by phone or in writing), A community health information netwqi®HIN)
the pharmacy enters the information from the paean be either a proper or a generic name for a type
tient’s prescription benefit card (issued by the in-of information system that is still undergoing de-
surer, health plan, or employer) and thevelopment and definition. Another term used is
information from the prescription into an online community health management information sys-
system using the National Counter Prescriptioniem(CHMIS), which can also be both a common
Drug Plan’s (NCPDP) standards for real-timeor proper name. Both of these networks are envi-
transactions. Through this system, the pharmacsioned as systems that allow the seamless ex-
contacts a database where it can confirm the pahange of clinical or administrative information
tient’s eligibility status, find out whether the payeramong health care providers, payers, and other au-
will pay for this drug, determine the copaymentthorized users. Currently, there are between 75
amount, and ascertain whether the payer allows @nd 100 community networks in early stages of
requires generic substitutions. startup or implementation that roughly corre-
Pharmacy claims are much less complex thaspond to the CHIN or CHMIS descriptions be-
other health care claims, and a much larger petew.31 (This report will use the term CHIN as
centage of them are submitted electronically. Irgeneric and will use CHMIS only when distin-
1993, over half of the prescription claims reim-guishing features of the CHMIS model).

28 p K. SokolFrom EDI to Electronic Commerd®ew York, NY: McGraw-Hill, Inc., 1995), pp. 212-2109.
29 |pjd.
30 G. Muirhead, “Stake Your Rx Claim: NCPDP Issues Standard Paper Form for ReimbursBmanidpics Nov. 7, 1994, p. 106.

31R. T. Wakerly, remarks &HINs and CHMISs: Networks for Community Health Information and Managemeeiting of the National
Health Policy Forum, Washington, DC, Oct. 25, 1994.
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Small clinics and individual health care providers are
beginning to use computer-based systems for practice
management, recordkeeping, and communication with

systems start with some initial features and ser-
vices and add others as they grow. CHINSs, for the
most part, were developed to provide connectivity
and transport of data among the users. Some of
them are concentrating first on linking physicians
and clinics with hospitals and labs to access clini-
cal data, and secondarily are providing claim fil-
ing and other insurance-related services. Some
CHINs have a long-term goal of building a com-
munity-wide data repository for outcomes re-
search and for comparing the performance of
plans and providers, but they have not yet started
that phase of their development. Other CHINS
have no plans for building a centralized data re-
pository, but envision that the standardization
they provide will eventually allow authorized us-

laboratories, hospitals, and insurers.

ers to transparently aggregate data across many

At their most basic, CHINSs are electronic sys- databases, thus accomplishing the same purpose.
tems whereby claims filing, eligibility verifica- = CHMISS, on the other hand, have started with

tion, and other transactions can be performed by &1€ concept of building a data repository for use in
provider (whether a single physician or a major@ssessing the performance of health care providers
health care organization) and an insurance clea/@Nd plans. Collection and analysis of management

tact a hospital's information system to obtainfion @mong the CHMISs started so far, most are
clinical or administrative information on a patient. focusing on providing insurance transaction ser-
However, CHIN developers envision them as ex-ViCes (that is, connectivity and services linking
panding into systems that link all participants inProviders and payers) and on capturing data from

the health care system—providers, payers, bankdhose transactions into the data repository. Ser-

pharmacies, public health agencies, employers‘,’ices linking providers with providers to ex-

and others. Moreover, a fully developed CHINchange clinical data are also planned in ‘many

might allow a physician to assemble a single pa‘ases. _ _ _

tient's information across different institutions  Issues associated with CHINs include owner-

and databases to produce a complete medical réhip and control, and network design and data

cord; or it could permit a researcher to aggregaténanagement.

the data for many patients to compare perfor- .

mance of different plans and providers. In future,s Ownership and Control

CHINs might also be a means for sharing access tbhere are several possible ownership models for

medical knowledge, remote diagnostic applica-CHINs. One is a joint venture between a health

tions, and expert advice based on outcome and eare provider and an information system vendor.

fectiveness analysés. This is likely to be a for-profit organization, offer-
The difference between a CHIN and a CHMIS ing community-wide service, with the goal of pro-

is primarily one of initial priorities. All of these viding easier communications among the various

*D.L. Zimmerman, CHINs and CHMISs: Networks for Community Health Information and Managenissie Brief No. 657 (Washing-
ton, DC: National Health Policy Forum, 1994).
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users. The vendor may first implement servicesnents between stakeholder groups may become
for the partner or lead sponsor and then attempt toagile when it becomes necessary for participants
contract with other users based on demonstratiortse actually commit money to the major project. It
of the usefulness of the service. An example ofs not yet clear who should make the biggest in-
this ownership model is the Wisconsin Health In-vestments in community networks because no one
formation Network (WHIN), developed by Auro- knows who will accrue the most benefit from
ra Health Care Corp. and Ameritech Healththem.

Connections (a subsidiary of Ameritech, the re- Other ownership patterns, including variations
gional telephone provider). Initially, WHIN pro- and hybrids of the above, ownership by a consor-
vided physicians with access to laboratory resultgjum of vendors, or ownership by a state or local
patient census data, and other information in thgovernment agency, are possible, and are being
databases of the hospitals where they are affilitried in some location3

ated. In addition, the network now offers an elec-

tronic qlalms service fqr filing claims a'nd [ Network Design and Data Management
performing some other insurance transactions.

Besides the Aurora-owned hospitals, 11 othefHINS vary widely in their approach to the func-
hospitals and their affiliated physicians are r]o\,\pon.of the network, the content of the mformatlo'n
on the system. One difficulty with this ownershipcarried oniit, and the standards to be used by or im-
model is that the system may be viewed with somB0Sed on participants. One basic decision facing
suspicion by competing hospitals who may worry@ll CHINs is whether or not the network will
that the provider that owns the system is giving it/n@intain a central database of health information.
self some advantage. Even in cases where a veflthough creating a central repository is a funda-
dor is sole owner, late adopters may view thénental goal of some networks, others have active-
system as “belonging” to the early adopters. Ther® rejected the idea and use the fact that each
are 45 to 50 communities with vendor-ownedParticipant maintains its own proprietary data as a
CHINSs. selling point.

An alternative model used by some CHINsisto Technology decisions related to designing a
form an understanding among a broad group ofHIN are complex because their goal is to bring
potential users before the system is built andogether a diverse set of information suppliers and
create an ownership structure that will be viewedisers who are operating incompatible systems.
as more neutral by all participants. Although theirThe network must establish “rules of the road” so
organization varies, systems under developmerihat participants can share information usefully.
in Vermont, New York, Washington State, Chica-This means standardizing formats for data content
go, Cincinnati, and other locations have attempte@nd structure and creating interfaces so that differ-
to develop a broad coalition of community €nt computers and different people can use them.
groups—providers, payers, and employers—beln the absence of clear national standards, differ-
fore the network is built. These groups then jointlyent CHINs are developing their own ways of do-
sponsor the creation of a not-for-profit organizadng this.
tion to operate the system. This model also has Figure 3-3 outlines the high-level architecture
difficulties. Developing community consensusofa CHIN. The network must interact with a vari-
about the goals and operation of the system cagty of different application systems in the partici-
take a great deal of time, so systems opting for thigants’ information systems. For the most part,
model come to market much more slowly. Agree-network participants will not be willing or able to

33 Ibid.
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FIGURE 3-3: High-Level Architecture of a Community Health Information Network (CHIN)
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change their own operations substantially in order
to participate, so the network must develop inter-
faces to diverse systems as well as gateways
(sometimes called application interface gateways
or trandators) to convert messages from one stan-
dard to another (e.g., from a proprietary system to
HL7 or to a standard EDI format). The network
provides a number of value-added services to par-
ticipants, including switching functions like rout-
ing (delivering data between trading partners),
security (maintaining passwords and access con-
trols, encryption), session management (e.g.,
creating audit trails), and messaging (harmonizi-
ng disparate e-mail systems and providing access
to external databases or networks). Generaly the
network also provides support functions for user
organizations, including a help desk and billing
and administrative information on system use.
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User interface and point-of-service mecha-
nisms, such as card readers and other devices, can
provide access to the network and initiate transac-
tions. For example, scanning a patient’s identifi-
cation card can initiate a verification of the
patient’s eligibility for benefits. For more in-
formation on cards as access and identification de-
vices, see box 3-4.

User interfaces can be customized to alow each
user to see datain the form that is most convenient
for that user, as shown in figure 3-4. When a physi-
cian’'s office contacts different hospitals for pa-
tient information, the user will see the information
in that office preferred format, despite the differ-
ences in hospital information systems. Similarly,
any data from the hospital that need to be down-
loaded into the physician’s practice management
system are formatted to be acceptable to that sys-

BOX 3-4: Card Technology and Heaith Records

Types of cards include:

tems for accessing a database.

against loss.

card for this purpose.

Smart cards, magnetic stripe cards, and other small portable devices may offer a low-cost way to
store and transfer electronic health information. Cards can be used as identification and authorization
tools or as actual storage media. Cards currently play a role in the health care system, predominantly as
a means of patient identification and association with a particular health plan.

= Paper cards, usually with printed data and perhaps with a barcode or magnetic stripe; these are usu-
ally issued by health plans as a means of identification.

in Magnetic stripe cards, such as those widely used in the financial industry (e.g., credit and automated
teller machine—ATM—cards). The magnetic stripe on the back can carry a limited amount of informa-
tion—226 characters in the case of a typical three-track card. They are typically used with online sys-

* Smart cards have an integrated circuit chip with a range of capabilities. They can support security
features such as encryption and differential access for different parts of the card. They can be used
to interact with online systems or to store varying amounts of data; the typical 24-kilobit card stores
one full page of text. A backup copy of stored data may be kept on a provider's computer to protect

+ Laser optical cards carry a wide stripe on the back that contains information that is “burned” into the
card with a laser. Once written, data cannot be modified, although new data can be added to some
types of laser optical cards. They can carry 2.5 megabytes of digital information (about 1,200 pages
of text). They typically do not have security features unless an integrated circuit chip is added to the

(continued)
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BOX 3-4: Card Technology and Health Records (Cont'd.)

In the health care system, cards could be used to: streamline various administrative functions (e.g.,
claims processing); automate functions that tend to be repetitive in nature (e.g., filling out medical histo-
ry forms); and improve the quality of care by reducing the likelihood of duplicative testing or possible
drug interactions. Potential applications of card technology include:

= Patient Identification, enrollment verification, and eligibility verification
= Emergency Information

= Payments and claim processing

= Prescriptions

» Medical history

Magnetic stripe cards have wide use in health care in the United States, perhaps because of the
large installed base of cards and card readers already in use by the financial industry and the public's
familiarity with these cards. A number of U.S. health plans use plastic magnetic stripe cards, and at
least 22 states use them to identify people eligible for Medicaid benefits. The patient presents the card
when entering the hospital, provider's office, or other location. When the card is scanned, Information
that already exists about the patient can be linked with newly entered data in an automated fashion.
Eligibility for service, the amount of the copayment, and other payment reformation can also be ob-
tained quickly so that accounts can be settled before the patient leaves. Although magnetic stripe
cards carry only a small amount of information, they are useful as access devices to link with the pro-
vider's or payer's online databases, and the U.S. telecommunications infrastructure is adequate to pro-
vide these linkages in almost any location.

A number of health plans in the United States are testing the use of smart cards. Currently, stan-
dards for the data format, encryption, and security features are only beginning to emerge. This means
that cards are only being used within closed systems. The Department of Defense is conducting a mul-
timedia (magnetic stripe, bar code, integrated circuit chip, and photograph) identification card pilot
program, which will test the viability of deploying smart cards for multifunctional purposes with a prima-
ry focus on health care. Canada, Great Britain, and Japan are also looking into smart cards for health
care informatlon.

Smart cards are used more widely in Europe than in the United States, but even in Europe, their use
in health care is primarily for identification and for limited amounts of clinical and administrate informa-
tion. In Germany, smart cards generally contain only administrative information. In France, cards typi-
cally contain some clinical information, but there is no attempt to store a complete medical record; rath-
er, basic information is placed on the card and may be accessed by providers or pharmacies to reduce
errors or to speed data processing. The storage capacity of many cards currently in use is usually not
sufficient to maintain a complete medical history, although higher capacity cards are becoming avail-
able. Widespread use of portable electronic patient records in card form will depend on the availability
of standardized patient record systems in the computers of all providers who will interact with and up-
date the cards. Such systems are not currently available in Europe or the United States.

Laser optical cards are still an emerging technology and are not widely used. In one pilot project, the
Texas Department of Human Resources has issued 2,500 cards containing demographic information
and Immunization records. Equipment to read the cards is available at only a few locations, but the
project is expected to expand. Experiments with laser optical health cards are also under way in Scot-
land.

SOURCE: Adapted from Phoenix Planning and Evaluation, Ltd , “Potential Card Applications in the Health Care Industry, " unpub-
lished contractor report prepared for the Off lce of Technology Assessment, January 1994
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FIGURE 3-4: Common User Interface

Ourtown General Hospital
information system

- | e
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- - applications
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PC in hospital department

PCin physician’s office

Note Common user systems sign-on allows for a custom screen (regardless of application) for users according to their profiles

SOURCE Adapted from M R Gorsage and J W Hoben, “Technological Implications of CHINS, " in R.T. Wakerly (ed.), Community Health Information
Networks: Creating the Health Care Data Highway (Chicago, IL American Hospital Publishing, Inc., 1994), pp. 115-140

tern. The network system maintains a profile of
each user and the way that information must be
presented. Similarly, data for claims filing or other
transactions can be entered by the physician’s of-
fice in a single format, regardless of payer. The
network, through the application integration gate-
way function, can then take responsibility for
translating or reformatting the information to suit
the requirements of each payer. This approach
should reduce a participant’s training costs be-
cause employees only have to learn one set of
menus and navigational tools.

While the user's view of data appears inte-
grated through the use of common user interface
mechanisms, actually integrating data across mul-

tiple databases is another problem entirely.
CHINSs that include a central data repository are
addressing this problem now. A repository is a
“central database populated by transactions from
several disparate departmental and organizational

stems.”* The repository contains copies
sy

transaction data carried out by various trading
partners; it is not the origina or sole source of in-
formation. Management of information from dis-
parate sources can be a complex task:

To ensure data integrity, the [application in-
tegration gateway] should have data audit and
control mechanisms to synchronize replicated
data with its various storage locations. The task
of determining which transaction system is the

*M.R. Gorsage and JW. Hoben, “Technological Implications of CHINS," inR. T. Wakerly (cd.), Community Health Information Net-
works: Creating the Health Care Data Highway (Chicago, IL: American Hospital Publishing, Inc., 1994), pp. 115-140.

of
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FIGURE 3-5: Federated Database Approach for a

Community Health Information System (CHIN)
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Note: Systems on the CHIN with their own repositories will require an intelligent gateway to match field names with data

SOURCE. M R. Gorsage and JW. Hoben, ‘Technological Implications of CHINS, ™ in RT. Wakerly (ed.), Community
Health Information Networks: Creating the Heath Care Data Highway (Chicago, IL: American Hospital Publishing, Inc

1994), pp. 115-140,

master or owner of specific data elements is dip-
lomatic and political rather than technological.”

Through use of a common data model, the reposi-
tory can be mapped onto the various systems of
record. Data for different entities can be tied to-
gether by using unique identifiers for patients,
payers, sites, providers, and other entities.

In time, a central repository containing both
clinica and administrative information could be-
come too large to manage efficiently, especialy if
it includes diagnostic images. An dternative ap-
proach to managing community-wide informa-
tion is to maintain an intelligent central repository
that manages a federation of independent data-
bases. All databases would share a common glob-

*1bid.

a model, and the central repository would contain
not copies of the transactions, but information on
where to find the information. This metatransac-
tion (transactions about transactions) repository
would then contact the individual databases to
collect information needed by an authorized user,
and would have the knowledge needed for resolv-
ing any differences between the databases. This
concept is illustrated in figure 3-5.

» Community Networks and Enterprise
Networks

There is uncertainty about the role of CHINS as

managed care ors%anizaijons and integrated deliv-

ery systems (IDSS) begin to dominate health care
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delivery. CHIN development takes time and, inman Services has been tasked by the Administra-
the meantime, some IDSs may build their owrtion to act as the lead agency in coordinating
proprietary enterprise-wide networks. IDSs will federal government activities related to health in-
carry out most of their dat@mmunication on their formation system32 Among the long-term goals
own enterprise networks because many of theito be pursued is the creation of a national forum for
administrative functions will be internal, and theycollaboration on standards development for
may not need to join a community-wide network.health information. Health information networks,
There are two schools of thought on the posautomated payment systems, and other systems
sible interactions of CHINs and IDS networks.are part of the national information infrastructure
One holds that IDSs have no need for CHINs, an{NIl) where public- and private-sector activities
that CHINs are a short-term or limited phenome-eed to be coordinated.
non that will fade as markets become dominated The Public Health Practice Program Office at
by two or three competing managed care organizdhe Centers for Disease Control (CDC) is develop-
tions. Because the IDSs are competitors, they wilhg an Information Network for Public Health Of-
have no incentive to share information, and thugicials (INPHO) that provides state and local
connectivity between them will not be needed. public health officials with access to timely in-
The other school of thought says that IDSs neetbrmation on disease prevention and health
CHINs because even in a managed care enviroffromotion, including: 1) local and national dis-
ment there will still be out-of-plan referrals, pro- €ase and injury rates and associated risk factors
viders with multiple affiliations, and mobility of and prevention measures; 2) preventive health
providers and patients among plans. In order to bdata, guidelines, regulations, training materials,
totally electronic in processing administrative in-and emergency notices; and 3) reports of epide-
formation, IDSs will need access to a Community-mi0|0gica| investigations. The system will initial-
wide or regional network infrastructure. Further,ly employ CDC’s personal computer software
even though IDSs will want to keep private their(WONDER) as well as voice and fax technolo-
own data on outcomes, utilization, and costs, it i€ies, but will eventually use Internet tools. It will
likely that large purchasers of health care (and perovide an electronic mail service for federal,
haps regulatory agencies) will insist on seeing a$tate, and local public health officials, starting
least some of this information on a community-With local area networks and building toward
wide basis, and CHINs will offer a mechanidfn. Wwide area networks. The INPHO system is being
There is even the view that some IDSs will eventuPilot-tested in Georgia through a $5.2 million
ally become CHINSs, perhaps setting up subsidgrant from_the Rot_)ert W. Woodruff Foqndation to
iaries to offer CHIN services to their competitorsEmory University in Atlanta, teamed with several

and unaffiliated providers in their communitis. Other academic and state government organiza-
tions in Georgia.

-/ Networking and Public Health COSTS AND COST-EFFECTIVENESS
The usefulness of community and regional net-

works increases if they are also able to interact! System Costs
with public health agencies at the local, state, oHigh system costs often pose a barrier for a busi-
federal levels. The Department of Health and Huness wanting to embrace EDI. Hardware, soft-

36 F. Bazzoli, “Will CHINs Be Able To Mesh with Enterprise Networks®alth Data ManagemenMarch 1995, pp. 47-52.
37R.T. Wakerly, “Models of CHIN Ownership,” in Wakerly, op cit., footnote 34, pp. 53-71.

38A, Gore, Vice President, Washington, DC, memorandum to D. Shalala, Secretary of Health and Human Services, Washington, DC, Mar. 8,
1995.
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ware, installation, and staff training are all (] National Estimates of Administrative
expensive. If an organization opts to work through Cost Savings

an electronic claims company or a VAN, it must
pay per-transaction charges. If it creates a dire
line to its trading partners, it will incur costs for

A number of key studies focus on national esti-
thates of potential savings from using information
. ._technology for health care administrative func-
network setup and telecommunications €aUIB%ions. These include studies by WEDI, the Tiber

ment. Staff will be required to manage the SyStemGroup, Arthur D. Little, Inc. (ADL), HCFA, and

adapt it to changing standards, and act as a Iiais‘i%win-VHl.“rz The findings of these studies are
with new trading partners.

0 timate puts the total summarized in table 3-1. It is important to note
ne estimate putsthe fotalaverage, per-comp hatcomparisons across studies should be made
ny EDI investment at between $200,000 an

200.00G° The | f. i f i ith caution the definitions used for the various
$700,000: ne lower figure IS Tor a Supplier qyministrative transactions vary widely, as do the
company, while the higher is for a large company, g qologies for estimating costs and savings.
seeking to connect all its suppliers. For the healﬂ%till, it is instructive to examine the findings from

care industry, WEDI estimates implementationy,eqe studies in clarifying possible savings from
costs at $7,500 to $15,000 for individual profes+tormation technologies in health care.

sionals and $25,000 to $500,000 for institu- The studies on national administrative savings
t'°”5-40_ Costs include hardware, software, yroject that information technology applications
consulting, and VAN charges. Most companies doyld save in the range of $5 billion to $36 billion
not perform a break-even analysis, according t@er year in total health costs, which translates into
the EDI Group, a firm that studies EDI use genergpproximately 0.5 to 3.6 percent of total national
ally. Those that do, however, report that they reacReg|th spending. The Tiber Group study (which
the break-even point within two yeas. was commissioned as part of the WEDI Report)
There are relatively weak near-term incentivesattempted to differentiate the savings per transac-
for some users in the health care industry to asion for payers and for providers. It found that the
sume the high initial costs of EDI. Although theregreatest savings for both would be in the areas of
are promises of administrative savings, these wiltlaims inquiry and claims submission—which are
be spread out among most sectors of the industryery information-intensive. With the exception of
Further, it is likely that savings will not be fully the ADL report (which included some clinical as
realized until all transactions are electronic. Awell as administrative functions), the magnitude
business that has some trading partners using EDRf the projected annual savings was quite similar
and some using paper has the expense of maintaiseross studies.
ing both systems. This is often the case in health There is some reason to believe that these esti-
care at this time. mates may be overly optimistic. For example, ex-

39D. M. Ferguson and D. J. Masson, “The State of EDI in the U.S. in 1888 Forum vol. 6, No. 4, 1993, p. 10.

40R.L. Schaich, “Health Care Reform Costs and Benef@Bl' World, vol. 3, No. 12, December 1993, p. 51.

41 |pid.

42WEDI estimates and Tiber Group estimates are reported in WEDI, op. cit., footnote 27; Arthur D. Litfleldoommunications: Can It
Help Solve America’s Health Care Problenid®. 91810-9§Cambridge, MA: July 1992); U.S. Department of Health and Human Services,
Health Care Financing Administratiowhite Paper on Financial Implications of Information Technold®1; Lewin-VHI,Reducing Ad-
ministrative Costs in a Pluralistic Delivery Systeeport prepared for the Healthcare Financial Management Association, Apr. 30, 1993).



TABLE 3-1: Estimates of Cost Savings for Payers, Providers, and Employers Through the Use of Information Technology

Study Application/function Claims Enrollment Payment & Eligibility Claims Total
submission remittance inquiry net savings
Workgroup for Electronic Data $45 t0$13 1 billion $21 to $43 billion $1 1 to $1 3 billion $25 to $ 49 billion $28 to $ 40 billion $42 billion
Interchange (WEDI) annually annually annually annually annually (over six years)

Key assumptions

1A comprehensive, standardized Electronic
Data Interchange capability is established
throughout the health care system according
to an aggressive Implementation schedule
over the next three years

2 Standard formats will be adhered to very
soon

3 Employer automation costs only reflect the
costs required to automate the transfer of
enrollment data for companies with over 50
employees

4 For enrollment, 171,722 employers with more than 50

employees will save 0.5 to 1.0 FTE or $12,000 to
$24,000 per year, minus annual transaction costs of $78
($1.50 times 52 transactions)

5 For eligibility, there will be an elimination of nearly 6,000
institutions to maintain enroliment or eligibility lists sup-
plied by payers

6 For payment and remittance, on average, there are 15
claims per remittance advice.

7. Implementation schedule assumes costs are amortized
over three years
- 30% implementation occurs in year 1
- 70% Implementation occurs in year 2
-100 % Implementation occurs in year 3

Sources: Previous WEDI findings, Health Care Financial Administration reports, A.D. Little report, Lewin-VHI report, proprietary data, and Tiber Group study, which was part of WEDI report

Tiber Group study
Key assumptions

1. Startup costs and fixed costs used in the
study were assumed to be sufficient for
100% EDI.

2. Surveys were completed by only 14 physi-
cians, nine hospitals, and six payers There-
fore, the data are assumed to be externally
valid in order to project national savings

Source: Surveys at each of three demonstration sites.

$0.73, $1.07

$080,84191 .10 $0.19, $0

(savings per transaction for insurer, then hospital)

3 Broad definitions for the applications (or transactions)
were necessary due to definitional issues at many dem-
onstration sites

4 Even though price competition in the computer industry
is quite high, costs were held constant for the study

$24 billion
(over 5 years)

$0.98, $2.05 $2.72. $3.56

Arthur D. Little
Key assumptions

$6 billion
annually

1. The $30 billion in savings not due to claims
submission will come from electronic man-
agement and transportation of patient in-
formation, including the use of home health
terminals to reduce discussions with provid-
ers; reduction in emergency room visits; ear-
ly intervention: and Improved creation, trans-
port, storage, and retrieval of computer-
based patient records

2 Legal issues regarding liability will have
been resolved

$36 billion
annually

3 Implementation costs are not included in the economic model

Sources: Data were gathered from available research and pilot studies when available, otherwise determined by panel of experts at Arthur D Little.

(continued)
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TABLE 3-1: Estimates of Cost Savings for Payers, Providers, and Employers Through the Use of Information Technology (Cont'd.)

Study Application/function Claims Enroliment Payment & Eligibility Claims Total
submission _ remittance _ inquiry __net savings
Health Care Financing Administration $58 billion $04 billion $24 billion $08 hillion $0.1 hillion $436 to $74 billion
Key assumptons annually annually annually annually annually (over sixyears)
1 For clajms subbmission, payers and provid- 4 Administrative costs assumed to be growing at the rate
ers wil each save 50 cents per clam for an of total health care expenditures

estimated three billion paper claims N ,
o N 5 Each vist, test or procedure performed by a provider 1s
2. For eligibility, assumed 75 million transac- counted as a separate “claim *
tions and Savings of $140 per transaction.

3 For claims inquiry, assumed provider sav-

ings would be one-half as much as payer
savings  estimated by WEDI

Source: WEDI report provided most of the information

Lewin-VHI $19 to $45 bilion $26t0 3952 billion
Key assumptions annually net i 1993

1 The entire medical bill (all tests and pro-
cedures) is counted as one claim.

2. For claims submission, providers will
save %1 30 per claim and payers will
save 60 cents per claim

Sources: Cost estimates from Congressional Budget Office and General Accounting Office, industry sources, including The Medical Group Management Association; calculations by Lewin-

VHI experts

SOURCE. Project HOPE Center for Health Affairs, Bethesda, MD, “Estimating the Cost-Effectiveness of Selected Information Technology Applications,” unpublished contrac-

tor report prepared for the Office of Technology Assessment, U.S. Congress, Washington, DC, May 9, 1995.
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perts interviewed by OTA note that the ciencies (which may be difficult to capture in an
assumption by both WEDI and the Tiber Groupevaluation) or in improving patient care.

that EDI will be rapidly implemented by a high

percentage of providers and payers is unrealisti¢.] Savings from Reducing Errors and
However, the WEDI Report's other assumptions Detecting Fraud

on savings from specific administrative transac:-(:re(,mng a health care bill or claim is a very com-

tions, which were based on industryﬂséurveys andlex process, and there are many opportunities for
case studies, seem to be more reasonableten- nintentional error or deliberate fraud. An impor-
tial savings noted in the ADL report also seeMan; hart of developing the bill is to describe the
generous for a number of reasons. The report digiocedures performed for the patient. This in-
not include the costs of implementing new SyStqrmation must be transferred from the patient re-
tems, for example. The authors defended thigq g (g the administrative system and, ultimately,
omission by pointing to the variability of pricing, inio the bill or claim. Many payers, including
and the fact that the cost of implementation wouldycEa use one of several diagnostic and proce-
be widely shared with other industry application_sdural coding languages, such as ICD-9-CM, as the
Another problem was that some of the categoriefgis of their payment formula. Many providers
of cost savings were vague and the data used {g, 1 capture coding information as close to the
support the claims were not always well justified.qq rce as possible, for example, by listing the
Finally, the results include some clinical applica-y4e along with the procedure name on paper
tions as well as administrative applications, sGqmg physicians use for ordering tests and proce-
comparisons with other national estimates are difg,;res or by having a computer-based system au-
ficult to make. , _ _ tomatically record the code whenever a procedure
The HCFA results, which relied heavily on thejs ordered by name. When diagnoses and proce-
WEDI methodology, may also be optimistic for gres are not captured in coded form (e.g., if they
reasons noted above. In addition, the report Wagre \yritten in free-hand notes), then trained coders

not explicit about how some of the calculationsy st read through the record to find information
were made. The Lewin-VHI report was also vagug, pe put in the bill.

about some of the assumptions underlying their 1o coding systems are far from perfect. Deci-

calculations. sions about which code to use are not always clear

Despite limitations, however, itis interesting to 5,4 can be the subject of negotiation between
note that the studies taken together suggest that igayer and provider while a complex claim is adiju-

formation technology applications in health caregjcated. Misreading, miskeying, and other mis-
administration will produce important, but notin- takes can cause bills to have incorrect codes. In
ordinate, savings to the health care system. Inligh{ddition, some providers deliberately engage in
of some claims made about the potential reductioftaudulent practices such agcoding(describing

in administrative costs that would arise from in-the procedure performed with the code for a more
formation technology, the actual savings pro-complex one) andnbundling(billing for two or
jected appear rather modest. This generahore procedures when a single comprehensive
prediction seemed to be shared by experts inteecode exists that describes the procedure per-
viewed by OTA. They also emphasized that theormed) in an attempt to get a higher level of com-
fact that existing studies do not show large savingpensation from the payer.

does not diminish the potential importance of A number of software products have been de-
technology applications in increasing system effiveloped to check claims for inconsistent, erro-

43 Project HOPE Center for Health Affairs, op. cit., footnote 2.



108 | Bringing Health Care Online: The Role of Information Technologies

neous, or suspicious coding. Some payers hawnced the reality, of failing to develop community
their own proprietary systems to check claims beeonsensus about the role of the CHIN and services
fore paying®* In addition, a number of commer- that need to be provided. Even if a project is initi-
cial products are available for payers, providersated by a vendor rather than a coalition of commu-
or other firms that prepare claims on a provider'siity groups, it is necessary to have the interest and
behalf. Detecting obvious errors in bills saves procommitment of a minimum number of potential
viders the trouble and expense of submittingcustomers from the relevant user groups; other-
claims that will be rejected; such software iswise the project is too riskif
sometimes available in practice management sys- The investment required to build a community
tems and other administrative software for providnetwork is large. Estimates for WHIN suggest that
ers. the partners invested $4 million to $6 million in
A recent study by the General Accounting Of-hardware, software, sales, and operations teams
fice (GAO) tested several commercial fraud-de-before recouping any costs. Costs for WHIN sub-
tecting software packages on samples of Medicarscribers depend on their size and the level of ser-
claims and found them very effective in detectingvice they desire. A hospital might make a
errors and flagging possible fraud. GAO sug-one-time investment of $50,000 to $125,000 (de-
gested that use of such software could have savegnding on its current level of automation, the
HCFA about $603 million in 1993 and $640 mil- number of custom interfaces that must be built,
lion in 1994. These savings, amounting to abougtc.). Ongoing costs are determined by an algo-
1.8 percent of Medicare reimbursements for suprithm that includes the number of physicians on
plies and services, are in line with the savings restaff, number of beds, and annual patient visits.
ported by private insurers using the samedther ongoing costs include a per-transaction cost
software. GAO also notes that Medicare benefifor insurance transactions. Physicians’ offices pay
ciaries would have saved money as well—$134, $450 installation and training fee, an ongoing

million in 1993 and $142 million in 199¢k§ Charge of $30 per physician per month, and a per-
_ o transaction charge for insurance servites.
[1 Economic Justification of CHINs Projected savings from participating in WHIN

No one has demonstrated whether of not CHINsould be $750,000 to $1.5 million per year for a
are cost-effective. Those that exist have only beeB00-bed hospital. The actual savings might de-
in operation for a few years and their data have ngiend on how effectively the hospital was using in-
been publicly analyzed. However, the large information technology and EDI before joining the
vestments made by vendors suggest that their owatommunity network. Before implementing the
proprietary estimates show a profitable future foMVHIN, the Aurora Health Care Corp. operated a
CHINs. On the other hand, a number of vendorgroprietary network for communicating with phy-
have dropped out of this market already. In addisician offices. That system had required a $1 mil-
tion to the large investments involved, many oflion initial investment and operating costs of
them have perceived the possibility, or experi-$250,000 to $350,000 per year. Aurora estimates

44 3. Newall and B. Colbert, “Using Automated Bundling, Unbundling, and Rebundling Processes Before Paying Cldankli In-
formation Networksproceedings of a conference sponsored by the Health Care and Insurance Institute, Sept. 28-29, 1993, Philadelphia, PA.

45U.S. Congress, General Accounting Offidiedicare Claims: Commercial Technology Could Save Billions Lost to Billing ABA</
IMD-95-135 (Washington, DC: May 1995).

46 ], Sanders, remarks@HINs and CHMISs: Networks for Community Health Information and Managemeating of the National
Health Policy Forum, Washington, DC, Oct. 25, 1994.

47 M. Radaj, Vice President, Operations, Wisconsin Health Information Network, personal communication, July 8, 1994.
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that participation in WHIN will provide greater combine both clinical and insurance information
functionality for half that cost per year. Annual processing in a single system
savings for physicians’ practices might be in the Community networks offer providers of all
$2,500 to $5,000 rand®. WHIN is currently sizes the opportunity to move toward more uni-
working with the University of Wisconsin to con- form, standardized electronic communication
duct a cost-effectiveness study. without having the immediate need to change
Cost savings to participants could accrue frontheir existing systems. More information can be
a CHIN's ability to: 1) link participants; 2) deliver captured automatically and used in additional
management information at the point of serviceways, which should reduce costs to participants.
and 3) standardize electronic transactions. LinkUse of common interfaces and elimination or
ing participants electronically can reduce the neeétandardization of some key entry tasks (such as
for telephone calls, travel, postage, and use of dédiling insurance claims) could also reduce person-
livery services. For example, enabling physiciang'€l and training costs.
to check test results, sign attestations, or view
images online presumably saves professiont;l:I)O'—'CY IMPLICATIONS OF ELECTRONIC
time by eliminating some trips to the hospital. Re-HEALTH INFORMATION
ducing phone calls can be difficult to quantify as @Among the issues affecting the health care indus-
cost savings, but many office administrators hav#y’s adoption of information technology are: 1)
cited it as an immediate and welcome benefit ofndustry fragmentation; 2) complexity of in-
online systems. formation needs; 3) standards; 4) standard identi-
Delivering management information at thefiers; 5) an inconsistent legislative and policy
point of service can facilitate the process of regisenvironment; and 6) privacy, confidentiality, and
tering patients, checking their eligibility, and giv- security concerns.
ing them care. Having management information ]
available before treatment begins can reduce thel Industry Fragmentation®®
number of rejected claims and other costs of workThe industries that have implemented electronic
ing without complete information. In addition, commerce most completely have been led by a
user software at the provider’s location can checkingle industry group devoted to implementing
the accuracy of entered data (e.g., in claim filingdata standards. Examples include the Transporta-
and put data into a format preferred by the payer—tion Data Coordinating Committee that devel-
all before it leaves the provider’s premises. Thioped EDI standards for the transportation industry
could reduce personnel and staff training costs fan the mid-1970s or the banking industry’s Na-
both providers and payers, and reduce the costs tibnal Automated Clearinghouse Association.
correcting rejected claims for both providers andlhe health care industry has no single focus for
payers. Of course, services like these do not neceBDI activities. WEDI believes that implementa-
sarily have to be delivered over a community-tion has been hampered as a result and will not
wide network. A large number of insuranceproceed quickly unless a central entity is formed
clearinghouses and other electronic medicalo coordinate implementation and educafi®n.
claims services offer these services directly to pro- An even more critical factor, however, is the
viders. The possible advantage of a CHIN is tdragmented nature of the health care industry in

48 |bid.
49 This section is based on Canright, op. cit., footnote 9.
50 Workgroup for Electronic Data Interchange, op. cit., footnote 27, p. 1-9.
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general. In most industries where EDI has beeexample, payers have an incentive to delay pay-
successful (e.g., utilities, banking, transportationment as long as possible in order to maximize their
and auto manufacturing), a few large organizaewn use of the funds; they would be unlikely to of-
tions—calledhubsin the language of electronic fer providers quick payment as an incentive to be-
commerce—made EDI an explicit requirementgin an EDI relationship unless it could be clearly
for continuing a business relationship. Thus, fordemonstrated that EDI reduces their own costs
the smallespokecompanies, the decision was not(not the provider’s costs or the costs of the system
whether to adopt EDI, but how quickly. One g5 3 whole) enough to offset this advantage. How-
health care EDI consultant describes health care @\/er, because many providers and payers are be-
the United States as a $900 billion “cottage i”dusginning to use EDI to deal with HCFA, the

w51 i B = E-

tr_;g There are o;/er 12 _mlllllon hea{FP care prto infrastructure is being created that they can also
viders, ranging from single practitioners 10 <o to deal with one another.

1,000-bed hospitals and more than 3,000 private

payers. The effective number of different provider ] )

organizations may decline somewhat with the curl] Complexity of Information Needs

rent trend toward hospital mergers, the purchask banking and financial services, most electronic
of clinics and medical practices by integrated detransactions are simple and highly standardized.
livery systems, and the continuing affiliation of Consumers and businesses benefit from the ease
physicians into independent practice associationsf using the automated teller machines and credit
and other arrangements. But the structure of thgard transactions made possible by that standard-
health care industry is unlikely to approach the relization. Health care payment requires a number of
ative simplicity of banking or air transportation. gifferent types of transactions, and often large
In health care, the industry hubs are providers, ang,ounts of data have to be exchanged. In addi-
most providers are small organizations withouttion, the procedures, information needs, payment

the time, finances, or staff resources to prepare Ny angements, and authorization procedures for

plementation guidelines, set standards, af‘d 'Meach type of transaction can vary, depending on

of vendors that provide software. claims proce the characteristics of the payer, patient, patient’s
. S P! S € s proc Ssemployer, and sometimes the diagnosis or proce-
ing, and networking services. . Py .
.__...dure involveck? This complexity has slowed the

HCFA has been the successful organization in,... ~ . . .

. . diffusion of electronic commerce into the health
moving the health care industry toward EDI be- are arena
cause of its financial reach. For many health caré '
organizations, it was HCFAs development of the
Medicare Transaction System (MTS) and its in-J Standards
centives to submit Medicare claims electronicallyThe key to the functionality and growth of elec-
that prompted initial interest in EDI. These incen-tronic medical payment lies in the establishment
tives have included: 1) faster payment for clearof standards. As discussed in chapter 2, standards-
claims (14 days for electronic, 27 for paper); 2)setting and acceptance are moving slowly. Current
electronic funds transfer; and 3) free or at-cosestimates put the number of proprietary claims
billing software. Private sector payers are unlikelyformats in use at 400—too many even for software

to offer many of these incentives to providers. Foto translate between sender and receiver.

51]. J. Moynihan, “More Payers Should Convert to EBlgalthcare Financial Managementol. 48, No. 5, May 1994, p. 66.

52 Faulkner and Gray Health Information Cenittgalth Care and the Electronic Superhighway: A Provider Perspective on Electronic Data
Interchange and Automated Medical Paym@dashington, DC: Faulkner & Gray, 1992), p. 21.
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The standards-setting process is voluntary anshg patients, health care providers and specific
compliance with the standards will be voluntarysites of care also need to be identified. While there
as well. Yet administrative savings may not actuare a number of recommendations for developing
ally be realized unless standards are more strimumbering schemes de novo, some industry orga-
gent and compliance with them is nearlynizations recommend modifying or expanding ex-
universal. As mentioned earlier, there are nearlysting identification number schemes in order to
50 different implementations of the standardget unique identifiers in place more quicRby.

UB-92 form, requiring providers and payers with  Universal identifiers are common in some Eu-
interstate business to use several versions of it. fopean countries where they are assigned to
standard claim form will not truly be standard, forpeople at birth. The United States has been slow to
example, as long as each payer can demand adéidopt a universal numbering system and many
tional documentation to accompany it. While groups have actively opposed such a system based
payers usually request additional information inon privacy concerns.

an effort to reduce their own costs, the difficulty The Social Security Number (SSN), or another
and expense of maintaining different forms presnymber based on it, has been recommended for
umably raises costs for the industry as a whole. yse as the universal patient identifier. Because this
- . numbering system is already in place, some
N Stan(_alard Identifiers for Individuals, groups argue that it would be the fastest and least

Providers, and Payers costly method of instituting a universal number-
Interstate electronic commerce for health in-ng systenP4 The ubiquity and convenience of the
formation would be facilitated by a system of gSN make it a tempting candidate for a universal
standard identifiers. Because each provider ofeg|th identifier.
provider group (as well as payers and other users However, privacy advocates have opposed the
of health information) maintains its own identifi- use of the SSN as a health identifier precisely be-
cation nu_mber scheme and assigns its OWN NUMSuse it has had so many other uses. The SSN is
bers, patient record; are npt uniquely identifie he key to a lot of nonhealth-related information
once they leave the institutions where they have . . . . .

about a person—including financial, tax, credit,

been created. This can create confusion in thgducational and other information on file with
multi-institutional sharing of clinical or adminis- '

trative information. Unique identification can be government agencies and private flrms. Itis very
accomplished by combining several different2SY: With access to the SSN, to quickly develop
identifiers—for example, a file number, plus detailed dossiers on anyone. In addition, some in-
middle initial, plus address—but it is genera”ydividuals, primarily infants and noncitiz_ens, do
agreed that a system of standard identifiers woulflot have SSNs. Some people have multiple SSNs.
be more stable over time. The system has been in operation for 60 years, and

Some argue that the benefits of fully electroni¢here is a long history of invalid and fraudulently
records are more easily obtained if each individuakcquired numbers. Because the form of the SSN
could be uniquely identified. If each person had #lates from the precomputer era, it also lacks a
universal patient identifier it would be easier tocheck digit(an extra digit added to a computer-
link the health information maintained at differentbased number that aids in error detection and
institutions, for example. In addition to identify- correction).

53 For example, see American Medical Informatics Association, “Position Paper on Standards for Medical Identifiers, Codes and Messages
Needed To Create an Efficient Computer-Stored Medical Record” (Bethesda, MD: Apr. 20, 1993).

54 |bid., p. 2.
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It can be argued that many of the privacy-basetlal to provide 10 million all-numeric identifiers
objections to the SSN—fraudulent numbers, link-or up to 27 billion alphanumeric identifiers, mak-
ages to other databases, and so on—will also amg it sufficiently large to serve as a national sys-
ply to any new numbering scheme that could béem for identifying all providers, including
adopted. While there is merit in this argumentnonparticipants in Medicare. Should such a na-
there is also the possibility that a new numberingional system be desired, authorizing legislation
system would be safer because, for example, Wwould be needed to allow HCFA to open the sys-
would have legal protections from the outset taem.
prevent its use for other purposes. HCFA is also in the process of developing a

Alternative schemes for developing uniqueregistry and identifier system for payers. This sys-
identifiers have been proposed. Some would intem would identify and maintain information on
clude segments of the patient’'s name, latitude anghe payers who offer secondary coverage for
longitude coordinates of the place of birth, date oMedicare participants. The process of coordinat-
birth, and perhaps parts of the SSN. Some systeniigg benefits is complex for Medicare as it is in the
also involve encrypting the number, or convertingprivate sector. A primary payer, such as Medicare,
it to an alphanumeric identifier, in order to eitherjs often not aware that a patient has secondary cov-
protect privacy or to make the number shorter andrage, or may not have complete information on
easier to remembé?, the benefits for which the patient is eligible and

One system that is now being put into place tahe rules for calculating reimbursement. Without
identify providers is the National Provider Identi- this information, the primary payer can some-
fier (NPI), which will be implemented by HCFA times pay inappropriately (that is, pay more than
in 1996. In its present form, the NP1 system is nothe patient is entitled to). In addition, the process
universal—it will apply only to Medicare partici- of filing a claim with the secondary payer is com-
pants. It will provide unique identification num- pjlex; the provider or patient must often file a sepa-
bers for physicians, other providers, and the sitegate claim based on remittance information
where they provide care. In developing the NPlyrovided by the primary payer. By incorporating a
system, HCFA worked with a number of federal,registry of secondary payers and a complete set of
state, and private-sector organizations. The NPyles for coordination of benefits into its Medicare
will consist of a seven-character alphanumericrransaction System, HCFA hopes to be able to
identifier with a one-character check digit. NPlmore accurately calculate reimbursement based
numbers can be encrypted to protect privacy angn all the benefits available to a patient. At the
confidentiality. same time, it could automatically send a bill to the

By design, there will be nmtelligenceim-  secondary payer, simplifying the claim process
bedded in the NPI number; that is, analysis of thgy patients and providers.

number itself will not yield useful information

about the provider it identifies. Rather, the num- . .

ber points to a location in a database calletitre [ Inconsistent Regu'?‘tory Environment

tional Provider Filethat will contain descriptive  fOr Health Information

data about the provider. Thus, numbers will notState government regulations concerning elec-
have to be reissued when provider characteristiasonic health information and patient records, as
(address, number of locations, or types of specialwvell as privacy, vary widely. This creates a diffi-
ty) change. The numbering format has the potencult environment in which to implement standard-

55 For example, see P.C. Carpenter et al., “The Universal Patient Identifier: A Discussion and PRegtiesatl Centered Computing: 17th
Annual Symposium on Computer Applications in Medical Qdesv York, NY: McGraw Hill, Inc., 1993).
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ized processes. There are four areas in which statteat information retrieved from such systems as
legislation and regulation impact on electronicoriginals for purposes of admissibility into evi-
health information. They include laws on: 1) stor-dence>’

age media for medical records; 2) use of electronic Some of the states whose statutes posed barri-
signatures; 3) privacy and confidentiality of ers to electronic patient records are making prog-
health information; and 4) patient access to healthess toward changing the statutes. For example,

records. North Dakota is considering legislation that
would make the recording of a medical record on a
Storage Media for Medical Records computerized system the equivalent of a

State governments generally have licensing auphotographic process, thus making printouts and
thority over health care providers and requireother items retrieved from the system admissible
them to maintain medical records. Nearly everyin court.
state regulates what media are permissible for Recordkeeping rules for nonhospital provid-
storing medical records. In many states, the laners—nursing homes and physicians’ offices, for
guage is reasonably “technology neutral” and thexample—are often covered by different state
use of catchall phrases such as “other useab®atutes or regulations and can be very different
forms” or “other appropriate processes” has beefrom those that apply to hospitals in the same
taken to mean that computerized record storage &ate. Implementing a complete electronic patient
permitted. In some states, however, legislatioriecord in a multisite provider organization, that
has served as a barrier to the development of autorght include hospitals and nursing homes, can be
mated patient records by specifying the permitted¢omplicated if these requirements differ widely.
media (e.g., microfilm or paper) and excluding The absence of state legislative or regulatory
disks, tapes, and other computerized storage meupport for electronic patient records does not
dia. Other states require clinicians’ signatures imecessarily mean that providers in that state are
ink on particular forms, implying a paper original forgoing development of information systems or
to which the signature can be affixed. Some stateglectronic record systems. It does mean, however,
specifically permit the use of computers for soméhat the providers face certain legal risks if they do
functions but forbid it for others, thus hindering not maintain the paper record system as well, and
the development of a complete computer-basethey must bear the costs of operating both sys-
record. There are other paradoxes and inconsistetems. Currently, most providers are not techno-
cies in legislation as well, with some states perlogically capable of creating a “complete”
mitting electronic signatures for some purpose®lectronic record in any case. They maintain a
but requiring retention of a paper or microfilmedmixed paper and electronic system for practical,
record>6 as well as regulatory, reasons. The regulatory in-
Only a few states specifically authorize com-consistencies among states can create difficulties
puterized medical records. Indiana statutes, fofor health care organizations that are attempting to
example, authorize the use of “computerized redevelop common patient record systems for sites
cords that maintain confidentiality.” They specifi- in more than one state.
cally state that the recording of hospital medical Federal legislation governing business records
records by the data-processing system is “an origiwhich includes medical records) implies that
nal written record” and authorize the courts tocomputerized records are permitted (once again

56 J. P. TomesCompliance Guide to Electronic Health Recordblew York, NY: Faulkner and Gray, 1994), pp. 14-19.
57 Burns Ind. Code Ann. sec. 34-3-15.5-2.
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using language about “other processé&8y ad- HCFA accepts electronic signatures on admis-
dition, HCFA, which administers the Medicare sion data sheets, attestations, and other documents
program, authorizes the use of computerized medised to reimburse providers treating Medicare pa-
ical records if they are maintained in a form thatients. Providers must demonstrate that their com-
can be reproduced legally, and if the system meefsuter systems meet HCFA guidelines.
Medicare’'s conditions for participation. These
conditions basically state that the system musprivacy and Confidentiality of Health
protect the security of the records and ensure th@iformation
only the authorized persons are able to sign thengoth federal and state legislation cover the priva-
The Department of Health and Human Servicesgy of patient records. Records held by the federal
in an effort to encourage the development of comgovernment are protected under the Privacy
puterized patient records, had legislationact,60 which governs federal disclosure of confi-
introduced in the 103d Congress to require progential information. At the state level there is a va-
viders to maintain outpatient data in eIectronicrie»[y of approaches to privacy protection, and a
form as a condition of participation in Medic&®. ,umber of states have privacy laws that cover
. medical information. Other states have sections in
Electronic Signatures heir Medical Practice Acts that brohibit bhvsi-
Signatures are necessary to attest to the complette—elr edical Fractice ACts that prohibit physi
cians from revealing information obtained in con-

ness and authenticity of a medical record. Generﬁdence from a patient during treatment. The
ally, each entry in a record is signed or P 9 '

authenticated by the person responsible for thaﬁ\merican Medical Association has published

entry. An electronic record can be signed electronsi2ndards for hospitals to protect the privacy of pa-

ically, and this is permitted in many states; oncdi€nt information. Some courts have enforced
again, however, electronic signatures are treatelf€S€ Standards under state contractlaw as implied
differently from state to state. Some states are sfOnditions of the contractual relationship between
lent about the specific means or technology to behysicians and patients. _
used for the signature, or they say that industry EVen among the states that have well-defined
and professional standards should dictate the forfdWs on the privacy of medical records, few ad-
of the signature. This would seem to permit thedress the flow of information to secondary users,
use of electronic signatures in those states becau8éch as insurance payers, researchers, and so
the Joint Commission on Accreditation of Health-forth. Further, because states are so inconsistent
care Organizations, American Hospital Associain how they deal with electronic information
tion, and other industry groups have publishedyenerally, few of them confrontissues directly re-
guidelines related to electronic signatures. Somited to protecting privacy tomputerizegatient
states (like Pennsylvania, Alaska, and Californiayecords. For a more detailed discussion, see the
specifically authorize the use of an electronic sigprevious OTA reportrotecting Privacy in Com-
nature activated by a computer key that is knowmuterized Medical Informatiof

only to the authorized user.

5828 U.S.C. 1732.
59 Tomes, op. cit., footnote 56, p. 14.
605 U.S.C. sec. 552a.

61y.S. Congress, Office of Technology Assessniemttecting Privacy in Computerized Medical Informati@TA-TCT-576 (Washing-
ton, DC: U.S. Government Printing Office, September 1998)41-45.
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Patient Access to Health Records these cases, however, the record must be released
Because patients have a property right in their ref0 an attorney, physician, or other representative
cords, it seems reasonable that they should be aldesignated by the patiefit.
to inspect or copy them. Access to medical records A patient’s right of access to information
held by the federal government (e.g., Departmemderived from the medical record, but housed in the
of Veterans Affairs or other hospitals operated bydatabase of an insurer or other third party, is un-
the federal government) is governed by the Privaelear in many states. Only 14 states have legisla-
cy Act. The Privacy Act requires agencies to estion giving patients access to insurance databases
tablish procedures under which individuals carand limiting redisclosure of medical information
view or receive copies of their own records. It alsdreld by nonprovider&®
authorizes the establishment of special procedures
for handling information that might, in the judg- [J Privacy, Confidentiality, and Security of
ment of the agency, have an adverse effect on the Hegalth Information
individual. These procedures have generally inPrivac

. . . . Ys
volved designating a third party to examine thed

reco(rjdE ar;]d rele_a%jgg them to a physician desiggyiry of health informationPrivacyis essential-
nated by the patiefit: ly the right of an individual to limit access to

For private sector hospitals and other providsyomation regarding that individuaConfiden-

ers, state laws and regulations govern patient agy ity is a form of informational privacy charac-
cess to medlc_al_ records. Thlrfty—seven _states havgrized by a special relationship between people,
statutory provisions for allowing a patient t0 ré-gch as the relationship between doctor and pa-
view and/or copy his or her medical records. In &jent. Securityrefers to technical and organiza-
few additional states, the patient’s right to accesggna| procedures that protect electronic
is not specifically stated, but can be inferred fromnformation and data-processing systems from
other languag€? In addition, some courts have ynauthorized access, modification, destruction, or
ruled that providers have a common-law duty tomijsuseb?

allow a patient to access his or her records, absent The appropriate levels of privacy, confidential-
legislation®4 In 22 states, the patient may bejty, and security, as well as the techniques for
charged reasonable copying fees, and 19 requieghieving them, may vary depending on the insti-
that the patient apply for the records in writing.tutional context and the use of the information.
Twelve states permit physicians to deny patienTradeoffs are often necessary. For example, with-
access to arecord if something in the record woulth a single hospital, confidentiality might be best
have an adverse affect on the patient; in most aferved by allowing a patient’s record to be seen

confidentiality, and security of electronic
ata are areas of great concern because of the sen-

62|.S. Congress, Congressional Research SeAdcess to Medical Records Under Federal lda: 93-708A (Washington, DC: Aug. 3,
1993), p. 16.

63 U.S. Congress, Congressional Research Semiient Access to Medical Records: A Statutory Survey of the United, States
92-896A (Washington, DC: Nov. 17, 1992), afddical Records: State Laws and Regulations Regarding Ownership and Patienf Wocess
93-519A (Washington, DC: May 20, 1993).

64R. S. Dick and E.B. Steen (ed3he Computer-Based Patient Record: An Essential Technology for Healtf\@esieington, DC: Na-
tional Academy Press, 1991), p. 166.

65U.S., Congressional Research Senviajent Accesp. cit., footnote 63.

66 Dick and Steen, op. cit., footnote 64.

671. 0. Gostin et al., “Privacy and Security of Personal Information in a New Health Care Systerdgurnal of the American Medical
Associationvol. 270, No. 20, Nov. 24, 1993, p. 2487.
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only by the attending physician and the nurse as- Thus far, the EDI industry has a good security
signed to that patient. However, such a policyrecord, according to the Workgroup on Electronic
would affect the quality of patient care—it would Data Interchange (WEDI), which says “there have
unduly inconvenience and slow the work of sub-been no reported incidents of the confidentiality
stitute nurses, consulting physicians, intensivef EDI messages being compromiséthdeed,
care personnel, or other caregivers who mighthe risk of data leakage to outside computer hack-
need the record on short notice. Thus, a balanas can be minimized in an online system. Securi-
between confidentiality and convenience must béy measures such as encryption procedures,
found. Most hospitals allow fairly broad access tgpassword access, and audit logs help to discourage
patient records by authorized caregivers, and thegata theft. With electronic information, system
usually have security systems to keep track ofdministrators have more numerous and powerful
each access. In some cases, this feature is used regpls for monitoring and protecting information
ularly to keep caregivers aware that they are adhan they do with paper-based recoftis.
countable for their use of the information system. Privacy and confidentiality—the main focus of
At one hospital, for example, users are regularlyconcern for the health care industry—are proving
notified on-screen that each instance of access taaore difficult to protect. As health care informa-
patient record is automatically recorded and thation increasingly moves over electronic networks,
patients have the right to see a list of those whad becomes accessible to more people at widely
looked at their recorc®® scattered institutions with different policies and
When information moves out of the single pro-procedures in place. The potential for abuse in-
vider institution, priorities may change. The EDI creases accordingly. Unauthorized uses of in-
industry has focused most of its concern on the séermation by authorized users can be a major
curity of information. Companies engaged inproblem that is difficult to stop by technological
transmitting business information electronical-means. Because of a plethora of conflicting state
ly—financial institutions in particular—have laws regarding confidentiality, it is difficult to es-
adopted technical solutions to two problems. Theablish legally defensible policies on proper ac-
first is that information transmitted over phonecess to records; people handling records often
lines might be read by unauthorized persons. Onleave no clear guidelines for acceptable release of
technique for addressing thisiscryption A sec-  information. A 1993 OTA report on privacy and
ond problem is that people sending or receivingonfidentiality of health information notes:
information maY not, in f‘_"mt' be who they say they The present system of protection for health
are.Authenticationtechniques—the use of pass-  care information offers a patchwork of codes;
words, keys, and other automated identifiers—are state laws of varying scope; and Federal laws
used to verify the identity of the person sending or applicable to only limited kinds of information,
receiving informatior$® or information maintained specifically by the

68 C. Safran et al., “Protection of Confidentiality in the Computer-Based Patient Reldobd,Computingvol. 12, No. 3, 1995.

69 For further information on network security issues and technologies, see U.S. Congress, Office of Technology Asstssnation)
Security and Privacy in Network Environme@3A-TCT-606 (Washington, DC: U.S. Government Printing Office, September 1994} and
sue Update On Information Security and Privacy in Network Environn@sBP-TCT-147 (Washington, DC: Government Printing Office,
June 1995).

70 Quoted in Benjamin Wright, “Health Care and Privacy Law in Electronic Commetealth Care Financial Managemenbl. 48, No.
1, January 1994.

71 bid.
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Federal Government. The present legal scheme tions render records less useful for outcomes re-

does not provide consistent, comprehensive search and other statistical purposes.

protection for_ privacy in health care informa- Improved patient education about privacy

t|0n_, whether it exists in a paper or computerized rights may decrease the lack of control patients

environment'? feel over the spread of medical information. Until
The situation has not changed appreciably sincgational, uniform privacy legislation is enacted,

this report was published. WEDI suggests steps to protect privacy in its 1992
Without uniform privacy and confidentiality report’> Providers should:

laws, it is extremely difficult to expedite the de- = ensure that the patient has authorized release of
velopment of interstate health records transfer. . P . N
health information to an insurer by signing the

Accordingly, WEDI called on Congress to ensure release contained on the insurance form
the uniform, confidential treatment of identifiable 1Su S
= ensure that they release information in strict

information in electronic environments. As elec- i ith th i I
tronic interstate transfer of medical data increases, compiiance wi € written r_e eas_e,
ensure that they have complied with any rele-

.. . . . n
policies concerning the access to medical in- . . .
vant laws governing disclosure to insurers,

formation by secondary users of medical data, thg tablish " licies f I h
use of medical data for nontreatment purposes, establish secunity policies Tor émpioyees Who
have access to and process patient health in-

and the redress of privacy violations must be made :
consistent in all state. Privacy legislation should format_|on, e .
also address the requirements for informed con- establish security protocqls for computer sys-
sent of patients. Patients are often unaware of how tems used to process claims.
their medical information will be used, to whomit The WEDI guidelines were not intended to re-
may be released, and what rights they may have fgace the need for federal legislation or to absolve
access or correct it once it is in the hands of a sesystem operators from responsibility to design
ondary user. and maintain secure computing environments.
Whether information is stored in a computer or  Although solutions to the networking problems
on a piece of paper, the public fears the abuse of privacy, confidentiality, and security remain
medical information by both authorized and unauunclear, the questions they embody do not: What
thorized parties. In a 1993 health privacy poll, 8Qpotential benefits of increased access to health
percent of all respondents believed that consuntare information will materialize, and will they
ers had lost all control over the circulation and useutweigh the reduction in individual privacy that
of health care informatiof® These concerns can increased access to information inevitably brings?
lead (and have led) to physicians withholding in-These questions must receive considered answers.
formation from patient records at the patient’s re“Opportunities for using electronic networks may
quest in order to protect his or her privdéylo  be lostif there is serious mistrust of their saféfy.”
create an inaccurate or incomplete patient record, The concept ofair information practiceset
even with beneficial intent, could ultimately haveforth in the federal Privacy Act is fundamental to a
serious effects on the patient; in addition, such acaumber of existing privacy laws and proposed ini-

72 Office of Technology Assessment, op. cit., footnote 60, p. 13.

73 Gostin et al., op. cit., footnote 67.

74 Office of Technology Assessment, op. cit., footnote 60, p. 6.

75 Workgroup for Electronic Data Interchand®92 Repor{Hartford, CT, and Chicago, IL: September 1992).
76 Gostin et al., op. cit., footnote 67.
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tiatives to protect medical information. Common  security of information flows, and new methods
characteristics are: of informing individuals where information is

1.

2.

. When a government entity requests person

. The individual may contest the accuracy,

. Health care personnel must decide whether t

. The individual can seek review of a denied re-

stored, where it has been sent, and how it is being

Records pertain to medical information on in- used’®

dividuals.
Individuals are given the right to access much

of the personal information kept on them. POLICY CONSIDERATIONS FOR

. Limits are placed on the disclosure of certailCONGRESS

personal information to third parties. Attempts to improve administrative efficiency by

fcreased use of electronic commerce in health
care are an important component of a larger effort
to reduce costs, improve quality of care, and im-
inf ion f individual. | , ?ﬁove access. Compared with a paper-based sys-
Information from an individual, laws require tem, electronic information systems do appear to
the individual to be notified of the authority for .4/ ce costs for some users. The industry is mov-
the collection of data, whether the disclosure i, i this direction. Standards development acti-
mandatory or voluntary. vities are under way.

L _ COM- * However, getting started with electronic com-

!oletenes_s, and timeliness of his or her personzﬁl‘erce is expensive. Some organizations have

information and request an amendment. weak financial incentives to make the necessary

fhvestments to institute electronic payments,

' while others are forging ahead without waiting for
standards to be set. Some experts interviewed by

information directly from the individual to
whom it pertains, whenever possible.

amend the information within a fixed time
usually 30 days after receiving a request.

- The individual whose request for change is degyta commented that the complexities of dealing

nlepl may file a statement of d,sagreeme_ntwith paper records and paper-based transactions,
which must be included in the record and disy iy larly as health care organizations grow
closed along with it thereafter. larger and enter new lines of business, are forcing
some organizations to implement electronic sys-
tems, even if they have no way to measure the ac-

Protecting Privacy in Computerized Medical tual cost-effectiveness of a particular system. The

quest.

Record$’ noted that basing new protection for computer network, like the telephone, is becom-
medical information solely on the Privacy Act anding a part of the way business is conducted; a firm
on principles of fair information practices will fail simply has to have one to compete in the market,
to consider the complexity of today’s information whether it makes economic sense orfot.
environment, with its distributed processing, There may be some savings for the health care
sophisticated database management systems, system as a whole if electronic medical payments,
puter networks, and widespread use of microcomfor example, are implemented on a near-universal
puters. scale. However, at current rates of implementa-

It is apparent that protecting personal in- tion, h_igh Ieve_ls of use of electronic paymen_ts or
formation in a computerized environment in- compliance with standards may not be achieved
volves, at a minimum, access to records, for some time. The health care industry in the

77 Office of Technology Assessment, op. cit., footnote 60.
78 |bid., p. 79.
79 Project HOPE Center for Health Affairs, op. cit., footnote 2.
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United States is not organized as a “system” with aonsistent regulatory environment for interstate
central focus or consensus on how to deal witkexchanges of health information.
systemwide problems. The different parts of the
system have diverse incentives, and efforts to corl-l Standards
trol costs in one area may increase costs in anothdihe federal government has already played a ma-
However, these shifted costs are so subtle andr role in establishing the current level of stan-
spread over so many participants in a complexiardization. For example, in the area of electronic
system that they are hard to quantify. For examplenedical payments, HCFA's commitment to elec-
a major payer, in an effort to reduce its own costdgronic claims-filing and its adoption of EDI stan-
may begin to request additional data and docudards have caused many providers and private
mentation (beyond what is on the standard formsgayers to use these technologies. Further steps by
when providers submit large claims. All providersHCFA—for example, offering truly expedited
who deal with that payer then incur additionalpayment to providers who file electronically
costs to resubmit rejected claims, develop andinstead of making delayed payment to those who
maintain different versions of the standard formmake paper claims, as is currently the case)
or provide the additional data with all claims to—could encourage more providers to make the
avoid the problem of deciding when to send it andiecessary investments needed to comply. HCFA's
when not to. Situations like these make it difficultearly adoption of EDI standards for other forms
for the industry to establish truly uniform proce-and transactions could also inspire other payers to
dures. make use of them. HCFA's ongoing plans to estab-
The trend toward managed care reduces this diish a national payer file and to automate second-
versity of interest to some extent. The percentag@’y payments should also serve as an example of
of people covered by traditional indemnity insur-how to simplify the complex process of coordina-
ance in the fee-for-service sector can be expectdtpn of benefits. Thus, one option for federal ac-
to decrease, thus reducing the number of transation is tocontinue to influence the standardization
tions between providers and payers as well. Sonff health care information transactions through
managed care organizations, like staff modethe federal governments role as a major insurer.
HMOs, will internalize these transactions, and However, even HCFAs leadership will not en-
will presumably perform them efficiently out of Sure universal compliance with standards among
sheer corporate self-interest. But managed care #l payers and providers, and itis likely that wide-
taking many forms, including independent prac-SPread compliance is needed in order to realize no-
tice associations and other arrangements fdiceable savings. As long as some set of
which transactions will remain external between darticipants does not comply, many others will
network of different provider and payer organiza-Nave to maintain separate systems or multiple ver-
tions. For the near future, absent a far-reachirr:]'?*'onS in order to do business with them. The in-
government-imposed restructuring of the systemlormation involved is very complex, and certain
many private insurers and health care provider§!@sses of participants—payers, state govern-

will continue to do business as independent firmgnents, and others—uwill continue to create the
whose interests do not coincide. need for new types of data for their own purposes,

There are three major areas in which governDUt not necessarily those of their trading partners
ment action might be considered: 1) providing®' the systemas awhole. Ifthey have either money
leadership in the adoption of standards for elec?' licensing authority on their side, their trading
tronic medical payments and other transaction8artners will have to comply with their demands

and exchanges of health information: 2) establishl 2ddition to the standard. _
ing a system of unique identifiers for people, Given that near-universal compliance seems to

providers, and payers; and 3) establishing a morg® important, but is not being achieved as yet,
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Congress may want government to take a more ac- Unfortunately, a government-imposed stan-
tive role in administrative simplification. Thus, a dards-setting process would require some central
more active approach would be for Congress téocus of authority to set timetables and to ensure
considerequiring the adoption of industry-devel- compliance. Therefore, a necessary corollary to
oped standards for core electronic transactionsthe option discussed above would beharge a
including maximum data sets, and setting timetagovernment agency with responsibility and au-
bles for their implementation. thority to set standards and data definitions for
This option suggests the adoption of standardadministrative transactions in consultation with
for a small set of core transactions within the neaindustry groups, and to manage changes to stan-
future. It assumes that the transition from a feeeards over time; or create an agency or commis-
for-service environment to a managed care envision for this purpose.
ronment is going to be a gradual one, and that for a Establishing a central authority, whether within
number of years it will be worthwhile to make thean existing agency or in a new commission, is also
basic fee-for-service transactions as efficient ag cost—one that would be shifted from the health
possible. This option is also limited in that its aimcare system as a whole to the government. How-
is not to mandate sweeping requirements for imever, it is unlikely that standards and timetables
plementing electronic transactions, but rather tavill be adhered to unless someone is in charge.
focus on a small set of transactions. Core transac- Possible disadvantages of requiring standard-
tions include: claims and billing, payment and re<zation and creating an authority—for example,
mittance advice, eligibility inquiry, enroliment, |ocking into a standard too soon—do not appear to
and coordination of benefits. Standard forms folbe problems for electronic medical payments at
managed care transactions, such as the encountys time, at least for core transactions. Industry
report, could also be considered in this groupgroups have made progress with standards for the
These are areas where the voluntary standargssic core transactions and preliminary versions
process is well advanced. Requiring adoption ofre available for many. There is a need, however,
standards for other transactions might be considp ensure that the standards are implemented in the
ered in the future. same way so their use is uniform. Industry input,
The option includes a requirement foaxi-  from both payers and providers, is definitely need-
mum data set®r each transaction. It will be nec- ed for this. C|ear|y1 if the agency or commission
essary to obtain consensus from providers angitempted to develop standards de novo, many un-
payers about what information is needed for thgyecessary costs could be incurred; therefore it
transactions, and then ensure that participanigould have to work closely with industry groups
may not unilaterally increase information require—a|ready in existence. A number of industry groups
ments that would lead to the proliferation of non-have voiced support for greater government in-

standard forms. _ _ ~ volvement, including actions to speed the stan-
A requirement for universal compliance with gards-setting process.

an electronic transaction system would necessari-

ly create problems for some providers and payer - .
particularly small ones. Clearly not all providersSD Stan(_jard Identifiers for Individuals,
and payers will be able to handle electronic trans- Providers, and Payers

actions or modify their proprietary systems toConsistent with the above options, another area
meet standards within any given timeframe; howfor nationwide action would be &stablish a sys-
ever, they should be able to contract with commutem of unique identifiers for patients, providers,
nity health information networks, clearinghousesand payers.

electronic medical claims services, or other firms Controversy continues about the particular sys-
who can provide these services for them. tem of identifiers to be used for individuals. In the
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past, OTA has cautioned against use of the SSN asth legislatures to enact uniform legislation. In
a national identification number of any kind, addition, the Department of Health and Human
largely on privacy grounds. OTA has suggested ifservices has recently been tasked by the Adminis-
earlier work that a new numbering system, withtration to take the lead in developing model state
legal protections against misuse built in from theprivacy laws and model institutional privacy poli-
beginning, would be more appropriate. Supporteies for health information. Such leadership by a
ers of the SSN argue, with some merit, that the difederal agency may be useful in speeding the
advantages cited for the SSN are bound to afflichdoption of new information laws.
any numbering system eventually, even one thatis Privacy and confidentiality are particularly im-
developed from scratch. With modifications, suchportant areas in dealing with health information; if
as a check digit or other additional digits, the SSNhere is little confidence that an electronic medical
may be the fastest and possibly the lowest-cost ojformation system will protect them, then pro-
tion for establishing a numbering system. viders and patients will be unwilling to use it. If
Identifier systems that meet the needs of botlthe process of revising legislation on a state-by-
private sector and government users would betate basis is seen as too time-consuming, or not
most useful. HCFA has made efforts to include aufficiently effective, then some additional feder-
variety of public and private stakeholders in theal intervention may be necessary either to support
development of its national provider identifier uniform legislation or to provide federal legisla-
(NPI). That system, which HCFA proposes to im-tion. In this case, Congress may wishstablish
plement for Medicare providers in 1996, has thdederal legislation and regulation with regard to
potential to be expanded into a universal systenprivacy and confidentiality of medical informa-
Expanding the NPI to include non-Medicare pro-tion, as well as storage media for medical records
viders would require congressional action to aland electronic data standards for storage and
low HCFA to open up the system and to establislransmission of medical informatiof.corollary
which agency should administer it. Similarly, to this option is tacharge a government agency,
HCFA's efforts toward developing a payer registryor create a committee or commission, to oversee
and automating the secondary payment procesge protection of health care data; to provide on-
could serve as the basis for establishing a nationayoing review of privacy issues; to keep abreast of
automated coordination-of-benefits system forgevelopments in technology, security measures,

private payers. and information flow; and to advise Congress
_ _ about privacy matters in the area of health care
[J Consistent Regulatory Environment information.

Some state governments, under the influence of The purpose of these options is to create a na-
industry associations and other groups, are ational environment where electronic commerce
tempting to change state legislation that limits theand the development of computer-based patient
development of computer-based patient recordgecords is not discouraged by local differences in
However, the variety of state legislation that af-regulation. This would establish a minimdiwor
fects electronic health information is still bewil- so that interstate commerce and information ex-
dering and poses a barrier to the efficientchange can be maintained. There is still a need for
development of interstate electronic commerce irconsiderable research on the computer-based pa-
health care. One option is émcourage the pas- tient record and other kinds of health information.
sage of uniform state legislation with regard toDetailed standards about the computer-based pa-
privacy and confidentiality, allowable storage tient record within a particular provider organiza-
media, and standards for health informatign. tion cannot be legislated or established by
number of industry groups are already workingregulation at this time, and, in fact, such regula-
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tion may never be desirable. However, minimum
standards for the storage and protection of health

information, and for its exchange among institu-
tions, may now be in order.

Many violations of security, privacy, or confi- 3.
4.

dentiality are caused liysiders—trusted individ-
uals who exceed their authority or put information

they are authorized to have to an unauthorized

use80 Establishing clear and uniform law to pro-

tect privacy and confidentiality, along with civil 5.

and criminal penalties for violations, would en-

courage organizations that handle electronic
health care information to establish strong internal
policies and procedures, which will be as impor-6.

tant as technological protections for information.
With regard to privacy and confidentiality, an ear-

lier OTA report cited seven provisions to be con-
sidered in any federal legislation affecting health

information:

1. Define the subject matter of the legislation,
health care informatiorto encompass the full
range of medical information collected, stored,
and transmitted about individuals, not simply
the patient record.

criminal and civil sanctions for improper pos-
session, brokering, disclosure, or sale of health
care information, with penalties sufficient to
deter perpetrators.

Establish requirements for informed consent.
Establish rules for educating patients about in-
formation practices; access to information;
amendment, correction, and deletion of in-
formation; and creation of databases.
Establish protocols for access to information
by secondary users, and determine their rights
and responsibilities in the information they ac-
cess.

Structure the law to track the information flow,
incorporating the ability of computer security
systems to monitor and warn of leaks and im-
proper access to information so the law can be
applied to the information at the point of abuse,
not to one “home” institution.

Establish a committee, commission, or panel to
oversee privacy in health care informatfdn.

7.

These principles will continue to be useful in
designing uniform state or federal regulation with
regard to health information security, privacy, and

2. Define the elements comprising invasion ofconfidentiality.

privacy of health care information and provide

80 Office of Technology Assessment, op. cit., footnote 69.

81 Office of Technology Assessment, op. cit., footnote 60, p. 87



