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Foreword

Public policy on the protection of personal information collected, maintained,
or disseminated by the Federal Government has been based on a balancing of the
privacy of individual citizens versus management efficiency and law enforcement.
New technological applications— such as the computerized matching of two or more
sets of records, extensive electronic networking of diverse computerized record
systems, and preparation of computer-based profiles on specific types of individ-
uals—are challenging the existing statutory framework for balancing these in-
terests.

This report addresses four major areas: 1) technological developments rele-
vant to government record systems; 2) current and prospective Federal agency
use of electronic record systems; 3) the interaction of technology and public law
relevant to protecting privacy; and 4) possible policy actions that warrant con-
gressional attention, including amendment of existing laws such as the Privacy
Act of 1974 and establishment of new mechanisms such as a Data Protection Board
or Privacy Protection Commission.

Prepared at the request of the Senate Committee on Governmental Affairs
and the House Committee on the Judiciary, Subcommittee on Courts, Civil Liber-
ties, and the Administration of Justice, this report is the third component of the
OTA assessment of “Federal Government Information Technology: Congressional
Oversight and Civil Liberties. ” The first component, Electronic Surveillance and
Civil Liberties, was published in October 1985, and the second, Management, Secu-
rity, and Congressional Oversight, was published in February 1986.

In preparing this report on electronic record systems and privacy, OTA has
drawn on working papers developed by OTA staff and contractors, the comments
of participants at an OTA workshop on this topic, and the results of an OTA sur-
vey that was completed by over 140 agency components. Drafts of this report
were reviewed by the OTA project advisory panel, officials from the U.S. Office
of Management and Budget and the General Services Administration; U.S. Depart-
ments of Justice, State, Defense, and Health and Human Services, among other
Federal agencies; and a broad spectrum of interested individuals from the govern-
mental, academic, private industry, and civil liberty communities.

OTA appreciates the participation of the advisory panelists, workshop par-
ticipants, external reviewers, Federal agency officials, and others who helped bring
this report to fruition. The report itself, however, is solely the responsibility of
OTA, not of those who so ably advised and assisted us in its preparation.
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